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Executive Summary

Inresponsdil 2 G KS 9 dzNP LJIS écyrity Styatedy, yh@ @SCihas publisBed a White Pagavith
recommendations on digital securis essential capability to digital souverainity and a digital sacldtg

I {1 DQ&a NXB O2 Y ¥rfing e imporanteiof @yeReurity standardisation to complete the

European internal market and to raise the legéCybergcurity in Europe in general. CSCG
Recommendation 2proposes areview oheRSTA YA G A2y a 2F (R daonedy W/ 26
analyses theisage of this term by various stakeholders and reviews standardisation activities in the area of
Cybersecurity, providing an overview of overlaps and gaps in available standards. It has been written by
CSCG and ENISA experts as a response to the Recoative#@® and forms a logical entity together with

the response to the CSCG RecommendatiorGiél/ernance framework of the European standardisation
Aligning Policy, Industry and Reseanghblished by ENISA at the same time. Both documents will be
presentd for approval at the next CSCG plenary that is scheduled to take place in BetinJdduary

2016. As a result of the discussion at the CSCG plenary meeting and feedback received revised versions ¢
the documents might be produced.

Ly fI y3dd SBSNBNFENWIeQ 2N WOeoSN aSOdaNAGe Qs RSLY
G2NR S6AGKAY AdGa O2yGSEGZT A& I NIYGKSNI @2dzy3 GSNY
WY/ 80SNBESOdNRGEQ gl & ONI TSR HopbRistsdaadPpliticstdé addrdss LINE T
aSOdNRiGe O2yOSNya Ay (GKS W/ 20SNJ {LI OSQd . dzi 6KI
2NAIAYFGAY3 Ay GKS W/ 286SNJ {LJ OSQK 52S8a W/ @86SNJ &
GKPOWNI { LI OSQK 5253 W/ 20SNJ aSOdzNAGeQ |faz2 | LILX &
production lines, power plants, etc. although they are not primarilyAd8sy SR 42 06S Ay GKS

Thefirst purpose of this document is to raiseddescribe these diverging understandings in more detalil

and provide a guide for determining an appropriateRUB NRE G | YRAY 3 2FOdzKIB G & SNir2 ¥
in the context of the intended use of the stakeholders and policy makexiSA on behalf ofi¢ CSCG

puts forward definitions othis termas well as the argumentation supporting its proposalse

geographic boundaries are intended to be within the European Utl@member states and the

European Standardization Organizations (ESO).

The secondjoal of his documentis to listorganisatiors taking part in standardisation in the area of
Cybersecurityprovidean overview of activitieand identifygaps and overlaps. Within Europe the three
European Standards Organizations, CEN, CENELEC, axmbpdr8te to try and minimize the amount of
duplication of standards. However, there are many hundreds of groups that work on security or have
security related work streams, and working together between these groups has proved to be difficult. In
many case gaps in standardization are being addressed, but probably not at a sufficient level of

http://ec.europa.eu/informaion_society/newsroom/cf/dae/document.cfm?doc_id=1667
http://www.cencenelec.eu/standats/Sectors/DefenceSecurityPrivacy/Security/Pages/Cybersecurity.aspx

ftp://ftp.cencenelec.eu/EN/EuropeanStandardization/Sectors/DefenceSecurityPrivacy/Cybersecurity/ CSCG_WhitePa
per2014.pdf
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commonality in order to insure that enough thorough security exists for new products and services when
they are being developed.

Is there a need for a definition@/bersecurity is an enveloping term and it is not possible to make a
definition to cover the extent athe things @bersecurity covers. Therefore, a contextual definition, based
on one that is relevant, fits, and is already used a particular S@@anisation should be considerethis
document provides recommendatisitior stakeholders and policymakers, for terminology and for SDOs.

Stakeholders and policymakers should consider the definitions as explained and choose the most
appropriate SDO and @aition when considering their requirements. By referencing a specific definition
(and any exceptions to that definition in the requirements), clarity can be maintained.

Cybersecurity shall refer to security of cyberspace, where cyberspace itself refaesget of links and
relationships between objects that are accessible through a generalised telecommunications network, and
to the set of objects themselves where they present interfaces allowing their remote control, remote
access to data, or their pa@cipation in control actions within that Cyberspace.

SDOs are encouraged to embrace the concept of cybersecurity as the provision of security capabilities to
apply to cyberspace. Existing use of the terms under the CIA paradigm when applied to sinfglegate
and single classes of object shall explicitly not use the term Cybersecurity.

The best way to ensure that there are no overlaps in standardisation related to Cybersecurity would be for
the SDOs to ensure availability of a catalogustahdardisation activities and to introduce a method of
referring to Standards so that impacts of changes can easily be tracked in dependencies.

There are three strands to standards developmenterall requirements for security, privacy, and other
related requirements; overall businessquirements, security risks and threats; and secuntls and
techniques We recommend that efforts are made to bring together the various requirements and
initiatives in strand oneMore work is required to identify ris and threats in strand two. We should work
on a rationalization of techniques that we are using in strand three towards a smoother integration of
protection into existing and emerging services and infrastructures
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1. Introduction

In the Gybersecurity stratgy of the European Union, the EU reaffirms the importance of all stakeholders in
the current Internet governance model and supports the mstitikeholder governance approach. Indeed,
the multi-stakeholder approach is fundamental to the development of sssfté standards, pticularly in

the area of Cybesecurity where public sector requirements are implemented to a large extent by private
sector service providers.

In the field of pranoting a Single Market foryBersecurity products, the Cylsecurity stragégy underlines

the importanceof the ETSI CEN CENELEC @&gdeitg Coordination Group (CSCasd ENISA, by stating:
GOGKS /2YYAaaArzy gAff &adzZJR2 NI GKS RS@St2LISyd 27
going standardisation work of the Eypean Standardisation Organisations (CEN, CENELEC and ETSI), of th
Cybersecurity Coordination Group (CSCG) as well as on the expertise of ENISA, the Commission and othe
NEf SOFyid LXIF&@8SNRAREOD

The Cybemrscurity Coordination Group (CSCG) of CEN, CENELECShigdtke only joint group of the three
officially recognised European Standardisation Organisationsanithndate to coordinate Cybersurity
standards within their organisations. The CSCG was created in late 2011 to provide strategic advice on
standardsation in the field of IT security, Network ahdormation Security and Cybersurity.

Inresponsdl 2 (1 KS 9 dzNE LJS écyfity Styatedy yh@ ES®aES phifigidd a White Papeith
NBO2YYSYRIFIEGAZ2ya 2y RAIAGI adbdedineIne idpbriancK & / {/ DQa
Cybergcurity standardisation to complete the European internal market to raise the level of

Cybergcurity in Europe in general.

CSCG Recommendatio? states:

The EC should establish a clear and common understanding sifdpe of Cyber Security, based on an
initiative the CSCG plans to launch to clarify the key terms and definitionsubedstandardisation of

and communication related to Cyber Security within the European Union. To establish clear understanding
the CEG recommends that the Europda?2 Y YA A aA 2y &dK2dzZ R KIN¥Y2yAasS Al
{ SOdzNR (e¢é¢3X abL{€¢ YR aO&0SNONRYS¢ . offioilBomdunicalid®s 9 !
currently use all three terms without distinguishing between them, which risks them being interpreted
differently in different EU Member States (or languages). The CSCG recommends that the European
Commission should not limit itgarification to definitions but should also establish an agreed

understanding of the interdependencies and relationships betweethtee areasn question. The CSCG

also recommends that the Commission should establish and enforce a suitable goverodact®nthe

three areas, with special emphasis on avoidimgking insilos on topics that are inherently intertwined.

TheCSCG decided at the meeting in Cyprel) September 2014 to concentrate on the term
Y/ @0SNESOdINARGE Qo

Ly fly3da 3S HBHye FNRYOANBASNUASOdZINAGE Q> RSLISYRAY
62NR 6AGKAY AGa O2ydGSEGET A& | NIGKSNI &@2dzy3 GSNY
W/ 80SNESOdNRGEQ 6Fa ONITGSR | yR sdzdPditicHt@address LINE F
580dNR G2 O2yOSNYa& Ay (KS W 868NJ { LI OSQd . dzi 6Kl

originating ini KS W/ & 6 SNJ { L& SO\ (582C5 42 yuf/ & oG2W a A RSNJ G KS L
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0KS W/ 2QIKENF TSROz EAND | f a2 FLILIX e G2 LIKearAoOlft | 2
production lines, power plants, etc. although they are not pria&@ RS aA 3y SR (3B @GSQda y

!
[fl

RAGAZ2YIE G2 GKAa 02y (i NBISr&dod by Somé fedple s NyvonyHy fak heS N.

N¥a WL¢ aSOdNAGeQr WL/ ¢ aSOdaNARGeQ 2N WAYT2NXI

U» X«

Lad GKS Y ASONMRAAUE QWI @ BBMISNBYOS (2 GKS 2NARIAYy 27
paNIi 2 F (LSO IO eondiNgR S O

Finding a common understanding is a major challenge and it might not be possible to harmonize the
definition and usage of the term.

The purpose of this document is

1 to raise and describe these divergingtionsin more detail and provide a gwedo determine an
appropriatety RSNE G YRAY I ABOANB 8 SNN2WHEOGBHISR Ay
use of the stakeholders and policy makeENISA on behalf of the CSCG will put forward
definitions ofthis termas well as the argumentaticgupporting its proposatsThe geographic
boundaries are intended to be within the European Union, its member states and the European
Standardization Organizations (ESO).

1 to list organisations taking part in standardisation in the area of Cybersecuntyidmg an
overview of activities and identifies gaps and overlaps. Within Europe the three European
Standards Organizations, CEN, CENELEC, and ETSI cooperate to try and minimize the amount of
duplication of standards. However, there are hundreds of gsoilmat work on security or have
security related worlactivities and working together between these groups has proved to be
difficult. In many cases gaps in standardization are being addressed, but probably not at a
sufficient level of commonality in ordéo insure that enough thorough security exists for new
products and services when they are being developed.
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2. Common understanding of Cybersecurity

The term cyber and its associated terms cyberspace (any spelllng) and cybersecurlty (any spelllng) have
dif i SR FNRBY (KS 62NIR 2F GKS | NIia I)/R Ayild2 GKS Y
2 K2 o6F0dGEtS F3AFAyad GKS OeoSNXYSy adqINIAy3d gArAdGK 0
2F GKS 02y O0SLIi 2F O2aSNBONDS 6 XK\E NBA K SydRE Jii yEdESa8m
hallucination experienced daily by billions of legitimate operators, in every nation, by children being taught
mathematical concepts... A graphic representation of data abstracted from the banksrgfoevnputer in

the human system. Unthinkable complexity. Lines of light ranged in thepawe of the mind, clusters and
constellations of data. Like city lights, receding I YR ¢S KI @S RIFIyOSNA Ay (K.
to a half improvised &e dance. Even prior to the term cyber in these forms we see use of the term
OBO0SNYySiGAOa RSOSE2LISR 0608 b2NDSNI 2ASYSNIAYy KAA
P'YAYEFE YR GKS al OKAyYySé¢ 6alc¢ t NB atathe condpal of compiek S NB
systems in the animal world and in mechanical networks, in particulareggifating control systems. This

is a snapshot of the long cultural background through which the term has become commonplace, and
inevitably multinuanced.

t NEOSRAYy3d DAGaAZ2YQ ditie €on@oFDath K BporatiSriNdérkeded a lBaNdh LI O S
O2YLJzi SNE a a0eod SNJE YR Ay R2Ay3 &2 FAESR (KS
FAdZNIKSNJ FNRY AdGa &adzZ33Sail SR SCENBRSA T NeBEND (3 22005 NY/SAyyar ys
use of the term is much more closely aligned to. During the latter part of the 1980s and throughout the
1990s cyber was used as a prefix in many areas: Cybercrime (crime involving computers), cyberpunk (the
gerre of fiction that Gibson and others belong to), cybergoth (music fans who share characteristics of the
goth movement with electronic music and decoration), cyberbullying (bullying using the internet and social
media), cybersex (sex using the internet ahectronically controlled tools), cyberwarfare (acts of war

carried out across the internet against human and{homan targets) and so on. A plea was made to stop
the use of cyber as a general purpose prefix but that appears to have fallen on deaheaesdlresult is

that removing the prefix and accepting that today the internet and electronic communication and control
are endemic really means that cybsecurity has the same difficulty in finding a simple definition as

security.

Eventhecorrectspdlly 3 2F W/ 20SNRASOdzNA(GeQ A& O2y(INROSNRAAI |
G2NR W/ 20SNBRSOdINA(GeQr 20KSNA LINBFSNI I GSN¥Y O2ya
even the capitalization is disputegdn many respects this miits the issues surrounding the correct

spelling and capitalisation of the term email (em&il, or Email, orEa I A £ X0 @

Ly O02YY2y LINIIFIYyOS:s W/ 20SNASOddNAG2@Q A& RSFTAYSR
protected against the criminar unauthorized use of electronic data, or the measures taken to achieve
GKAaED C2tf2gAy3 (GKAA AYUGSNLINBGIFGA2Y S 2yfeée (KS
But the question remains, what about operational errors? Is the protectgnim;t a human error to
provide&a a Sy G Al £ as Nﬁl&JD}éﬁlﬂ AGA wF((?S)f Wi S SADA Live QKT ¢ K/Se @
WAYF2NXYIGA2Y aSOdzNAGeQ 2y GKS O2 ynalididuNdsruptigh®t dzR S &

Looking further into the definibn of The Oxford English Dictionary, the question comes up about the
manipulation of physical assets, such as production lines, utilities, etc. Is this covered by this definition?
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However in the Standards community, the definition is significantly widlé@ndlude protection against a
variety of risks for organisationsBn Rl (I = S&LJS 030 d&zNFe( & Sha WO BWHMNES N.
WLYFT2NXIFGA2Yy ASOdZNRA(GEQd

The issue is even further compounded by the popularisation of the term in the mass media. The mass
media commonly useitasacatehf f | Yy RRERYAOISIRNI aS GKI G 2F4Sy |4
everything that can disrupd 2 Y LJdzii SNBA | & ORGPl 2 W/ 8 6 SNA

In the military environments, orgarizi A 2 ya | LILINR I @K OWAS (i & NIF N® /N & & §NIS
much more strategic pé&r LIS O A @S T  dza Aay'SHO daNKRS( &GCE NBYy YO RyoySND G A 2 Y &
RSTSy 0S¢ FyR w0OeoSN ¢ NRo

Figure (1) illustres the different domaing A 1 KAy {1 K& S©OS8ANIK (i & /Qa&o S NJ

Communications Security
Military Security
Operations Security Cyber Security
Physical Security

Information Security

Figurel: Different domains of Cybersecurity

In Figure 1, the domains are referred to as follows:

Protection against a threat to the technidafrastructure of a
Communications cyber system which may lead to an alteration of its
Security characteristics in order to carry out activities which were no
intended by its owners, designers or users.

Protection against the intended corruption of procedsier

ggg:z;li?ons workflows which will have results that were unintended by i
y owners, designers or users.

Information Protection against the threat of theft, deletion or alteration ¢

Security stored or transmitted data within a cyber system.

11
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Physical Security

Protection against physical threats that can influence or affs
the wellbeing of a cyber system. Examples could be physic
access to servers, insertion of malicious hardware into a
network, or coercion of users or their families.

Public/National
Securty

Protection against a threat whose origin is from within
cyberspace, but may threaten either physical or cyber asse
a way which will have a political, military or strategic gain fo
GKS GaFO1 SN 9EI YL Séale D@z
attackson utilities, communicationinancial system or other
critical public or industrial infrastructures.

This document spefically restricts its scope toyBersecurity issues which are not specifically related to
aspects of Public/Nationalr Physical &urity.
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3. Terminology of Cybersecurity in documentation

3.1 Composition of the Term
I RSO2yaiNHzOGA2Y 2F GKS O2YLRYSYyS®IAKESE QYR I dzC
illustrated below. This diagram looks at the various aspects of the definitiechvare referred to and
implied when the definition is used by stakeholders.

This wide range of components adds to the wide variations in meaning of the term and has a potential to
obscurethe true scope of a particularyBersecurity action or intention.

| Obligatory ]~| {T D "
ype or Uocumen ih_\ e~ Origin within the Cyberspace
Ll Meaning of Cyber } (”u
———— Targets within the Cyberspace
[BasedoncA) | 1 \ /’ Involved Assets | Information
\ | S——— I 1
@J CIA I‘—\ “{Type of threatened Assets | PCyberAssets,
p \ Physical Assets
Definition of Cyber Security
| Oybersecurity | [cybersecurity | li A
(cyber security |yber securtty | { il ‘-—I T 4 -{Notnatxon |[r tentional |
/ \{Unintentional (Unintentional
jThreat Source | Network |
(o7gn)
Standardization Organisation (SDO) T Phvsical
=———— | { Organisation
Assosiation
Corporate |/

Figure2: Components congtuting the definition of Cybergcurity

The followings a detailed description of the origin of the definition described in figure 2.

Criteria Explanation

Type of Document | Obligatory: A document that has a definition that is founded in law, regulation
mandatory standards.

Voluntary: A document that has a definition that is founded in agreed-best
practice or reputable recommendations

CIA Based on CIA: Thiefinition2 ¥ W/ & 6 S Ndasd@QdanIsesi @rmdza S
W/ 2yFTARSY(GALItAGREQY WLYGSaANARGeQ I yR
Without CIA: The definition 6/ &3 SSONJneds ina r@fer to, or include the
issuesofV/ 2y FARSYGAIIfAGRQY. WLYGSIANRGEQ

Spelling Theform of spellinghat is being usedThis provides consistency across a
definition and its use.
Organization The nature of the publishing organizatiomay influence the factors or domains

that are addressed in the definition. This may influence the stakeholder sectg
applicability of the definition and therefore its usefulness.

asShkyAy3a 2 The definition refers to the origin of a threat thatifgroduced viaCybegpace

rather than a physical attack.
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The definition looks only at targets that reduce the trustworthiness of a syster
process rather than a device that is controlled via a system originating in the
Cyberspace.

Types of

threatenedassets | definition of Cybeii S O dzNX (i & Q ®

Related to the above, the class of the threatened system that isreovin the

Motivation of

Threat Source

The definition may address the motivation of the threat, whether by intent, for
SEI YLX § ONX Yhtioyal, &s@ Eesu did lyegducy af &hother action.

Source

Origin ofThreat The definitionmaydifferentiate the origin of the threatAnd may only consider

protectioyy | I Ayad GKNBI Ga | Nakaldteynst arkl bE Y
solely netwok basedAlternatively the deflnltlon may addresise protectlon of
Information Systems from local threaisdzO K | &1 KUYNISAGRIRGEEEBINJ
definition may also addregwotection against phy5|cal attacks on the facility
hosting Information Systems.

3.2 Terminology as defined by dictionaries

3.2.1 Oxford

The Oxford DictionariesOnline RS T A Yy Sa WO & th& ke SfDeiny protexted afjainsf the
criminal or unauthorized use of electronic data, or the measures taken to achieve this

3.2.2 Merriam Webster
TheMerriam¢WebsteFr RS T A y Sa WO & MeSshNksIaRaizhtIprotécta compiter or computer
system (as on the Internet) against unauthorized access or attack

3.3 Terminology used by organisations

¢CKS 2NHI YA

A N L oA LA N s

alGA2ya YSYUA2YySREQSAZOOHAB2 dzKSOA FNBE WA &

according to their relevance for the European standardisation.

3.3.1 ETSI
Term Cybersecurity
Organization | ETSI TC Cyber
Document Not defined other than in the Terms of Reference of the ETSI Techaicahittee
Number CYBER
Document Terms of Reference for ETSI TC Cyber
Title
Publishing n/a
Date
Definition n/a
Details In ETBTC CYBER has addressed Cgberity as domain with many facets and has
identified both responsibilities and areas of activity tolbelertaken across ETSI and
the technical body to address these.
The main responsibilities of ETSI TC CYBER are:
I To act as the ETSI centreespertise in the area of Cybesurity
1 Advise other ETSI TCs and I&#Esthe development of Cybeesurity
requirements

http://www.oxforddictionaries.com/definition/english/cybersecurity?g=cyber+security
http://www.merriam-webster.com/dictionary/cybersecurity
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1 To develop and maintain the Standards, Specifications and other deliverab
support the developmet and implementation of Cybeesurity standardization
within ETSI

9 To collect and specify Cyberwrity requirements from relevant stakeholder

1 To identify gaps where existing standards do meetthe requirements and
provide specifications and standards to fill these gaps, without duplication ¢
work in other ETSI committees and partnership projects

1 To ensure that appropriate Standards are eleyed within ETSI in order to
meet these requirements

1 To perform identified work as sutontracted from ETSI Projects and ETSI
Partnership Projects

1 To coordinate work in ETSI witkternal groups such as Cybecsrity
Coordination group in CEN CENELEEAHSA

1 To answer to policy requests redat to Cyberscurity, and security in broad
sense in the ICT sector.

¢tKSaS INBlFLa 2F NBalLRyaAroAtAade | NB 27
will address in close eoperation with relevant standards aeities within and outside
ETSI.

The activities of ETSI TC CYBER include the following broad areas:

1 Cybergcurity

1 Security of infrastructures, devices, services and protocols

1 Security advice, guidance and operational security requirements to users,
manufacturers and network and infrastructure operators

9 Security tools and techniques to ensure security

9 Creation of security specifications and alignment with work done in other T

Reference https://portal.etsi.org/TBSiteMap/CYBER/CyberToR.aspx
3.3.2 ISO/IEATC1

Both international SD&decided in the past, that anything in the domain of Information Technology is

neither solely 1ISO nor IEC but within both realms. Therefore they founded the Joint Technical Committee

No.1 with the responsibility to develop standards within the domain fifrtation Technology.

Term Cybersecurity

Organization ISO/IEC JTC1/SC2:6Hcurity Techniques

Document ISO/IEC 27032:2012

Number

Document Information technology Security techniques Guidelines for cybersecurity

Title

Publishing 2012

Date

Definition Preservation of confidentiality, integrity and availability of information in the
Cyberspace

Details hFFAOAFIEE@Y L{hkL9/ uHTnoH |l RRNBaasSa
a4 GKS GLINBaAaSNBIFGA2Yy 27F O2of infarRaion inihk {
/| @0 SNEILY OBdzdy i KS / @0SNRBRLI OS¢ 002Vl
GOGKS O2YLX SE SY@ANRBYYSyYy(d NBadzZ GAy3 3
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services on the Internet by means of technology devices and networksected to
AL 6KAOK R2Sa y2i SEAalG AY lyeé LIK@;
Reference http:/www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber
44375
'RRAGAZ2Y I ffe (2 GKS GSNXY W 20SNESOMzNR (& @aterm§ h k L
worth being mentioned and considered.
Term information security
Organization ISO/IEC JTC1/SC2:68curity Techniques
Document ISO/IEC 27000:2014
Number
Document Information technology- Security techniques Information securitymanagement
Title systems- Overview and vocabulary
Publishing 2014
Date
Definition Information secuity
Preservation ofconfidentiality, integrity and availability of information
Qonfidentiality
Property that information is not made available or discloseditauthorized
individuals, entities, or processes
Integrity
Property of accuracy and completeness
Availability
Property of being accessible and usable upon demand by an authorized entity
Details ¢CKS GSNY WAYT2NXIOGA2Yy &S O dMitiortirdSQiECK
27002:200%ut due to the fact, that all definitions within the ISM&nily were
transferred to ISO/IEC 27000, it was also relocated. All documents within the IS
family are to be seen as suppdor WL { hk L 9/ H T n n mologyy Se2untly|
techniquesg Information security management systemsv S Ij dzA NS Y Sy G &
the main requirement standard of this family of standards.
ISGIEC 27001:2015 is a wonkdde accepted Management Systestandard for the
implementation and maitenanceof information security within an organization.
Reference http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber
63411
Freely available at:
http://standards.iso.org/ittf/PubliclyAvailableStandards/c063411 ISO_IEC 2700
14.zip
3.3.3 ITU
Term cybersecurity
Organization | ITUT
Document X.1205
Number
Document SERIES X: DATA NETWORKS, OPEN SYSTEM COMMUNICATIONS AND SEC
Title Telecommunicatiosecurity
Overview of cybersecurity
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Publishing April 2008
Date
Definition cybersecurity
The collection of tools, policies, security concepts, security safeguards, guidelines|
management approaches, actions, training, best practices, assurance dmblagies
that can be used to protect the cyber environment and organization and user's asf
Details Organization and user's assets include connected computing devices, personnel,
infrastructure, applications, services, telecommunications systemsthantbtality of
transmitted and/or stored information in the cyber environment. Cybersecurity stri
to ensure the attainment and maintenance of the security properties of the
organization and user's assets against relevant security risks in the cybesrgnent.
The general security objectives comprise the following: availability; integrity, which
may include authenticity and nerepudiation; and onfidentiality.
Reference https://www.itu.int/rec/dologin_pub.asp?lang=e&id=REEX.1205200804I!'PDF
E&type=items
High level terms used in ITJdocuments and their associated definitions can be found in Annex A.
3.3.4 NIST
Term cybersecurity
Organization NIST National Institute of Standards and Technology
Document Special Publication 8680
Number
Document Managing Information Security Risk
Title Organization, Mission, and Information System View
Publishing March 2011
Date
Definition cybersecurity
The ability to protect or defend the use of cyberspace from cyber attacks.
Details ¢tKAAd RSTAYAUAZ2Y A& o0lFlaSR 2y GKS RST¥
GSNBRAZ2Y 2F b/ {{L b2onnndpd® ¢KS RSTFAY
changed in the meantime (see chapterror! Reference source not found.
Reference http://csrc.nist.gov/publications/nistpubs/8039/SP80&B9-final.pdf
3.3.5 NATO
Term Cyber security
Organization NATO Cooperative Cyber Defence Centre of Excellence
Document ISBN 9789499211-2-6
Number
Document NATIONAL CYBER SECURITY
Title FRAMEWORK MANUAL
Publishing 2012
Date
Definition b2 ALISOATAO RSTAYAGAZ2Y F2NJ WOe0SNI &
Details GXLY ITRRAGAZ2Y (G2 GKS OSNEIGATS (KNBI
measures taddress cyber threats come from a number of different areas. They
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be political, technological, legal, economic, managerial or military in nature, or ¢
Ay @2t @3S 20KSNJ RAAOALI AySa I LILINE LINR |
Reference https://ccdcoe.org/sitegdefault/files/multimedia/pdf/NCSFM_0.pdf
3.3.6 CNSS
Term cybersecurity
Organization Committee on National Security Systems
Document CNSSI No. 4009
Number
Document Committee on National Security Systems
Title (CNSS) Glossary
Publishing April 2015 /January 2008 (NSPA2/HSPER3)
Date
Definition cybersecurity

Prevention of damage to, protection of, and restoration of computers, electronic
communications systems, electronic communications services, wire communica
and electronic communication, includjrinformation contained therein, to ensure if
availability, integrity, authentication, confidentiality, and nonrepudiation.
Source: NSPB4/HSPER3

cybersecurity

The ability to protect or defend the use of cyberspace from cyber attacks.

Note 1: This defition was contained in the 2010 version of the CNSS Glossary.
Note 2: This definition is still used In NIST SP&0&ee chapteError! Reference
source not found).

Details This definitomh & GF 1Sy 2@SNJ FNRY (GKS W5STAY
Presidential Directive (NSPBY%/Homeland Security Directive (HSPZB issued by
President in January 2008.George W. Bush.

Reference https://www.cnss.gov/CNSS/openDoc.cfm?yBg7QzXbL3NGs6wceKGXPw==
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3.4 Summaryof the usage of the Term Cybegsurity

The following table provides an overview of the identified definitions based on the criteria specified above:

&
3 ) b @ 2
c £ = I= g ‘;‘ I
S g B S g8 |« | ¢ = o
— (@] o st b — (O] @] c
@) (@] wn O (o O] = = —
ISO/IEC 27032 Cybersecurity | SDO \% YES Only assets | No Only virtual
JTC1l/sc27 intended for | differentiation assets
the Internet | between connected to
malicious or the Internet,
unintentional no physical
assets
ISO/IEC 27000 Information SDO o YES Any Risk No Any asset
JTC1/SC27 security origination | differentiation
in the Gber | between
Space malicious or
unintentional
ITUT X.1205 cybersecurity | Inter-gov | ??7? YES Any Risk No Any asset
origination | differentiation
in the Gber | between
Space malicious or
unintentional
NIST SP 80689 cybersecurity | SDO \Y, NO Risk Only covers Only virtual
originating | malicious assets
in the Cyber | origins (cyber connected to
Space ONLY attacks) the Internet,
no physical
asses
NATO National -- Military \% NO Any Risk Only covers Any asset
Cyber origination | malicious
Security in the G/ber | origins (cyber
Framework Space Threats)
Manual (Cyber
Threat)
Committee | CNSSI No. | Cyber security| Gout (0] YES Any Risk No Any asset
on National | 4009 differentiation
Security between
Systems malicious or
unintentional
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4. Standardisation work in Cybersecurity

4.1 Organisations involved istandardisation
The following organisations are taking part in standardisation activities relat€ghiersecurity
traditional SDOs and industrial associations.

Type of
organisation
SDO partnership

Organisation Summary

3GPP unites six telecommunications standard
development organizations (ARIB, ATIS, CEB#,
TTA, TTC), and provides their members with a
stable environment to produce the Reports and
{LSOAFTAOIGAZ2ya GKFG RS
mobile communication technologies. The scope
includes cellular telecommunications network
technologies, inclding radio access, the core
transport network, and service capabilities
including work on codecs, security, and quality o
service. The specifications also provide hooks fg
non-radio access to the core network, and for
interworking with WiFi networks.
http://www.3gpp.org/

CableLabs is the principle standards body globa
for the providers and vendors in the cable indust
Its standards are republished by ETSI andTTU
http://www.cablelabs.com/

Provides a platform for the development of
European Standards and other technical
documents in relation to various kinds of product
materials, services and processes. Notably it is
member of the CSCG (Cybersecurity Coordinati
Group) to the EChttps://www.cen.eu/

CENELEC is responsible for standardization in t
electrotedhnical engineering field. Its
Cybesecurity activity relates tooordination on
smart grid information securityNotably it is a
member of the CSCG (Cybersecurity Coordinati
Group) to the EChttp://www.cenelec.eu/

CSA develops bestaztices for providing security
assurance within Cloud Computing, and provide
education on the uses of Cloud Computing to he
secure all other forms of computing.
https://cloudsecurityalliance.org/

ETSI produces globatyplicable standards for

3GPR; 3rd Generation
Partnership Project

CableLabs Industry forum

CEN; Comité Européen
de Normalisation

European SDO

CENELECEuUropean
Committee for
Electrotechnical
Standardization

European SDO

CSAc Cloud Security
Alliance

Industry forum

ETSt European European SDO

Telecommunication
Standards Institute

Information and Communications Technologies
(ICT), including fixed, mobile, radio, converged,

20


http://www.etsi.org/
http://www.ietf.org/
https://www.cen.eu/
http://www.w3c.org/
https://cloudsecurityalliance.org/

Definition of Cybersecurity; Gaps and overlaps in standardisation
v1.0| December 2015

broadcast and internet technologies. Notably, i
hosts the Technical Committee for Cybersecurity
andis a member of the CSCG (Cybersecurity
Coordination Group) to the E€.
http://www.etsi.org/>

FIDO Alliance

Industry forum

The Fast IDentity Online orgartipen develops
technical specifications that define an open,
scalable, interoperable set of mechanisms that
reduce the reliance on passwords to authenticat
users and promotes their use.
https://fidoalliance.org/about/

GlobalPlatform

Industry forum

GlobalPlatform is a cross industry, Rprofit
association which identifies, develops and
publishes specifications that promote the secure
and interoperable deployment and management
of multiple applications on secure chip tewlogy.
Its proven technical specifications, which focus g
the secure element (SE), trusted execution
environment (TEE) and system messaging.
https://www.globalplatform.org/default.asp

GSMAc GSM Association

Industry forum

GSMA is the globakganizationof GSM and
related mobile providers and vendors, and today
the largest telecommunication industry entity.
D{a! Q4 CNI dzR FyR { SOdz
global mechanism for exchanging infortiaa,
developing standards and techniquesgdan
collaborating on mobile Cybsecurity in many
other forums. It works closely with 3GPP groupg
especially SA3 (Saity) ¢ providing support for
Cybersecurity information assurance initiatives.
http://www.gsma.com/

|EEE, Institute for
Electrical and Electronic
Engineers

Industry forum

The IEEE is the principal professional body of U
electrical and electronic engineers that maintains
an array of publications, globalestdards activities
and conferences increasingly in the area of
Cybesecurity. The IEEE Computer Society rece
launched an initiative known as the Center for
Secure Design with the aim of expanding and
escalating its ongoing involvement in the fielid o
cybersecurity. Its standards activities are
principally in the area of SmartGrid and other
critical infrastructure security.
http://www.ieee.org/

IETK Internet
Engineering Task Force

Industry forum

The IETF is a global standards making activity o
Internet Society that influences the way people
design, use, and manage the Internet. Many of
these activities ar€&ybersecurity related. An
entire Security Area includes. Its Internet
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Architecture Bard (IAB) als oversees
development of Cybeecurity capabilities.
http://www.ietf.org

ISO¢ International Global SDO The ISO is a Swiss based private international
Organization for standardsdevelopment and publishing body
Standardization composed of representatives from various natiofr

standards organizations with multiple committee
¢ several of which have significanyBersecurity
related activity. http://www.iso.org

ITUC International Global SDO The ITU is a Swiss based intergovernmental bog
Telecommunication Union with three sectors dealing with the development
and publication of Recommendations for radio
systems (ITHR), telecommunications (IT0D), and
development assistance (IT).
https://www.itu.int

OASI& Organization for | Independent OASIS is a major global industry body for
the Advancement of industry forum developing and publishing worldwide standards
Structured Information security, Internet of Things, cloudmputing,
Standards energy, content technologies, emergency

management, and other areas requiring structurs
information exchange. Although it began focuss
on XML language schema, it has subsequently
expanded taJSON. Its currently hosts the
Cybesecurity techrial committees listed below.
https://www.oasisopen.org/org

OMG¢ Object Industry forum OMG is a computer industry consortium to devel
Management Group enterprise integration standards. TENEZ dzLJQ
principalcurrent Cybesecurity work deals with
threat modelling where its System Assurance Ta
Force Security Fabric Working Group is develop
a Unified Modeling Language Threat & Risk Mog
http://sysa.omg.org/

TCC&; Trusted Computing | Industry forum TCG develops, defines and promotes open, ven
Group neutral, global industry standards, supportive of
hardwarebased root of trust, for interoperable
trusted computing platforms. It platforms provid
for authenticatian, cloud security, data protection
mobile security, and network access & identity.
TCG presently has ten working groups.
http://www.trustedcomputinggroup.org/

W3Cc¢ World Wide Web | Industry forum W3C develops protocols and guidelines for WwW
Consortium services. It maintains foulyBersecurity groups.
http://www.w3c.org/

4.2 Areas covered bgtandardisation
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Cybersecurity standardisation has been broken down into a number of areas dealing with different aspects
2F GKS &S OdzNA (i éDesighcMar@geKMofitorz FS 100 adSadA i K Yl ye | &
particularly in regard to standards addressthg traditional CIA paradigm. For the purposes of this
consideration we look at standardisation aspects for the provision of security features (primitives,
protocols, services), for the reporting of security threat information, and for the organisational
management to give security assurance.

Security feature provision

Most technical standards bodies have prepared standards for the provision of sector/technology specific
security features. As an example the 3G PLMN has a set of standards covering aatibargicderminals,
provision of air interface confidentiality (on the risk analysis result that the opéentairface is the

interface that is themost at risk), provision of signalling and data integrity validation services, of key
management for the gptographic algorithms and the definition of the algorithms themselves including
addressing the export control of them.

Security assurance

The security assurance field is dominated, in standards, by the Common Criteria initiative (ISO 15408) and
by ongoingwork in the 3GPP community. However in addition to this formal work a number of initiatives
are led by industry with product quality testing by Apple for example covering product security, by Google
for Android, and by Microsoft for the Windows platform.

It should be noted thait is not obligatoryto adhere to any security assurance criteria and thus many
products have unverified security capability.

Security threat sharing

Sharing of threat information, current attack patterns, software vulnerabilities go forth has been
standardised in process through the establishment of a networl3RIE (ComputeSecurityincident
Responsd@eam3 and been augmented by the establishment and development of a number of initiatives
such as STIX/TAXII, CyBox, MISBbv@le information Sharing Platform). Many of these initiatives are
standardised with STIX/TAXII/CybOX recently moved to the OASIS standards track (and this will be closel
followed by, amongst others, ETSI CYBER).

Organisational management for secure ofaions

The outstanding example in this domain is the 1ISO 27000 series of guides and recommendations. Within
this series ISO/IEC 27001 is a certification standard that is designed to help an organization to define a
framework for managing Information sectyrimore effectively which then points to ISO/IEC 17799 which
lists controls and interpretation for the same. For more specific IT functions the COBIT guides add
additional controls for implementing IT Governance within an organization, and ITIL exteedslightly

in the domain of IT Service Management covered by ISO standards 1SGL2@p0dance) and 1ISO 20600

2 (certifiable standard).

Many individual nations have taken and either endorsed the 1ISO specifications as above or extended them
(noting thatthe ISO specifications themselves have been derived from a large number of national and
international security frameworks).
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5. Overlaps in standardisation efforts

Standardisation activities take plateinternational, national, and industdgased forums. \Whin Europe

the three European Standards Organizations, CEN, CENELEC, and ETSI cooperate to try and minimize th
amount of duplication of standards. Many groups have liaisons afapeaation agreements within the

various groups. However, there are manyndreds of groups that work on security or have security

related work streams, and working together between these groups has proveddifioalt.

There are many examples of duplication of work between standards organizations: For example on the
Internet of things we have work undertaken by ITU Study Grodp@@&M2M?° and also specific work

items in many other groups such as those looking at intelligent transport, Smart energy, Smatrt cities, and
many other related activities.

Similaroverlaps, including those that are security relattur in topics such as Mobile radio between
3GPPRsome of the ITU work, and also work within IETF on protocols.

Over the years many papers and efforts have been produced highlighting works withinrsianda
organizations in order to highlight the overlaps. For example ITU has a Standards Ralgnadlpng

different standards works, and some of the different and overlapping activities within organizakions.
Roadmap was launched by ITU Study Groupdd bacame a joint effort in January 2007, when the
European Network and Information Security Agency (ENISA) and the Network and Information Security
Steering GrougNISSG) joined the initiative, but it suffers from the immense effort needed to keep it
current. A recent contribution to TC CYBHRs also highlighted standards in tGéobal Cybeescurity
Ecosystemand work going on worldwide in many areas.

Although this overlap is inevitable, organizations must ensure that they have sufficietatctbetween
themselves to minimize the impact, as the number of experts in the security area capable of working on
the subjects is necessarily limited.

When standards are being formulated, they should draw upon existing standards without change, or if any
changes are required, they should be fed back into those existing standelrdsee is &erious impact if

one standard draws directly from another standards, then changes in one standard are not reflected in
others.

The best way to ensutack ofoverlags inCybersecuritytandardisatiorwould befor the SDO#o:

1 Ensurethe availability ofa Standards Catalogue, drawing upon the ITU, ENISA and NISSG initiative
above.

1 Introduce a method of referring to Standards so that impacts of changes can easily be fracked
dependencies.
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6. Gaps in standardisation activities

6.1 Overall situation
In some areas of standardisation, overlaps exists (like e.g. competing organizations as well as competing
technical standardization approaches) and will probably persist due to thiécpblnterests of commercial
as well as nostommercial organizations. Keeping in mind that monocultures usually lead to lower
progress while competition usually fosters evolution, the fact of overlap itself might not be that much of
an issue but mappindhis to a limited amount of available resources (to e.g. participate in the process of
standardization), a very dynamic market with limited ability as well as limited motivation to quickly adopt
aldlF yRINR& 6 A U KsagfainabifityedulNiNake/tiedsége signyficant

Some existing and wediccepted international standardg.g. ISO/IEC 270B&renot reflected inEuropean
norms sobased on careful evaluation and counseling with relevant stakeholders an easy solution could be
to adopt and reflect tkm into European norms where feasible. One should not focuson operational
aspects only but drive the overall cybersecurity standardization approach on strategic level.

Looking at it from such a perspective, the first gap in standardization to approach Wethe lack of a
commonly accepted and formally standardized definition of the cyber domain. We also laghréieéh
standards on how to timely and practically evaluate the quality and effectiveness of modern technologies
that aim to provide protectioragainst attacks.

Looking at the dynamically changing landscape of tools and technagltggdack ofapplicable standards
leads to thesituation wheretechnology vendors keep proprietasplutions,while consumers are left
without transparencyon their systemsClassic approachés verification oftechnical requirementge.g.
Common Criteria Protection Profiles) are complex and hard to-keepith in dynamienarkets,
technologiesand changing threat landscape

There are several globally acting largemarationsbased ormriginatingin Europe but the majority of the
economic ecosystem is made of raded and small companies. From the point of view ofttie of
business Europe has a globally strong position in Aerospace, Automotive, Chemicalse ,afgieering,
High Tech, Pharmaceutics and related goaald services. Some of tteare ran under national and
international regulationsand observestandards applicable to their fields. Howeveypical industry
regulatiors donot cover Cybersecurityirgctly, but throughruleson technical and ethical compliance and
code of conduct of business.

Privacy s one of the core European basic rightss evident that especially this aspesstemso havebeen
left-out in the technical standaslSomeindustry practice standards (e.g. PCl BfSSyell as specific
requirements existbut thisis not sufficient toenable neutral evaluation of technol@gnor services to
the national or European privacy regulations

It is observed that although the markdemand is shifting from pure technology towardscsiled

Managed Security Servicalere are yet no sustainable and accepted industry or conceptual standards
available on this topic. Sonmationalsecurity authorities (like French ANSSI, German B3#@tiech CESG)
started to work and pilot local schemes, partly overlapping but also follosengetimesdifferent
approaches.
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6.2 Mitigating the gaps
In many cases gaps in standardization are being addressed, but probably not at a sufficient level of
commonaity in order toensure that new products and servicksnefit from an appropriate attention to
security issuewhen they are being developed.

Areas in which there are many standafds exampleinclude

1 Identity and associated mechanisms such as framesvarid architectures (e.g. ISO/IEC 24760),
identification and authorization protocols, (e.g. OpenID, OAuth, LID), Smart cards. However for
areas like privacf NA Sy Rf & | dzi KSYGAOFGA2Y (GKS Y2NB G§SOF
Confidentiality, with multple algorithms and key distribution technigues,

Integrity protection, some of which had to be modified when found to be insecure.

Privacy and related mechanisms, which exist in many places, such as those from the GSMA and
many other bodies: ISO/IECJTA1L/SHT X 20/ X h9/5 IyR ¢KS LYyT2N)
The United Kingdom.

= =4 =

It is probably true and thatere will never bauniversal systems for the design of security into systems,
products and services, and it can be argued that a diverse ecosydteecurity techniques actually adds

to the security protecting against surprising vulnerabilities of specific techniques. Nevertheless when new
systems are being designed then it is vitally important that minimal changes, where possible, are made to
existing protocols.

There is also overlap betweetaadardsation activities such as the convergence between safety and
security in critical infrastructure, the aeronautics industry and transport.

There are three strags to sandards development, which w&hould consider:

9 The first strand is setting the overall requirements for security, privacy, and other related security
requirements.There aranany examples of these from ISO/IEC JTC 1, NIST, and other similar
frameworks. What is lacking ascoherentmethod forbringing together these various frameworks,
so when a System, Service or Product has been developed, then the appropriate framework can be
used.Thenumber of these frameworkshould be minimisedr, at least, theelationships
between them ned to bebetter understood There are also of course legal requirements, such as
those for Data protection, law enforcement, and Business such as trading information, which may
be sensitive. These requirements need also to be put into the framework.

1 The seond strand izoncerned witHooking at the overall business and identifying the security
risks and threats. Too often security products and servicegewelopedwithout understanding
these important issues, and without considering the flexibility (sasheplacing algorithms) and
life cycle requirements from start to withdrawal from service.

9 The third strand is that of security technical implementation, this is partly well covered by the
various tools and techniques that exist. However there are ntditlgese, and it would be useful
to consider how these could be reduced to enable reuse when they are required. In this way they
can more easily be built into Products and services and present a consistent Interface for the
customer and operator. Also miag are standards and guidelines to integrate the tools and
techniques towards systems, that can provide secure infrastructure services, e.g. as a basis for an
infrastructure initiative to provide cryptographically protected ettdend- encrypted
communicaion to normal (norexpert) users. Also there is a lack of system standards for secure
and trustworthy (device) platforms, that can function as terminals for-erdnd protection
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usable by norexperts. Both are of importance if these services are to bdavevailable in an
affordable manner to ordinary citizens and small businesses, e.g. via universal service provision.

It is probably true to say that there are many different standards on several technologies available; what
needs to be addressed is thedction of the proliferation of very similar but incompatible tools and
techniques and the provision of essential services to-expert users.

We would recommend that efforts are made to bring together the various requirements and initiatives in
strand ore.

More work is required to identifyisks and threats in strand tw&Ve should work on a rationalization of
techniques that we are using in strand three towards a smoother integration of protection into existing
and emergig services and infrastructures.

One of the conclusions tie aralysis of theexisting approaches on standardizatigrthatthe landscape
is veryscattered,from e.g. processelated standards down to e.g. single technology standards without
overall integration.
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7. Recommendations

7.1 Isthere a need for a definition?
There does not need to be a definition for Cybersecurity in the conventional sense that we tend to apply to
definitions for simple things like authentication of an identity (a security mechanism allowing the
verification of theprovidedidentity). The problem is that Cylscurity is an enveloping term and it is not
possible to make a definition twover the extent of the thingsy@ersecurity covers.

Therefore, a contextual definition, based on one that is relevant, fits, aaldeady used a particular SDO
or organisation should be considerdgdoncrete examples of such usage have been provided in Section 3.3.

7.2 For stakeholders angolicymakers
Stakeholders should have an easy to understand guide so that they may refer, unangbjgoahe scope
of Cybersecurity that they intend. Because of the breadth of the topic, as described, SDOs and other
organizationgll have differing definitions.

Stakeholders and policymakers should consider the definitions as explained and choosesthe
appropriate SDO and definition when considering their requirements. By referencing a specific definition
(and any exceptions to that definition in the requirements), clarity can be maintained.

Based on the previous summary table in chapter 3.4 possible to use the following graphic
representations as a guide to selection of the correcirdégdn and associated spelling. In the following
figures, fields marked in red represent the components of definitions used in specific cdrtexable
(Figure 8) depicts comparison between the contexts.

Obligatory
Type of Document
| Voluntary |
I Based on CIA Ol Meaning of Cyber
- CIA Targets within Cyberspace
Without CIA
=) Involved Assets Information I
Cybersecurity 3
spelling JC Definition of Cyber Security 2\ Type of Threatened Assets Cyber Assets
Physical Assets

I Standardisation Organisation (SDO)

Organisation
Association
Corporate CEN/CENLAC/ITCL/SC27

Figure 3: Inclusion of components by CEN/CENLAC/JTC1/SC27
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Obligatory

it

Voluntary |

Based on CIA

Type of Document [0

| Without CIA

| Cybersecurity
Cyber Security

Government

I Standardisation Organisation (SDO)

Association
Corporate

Meaning of Cyber

Targets Cyberspace

Information

Cyber Assets

Physical Assets

Origin within Cyberspace I

Involved Assets

() Type of Threatened Assets

spelling Definition of Cyber Security

O)| Threat Source |—@{ Motivation
Intentional

nisT

Figure3: Inclusion of components by IT-0

Voluntary

Type of Document

Origin within Cyberspace

Based on CIA

Meaning of Cyber

Without CIA

Targets wi Cyberspace

| Cybersecurity
Cyber Security

Government

ion (SDO)

Involved Assets

Information I
\ﬁel Type of Threatened Assets }— Cyber Assets I

Physical Assets I

o Definition of Cyber Security

[oreniseser

Intentional

Unintentional I
1 Threat Source l—G){ Motivation :

=

Corporate

T

Figure4: Inclusion of components by NIST

Ol tory

Voluntary

Based on CIA
I Without CIA

Cybersecurity
Cyber Security

I Government

l Standardisation Organisation (SDO)

i

Type of Document (&

Organisation

Origin within Cyberspace
Meaning of Cyber
Targets within Cyberspace
Involved Assets

‘——-1:)| Type of Threatened Assets 'j_ Cyber Assets |
Physical Assets |

Unintentional

)

Definition of Cyber Security

spelling 2

O Threat Source }—@-{ Motivation

Corporate

NATO

Figure5: Inclusion of components by NATO
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Figure6: Inclusion of components by the Committee on National Security Systems
Type
Spelling Orcg];fani Type of Document CIA Involved Assets Threatened Asssets Motivation of source
sation
SDO Obliga Voluntar Based Without Origin in Targetin Information Cyber | Physical | Intentional Unintentional
tory y on Cyberspace| Cyberspace
ISO/IEC
JTC1/ Cybersecurity \% \% \% \Y \Y \% \% \%
SC27 27032
ISO/NEC Information
JTC1/ Securit \Y \Y O \Y \Y \Y \ \ \
SC27 27000 Y
ITUT Cybersecurity \% \% \% \% \% \ \ \ \
NIST Cytersecurity \ \ \4 \4 \% \ \ \
NATO \% \Y \Y \ \Y \ \ \
CNSS Cyber security \ \ \ \ \% \% \% \% \%

Figure8: Tabular comparison

7.3 For terminology
Cybersecurity shall refer to security of cyberspace, where cyberspace itself refers to the set of links and
relationships between objects that are accessible through a generalised telecommunications network, and
to the set of objects themselves where they present interfaces allowing their remote control, remote
access to data, or their participatiom controlactions within that berspace. Cybersecurity shall
therefore encompass the CIA paradigm for relationships and objects within cyberspace and extend that
same CIA paradigm to address protection of privacy for legal entities (people and corporations), and to
address resilience (recovery from attack).

7.4 For SDOs

SDOs are encouraged to embrace the concept of cybersecurity as the provision of security capabilities to
apply to cyberspace. Existing use of the terms under the CIA paradigm when applied to sinfglegster
and single classes of object fexplicitly not use the termybersecurity.
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Annex A:Terminology used by ITU

The following are high level terms used in{T'documents and their associated definitions:

Document: ITUT X.1205 (04/2008)

Term Ref Definition

access point (ap)| 3.2.1 | IEEE 802.11 wireless hub, a special kind of station (STA) operating as ari
point.

basic service set | 3.2.2 | Coverage area served by one access point (AP).

(bss)

cryptographic 3.2.3 | A cryptographic algorithm is thmeans by which data are altered and

algorithm disguised in encryption.

cyber 3.2.4 | This includes users, networks, devices, all software, processes, informati

environment storage or transit, applications, services, and systems that can be conneg
directly orindirectly to networks

cybersecurity 3.2.5 | Cybersecurity is the collection of tools, policies, security concepts, securit
safeguards, guidelines, risk management approaches, actions, training, b
practices, assurance and technologies that can be usgudtect the cyber
environment and organization and user's assets. Organization and user's
assets include connected computing devices, personnel, infrastructure,
applications, services, telecommunications systems, and the totality of
transmitted and/or sbred information in the cyber environment.
Cybersecurity strives to ensure the attainment and maintenance of the
security properties of the organization and user's assets against relevant
security risks in the cyber environment. The general security albgect
comprise the following: Availability, Integrity (which may include authentic
and nonrepudiation) and, Confidentiality.

distributed 3.2.6 | A nonstandardized medium for interconnecting BSSs within an ESS

system

extensible 3.2.7 | This PPP extension providing support for additional authentication metho

authentication part of the [BIEEE 802.1X] specification.

protocol

extended service | 3.2.8 | A single wireless LAN with BSSs within a single IP subnet.

set

firewall 3.2.9 | A system or combinatioaf systems that enforces a boundary between two
more networks. A gateway that limits access between networks in accord
with local security policy.

foreign agent 3.2.10 | The visited/host network's router that services the mobile node while it is
visiting the host network. This foreign agent handles the tunnelling and
delivery between the mobile node and others, and between the mobile's
home network and the host network.

honeyspot 3.2.11 | A software program that emulates a network so as to att{acid maybe
confuse) intruders and track their actions. The output of these systems cg
used to infer the intruder's intentions and evidence gathering.

home agent 3.2.12 | A router that services the mobile node while it is visiting other networks,
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maintaining current location information on that mobile node.
hot spots 3.2.13 | Public places that host mobile IEEE 802.11 users to connect to the Intern
IP mobility 3.2.14 | A mechanism which enables more transparent connectivity for mobile no(
that "visit" different IP suknetworks while travelling. This is a mechanism f
mobile management for mobile nodes on both wired networks and wireleg
networks
Document: ITUT X.800
access control 3.3.1 | The prevention of unauthorized use of a resouiicejuding the prevention of

use of a resource in amauthorized manner

access control list

3.3.2

A list of entities, together with their access rights, which are authorized to
have access to a resource

accountability 3.3.3 | The property that ensures thahe actions of an entity may be traced
uniquely to the entity.

active threat 3.3.4 | The threat of a deliberate unauthorized change to the state of the system

authentication 3.3.7 | Data origin authentication, and peer entity authentication.

authentication 3.3.8 | Information used to establish the validity of a claimed identity.

information

authentication 3.3.9 | A mechanism intended to ensure the identity of an entity by means of

exchange information exchange.

authorization 3.3.10 | The granting of rightsyvhich includes the granting of access based on accse
rights.

availability 3.3.11 | The property of being accessible and useable upon demand by an authof
entity.

capability 3.3.12 | Atoken used as an identifier for a resource such that possession tdkee
confers access rights for tesource.

channel 3.3.13 | An information transfer path.

ciphertext 3.3.14 | Data produced through the use of encipherment. The semantic content of
resulting data is not availabldlote ¢ Ciphertext may itself baput to
encipherment, such that sup@mciphered output is produced.

cleartext 3.3.15 | Intelligible data, the semantic content of which is available.

confidentiality 3.3.16 | The property that information is not made available or disclosed to
unauthorizedindividuals, entities, oprocesses.

credentials 3.3.17 | Data that is transferred to establish the claimed identity of an entity.

cryptanalysis 3.3.18 | The analysis of a cryptographic system and/or its inputs and outputs to d¢
confidential variables atior sensitive data including cleartext

cryptographic 3.3.19 | Information which is derived by performing a cryptographic transformatior

checkvalue (see cryptography) on the datanit.

cryptography 3.3.20 | The discipline which embodies principles, meamg methods for the
transformation of data in order to hidiés information content, prevent its
undetected modification and/or prevent its unauthorized use.

data integrity 3.3.21 | The property that data has not been altered or destroyed in an unauthoriz
manner.

data origin 3.3.22 | The corroboration that the source of data received is as claimed.

authentication

decipherment 3.3.23 | The reversal of a corresponding reversible encipherment.

decryption 3.3.24 | Asdecipherment
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denial of service | 3.3.25 | Theprevention of authorized access to resources or the delaying oftime
critical operations.

digital signature | 3.3.26 | Data appended to, or a cryptographic transformation (see cryptography) ¢
data unit that allows a recipient dfie data unit to prove theource and
integrity of the data unit and protect against forgery e.g. by the recipient

encipherment 3.3.27 | The cryptographic transformation of data (see cryptography) to produce
ciphertext

endto-end 3.3.29 | Encipherment of data within or dhe source end system, with the

encipherment corresponding decipherment occurring ormWthin or at the destination end
system.

identity-based 3.3.31 | A security policy based on the identities and/or attributes of users, a grou

security policy users, or entitiescting on behalbf the users and the resources/objects bei
accessed.

key 3.3.32 | A sequence of symbols that controls the operations of encipherment and
decipherment.

key management| 3.3.33 | The generation, storage, distribution, deletion, archiving apglication of
keys in accordance with a securgglicy.

link-by-link 3.3.34 | The individual application of encipherment to data on each link of a

encipherment communications system.

manipulation 3.3.35 | A mechanism which is used to detect whetla data unit has been modified

detection (either accidentally omtentionally).

masquerade 3.3.36 | The pretence by an entity to be a different entity.

notarization 3.3.37 | The registration of data with a trusted third party that allows the later
assurance of thaccuracy of itg€haracteristics such as content, origin, time
and delivery.

passive threat 3.3.38 | The threat of unauthorized disclosure of information without changing the
state of the system.

password 3.3.39 | Confidential authentication information, usiyacomposed of a string of
characters.

peer-entity 3.3.40 | The corroboration that a peer entity in an association is the one claimed.

authentication

physical security | 3.3.41 | The measures used to provide physical protection of resources against
deliberateand accidental threats.

privacy 3.3.43 | The right of individuals to control or influence what information related to
them may be collected and storeshd by whom and to whom that
information may be disclosedllote ¢ Because this term relates to the rigbit
individuals, it cannot be very precise and its use shouldvpéded except as {
motivation for requiring security.

repudiation 3.3.44 | Denial by one of the entities involved in a communication of having
participated in all or part of theommunication.

routing control 3.3.45 | The application of rules during the process of routing so as to chose or ay
specific networks, links or relays.

rule-based 3.3.46 | A security policy based on global rules imposed for all users. These rules

security policy

usually rely on a comparison of teensitivity of the resources being access
and the possession of corresponding attributes of users, a group of users|
entities acting on behalf of users.
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security audit

3.3.47

An independent review and examinatiohgystem records and activities in
order to test for adequacy afystem controls, to ensure compliance with
established policy and operational procedures, to detect breaches in secy
and to recommend any indicated changes in control, policy and proesdu

security audit trail

3.3.48

Data collected and potentially used to facilitate a security audit.

security label

3.3.49

The marking bound to a resource (which may be a data unit) that names
designates the security attributes tifat resource.

security policy

3.3.50

The set of criteria for the provision of security services

security service

3.3.51

A service, provided by a layer of communicating open systems, which en
adequate security of theystems or of data transfers.

selective field 3.3.52 | The protection of specific fields within a message which is to be transmitty

protection

sensitivity 3.3.53 | The characteristic of a resource which implies its value or importance, an
may include its vulnerability

threat 3.3.55 | A potentialviolation of security.

traffic analysis 3.3.56 | The inference of information from observation of traffic flows (presence,

absence, amount, direction arfcequency).

traffic flow
confidentiality

3.3.57

A confidentiality service to protect against trafficadysis.

traffic padding

3.3.58

The generation of spurious instances of communication, spurious data un
and/or spurious data within datanits.

trusted
functionality

3.3.59

Functionality perceived to be correct with respect to some criteria, e.g. as
established by a security policy.

Document: ITUT X.805
Security Aset of security measures designed to address a particular aspect of the
dimension network security. These dimensions are not limited to the network, but

extend to applications andnduser information as well. In addition, the
security dimensions apply to service providergnoterprises offering security|
services to their customers.
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