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Executive Summary

We witness a new industriaglevolution driven by digital data, computation and automatidduman
activities, industrial processes and researelad toa data collection and processimmn an unprecedented
scale, spurring new products and services as well as new bugimessses andcientific methodologies.

Big Data is increasingly being used in many sed®&search institutions, Industry and Government agencies
active in Big Data technologidsave been workingnore than ever beforen building novel data analysis
techniques forBig Data. Business players and technology providers work on creating new products and
services anagvendeveloping entirely new business models that are massively based on aggregation and
analysisof extremely large and fast growing volumes of ddtas important to understandhat although

most of the organizations see the potential of Big Data, they are still in the research phagidsaady few

that are actively exploiting the benefits of the technologies.

One of the main issues in using Bigta systems is security. Big Data systems are complex and
heterogeneous and the security of the whole system must be holistically approached. Moreover, the
integration of different technologies introduces new securiyueghat must be properly addressl.

In creating this report we analysed input from a number of different soytodsetter understand the usage
of Big Data systenis different sectors. Based on th&ig Dataanalysisrecommendations targanizations
are provided in the current repodn howto support secure adoption dig Data systems

In our study we have identifietthe following key challenge®lated to the secure use of Big Data

1 Access control and authenticati@in a Big Data environment access to data is given to different
people and entities in order to make computation and decisions. Maintaining the desired level of
access control and authentication is a potential problem, as some of the entities might not have the
capabilities to use the required security level.

1 Secure datananagement; the vast amount of loghe Big Data system colledtsa key issue because
the big volume of logs needs to be stored and protectedpBr protecion is one issuebutthere is
alsoanotherc it should be possible to restore them in a secuay.

9 Source validation and filteringthe essential use aBig Data system is that it could collect
information from many sources. Some of these souragnot be verified ottrusted. Making analysis
or decisions basedn input that has not been veri€éd could lead to potentiallyjncorrectresults.

From the analysis of our interviews and surveys we ldertified the followingrecommendations:

91 Policy makers should focus on providing guidance for secure use of Big Data systems in the critical
sectors.

1 The standardisation bodies should adapistingstandardsor create new security standards include
Big Data

9 Big Data providers or vendors should invest in compliance with security standards for their products
(devices, services, cloud etc).
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1 Thecompetent authorities of the critical sectors should encourage vendors to offer security
authentication mechanisms.

1 Industry players and vendors should invest more into enhancing technical security skills of the staff on
Big Datathrough trainings and céfications.

This study presents challenges and issdestified through real lifeuse caseand surveysin our analysis

we have identifiedthat Telecom and researcbectorsseem to be the leading in Big Datdlization -
something thatmight be due taCloudadoption ratein these sectors.
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1. Introduction

The explosion of digital technologies in recent years has enabled many opportunities which allow people anc
software to make realime adjustments and decisions. Big Data is introducing the capability to sense the needs of
the external market and to analgzthemin a speedieand broader manner Thusthe use of Big Datprovidesa
competitive advantage to businesses who may identify opportunities executing targeted changego
continuousy improve.

I O0O2NRAY3A (2 9YyAal DBigDat&idldrsideref asy Ratudble 458t amdamsuch is being targeteo
by cyberattacks. Moreover, it is expected to become a very powerful tool for security professionalspasitbutes
significantly to building intelligence about threats and d&sit management. Enisa continues to enhance the cyber
security capability of the EU and @elember States, through identifying Big Data security challenges and good
practices.

In this report,Big Data is defined as the technologithe set of tools the dataandthe analyticsused inprocessing
large amount of data. While the focus of this report is the emerging information security chall@rajes assesses
current adoption and the significance of Big Data in terms of business.

1.1 Policy Context

It is evdent that data has become a key asset for the economy and our socisii@ar to classic human and
financial resourcesHowever, Europe is lagging behind in the global marketmere two of the top twenty
companies, which use Big Data in a signifiggayg, are in the European Uniohhis situation needs to experience a
turnaround. The &opean Commissiorespondedtotheneedd 2 a G NBy 3G KSy Fff FaLISO0
to enabk the evolution of a dynamic Big Data value synthesys conductig studiesand initiatives- such as
@Towards a thriving datdriven economg® I y R Wdtl@widé Big Data Technology and Servic€9122015
Forecast®. Additionally, theEuropean Commission has formed the Big Data \aliic Private PartnershipPp,

to cooperate in dataelated research and innovation, enhance community building around, datd set the
grounds for a thriving datdriven economy in Europe

1.2 Scope and objectives

Thestudy aimsat identifying the key security challengtsat the companéesare facingvhen implementingBig Data
solutions, from infrastructures to analytics applications, and how thosevatigated. Theanalysifocuseson the
use ofBig Dateby private organisationis given sectors (e.g. Finance, Energy, Teleddawever, moreinstitutions
(e.g.research centres,yblicorganisationsand government agencigkasbeen considereds well.

More specifically the objectives are:

1 presentasystematic overview of the security challenges for Big Data infrastructures in the EU
landscape,

https://www.enisa.europa.eu/activities/risknanagement/evolvinghreat-environment/enisathreat-
landscape/enisdhreat-landscape2014/at_downloadfullReport

hitp://ec.europa.eu/digitatagenda/en/bigdata-value-public-private-
partnership
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1 identify emerging use cases deployed in different critical sectors (by analysing pilot Big Data adopters),
1 identify per use case the security and resilience challenges of the use of Big Data services
1 define recommendations for strengthening teecurity of Big Data infrastructures and services.

1.3 Target audience

Thedocument addresseBig Dataadoptersas well as institutions in Euromaluating the usef Big Dateservices
The work has been conducted in order to provide findings, good pracgjoekelines and recommendations suitable
for a number of different sectorg¢Health, Transport, Energy, Finance, etGhje documentaimsto serve the
personnel responsible for IT and/or innovation activities in their organisation, and in particular

IT/Security Solution Architects;
CISOs;

Information Security Experts
CEO, Directors

Project Managers

Decision makers in general

=A =4 =4 =8 -4 =9

1.4 Methodology
This study and its outcome are basedstock takingandusingdifferent data collection techniques:

9 State of the art study andesktop researchduring which we investigated the European landscape, the
purpose and the services Big Data cover, as well as the security requirements and controls in place;

1 Online survey anadh depthinterviewswith experts fom private and public institutions implementing
or using Big Data services, providers of Big Data services for commercial purpose, experts studying Bic
Data for investigation purposemsd stakeholders

1 Analysis of the findings and definition of Use Cases

1.5 Sructure
The report is organized in 4 main sections.

Section 1 introduces the objectives of the study, the target audience, the methodology used to collect and analys:
data.

Section 2 sets the background for the study. First we discuss the definit®ig &fata from the literature. Second,
we present and define the Big Data ecosystéliustrating the Reference Architecture for Big Data systems. Finally,
we report about the European landscape on Big Data usage.

Section 3 presents theecurity challengeresultedfrom the survey and the interviews conductatanalyses the
data collectedhroughthree use casewhich representhe mainsecurity issues and good practices adopted.

Section 4presents the mitigation measures amdentified in the previoussection providing sectoriahs well as
horizontal solutions

Section 5draws thefinal outcomes and conclusions Hye good security praates emerged from the use cases.
Finally we give five recommendations and conclusions to implement secure diffusBig ®ata in the European
landscape
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2. UnderstanlingBig Data

2.1 Overviewof Big Data

An increasing number of devices, sensors and people are connected to the global network and this change
dramatically the ability to generate, communicate, share and acdats Therefore the datavolumehas become

so large irrecent yearsthat it cannot be processed using conventional methods.

In the past, theapidcreation ofsuch volumendvariety ofdata would have causegignificanfproblems. Nowadays,
with decreasing storage costs, better storage solutions and algorithms to create meaning from all thahidasa
consideredather an opportunity than a problem.

In 2014, EMC/ID@xtencedii KS RSFAYA(GA2ya RSAONAOAY3I .orhdltechrioldgies i S
and architectures, designed to economically extract value from very large volumes of a wide variety, bfydata
enabling higkvelocity capture, discovery, and/or analysis.

DataVolumemeans the size of data, datéelocitythe speed at Wich new data arrives andarietymeans, that data

is extracted from varied sources and can be unstructured or semi structured. Actually, in indesagity is
sometimes used as a 4WQreferring to the trust into thedl G+ F YR (1 KNB S neng gsBd\idr theQ & |
definition of Big DataValuerefers to the inherent wealth, economic and social, embedded indatg set;Volatility

refers to the tendency fodata structures to change over timealidityrefers to appropriateness of théata for its
intended use.

There are three main parts of Big Datgstem the data itself, the analytics of the data, and the presentation of the
results of the analyticBig enterprises and industrigare primarily focusing orBig [ata analytics to improve their
operations interms ofmarketing, supply chain, information security dtadustries get a huge benefit from analytics
driven insight that enable them timpack and manageperations in anore intelligentmanner. Manycompanie have
dramatically boosted profits antiave met consumer demandsnore proactively by utilizing automated data
collection to feed information int@ big data analytics programBig Data includaine characteristicsvhichassist in
recognising it whesomeor most ofthem arein place

Fast data insertionVast amounts of data generated every second are stored and analysed.

Distributed redundant data storageln Big Data storage method is based on a distributed file system

that gives the neededadundancyand high availability

91 Parallel task processingCcomputation is performed in parallel atarge volumes of unstructured data
can beefficiently processd in a few minutes

9 Different types of dataBig Data technology enables concetration and analysisstfactureddata,
such as conversationgideos,images, sensor data, etc

1 ScalableBig Data systems store and distribute very large data sets aznesst numbebpf systems
that operate in parallel.

9 Large scale analyticgast data insertiolg asmentioned above creates an enormous amount of data

which is theranalysedo produce large scalanalyticswhich contribute toa better planning or

management of the area théht (fit-of-purpose governance)

T
T
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1 Hardware agnosticBigData processingandBig Data analytias executed efficiently regardless the
underlying infrastructureresulting inanimproved direction and decision makiagound hardware
investments

9 AccessibleEasily access new data sources and tap into different types of data (bottiised and
unstructured) to generate value from that data

1 Cost effective Big Data systems also tackieetproblemof traditional relational database
management system@&DBMS)Use of databases specifically engineered for managing large volumes
of data, where traditional RDBMS will be extremely expensive.

2.2 Big DataApplication Domains
Private companies anthe public sector irthe EU have started considering Big Data solutions to add value to their
business services and optimize their internaprocesses.

Most of the potential adopters are currentliy the businessrequirements collection phasdlence architectures
and platformsthat would form Big Dataanalysissystems haveiot been definedyet, or are in very early stages
Furthermore, there e a few examples of Big Data applicationkich are eitherin the design or implementation
phase These examples assist to clatignds and challenges of Big Dathat need to be addressed to accelerate
the deployment of secure Big Data solutionshie Europeanandscape.

To provide a general representation of the Big Data application purposes ecosystem, we provide a mapping of typic
high level applicatiojpurposed per sector in figurg having identified some essential processes and serviceés tha
are based on Big Data.
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Which are the most promising domains of
applications for big data?

Other

customers, etc)

centers, etc)

Security information and event
management (SIEM) for many domain
traders,etc)
model validation, etc)
Sales and marketing (CRM, prod
recommendation, segmentation o
Web analytics (e-commerce, et(

(cloud infrastructure, network security, |
Industrial plants and Control systems

infrastructures, internet security, data
Financial transaction monitoring (to redud
risk, analyze fraud patterns, identify rogu
Scientific analytics of large volume of da
applications (bioinformatics, geodata, et
Analytics for cyber security (monitoring (
spam, botnets, phishing attacks, threat
related tasks based on sensor datal
characterizing behavior and usage (gr
electrical plants, transport systems, et

Fig.1 dWhichare the most promising domains of applications for BigtaK €

Application purposes of Big Data are multiple: although in the study a significant number of cases have bee
collected we provide some examples that do not cover the entire range of Big Data applications.

In particular we have considered the following main examples:

Advancedsecurity information and event management (SIEMyowadays, in the Big Data era, second genenati
SIEM toolsare able to capture unstructured datdhat is becoming relevant to enterprise securitpm all over an
organisationand carry out complex queries and receive results in a timely fashibis data, which stems from
modern securitypriorities such as web and email, is hard to analyse andensanse of using SIEMs alone.
Unstructured datavasdifficult to captureby utilizingfirst-gen SIEM technologies. One of the advantages of Big Data
and NoSQL databases that they can storesud data in a format that is scalable and at the same time allow to
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create queriesand understand the data betterln reality Big Data offers as added value not only the correlation
between unstructured datgbut alsoSIEMscalability’®

Financial transactio monitoring: The finance sector is an industry thdealswith a lot of fraud. The benefits that

the Fls are s@ng are the possibilities to combine different source$ data and grform analytics in realime to
identify fraudulent actionsMultiple insurance companies are also seeing the benefit of it. Similar methods of
operation could potentially be quickly recognized and prevent fraudulent claims. The Fls are able to analyze a
enormous amount of data from unstructured souraesuch associal networksare - and fuse it with their internal

data to take quick decisions.

Scientific analyticsMany research and governmental institutions are exploring innovative approaches for social
security Examples of such possibilities dremeland seclty through analysis of social networkasnd financial
transactions of possible terrorists, national security through the management of extremely large video and image:
datasets collected by the satellites. At the same time, the result of the analysigetifte data can be sensitive and

then classified and security requirements of the filtering and processing solutions of the Big Data services should t
clearly defined. In the field of astronomy, Object catalogues, imadatey and spectra have been didly released
through the Sloan Digital Sky Survey web®siggong with detailed documentation and powerful search tools.
Practices within the scieritt community are starting with the ainof publishing data to open access databases and
repositories which could thenbe reused for a variety of different purposes. In Heal#ing examples of the areas

of Big Data applications are medical imaging archiving and processing, personal health records archiving, processi
and sharing, analytics for unifiedeetronic health records (EHRs) and EHRs radiology images and genomiie data.
Transport sector the applications of Big Data are multiplésualization of traffic and resourcegptimizing the
transport services and maximizing the availability of the$fort resources.

Cyber Security analytic8ig Data is changing the security landscape, and what IT professionals need to know to stay
abreast of the new approachess it enables various capabilitider instance, the analysisf longterm historical
trendsand predictive analysidy collecting data on a large scale and analyzing historical tréridgyossibleto
identify when an attack started, and what were the steps that the attacker took to get ahold of your systems. Even
if they did not detect tle original attack, they can go battkcarry outa historical correlation in the database and
systems to identify the attaclddditionally,the efficiency of querieallowsthe transformation of collected data to
meaningful informationBig Dateenables IT professionate carry out complex queries and receive results quicker
than in any other caseSecurity vendors are providing new threaputation services and analytics topishich
introduce automated approaches and highrformance security moriring systems that keep up with complex
reaktime analytics to meet detection and performance requirements. Big Data analytics can track trends and
security breachesand allow companies to proactively go after threats before they strike (predictnzdyss).
Rabobank is a bank that hasested a system that analysed criminal activities at ATkdsdetermine factorsi(e.
proximity to highways, weather condition and seasons) that increase the risk to becoming victimized.

Sales and marketingCustomerRelationship Management fits well with the Big Data technologitesving the
possibility to enhance the knowledge about customers from sources other then the traditional, gives the
organizations opportunities for better sales, customer needs and segmentatialysisin Telecons, Big Data is
perceived as a strategic opportunity for the development of innovative servicasexploit the unique potential

http://www.information-age.com/technology/security/123458055/bggcuritybig-data-and-end-
siem#sthash.o5uPQvbi.dpuf
https://cloudsecurityalliance.org/download/bigata-analyticsfor-securityintelligence/
http://www.sdss.org/
http://www.emerce.nl/nieuws/bigdata-nieuwe-olie
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for the amount and quality of data collected through their networkslecoms use multiple indicatosgjch as billing
and sentiment analysjs$o identify customers that can be upgradeddther products as well as to select those to
high lifetime customewalue, so it&team can focus on retaining thosels usedata analytics to predict which
financial products and servicegould a customer appreciate, sthiey can better target consumers during sales
process with these insights1 Heinekert! one project provides regime personalized marketing messages to fans
who happen to be watching a sponsored event. Spétifises data from user profiles, playlist and historical data to
provide recommendations for each user.

Industrial control systemsin the Energysectorfor exampleBig Data and analytics are one of the newldees for
improving the visibility of the Smart gridsnd give the utilities operators a new way for the planning, operations,
and maintenance of their power syste@ERRM is using Big Data to identify abnormal behaviallowing abetter
system maintenace through identifying failure patterns and amatically executing correcting actions.

Web analytics In our present time everything is moved to the web. Being able to identify how customers behave
after visitinga web site, and what are the differences could potentially allow for great improverdésit. analytics

are a key componerfor realisingbetter product development and better customer experience. In web analytics it

is not just web site data that is beinged. Advertisement, market data, customer profile data and social media data
are just some of the sources that may be taken into account when doing web analytics. This requires a system th;
can collect and analyse such volume of information and produsgtse in some cases even in realtime.

https://datafloq.com/read/howheinekeninteractswith-customersusingbig-da/384

https://labs.spotify.com/2013/05/13/analyticst-spotify/

http://openlab.web.cern.ch/sites/openlab.web.cern.ch/files/technical_documents/Data.Analytics.on_.Control.Data
-POSTERBOS_2014.pdf
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3. Security Challenges in Big Data

Securingdig Data comes with unique challengdseyond being a higlralueand attractivetarget. Itis not thatBig
Datasecurity is fundamentally different from traditional datacseity. BigData security challenges arise because of
additionaldifferences, not fundamental ones. The differences betwBgyData environments and traditional data
environments include:

1 The data collected, aggregated, and analyzed for big data analysis

1 The infrastructure used to store and house big data

9 The technologies applied to analyze structured and unstructured big data
Sincethe main priority is to offer speed for a great volume of data, often security cahdéast item to consider
mainly becage there is no specific classification of the data that will be staredifransferred The integration of
different technologies introduces new security challenges that need to be properly addrdgseasually broken
down into technology specific challges In casethat Big Data systemare supporting critical infrastructures
security becomes a requiremeiats well SinceBig Data systemare complex and heterogeneouthe security
approach must be holistio order toensure availability and continuityf the services

To understand thaecuritychallenges, we decided to follow examples af Bata usage and study the spectases
that apply.This section analyses three (3) relevant case styudiad describe the idendifiedsecurity challenges.
Thecriteria for selecting thesase casess the maturityof Big Data in these sectonsroviding greatewvalue from

the collectednformation. It must be taken into accounhat since Big Data is a relatively new notion, the community
isin its early stagem identifyingsolutions on the specific issuesich as securityVe depict below the impact based
analysis for these use cases:

USE CASE BIG DATA APPLICATION CRITICALITY

Financial Sector User of Big Data Integrity of data and information
Power Supplyenergy sector) User of Big Data Availability and continuity of service
Telecommunications Sector Provider of Big Data Secure provision of services

Tablel Criticality of Information Security for Use Cases
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3.1 Use casd.: Big Datain the Finance Sector

TITLE DESCRIPTION

Sector Finance Sector

Analytics, data driven decision making, real time services
Usage of Big Data offering, risk quantification and prediction models building
fraud patterns analysis, roguesersidentification

Trustworthiness of devices collecting data
Source glidationandfiltering of data
Application software security

Access control and authentication
Interoperability of devices

Distributed systems security (DDoS attack)

Security Challenges

= =4 —4a —a —a 9

Table2 Finance sectouse case

One of thestandardtasks theChief Information (Security) Officer (CIO or Ci8@)financial instition (Fl)has is
to use effectively the large amount of data generated every day for the support agctigns of the business
taking into account the high security requirementBe TTISO has to define appropriate security policies (6gger
setting and device configuratiomnd take other security measureass well ago show compliance with security
standardgo regulatorsand auditorsTheincrementalsecurityrequirements*lead tonew approache$or usingBig
Data capabilitieto monitor and analyse information of the IT infrastructure.

Deployment of Big Data solutisiinbanks'® for fraud detection, instead afsingthe Security Information and Event
Management (SIEM) systeis very popular The system collectinformation on security events (software
application events, antvirus applications) and logs from devicdise(vall, database, network events) of the IT
infrastructure of the bank ands subsidiarieshandlingin real time the securityrisksand targeted attacks tdts
system® A y F NI. Bij BdaOdnalysisS éan help detecting threats at early stage thmoegmbinatory
computations which is often impossible through traditional SIEM systems

The application provider thanonitors data transferrings athird party security company thaanalyseghe stream

data both offline and reaittime, providing feedbacto the Fl The output of the analysis is based on a security model
that cangenerate alerts in case of incidents or suspicious analysis, by setting and adjusting triggers with a level ¢
severity depending on the criticality of assets. Security operations team willd@able to reconfigure systems in

a proper wayand respondaster to securityrisks activatingcountermeasuresor enablethe securitysystems to
automatically mitigate the threatm the future

Security challenges in Big DaBlEMin a Finangal Institution

Trustworthiness of devices collecting daté&/hen the SIEM application would extend scope and include information
and event collection from other sources (like users behaviour through active directory and email logs, bank

http://www.computerweekly.com/feature/Howthe-financiatservicessectorusesbig-data-analyticsto-predict-client-behaviour
http://www.computerweekly.com/feature/Informationsecurityis-a-big-data-issue

14


http://www.computerweekly.com/feature/How-the-financial-services-sector-uses-big-data-analytics-to-predict-client-behaviour
http://www.computerweekly.com/feature/Information-security-is-a-big-data-issue

* Big DateSecurity
» enisa December 2015

transactions and social media) the challenge would be to validate andthiliemformation. In a Big Data system,
data is collected from many sites sometimes of unknown credibility. Even if the Finance sector is a highly regulate
one, data can be collected from ndrustworthy sources, mostly to conduct behaviour and pregietaralytics

Source validation and data filteringdnce many of the sources may not be trustédte information collectectould

be compromised (integrity of data risk). The advanced SIEM for the FI described above collects event logs from
diverse number ohardware devices, software applications in the bank enterprise netyaarkvell as social media.

A key security challenge in this type of data collection prqdessource validation and how can the Big Data
application trust such data. In order to do ththe processing application must validate that a source of input data

is trusted and not malicious. Also there are a number of filtering rules that apply to input from the data sources
collection

Application software securityBig Data implementationgpicallyuse software that was designed to manage large
sets of data, and security was not priority. This potentially could lead to security isstinessadtware is not tested
for common vulnerabilities such dwmck doors default credentialsand weak or no authentication method#n
addition to this, relational databases include some security featuresto use these featurgsdataneeds to be
classifieclin the case of other types of respositories, securityéakened in favour diexibility and speed.

Access control and authenticationJser authentication and access to data from multiple locations may not be
sufficiently controlled. This is a great challenge the operator has to implerhentever, the direct impact isvith
the user- especially in cases whemonfidentiality and integrityf dataare a priority.

Interoperability of applications @ a 1 SY&a Q A y (i S 3 Nsediirtyysps tDdt gmenydSdaadnd thhe exisfing
differences between the platform&his might not be a cyber sgiity challenge per se, but vulnerabilities increase

the attack surface of an adversafy.K A & g2dzZ R | LILX & (2 | fHowelelBedadsd athizi S R
great number of applications interrelating in the Big Data model, this security challbagomes a priority.
Integration and correlation of different components like workstations, application servers, databases, and network
devices can be a complex problem. Interoperability between devices, due to different formats, syntax and platforms
makes communication even more difficult in processing and analysis

3.2 Use case: Big Datain Power utility
TITLE DESCRIPTION

Sector Energy Sector

Analytics, data driven decision making, risk quantification a

Usage of Big Data prediction models building

Source validation and filtering of data
Application software security

Infrastructure Security

Distributed systems security (DDoS attack)
Accesgontrol and authentication

Security Challenges

= —a —a —a

Table3 Energy sector use case

In the utlity use case, the use of Big Datrvesthe management of power infrastructuré he Big Data system
aggregates and analysdata from smart meters and sensors distributed over the power grid notles.goals of
the Big Data analysisis to develop a scable application for management of the infrastructur@nd customer
satisfaction.
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The Bg Data systemcollects and integrates measures of the power assets with traditional physical modules for
power plans, usinga mathematical model to identify and categorize faults and causes of the electricTiglast
amount ofdata produced by smart metersnable benefits through analytics that were neyarssiblebefore. The
management of the infrastructuré¢hrough Big Dat analytics willprovide addeedvalue serviceslike increased
customer satisfactiorpetter capital spendure (e.g.sSze equipment based on better load profilegtimized asset

life cycle)improved efficiency in infrastructure managemeimbproved relidility, and resiliency of electric grid (e.g.
predict and prevent equipment failurdyetter manage operating parametersand improved cost position (e.g.
Improve economic dispatch based on grid conditimasidition-based maintenance).

Thedata sources i distributed within the power asse(power distribution sitesdigital relayyandthe homes of

the subscribers, where most of the smart meters.arbedataisthen integrated with other sources that come from
external interfacesd.g.weather forecast) and internatlatabases (archival on consumers, facilities, etc.), posing
challenges for the application framework that integrates a variety of multipta sets.

Security challenges for the use of Big Data for infrastructures and customer managemeyaver utility

Source validation and filtering of datal'he organisation could de@do givedifferent levels of trusand protection

of data sources. These levels are differentiated according to the level of criticality of the power devices whicl
produce them. There are two lewsf protectionfor the transmitteddata , based on the impattiat acompromise

could causeon the behaviour of the electric plant. For example, digital relays are considered critical because any
compromise could alter the functionality of the system. On the contrary, battery management units are of low
criticality, sincethey have asmaller impat on the continuity of the service. The level of trust in smart meters is
considered low as well, as they are out in the field exposed to the outer elements, or in th&asitsnces, where
denial of access limits theontrol.

Application softwaresecurity. As stated above, Big Data often usambination ofopenand closedource software
Having multiple softwardevelopment modelincreases the probability of havisgcurityissues within the Big Data
system.

Infrastructure security:Since smarimeters are the main devices to collect information, infrastructure security is a
great challengeThe notion of cyber physical security, has bec@mether important aspect we should investigate
when discussing cyber security challenges. Big data is #tensymostly used for the collection and analysis of data
coming from sensor networks, smart meteesc - so this challenge is directly linked to the Big Data implementation.

Distributed DoS attackA dandard challenge in distributed systems that could have great impathte availability

of the service.Combined with the cyber physical systems in place using Big Data (due to large volume of
information), this is one of the greatest threats for the Bigta systemEor example if a DDoS attack is launched the
analysignaking process could be stalled and this could leadrt;ng decision or decision not done in time.

Access control and authenticatianThe possibility to act automatically from certain egg switchesraises a
securityconcern as theswitchesneed to have access to data to take action. Stheamajority of suctswitchesare
not designed with security in minthey maynot have the possibilities to authenticate to the system when accegssin
data, which presents a keccess contrgbroblem.

3.3 Use case 3Big Data analytics fof elecom operator

TITLE DESCRIPTION

Sector Telecommunications
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Big Data providelncrease volume for data storage, service:
optimisation, adaptive &ervices offering, real time services
offering, data analytics, prediction models offering data driv
decision making, risk quantification

Usage of Big Data

Source validation and filtering
Application software security
Access Contr@nd authentication
Supply chain security

Secure datananagement
Infrastructure security

Secure Cloud use

Security Challenges

= =8 —a —a —a -8 9

Table4 Telecoms sector use case

Telecom operators are exploiting ways to develop innovalata-centric serviceghat canoffer added value from
the analysis of high quality and quantity of data generated by their infrastruckoethe telecom operators Big
Data is a business solution that goes beyond optimising théioirse processes. Thagve various ways to develop
Big Data applications using their infrastructuodfering these service® a number of other industriegncludingbut

not limited to:retail, financial services, healthcare, and marketgthey are not only users, they are also providers.
In this use ase we will present the security challenges the provider of Big Data services should ¢tedezonint.

Big Datdhas many applicatioria the telecom industryOnekey use islata analytics for the managementtelecom
infrastructure Information is codicted to identify trendsand analyse the behaviour of the network. Data analytics
are also useful for internal services (e.g. resource management, turnover management, procurement, etc.) tha
process intensively generated data and integrate Big Data tquabe to optimize internal processes, operations or

to market products more effectivehadditionally with Big Data the information generated fraamobile network,
specifically location data, is analysed resulting in trends and patterns to better uaddrsonsumer behaviour
based on mobile events that occoontinuouslythroughoutthe year. The data is collected and aggregated through
dedicated interfaces from the network equipment (base stations, antennas and network controllers).

In this use case wstudy the security challenges from the Big Degavicegroviderside Enriching the mobile data
collected with demographic and behaviour information of the usemsch asnode of transport and social events
provides sophisticated profiling and segmentation analysis services thatreamlt to added value for multiple
sectors.One xample of sectorshat could use this servicare the transport sectqiwhere the ability to track the
location of mobile devices can asisimonitoring of current traffic to save time and reduce congestion and can
suggest new locatichased servicesAnother isretail, with solutions based on the movements of the user mobile
phonesto provide location for a new cash dispersing machine or heamch Offering this type of Big Data service
requires the development of solutions for the collection, transport, storage, provision and use of large sets of data,
covering issues such as resiliency and availability (especially for the transport ,septr)data access, data and
metadata quality The telecommunication companies can share this prafdking into accounthe specific security
challengeghat might come with it

Security challenges for Big Data analytics for Telecom operators

Source Véhdation and Filtering The aggregation of individual data coming from the mobile netwooke relevant
securitychallenges, and specifically fdata provenanceontrol. One problem is the Big Data application framework
collecting data that is generatedh the equipment of the mobile network, which is composafdmulti-vendor
technologies.The telecom operator should verify and trust the infrastructure componeriteth hardware and
software- that produce the data and events collected by the Big Datdiegipon frameworkand ensure the proper
security provenance of the data.
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Application Software Security: Use secure versions of software. As described al®igeDatai SOKy 2f 2 3A S &
originally designed with security in mind. Using ojsauirce technologie@vhichmight be a cost efficient solution)
can result into security vulnerabilities that nobody invested iatiolressing

Access Contrand Authentication A Big Data provider should include in the security provisions access control and
authentication mechnisms for the different rolesuser/customer would have wheutilisingthe service. However

the biggest challenge li® the fact that user authenticatioand dataaccess from multiple locationmay not be
sufficiently controlled due to the decentraliseed model and the various interactions of syst&asicularly in
regulated industries, securing privileged user access must be a top priority. Certesmusst be permitted access

to highly sensitive data iapecificbusiness processes, but avoiding potential misuse of data cgrdi®ematic
Securing privileged user access requires-gelined security policies and controtbat deploy rolebased acces-
preventingdataaccessvhen the relevant authorization does not exist

SupplyChain SecurityDue to the distributed nature of the systedifferent devices (smart or not) from different
vendorsare used This represents supply chain securitgroblem, as the control of the devicéesin the handsof
the organizations involved in the delivery of the products and services

SecureData Management In case of Big Data services provisioning, security should be in scope as part of the
system.Sorage securityshould beaddressedrom the requirements phase. Howevehis would depend on the
business model followeck.g.the services can be buiih-house completelyor could be bought/rented by third

party providers.

Infrastructure Securityln the case ofa Big Data provider infrastructursecurity doesiot only concern the cyber
physical systemse(g.sensor networks)but also the terminals of the end usetould this be a portable or non
portable device, the approach is posing more challergase addressed. A number of untrusted devices can be
connected at any time in the company netwpdand handle company specific dataising theissueof end-point
security.

Secure Use of Cloud computinBigData relies heavily on th€oud, and as suclthe doud security risksnust be
addressedlssues such as vendor leick isolation failures andata governancenust be addressed

3.4 List of Security Challenges
Through ouuse case and survey we have identified the followiBiy Datasecurity challenges
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Figurel Big Data challenges rated by use case
Based orour analysisndthe information collectedhe most prominent security challenges dherefore:

9 Access control and authentication
1 Secure datananagement

1 Source validatiomand filtering

9 Application software security

9 Infrastructure security
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4. Mitigation measures andogd practices

A Big Datasystemis a high-value target for adversariessincethe data it contains can provide more information
than simple analyticsBased on the challenges already identifiedthis chapter we present thgood practices and
mitigation measureicluding examples frorthe usecases

Strong and scalable encryptioBecure datamanagemenis ofagreat importance as ielatesto both storage and
destruction ofdata. Encryption is a key mitigation measure to ensure that only authorized people and entities have
access to data.

In the Big Data ecosysternd computational capabilities could also challetigestrength of crypto algorithmsie

can expect novel crypgraphicor even new technologies from unchartered territories to emeigerder to handle

the need for robust and scalable encryption. New types of encryption allow for computation without the need of
revealing the private kefor decryption. This allows third parties to do computatwith the resultsbeingknown

only by the owner of the private key.

In the casef the FI transactions and information from social media, the data protection and storage requirements
will change acording to regulations from th&inanciakector. In this case (SIEM) encryption was only used during
the transit phase, when delivering the information from the sources to the system. In the Big Data system itself nc
encryption was used. This is also tfoethe other two use cases (Energy and Telecomihe lattertwo use cases

no encryption was used for the transport of data, as the devices smart meters and base stations do rstobffar
capability

Strong and scalable encryption

1 Encrypt data in transit and at rest, to ensure data confidentiality and integrity.

9 Ensure proper encryption key management solution, considering the vast amount of
devices to cover.

9 Consider the timeframe for which the data should be keqiita protection
regulation might require that you dispose of some data, due to its nature after ce
period of time.

1 Designdatabasesvith confidentiality in mind; for example any confidential data
couldbe contained in separate fielgso that they can be easilitéred outand/or
encrypted

Security testing proceduresmnd code auditing Big Data systemican use multiple applications for different
purposes. In some cases one application is used for computation and another for visualisation of the data.

Equipment manufacturers increasingly rely on componeatesivered by third partiedn all our use cases we have
organizations that are extensively relying on multiple vendors for their equipment and applications. In the context
of Big Datausing productor applications which are not tested or certifistbuld lead to different problems. For
instance in the Telecom use catEmperedequipment could lealprocessedlata. The same applicablefor Energy

smart metersif their data could be snooped by awtsider, this could providesefulinformation for criminals to
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identify whether a house is empty or not. One mitigation measure that could be used to ensure supply chain
security, is totest the equipment for securityweaknesses Another mitigation meage could be to ensure in the
procurement procedurethat only equipment from trusted sources is used.

Application securityulnerabilities can lead ta compromise of thedataintegrity, resulting into incorrect findngs,
even when the data is correct. Algbere are casewith two or more applications interacting with each otharhere
certain security measures need to be employtxlsustain the security posture. One method to follows@irce

code reviewto identify certain gaps or misberhaviour in the security of the application. Another possible mitigation
is to conduct regulasecurity teston the applications in order to confirm the security posture.

In the finance use casthe application iscommercial softwareln the cases of Telecom aBdergythe applications

are using open source tools. Howeyiar the Big Data provider use case (Telecom), the organisation should ensure
that the applications used are secure and do not hawieerabilities. In order to do séhe same measures could
apply - like performing penetration testing, creating updating and patching procedures and enforce source code
review.

Tamperresistant devicesan be used to improvimfrastucure security Many d the devices collecting information
are exposed to the elements of nature, as well as malicious actBomee of the devices are in private properties
and can only be accessafterowneia Q LISNX A aaAzy

In the usecase of SIEM and Energy smart metdrere were legacy devices, which do not provide the means for
authentication or support for secure protocols. In these cases this funstionality was provided through the use of
third party products.

Application security

9 Use regular security testinmrocedures to reassure the level of security, specia
after patches or functionality changes.
9 Ensure tamper resistant devices to avoid misuse.

9 Ensurenternal security testing procedurdsr new and updated components ar
carried out regularly; if it is not possibliitd party evaluations, audits and
certification are key elements for the confidence and trust in products and ac

9 Ensure procurement policies cover purchasing from anticesuppliers.

Compliance to standards andertification could help ensure interoperabilitbetween applications, as well as
ensuiingthat security is kept at the required level. This is also valid for connecting and filtering sources. Certificatior
ensures that these devices can connect and authenticate withootpromisingsecurity

ENISA has created a list of certificatidtfer usein Cloud computing that could be a starting point for a similar list
for adoption in Big Data.

https://resilience.enisa.europa.eu/cloudomputingcertification
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