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Executive Summary

The termM2M (Machire-to-Machine) communicationdescribesany solution or technology that facilitates

the wired and wireless communication between networked devices to exchange informasaad-hoc
networkingis anbasicbuilding block for M2M communications. Today, intelligent transportation, cyber
physical systems (CPS)and YI NIi f I yeiKAYy3aApHE 6SP3Id OAGASAI 0dz
technologies have been intensified and attract the attention of tBd®RenthusiastsSensor networkingas

GKS fA2yQa akKFINB FY2y3a Ffy2ad lye 2F GKS 1062@S
AAYS ljdzr y2yé¢ (G2 RSTAYS Fyeé ana AYLI SYSydhHodiA 2y
approach.

All the above contribute in describing the emerging universe of the Internet of Things (IoT), which can be
acknowledged as the driver for the evolution of M2M communications. In quantitative ferthe loT
connections are expected to exceed 27 billion by 26@mpared to 6 billion in 2015. In respect to the
marketshare, the revenue opportunity is accounted for 6.8 billion Euros, whereas this amount will increase
to 2.7 trillion Euros by 2025. In terms of technology, 71% of all IoT connections are accommagiated
shortrange technology (i.e. WiFi, Zigbee, NF@uiiding Programmable Logic ControlleRRLCs).

From the security perspective, the increased attack surface 4hoadand sensor networks has urged the
development of technology for preventingtatk incidents and for tackling system failures. In this vein, the
networks acquire greater importance ritical infrastructureqi.e. industrial control systems, water and
power plants, defence bases) anddansitive data exploitatiolfi.e. healthcarepanking systems, social
networks) for which privacy and ethics issues are likely to arise. Recent incidents proved that any connecte
device, such as smart TVs and video caniérasin be compromised to propagate illegitimate network
traffic, but can als jeopardize security in a national and governmental level.

Objectives of the report

Thead-hoc and sensor networkinghreat Landscape and Good Practice Guide complements the Annual
Cyber Security ENISA Threat Landscape (ETL). It provides a deep ovfetiveegurrent state of security in

the adhoc and sensor networking for M2M communicationsalkoaims to support decision makers to
comprehend the landscape and take informed decisions regarding -s@oeirity by incorporating
consolidated informationfrom the European Network & Information Security (NIS) threat landscape
evolution.

Key findings

Byanalysngthe threats to identified assets of the dwbc and sensor networking nomenclatuvee focused

on Wireless Mesh Networks (WMN), Mobile-ladc Networks (MANETS) and Wireless Sensor Networks
(WSN)We observed thathe current threefoldM2M communications architectural models considered

by the European Telecommunication Standards Institute (ECE®Ipe expandetb two additional domains

https://machinaresearch.com/report_pdf/428
http://www.reuters.com/article/ususacyberidUSKCN12L1ME

https://www.us-cert.gov/ncas/alerts/TA1:@288A
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for addressing the operational challenges as well as the product/business procdesttessame context,

we observed thathe fusion of sensorsargeting to monitor the physiological vital signs of patigntsinical
operations leads to technical and legal consideratiod¢e alsoobservel that the regulatory frameworks

do not explicitly define the obligatory actions that burden the ersgrsregardingtheir activitiesin a health

care environmentThesegaps must be bridged to achieve privaégiendly design of systems and services.
Further, £curity-by-design in sensor networks is found to be inadequate in business processes (e.g. power
generation and water distribution). These sensors operate in embedded nsgstehose preinstalled
operating system isusceptibleto malicious exploitsThe limitation of not modifying these networks
O2YLRYySyla aKz2dZ R 0S St AYAYLl (S Ropyights &nd owmiustrial ©&siSn/ R A
rights. Considering thathe M2M applications are increasingly based on the cloud computing (CC) paradigm
and the respective deployment and service modelge observed that is adequate tonly secure the
application layer of a service &tcordance with legacy environment practitexsause those service models

are mutually dependent for provisioning the esdrvices

List of Recommendations
The main recommendations follgWior deeper explanations see sectigré.

9 For developersM2M applications development in CC environments shdutd performed by
adopting and expanding the application security guidelines of standardization organizations and
cover the needs of the M2M architecture

1 For administratorsidentify by whom thesensorialdata is accessed. Specific policies should be
estalished about authorising procedures and sharing agreements regardisg data.

9 For administrator&nd service providersscurity by design should be implemented for each layer
of the adhoc network

9 For service providers, administrators and decision makens: underlying infrastructure of M2M
applications and operations should comply with the security and operations regulatory frameworks
regarding the protection of personal data

1 For administrators ad networks/service proders:An elastic type of access control mechanism is
to be incorporated in adhoc and sensor networks

9 For administrators andetwork/service providersMobile Edge Cloud ComputinlEC)to be
orchestrated so as to develop a perireetdefenceand collectanalyseforensic information about
the attacks
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1. Introduction

For 2016, the first ENISA strategic objective foresées:2 RS @St 2LJ ' YR YIFAY (Il Ay
EU actorsonsideringevolutions in Network & Information Sedu®  ¢*bThe{ corrent studpnalyseghe
threatsand thethreatlandscape ford-hocand sensor networkdVe performa comprehensive compilation

of the respective threats by analysing collected information, and deliver the respective threat analysis and
landscape reports on the application area.

Ad-hoc and sensor networks for smart objects are utilized for the colleci@ritical, sensitive, massive and
other types of data in several points of interest, such as weather stations, healthcare environments, aviation
and car fields, baggage and asset tracking, home and industry applications, manufacturing and supply cha
analytics and management. Then, the data can be analysed to trigger several corrective/preventive actions
record and analyse system failures, initiate the appropriate remedial changes, apply/revert configuration
changes, and provide the quality data refiog and statistical process/control analysiBoday, smart
transport, smart finance and loans, smart utilities, smart supply and manufacturing, smart environments,
smart energy, smart home, and smart health involve numerous interconnected devices ahdaeily on
ad-hocand sensor networkd={gurel).

)
Ad-hoc & sensor
networks

Smart Smart Smart Smart Smart Smart Smart Smart

Transport Finance Utilities Manufacturing Environment Energy Home Health

Figurel Global adhoc and sensor network market space

These pervasive and ubiquitous networks facilitate the processing and collection of data generated by
sensors and smart devicda.many caseghe operations, the resiliency, the availability and the performance

of these networks are critical, anthus,we need to protect the secure exchange of the information, and
ensure data privacy and integrity. Besidiw reduction of their attack surface @nong the predominant
issues that thrive during the operation afthocand sensor networks. Due to the ieased attack surface

in ad-hocand sensor networks, we need to prevent security incidents, tackle system failures, and mitigate

4 Europ&an Union Agency for Network and Information Security (ENISA). (EOI6A Work programn#d16[online]
Available at:
https://www.enisa.europa.eu/publications/coiqrate/enisawork-programme2016[Accessed 18 Nov. 2016
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the associatedisks. Even morehe necessity to reduce the attack surfagequires greater importance in
critical environmentge.g. industrial control systems) ameheneversensitive dataare involved(e.g.in
healthcare, banking systemand social networks),severe privacy and ethics issues may arise (e.g.
compromiseof a SY A A GA PSS YSRAOFf NBO2NRA | yR chistiukedsfiang Q R
point of interest for several research teams throughout the world.

1.1 Policy Context
This report aims t@nalysethe evolving threat environment both from the stakalder andthe EU policy
YFTSNBQ LISNELISOGADGS o6& ARSY(GATFeAy3d LR anddeysars G K|
networks with a special approatb the M2M communication architectural model.

The different challenges appeared during the ption of new models of communication (such loT and
M2M) suggests to propose a set of recommendations aligned with the EU strategy in research anc
innovatiorr. A great added value is expected to be creassda result ofhese technology advancements.

The market value of the Internet of Things (IoT) in the EU is expected to exceed one trillion euros.in 2020
Within the 10T ecosystem, the major gogaitd interconnect networks of sensors and smart objects in a way
that they can intelligently interact with humans, atalensure the secure and seamless sensor and network
connectivity.In this context, ENISA expects these sectors to take advantage airttemntad-hocand sensor
network for M2M communications threat landscape and provide adgatlie serviceto the loT and M2M
technologies. By enabling a secure, trusted, reliable, and resilient environment, the industry will be more
competitive, and the rarkets within the EU will benefitom numerous innovative use cases. Therefore, it

is vital to promote and establish secued-hocand sensor network for M2M communications, and manage
efficiently the large volumes of connected devites

The EuropealtommissiofEC) supports the evolutionary trendsamkFhocand sensonetworks leading to

the integration of sensor appliances in the market through various research and project efforts, such as the
MOBILEMANproject’, and the multisensor platformAirSenEUR. The EC has also acknowledged the
emerging trends, identified the need for crasger techniques and efficient cooperative protocols, and has
implemented and validated the feasibility of the outcome of theoperative transmission and creager
techniques forsecure wireless sensor netwo(kolness) projeét

The current report identifies thad-hoc and sensor networlssets and illustrates thad-hoc and sensor
networking threats by reviewing the curremorking and environmentadractices, assaing the private and
public initiatives, and analysing the research information in this area. The report also provides the threat

http://ec.europa.eu/newsroom/dae/document.cfim?doc_id=9472

https://ec.europa.eu/digital
singlemarket/en/internet-things
http://cordis.europa.eu/result/rcn/85259 en.html

https://ec.europa.eu/jrc/en/publication/airsenseuopendesignedmulti-sensorplatform-air-quality-monitoring

http://cordis.europa.eu/result/rcn/46005_en.html
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analysis, the risks and vulnerabilities in the EU Global Security Strategy to be more effective in tackling th
contemporary ballenges in mobility, cybeattacks,and terrorism andto manage crises and confliéfs

1.2 Target audience
Looking at the activities and the deliverables whésk provided by this study andy the ENISAThreat
Landscape (ETL), the following target groups lee assortedo:

1 Public Communityto better understand the asset exposure and risks

1 EU Member Statesvith the aim to understand the protection requirements and develop more
cooperativeamong the member statesnd industry

1 EU Commissiomo provide a closer strategic policy, and enforoere efficientmechanisms (e.qg.
Network and Information Systems Directive)

1 Business communityo simplify the content othe threat intelligence and improve policy making
9 Industry stakeholdergo developworking good practices anuhcover the emerging threats

1 Public and private organizationt adapt seamlessly operated security controls to be included in
the complex modern environments

9 Security professionalso elaborate on threat models and continuousgrmovement to protection
and detection tools

1 Risk managerm any risk assessment proceassdentify, assess and prioritize thisks

All the types ofthe provided information aim at supporting decision makers in all kind of organizations to
understand thethreat landscape and make informed decisions regarding egbeurity by receiving
integrated and consolidated information about th@dhoc and sensor networking for M2M
communications. This documentan alsod S  dza S T dz F2NJ SELISNI atronig 2 NJ
communications sector and for experts working in the information security field.

1.3 Scope of the Study
As described in the ENISA regulation, one of the objectives of the agency is to assist the Union institutions
bodies, offices and agencies in dey@iw policies in network and information security by including
accumulated expertise related to availability, authenticity, integrity and confidentiality of stored or
transmitted data and the related services offered by or accessible via those networksysiens. For
instance, the new ENISA regulation undelines the necessity to analyse current and emerging risks (and the
O2YLRyYySyGaos adrdAy3ay aidKS ! 3Syoesxs Ay O22LISNI (A
bodies and others, collectd 5t S@I y i Ay F 2 NI I ( AARty3¢TdsksH)yiii), thih el ENCSdet | N
regulation states that ENISA should enable effective responses to information security risks and threats.

This document is published by ENISA to provide a threat analysis and best pagtietimeto ad-hocand
sensor networking trendsindit alsoaddresgsthe risks and threats of these technologies underpinning the
SYSNHSYOS 27F | Wahod aNdi ®nsai Aedvbriing &hteat ¢nforénation is directed to
executives, security architects and security managers. Nonetheless, the provided inforceti@isobe

http://europa.eu/globalstrategy/en/globaktrategy
foreign-and-securitypolicy-europeartunion
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consideredby nonexperts. Furthermoresince the Agency assistthe European Commission @rEU
Member Statesit cooperateswith the business community, in order to help them to meet the requirements
of network and information security, thereby ensuring the smooth functioning of the Internal Market.

1.4 Methodology
Thecurrent studyexaminesvarious use cases to identify the respective assets and then calfedyseand
categorize thead-hoc and sensor networking threats-or the project execution, our methodology
performedresearch and colleet the information through various sources (i.e. journals, conference papers,
white papers, industry recommendations, online documents). Various sot@es beenidentified and
studied during our investigation.

We consider previous ETLs to specify the fatito review the ENISA taxonomy threats, and study the
approach taken in those ETLs. Besides, we also consider several other segerdgng the existindgeU
policies and we identify evolving threats, risks and challenges relatesttioocand sensors etworks with

a speciafocus on theMi2M communication architectural model. All these threats are assessed, categorized
and analyzed by means séveralreferences tahe collected sources. Then, we perform an analysis of the
existing good practices and ment how thethreat exposure can be reduced, while we identify gaps in
existing practices. A presentation of the statethe art developments in the area of threat intelligence is
also undertakenFinally, we study how we can adapt best security protentjwactices towards a more agile
management of security controls.

Allthe collectedsources aravritten in English, andll the referenced web resources were last accessed in
November 2016.

1.5 Structure of thisStudy
The structure of this document is as followschapter2 we provide thead-hocand sensor networking for
M2M communications basics and present the architecturehiapter3 we illustrate the asset taxonomy for
ad-hocand sensor networks in M2M communtizns, and present the use cases that are analysed in the
current study; irchapter4 we identify threats againstd-hocand sensor networks, and ahapter5 we map
these threats to the assets; thapter6 we consider which threat agents are more relaévianad-hoc and
sensor networks attacks; ehapter7 we presenthe winerabilities and risks iad-hocandsensor networks
in chapter8 we present a set of recommendations and good practiceaddroc and sensor networksin
chapter9 we provide the gap analysis, and finallglapter10 we conclude the study.

In addition, we have also includédo annexes at the end of this documerinnex A contains thad-hoc
and sensor networkasses matrix for specific use cases, whilerex B ontains thead-hoc and Sensor
bSig2N]l aQ CdzAf ¢KNBF(G ¢lFE2y2Yed
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2. Ad-hoc and sensor networkiragchitecture

The term M2M is used to describe technologies that allow the communication between devices with no or
limited human interventiof. The M2M communicatiorequires wired or wireless connection between the
nodes. In the case of Wireleag-hocnetworks, the M2M communication is wireless. M2M mainly focuses
on the machingype-communication (MTC), where the devices are communicatingterahd. The key
compments of the M2M models aréeld-deployed wireless devices with embedded sensorsvioeless
communication networksvith radio-frequency identificatio{RFID) features.

Wirelessad-hocnetworks for M2M communications, also known as WANETS, celagsified in three types,
based on their applicatidi

Wireless Mesh Networks (WMN)se ameshtopologyconsisting of radio nodes. The nodes are the mesh
client,and the mesh routers or the mesh gateways. In WMN the mesh clients, often laptops, cellgphone
etc., behave both as hosts and routers for the network. This way each client contributes to the range
expansion of the network. Most WMN implementations are foundh@mshenvironments orin situations

like field operations of military forces, satelltemmunicatiorsinside a constellation, public transportation
monitoring or real time telemetry on car racekikewise,they are alsodeployed inbroadband home
networking, community and municipality networkitig

A Mobilead-hocNetwork (MANETA & | yYYlo@Ré RG22y (i OGSR ySiGég2N]l = YI 2
such assmartphonesand tablets. Each node behaves like a router, forwarding any traffic unrelated to its
own use. The fact that nodes move independently of each other makes this type of networlableraind

of a constant changing topology. Some more specific implementations of MiAbl&dethe militaryad-hoc
networking between soldiers in the field, vehicles and headquarters, -tehfhip ad-hoc mobile
communication, Personal Area Networks (PARic.

A Wireless Sensor Network (WSRis a network of smart sensor nodes. A smart sensor node is a device
equipped with a processoamemory, a wireless network interfacandone or more sensors and actuators.

The sensors give the device the abilitynebnitoring several physical or environmental conditions. The
memory is limited to processing aithus,all the data acquired by the node are transmitted wirelessly to a
base station for storage and further processing. Also via WSN thesltaisen or anyother node can send

data back to one sensor node; e.g. a command for the actuator. Various applications of WSNs have emerge
in several fields, such & healthcare, military, manufacturing and industrial/public systems, environment
and smart homes as sha inFigure2.

12
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Figure2 WSN Application®

Additionally, the rapid evolution of M2M communicat®generates new challenges and opportunities for
the information industry; such der smart robots, cybetransportation systems (CT$)2M telematics and
predictive analytics, smart grids and cyimysical systems (CPS). CPS is an evolution of'®N2m
intelligent information processing and an important form of ¥oThe respective CPS applications are going
to benefit from massive wiless networks and loT based on the information they collect from the
surrounding environment. The correlations among M2M, WSNs, CPS, and IoT are shigunei®

18 pticek, M., Podobnik, V. and Jezic, G. (2016). Beyond the Internet of Things: The Social Networking of Machine
International Journal of Distributed Sensor Netwp&AGE Publications, pfl%.

17 Ali, A., Shah, G. and Arshad, J. (2016). Enefigierf techniques for M2M communication: A survépurnal of
Network and Computer Applicatior&8, Elsevier Publishing, pp-83.

BaAOADBI +d | YR aAo@rachiEe citnuricstionR. €RCPress: (€0lK)A1$B8r81466561236.
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Figure3 Correlations between M2M and WSR

The current document encompasses the M2M architectural modlkls models composedf different

domains, each of thenmaving itsown characteristics, assetthreats and vulnerabilitiesexisting cyber
threats, trends, security challenges, associated risks and required countermeasures relatekdomand

sensors networks, with a special approach to the M2M communicatiochitectural model.

The European Tetemmunication Standards Institute (EFStpnsidersan M2M network as a thregart
structurethat includes the

1. M2M Device domairfusually embedded)

2. M2M Network domain(connection between devices, sensors and gateways, network to network
connection)

3. Application domain (data manipulation and usage by specific busapgsications)

In the current studyyve consider two additional domainto address the operationalhallenges awell as
the products and the business processes automation and workfloaveely the

1. Operational domain (includes physical security, control systems and utilities)

19 Mehmood, Y., Gorg, C., Muehleisen, M., Ti@ial, A. (2015). Mobile M2M communication architectures, upcoming
challenges, applications, and future directioB&IRASIP Journal on Wireless Communications and Netw@drig1),
pp.1-37.

20 European Telecomuamications Standards Institute (ETSI). (20Machineto-Machine communications (M2M);
Functional architecture Technical Specification, ETSI TS 102 690 V1.1.1 (2011 [online] Available at:
http://www.etsi.org/deliver/etsi_ts/102600_102699/102690/01.01.01_60/ts_102690v010101p.pdfccessed 18
Nov. 2016
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2. Product/business processes domain (e.g. healthcare, transportation)

These five elements form different interlinked doma&Msfacilitate the data processing by various
application serviceand achieve full interoperability of network and servideShe fullpicture of the five
elements is depicted iRigure4.

In theDevice domainMi2M devicegonstitute severahd-hocand sensor networkodesfor dataforwarding

These devices are equipped with specific sensing technologies foetimealmonitoring to take the
appropriate transmission decisions to the gateway (i.e. sihgleor multi-hop transmissiof. The M2M
gateway acts as the entrance to another network aotlects the packets from the M2M nodes via the M2M
network. This network furnishes a connection between all kinds of intelligent devices (or sensors) and
gateways. In théNetwork domain communication networks achieve connections and transmit the sensory
data between gateways and applications.

Various application services are used by the specific buspresgessing engines in thigplicationdomain
These services are responsilide storing the data andfor providingthe data to the M2M applications for
management.

* M2M device * M2M network ‘ Application ‘ Operational * Progluct/ ‘
: . . . business
domain domain domain domain
processes

Figure4 M2M Architecture

In the M2M communicatios architectural modelthe operationaland product/business processdemain
can also widen the business possibilities and utilized¢aétime informatiorf? produced by the M2M system
employing a convergence of various technology families.

21 Lu, R, Li, X,, Liang, X., Shén.& Lin, X. (2011). GRS: The green, reliability, and security of emerging machine to
machine communication$EEE communications magaziag(4), pp.2835.

2Dt SGASET X . 22A0%X LT YdzOS | Bask priciplss Machireto-Mabiine 5 S O
communications and its impact on telecommunication indysiMfPRO, Proceedings of the 34th International
Convention, 227 May, Opatija, Croatia, pp.3385.
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3. Ad-hoc and sensorssets identification

Anything of value can be considerext anasset. Assets could be abstract assets (like processes or
reputation), virtual assets (data for instance), physical assets (cables, a piece of equipment), humar
resources, moneyetc?, In this study, we focus on the ETSI taxon®ayd the aforementioned M2M
architecture Figured). We analyze the assets related in the area of specific use cases, as there is a very larg
number of interconnected devices, and a significant amount of asset types authecwireless ad sensor
networking for M2M communications sector. Conclusively, the approach presented should not be
considered as exhaustive, but rather an analysis of assets in different business cases and divers
perspectives.

In theDevice domainwe capture these@vices which are capable for data processing, while irNgsvork
domain we study the assets that enable the communication between the applications. We also include the
operational aspects and the business process modeling in order to combine clasgitiahls and processes

with adhoc and sensor networking extensions, and capabilities. Data exchange, control systems,
monitoring, and metering applications can be part of several business processes that enable the
standardization, and the interoperabilitf the implementations of M2M solutions.

3.1 Asset taxonomy
The ad-hoc and sensor network assets are identified and classified based on the building blocks of the
following domains:

1. Application domain

a. Data
b. Critical applications
c. eHealth

d. Cloudbasedapplications

2. Device domain

Car/vehicles

Mobile devices

RFID tags

RFIDreaders

Radars

Transmission nodes
Interconnection point
Support systems
Wearable

Indoor positioning systems
Computer ElectronicgCg devices

T T S@Tmeo0oTw

https://www.enisaeuropa.eu/publications/technicajjuidelineon-threatsand-assets/at_download/fullReport
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3. Network domain
Communication protocols
Cooling systems
Power supplies
Home Automation
Mobile user and location registers
Radio
PublicKey InfrastructureRK)
Appliance controls
Addressing servers
Mobile switches
PublicSwitched Telepham Network(PST)Nswitches
Physical security & control sgshs
. Routers & switches
Mobile base stations and controllers
Servers
WBSNs (Wireless Body Sensor Networks)

TOS3IT AT ToQTOAO0TY

4. Operational domain
a. Physical security
b. Control systems
c. Utilities

5. Product/business processes domain
a. Supply and provisioning
b. Manufacturing
c. Healthcare
d. Transportation

3.2 Asset categories
According to theEuropean Telecommunication Standards Institute (ETSI), the M2M archit€atansists
of three dbmains; theDevice domainthe Networkdomainand the Application domainAs presentedn
Chapter 2, w extend the model includinthe Operationaldomain and the Product/business processes
domain Based on this categorization, the valualdd-hoc and wireless sensor network assets are listed
below. A full list of these assets is showrrigureb.
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Asset details:

Financial

Event Data Recorder
—_—

GPS receiver Private

On-board equip. Confidential

Radars and sensors
[ESEF —
Omnidirectional Billing & mediation
antenna Critical apps
Electronic License Application Mobile messaging
Plate ' center
Cars/vehicles
loT Portals
Web-services
Tablets Mobile devices
Mobile phones Private Healthcare
E-health Information (PHI)
PPDs database
RFID tags Cloud based Clinical
Cloud-based apps information system
Tablets (c1s)
Communication
Smartphones P RFID readers protocols
Standalone devices / ‘\ Cooling systems
Radars .
Range finders '\ Powersupplies
—_—
Motion detectors Ad-hoc & sensor Servers
Transmission nodes assets Mob‘ile user and
’ location registers
Interconnection
points Radio Software
" ; Device Hardware
Alerting devices Support systems PKI
Appliance control
Accelerometers with smart-grid
Fitness trackers Wearable Addressing servers
Network
Indoor positioning Mobile switches Lighting control
systems system
HDTV PSTN switches Household security
systems
PVR Physical security &
DVD CE devices control systems Physical perimeter
C / Routers & Switches
AU (DSLAM, SBC, etc.) Buildings
Mobile base stations
and controllers
WBSNs/WBANs
Surveillance
applications

_\ Home automation Distribution
i i i i i monitorin,
Object/people tracking Physical security Operational Product/business Supply and 8
processes Provisioning /  Vending machines
Alarms > >
_— 1 \ Freight supply
Application control

with smart-grid Control systems j
g < Y L Manufacturing Automation
Building/Campus Production chain
automation monitoring
& Healthcare ehealth security

\, Personal security

Billing of utilities
s Utilities

Road safety

Provisioning

Emission control

Transportation _ Fleet management

\ Toll payment

Measurement

Figure5 Assets Taxonomy
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3.2.1 Applicationdomain
TheApplication domainnvolvesM2M andclient applications. It is the mddleware layer between the end
user and the data provided byhe M2M Devicedomain after being processed by various application
services.The asset®f this domain are descriliebelow, however is needed to mention thapplications
listed in this domain are not exhaustive and we are going only to cover certain interesting application areas

a. Data

In this domain, the data collected from devices is stored, managed and represgatagplications or web
interfaces to user. Théata can be used fanformation only, statistical analysiandcontrol capabilities.

b. Critical applications

Critical applications are speciailirpose applications, combining information and data from dive@grces
(i.e. sensors, devices, internet, and databases).

c. eHealth

In a Mobile Healthcare Network (MHi}he data combination from wearables, smartphones and vitals
monitoring equipment can provide to the individual or the physician the whole picturénetlih case, and

the Personal Health Record (PERAN essential part ain MHN is theeHealthapplications that store,
represent and process the collected data to produce statistics. In the need of storing PHRs, a Privat
Healthcare Information (PHKatabase is usedvith special concerns in privacy and data protection
Representation interfaces are theHealthportals, webbased or mobile applications.

d. Cloudbased applications

The integration of sensor networks and cloud compuiirig motivated by theprocessing and storage
capabilities of the cloud. This sensdoud sensingasa-service (SSaaS) leads to the ability of having multiple
applications accessing the sensor data at the same time. Additionally, the sgosdmodel improves the

a Sy a 2solizasutiNgRtion, and the sensor management and provides the environment for developing
software interfaces between sensors and the cyber or real world.

Furthermore, mobile computing applications accommodate an increasing effort to assist the sensor
networking ecosystem. On these grounds, recent technology advances in mobile cloud applications include
GKS hLISy az2o0AftS 1 £ Al yOSQuhichasierallicoupled wikhla bbNeRleviceS 6
(e.g.Subscriber Identity ModuléSIM)card) that connects directly with the Carrier to push applications to
mobile phones. Another example is TokTok, a technology that allows access tebakmdl services like
Gmail and Google Calendar by voice, using the mobile phone &gvice

http://openmobilealliance.org/omasmartcardweb-server/
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3.2.2 Device domain

The M2MDevice domairin the ETSI architecture is the combination of M2M devices thiedM2M Area
Network. TheM2M Device domainas the term implies, is the group of devices capable of replying to data
requests or transmitting this data autonomously. The conmégtibetween M2M devices and M2M
Gateways is the M2M Area Network. Tfedlowing subsectionpresent the most commoiassetsin the
Devicedomain.

a. Cars and vehicles

The Vehiculand-hoc Networks® (VANETS) are a subclasstod Mobile ad-hoc Networks (MANETS). The
hardware assedf aVANET is mainly the dsoard equipment installed in vehicles, which provides them with
the means to communicate with other vehicles (Vehicé/ehicle communication V2V) or with the
network infrastructure (Velue-to-Infrastructure- V21 and Infrastructuréo-Vehicle- 12V). Some VANET
hardware asset§ are presented below

Event Data Recorder (EDRgcords transmissions and receives messages and all the events that occurred
in the vehicle environment duringtrip

Global Positioning System (GPS) receivemmunicates the geographic location, the speed, the direction
of the movement and the node acceleration at specified time intervals

Radars and sensorsused to detect obstacles in the vehicle environment

Omndirectional antenna used to access wireless channels

Electronic License Plate (ELPyovides an ID number used by the police or ather authority
b. Mobile device

A mobile deviceconnectsto the area network utilizingthe built-in sensors (camera, gyroscope,
thermometer, GPS, etc.), thembedded interfaces (GSM antenna, Wi, Bluetooth, etc.), andhe
Personalized Portable Devices (PPDs).

c. RFIDtags

In the Device domainthe RFID systerflsncludetags, readersandthe RFID middlewardRFID agsare the
small labels attached on objects, animals or people to embed some information on themmake them
identifiable among otbrs.AnRFID tag circuit consists of a control unit and an antenna.

d. RFIDreaders

ANnRFID readds a device or receiver often embedded in other common devices, (i.e. smartphones) that can
get the information of a tag when it is within rangéhe softwarehat ensures the communication between

the reader and a database storing system is caR&tD middlewar& he latterfilters, processes and sends

the collected data from the reader to the database and provides an interface to enable data access for
external applications.

e. Radars
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A micrepower Impulse RadaiMIR?3?) is applicablén many fields as a motion detector or range finder.
Radars are widely used the military for asset protection, in rescue applicatiosyvehicle automation
(parking asstance, cruise control, etc.)ip home security systems (keyless locks, automatic doors, etc.) and
in manufacturing field (industrial automation).

f.  Transmission nodes

In a clustered architecture, sensor nodes are grouped into cluatieeseeach cluster haslecteda node as
Cluster Head (CH) This node is the onihat transmits all the clusternode<Xata to the base station. This
mitigates energy consumption, traffic congestion and data collgsinio the network.

g. Interconnection points

According theeTSM2M architecture, an interconnection point is the gateway between the devices and the
communication network, which is also referred in the architecturaragl2M GatewayThe interconnection
point manages the packets and provides efficient paths for tratigg these packets to the remote back
end server via thé&etwork domain

h. Support systems

Due to thecomplexityandthe highvolumes oftraffic in adhoc and sensor networkshere is an emerging

need for the appropriatesupport systems in austainable converged, integrated and operatiahway.
Business Support systems (BSS) is a collective term for the set of software solutions used b
telecommunication providers to run their business operations. The term includes software for aitlihg
charging, cusmer management, product desiggmd management, saleand marketing,and order and

order activation. BSS is also an operational asset of the networks in question.

i. Wearables

A wearablé®can comfortably be worn or carried by an individual all day long amwitior several biometrics

like body temperature, blood pressure, diabetes levels, transpiration, heart beat rate, etc. Gertbrlly,
wearable technology has some form of communication capability and allows the weasmcessthe
information in real time Datainput capabilities feature the wearable devices, same as the local storage.
Examples of wearable devices include watches, glasses, contact leAsegiles and smart fabrics,
headbands, beanies and capewellery such as rings, bracelets, and higg aidlike devices that are
designed to look like earrings.

j- Indoor positioning systems

The indoor positioning systentd?S provide the capability to identify thimcation ofan object ora person
inside a building using radio waves, magnetic fieddsustic signals, or other sensory information.

k. CE devices

The Consumer Electronic devices (DVDs, cameras, TV sets, PVR, game conswlest etcrimonlyuse
Ultra Wideband (UWB) communication signals and are part of the Home Automation system.

https://www.wearabledevices.com/whais-a-wearabledevice/
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3.2.3 Network domain

As mentioned inthe Device domairdescription the M2M Gateway ensurethe inter-working andthe
interconnection between the devices and the communication network. The main part of the N&2iork
domain is the communication between the M2M Gateway(and the M2M Application domaifhe
communication igperformedeither over wired networks (e.gxDSland PLC) or wireless networks (e.g., 3G
cellular, WiFiand Worldwide Interoperability for Microwave Acce88iMAX). The following list of assets is
not exhaustive and includes some of the most commssets in this domain.

a. Communication protocols

The communicatioprotocolisa keycomponent in the development @fd-hocand sensor networks, ard
often susceptible to various threats and attacks. Tlenmunication protocol may have various security
vulnerabilities, faults in the code, weak responsa®]insecure transport and network layer services.

b. Cooling Systems

Energy efficient and secuyeoperatedcooling systemsnsure the availability and thergper operations of
ad-hocand sensor networks

c. Power Supplies

In general, he power supply systems in routers, switches, servers and computers are critical network assets
which areextremely vulnerable to physical attacks or failures.

d. Mobile user andocation registers

The mobile user and location registers are used to determine the geographic ragibtginform the nodes
about thelatest positional information.

e. Radio

Since mostad-hoc and sensor networks are based on wireless communicattba rado itself is the
medium, hence radio is an asseiNetwork domain

f. PKI

Public Key Infrastructure (PKI) is a statéhe-art mechanism in confidentiality (encryption) and
authentication for almost evergd-hocand sensor network application and commuriioa.

g. Appliance controls

Because of recent advancementsdd-hoc and sensor networksthe users can now easityionitor the
servicesand controlremotelythe appliances.

h. Addressing servers

The registration andddress assignmeris importantin ad-hocand sensor networksthey also affect other
services and operations, such as routiAg.efficient andesilientaddressingsolution should be employed.

i. Mobile switches

The telecommunication provider in most cases is a cellular network providersybBbem of the provider
consists of mobile user and location registers, mobile base stations, controllers, etc.

j- PSTN switches

The infrastructure networks usually rely on the core network componentsmag bebuilt from PSTN
backbone switches.
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k. Physical saarity and control systems

Physical security is often underestimated and overlooked in the case-bbc and sensor networks. An
appropriate plan with the necessary control systeimsvitalto avoid compromising the sensors in the
network.

|.  Routersand switches

This group of assets is the coreNdtwork domain The routersthe DSLAMsghe Session Border Controllers
(SBCk and thenetwork switches form the data grid over which the Devices Domain andAfh@ication
domaininterconnect.

m. Mobile base statiois and controllers

TheMobile base stations an® 2 y (i N®dolbgpaffic@the routing inad-hocand sensor networksand
the performance in sensory data exchange. Most of the applications can benefit from the topology of the
sensor nodes and the data routing to the other sensor nodes, an external base station, or a controller.

n. Servers

The server system that assistethperation of network connectivity is another assethe Network domain
Important servicesncludedin this domainare addressing and DNS naming, private key identification for
devices or users, monitoring and administration of network traffic, etc.

0. WBSNs/WBANSs

The Wireless Body Sensor Networks (WBSNSs) or the Body Area Networks (WBANS) are emerging wirels
networks of wearable computing devicda general, this type of networks hiaerest in applications, such
asehealth,remote measuringf health information, assistinthe patients andelderly, home automations
andmonitoringhumanbody changes.

Operationaldomain

Automating operationswhich until recently were manipulated by people, may ensure effectiveness in
meeting customer requirements ugj as few resources aecessarySometypicalexamples othe assets
involvedin thisdomainare listedbelow.

a. Physical security

The fhysical security of monitoring and safeguarding access of areas/zones, objects, or people is at
operation ofad-hoc and sensor networks. Typical exampiaslude alarm systems, video and camera
surveillance applications, etc.

b. Control systems

The control systems that give access in buildings, houses or specific areas are asdéiscaind sensor
networks operations. One case is the use of smart grid to facilitate the development of appliance control
systems. These systems con¥isif energy storage devices, transmission cables, smart substations and
transformers, Advanced Metering lafstructure (AMI) and Home Area Networks (HANS). In general, these
systems are utilized as Home Automation systéeg. Heating, Ventilation, and Alronditioning-HVAG,
building or campus automation systems, etc.
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c. Utilities
These networks may provide aumation solutions in cases of measurement, provisioning and billing of
water, electricity, oil, heat, etc.
In the following sections, we analyse the attributes and characteristics of several use case types in the
abovementioned domains to identify the resgtive assets. The mapping between ¢beise cases and the
assets is also summarized in Annex A.

3.2.5 Product/Business processammain

Ad-hocand sensor networks may provide automation solutions for many areas of business organization anc
operation. Some oftte assets$n this domain ardisted below.

a. Supplyand provisioning

This is a high value area for a produtaking company and needs to be accomplished in high speed and
precision. Sensors and actuators are used to automate processes like freight sopglet packaging etc.
Additionally, software in the application domain (e.g. Business Support sys®8f3) provides monitoring
FYR YIylFr3aAy3a oAftAGASa (2 GKS O2YLIl yeQa KdzYly N
area.

b. Manufacturing

In amodern manufacturing environment, the manufacturing systems heavily u@lizeoc and sensor
network operations to improve the quality of servigeanage the manufacturing resources efficiently, and
achieve near zero down time operations.

c. Healthcare

In healthcare, variouad-hoc and sensor networks applications are widely used for monitoring and data
archiving. These applications should pay great attention to security, due to the data sensitivity and privacy
issues. Sensors are often integrated and enfiied with health monitoring devices providing reiahe or
batch-driven data.

d. Transportation

The fleet management issue is important for the business and affects the efficiency of the product
distribution, the product cost and the business economicgéneral. By automating and monitoring the
fleet, the emissions, road safety and toll payment, and the business profit aa## @ventually better
controlled.

e. Home automation

Recently, the use dd-hocand sensor networks in home automation has gainedeased attention and
several solutions have evolved, such as remote monitoring of electricity, adjusting the water supply,
controlling the gas consumptioand managingsensor equippedpliances.

3.3 Use case types

By collecting the information, thad-hoc and sensor networks for M2Mcommunications threats can be
classified, including information on risks, opportunities, threat agents, impact, vulnerabilities, etc. The use
cases that have beeanalysedand studied are based on the most common areas of sensiwvarks and
interest. Due to the large heterogeneity in the type of the devices, their capabilities (i.e. communication,
computational), thenetwork domairs, and the applications, we need to assess the most representative
environments. Several small andekpensive portable devices can be uded wireless sensor network
applications for both military and civilian usehesesensor networks can be used to transfer the captured
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information to the destination by detectingny availableenvironmental change.df instance, a civilian
application can include some type of habitat monitoring, health monitoring and home automation, while
the military applicatios could be used for tracking the enemies and improved efficiency.

We analyse five use cases which aredidelow:

Ultra-wideband (UWB) communication and applicatitns
RFID applications and protocols

Mobile cloud computing and mobile social networking
Softwaredefined adhoc, and sensor networks

Body networks and eHealth

arONPE

Concerning the UWB transmissidechnology®, there have been considerable advancements and
innovations recently. UWB includes featutfahat could be exploited iad-hocnetworks®. With respecto

RFID applications and protocols, a typical example and common practice used in several business cast
products and weksites isthe smart tagging of things. Various forms of contactless communicatod
technologies can be utilizeduch as NeaField Communication (NFC), QuR&sponse (QR) codes, and
Bluetooth.

Mobile and cloud computing (MCC) is emergiagidly, providingvarious technological, research and
business opportunities. MCC technology refers to the mobile devicesemabnputing interfaces, mobile
operators and cloud service providettsat deliver increased computational resources, capabilities and
functionalities to the mobile users. MCC involves mobile communicgtiorobile hardware, mobile
software, cloud and netark technologies for utilizing different servicesdrouting and packet forwarding

in heterogeneous and distributed environments.

Softwaredefinedad-hocwireless, and sensor networks may include several nodes spread across the area.
New nodes may joitéave the networks, and can participate in data processing and forwarding. Based on
the capabilities of the nodes, they can provide different communication services (i.e. security, data
retention) and speeds. Finally, body networks agldealth information sharing technologies are used
increasingly and extensively to provide or access the data of the objects (i.e. patients, home & elderly care
centremonitoring for chronic and elderly patients). The characteristics of these uses cases are presented ir
the fallowing tables.
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1.Ultra WidebandUWB)communication and applications
Extremely low transmission energy (less than 1nQV)

Very high bandwidth within short range (200Mbps within 1@n)
Extremely difficult to intercept, because tfi®quency is constantly shifting

The short duration of the UWB pulses lead to multipath immunity (i.e. the propage
path can be discovered due to the fine time resolution)

Radar, Gedocation / Positioning

Wireless Personal Arédetworks(WPAN)
Positioninggeo-location,localizationyescueapplications
Radar / Sensor: MIR (motion detector, radgeler, etc.)
Military andcommercial: Asseprotection

Anti-terrorist, searckand-rescue activitiedaw enforcement andemergency rescue
organizations

IEEE 802.15: WPAN

IEEE 802.15.1: Bluetooth, 1Mbps

IEEE 802.15.3: WPAN/high rate, 50MDps

IEEE 802.15.3a: WPAN/Higher rate, 200Mbps, UWB

Easier to achievieigher data rate, because of the shorter duration of the UWB puls

Less path loss and better immunity to multipath propagation

Availability of lowcost transceivers

1.4 Advantages Low transmit power and low interference
Extensive command set of the IEEE 802.15.4 (standard which specifies the physi
layer and media access control for loate wireless personal area networks {LR
WPANS)). FCapprovedwirelessprotocol, supportscommunications withmultiple
devices, veryast communications.
Distortion of the received waveform from each distinct delayed propagation path,
which makes it difficult to explore path diversity inherent in the received signal
Synchronization of very shgpulses at the receiver

1.5 Problemsl/issues = Performance degradation due to multiple access interference and narrowband

to-be considered jamming
Employing higher order modulation schemes to improve capacity or throughput
Development of link and network layers to take advantage of the WafBmission

benefits at the physical layer
Tablel. Ultra Wideband (UWB) communication and applications

1.1 Characteristics

1.2 Applications

1.3 Guidelines,
strategies and
standardization
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2.Radio Frequency ldentification (RFID)

Low frequency (less than 100H2) and high frequency (greaténan 100 MHz) modes
2.1 Characteristics Highfrequency tagsanhave their data read at distances greater than one meter
New data can also be transmitted to the tags, a process not showrithere
Low/highfrequencysystems
Supplychain and automatedibraries
2.2 Applications Transportpayment
Automotivesecurity
Healthcare (e.g. track assets, monitor patients, automate payments)
ISO 11784Data structure on the tag
ISO 11785Air interface protocol

ISO 14443Air interface protocol for RFID tags in payment systems & contactless <
cards

ISO 15693Air interface protocol for RFID tags in vicinity cards
ISO 18046 & 1804 Testing the conformance of RFID tags and reatiers
No line of sighfNLOS)
Work in harsh environmer(e.g. high temperatures)
2.4 Advantages Cost effectiveness & high efficiency
Reliable and fast identification of mobile tags in RFID networks
Fast and energy efficient mulsiensor data retrieval approaches
Large volumes of data & product information maintenance
Configuration and management of readers and devices
Data integration across multiple facilities
Data ownership and partner data integration

Data security and personal privdeye.g. patientprivacyand dignity)
Table2. Radio Frequency ldentification (RFID)

2.3 Guidelines,
strategies and
standardization

2.5 Problems/issues
to-be considered

38 \Want, R. (2004). RFID: A key to automating everytiSoigntific Americar290(1), pp.5®5.

3% RFID Journal. (2005).A Summary of RFID Standardgonline] http://www.rfidjournal.com. Available at:
http://lwww.rfidjournal.com/articles/view?1335Accessed 18 Nov. 20[L6

4Ovan Lieshout, M., Grossi, L., Spinelli, G., Helmus, S., Kool, L., Pennings, L., Stap, R., Veugen, T., van der Waaij, B.
Borean, C. (2007). RFID technologies: Emerging issues, challenges and policy options. . Maghiros, P. Rotter and M.
Lieshout. Luembourg,European Commission, Directord@deneral Joint Research Centre, Institute for Prospective
Technological Studiepp. 40
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3.Mobile Cloud Computing and Mobile Social Networking
Ondemand sekservice(cloud computing users to manage their own virttegources)

Broad network and heterogeneous access

Resource pooling; information can be shared with multiple users, who can access
3.1 Characteristics resources anytime

Rapid elasticity; the cloud must be able to scale up and down as load demands foi
usage

Measured service; subscription based or pay per use services

Web-browsing &web-mail

Secure enterprise social networks that connects your business processes, enterpr
applications, and content

Augment reality; connect all objectisrough the Internet for remote sensing and
control

HD video streaming (e.g. clowdsed live video broadcasting network)

DTMF OGF GFD.1§DTMF OGF GFD.184

Europearcloud strategy*®, Europeardatainfrastructure*

SNIA Cloud Data Management Interface (CESMI)

3.2 Applications

3.3 Guidelines, Federal Information Process Standards Publication (B8 ards forsecurity
strategies and categorization ofederalinformation andinformation systemg® for effective
standardization management and oversight of information security and consistent reporting on the

adequacy and effectiveness of information security policies, procedures, and praci

ISO/IEC 17788:201%4
ISO/IEC 17789:20%%

4 DTMF OGF GFD.183. (20110pen Cloud Computing InterfaGere. [online] Available at:
http://ogf.org/documents/GFD.183.pdfAccessed 18 Nov. 20[16

42 DTMF OGF GFD.184. (20110pen Cloud Computing InterfaGere. [online] Available at:
http://ogf.org/documents/GFD.184.pdfAccessed 18 Nov. 20[16

43 COM (2012) 529 Final, European Cloud Strategy. (20h®ashing the Potential of Cloud Computing in Europe.
[online] Available at:

http://eur -lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0529:FIN:EM:RBEsed 18 Nov. 20[16

4 European Data Infrastructure glossary. [online] Available  dittp://ec.europa.eu/digitatsingle
market/en/glossary#europeandatainfrastructuféccessed 18 Nov. 20[L6

45 |SO/IEC 17826. (2012pformation technology- Cloud Data Management Interface (CDNibnline] Available at:
http://www.iso.org/iso/catalogue_detail.ntm?csnumber=6061Zccessed 18 Nov. 20[16

46 Federal Information Process Standards Publication (FIPS) (F04.Publication 199, Standards for Security
Categorization of  Federal Information and Information Systemdonline] Available  at:
http://csrc.nist.gov/publications/fips/fips199/FIPBUB19%final.pdf[Accessed 18 dv. 2016

47T |SO/IEC 17788:2014. (2014nformation technology-- Cloud computing- Overview and vocabulanfonline]
Avallable athttp://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.hntm?csnumber=60544cessed 18
Nov. 2016

48 |ISO/IEC 17789:2014 (201#)formation technology- Cloud computing- Reference architecturgonline] Available

at: http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=6054B8ccessed 18 Nov.
2014
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3.Mobile Cloud Computing and Mobile Social Networking

ISO/IEC 17826:201%

ISO/IEC DIS 190868,

ISO/IEC DIS NP 19¢5596,

ISO/IEC DIS CD 19688

ISO/IEC DIS NP 190886,

ISO/IEC AWI 199%1

ISO/IEC WD 19924

ISO/IEC AWI 20889

ETSI Cloud Computing standards and Open S8urce
IEEE P2302£%/P2302°% P2303°,

Open group G135/ C14%

Flexibility; access the data from anywhere in the world, using any mobile device

Scalability; evechanging technology landscape

3.4 Advantages

49 1SO/IEC 17826:2016 (201B¥formation technology- Cloud Data Management Interface (CDfdiline] Available
at: http://www.iso.org/iso/home/store/catalogue_ics/catalogue_detail_ics.htm?csnumber=702268:essed 18 Nov.
2014

50|SO/IEC DIS 190862016).Information technology- Cloud computing- Service level agreement (SLA) framework
Part 1: Overview and concepfsnline] Available at:
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=67%45cessed 18 Nov. 2016

51 |SO/IEC DIS NP 19a862016).Information technology-- Cloud computing-- Service level agreement (SLA)
framework and technologyPart 2: Metrics[online] Available at:
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=67%46cesed 18 Nov. 2016

52 |ISO/IEC DIS CD 19eB62016) Information technology-- Cloud computing- Service level agreement (SLA)
framework- Part 3: Core conformance requiremerjtmline] Available at:
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=67%4¢cessed 18 Nov. 2016

53 ISO/IEC DIS NP 190862016).Information technology-- Cloud computing-- Service level agreement (SLA
framework and technology Part 4: Security and privadgnline] Available at:
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumis68242 Accessed 18 Nov. 2016

5 ISO/IEC AWI 921 (2016).Information technology Cloud Computing Interoperability and portabi[iyline]
Available at:

http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=66638cessed 18 Nov. 2016

55 |SO/IEC WD 19944 (201)formation technology- Cloud computing- Cloud services and devices: data flow, data
categories and data usgonling] Available at:
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=666#4cessed 18 Nov. 2016

6 |SO/IEC AWI 20889 (201m)formation technology- Security techniques Privacy enhancing data ddentification
techniques]online] Available at:
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=69378cessed 18 Nov. 20[L6

57 ETSI SR 003 382 V2.1.1 (2028 ETSI Cloud Computing standards and Open So[oukne] Available at:
http://csc.etsi.org/resources/WP-Report/Special_Report_033382.1.1.pdf{Accessed 18 Nov. 20[16

8 |EEE- P2301 project.Guide for Cloud Portability and InteroperapiliProfiles (CPIP)online] Available at:
https://standards.ieee.org/develop/project/2301.htniAccessed 18 Nov. 20[L6

% |EEE- P2302 project.Standard for Intercloud Interoperability @nFederation (SlIF)online] Available at:
https://standards.ieee.org/develop/project/230Rhtml [Accessed 18 Nov. 20[L6

0 |EEE P2303 projectStandard for Adaptive Management of CloQdmputing Environmentfonline] Available at:
http://standards.ieee.org/develop/project/2303.htrjAccessed 18 Nov. 2016

61 Open group - G135/C141. Cloud Computing Portability and Intgerability. [online] Available at:
https://www2.opengroup.org/ogsys/catalog/G13Accessed 18 Nov. 20[L6
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http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=67547
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=68242
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=66639
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=66674
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=69373
http://csc.etsi.org/resources/WP2-Report/Special_Report_033382-v2.1.1.pdf
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3.Mobile Cloud Computing and Mobile Social Networking

Real time data availability; get access to real time data, whenever you want and
wherever youvant

Multiple platforms; various platforms to access the data and applications stored in
cloud

Increasedesourceavailability, enhancedecurity andreliability, reducedong WAN
latency, increasetbw-costresourcesgreencomputing, streamlined work flowease of
use and access

3.5 Problems/issues to
be considered

Security

Performance

No offline usability

Connectivity

Table3. Mobile Cloud Computing and Mobile Social Networking
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4 Software-defined ad-hocand sensor networks

Dynamic topologiedjxed nodes

Bandwidthconstrained, variable capacity links

Resources & energgonstrained

Limited physical security, security threats

Virtual navigation, Locatioraware services

Telemedicine tele-geo processing

4.2 Applications VAN PAN home and enterprise networkif) tactical networkssensor network$?
Military applications crisismanagement applicationgmergency services
Educational applicationgntertainment
IEEE 802.11 Family

|EEE 802.15: WPAN
IEEE 802.15.1: Bluetooth
o ~ | IEEE 802.15.3: WPAN/high rate, 50Mbps
4.3 Guidelines, strategiet |EE g2.15.3a: WPAN/Higher rate, 200Mbps, UWB
and standardization IEEE 802.15.4: WPAN/laate, low-power, mW level, 200kbf5s

IEEE 802.16

IEEE 802.20

IEEE 1451

Less cost, bigger and faster wireless networks

Rely on same \AKi standards

Convenient wheré&thernetconnections fail, useful for Neline-of-Sight network
configurations

Allowslocal networks to run faster

Adaptablenetworks, Seltonfiguring, Selhealing

Unstabledatalinks,node cooperationguality ofservice,scalability,limited wireless
transmission rangegacket losses due to transmission errors, Transport layer proto
performance

4.5 Problemsl/issues to = Limited processing poweenergy conservation
be considered Security broadcast nature of the wireless mediumulticasting
Interoperation with the Internet, client server model shiftjcing scheme

Mobility-induced route changespobility-inducedpacket losses, potentially frequent
network partitions
Table4. Software-defined adhoc and sensor networks

4.1 Characteristics

4.4 Advantages

62 Adthoc Network Lecture. [online] Available ahttp://www.slideshare.net/cprakash2011/lectur-6-ad-hoc
network [Accessed 18 Nov. 2016

63Kim, Y.M. (2003VItra Wide Band (UWB) Technology and ApplicatiBnssentation by NEST Group in the Ohio State
University.
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5.Body Networks and eHealth Applications

Completeness

Integrity
Accessibility
Availability®
Various telemedicine (remote diagnosis), electronic stethoscopes, Scientific
industrial applicationgi.e. in medical imaging), applications lbbdy network and
eHealtlt*
Teaching applications are in use with different purposes, medical monitors, me
laboratory equipment
Nuclear medicine with medical devices and wearable sehased systems
Therapeutic: physical therapy machines like continuous passive range of motion
machine, Treatment equipment includes infusion pumps, medical lasers and
surgical machines
Life support equipment is used to maintain a patient's bodily function
HL7 MLLP, HITRUST CSF
EU Directive 2011/24/E®(article 14), Regulation (EC) No 883/2804
Guidelines on minimum/noexhaustive patient summary datasét
5.3 Guidelines, strategie! National responsible authorities on eHea(@011/890/EU¥
and standardization L{hKkCw Hyoyn GCBIFS GKE Ao/IFE2 NOYT FiyAIANR &
ISO 27000,
ISO 27799:2008 Health Informatics,
ISO 8000%F
Employers reduce health care costs; Health care organizations use eHealth to r
large part ofthe population cost effectively
5.4 Advantages Providers face eHealth as an opportunity to improve efficiency, reduce administr
costs, facilitate communication, enhance patient care
Improved relationship between patients and insurance companies

Systems availability

5.1 Characteristics

5.2 Applications

64 ENISA (2015)Security and Resilience in eHealth Infrastructures and Servjoetine] Available at:
https://www.enisa.europa.eu/publications/securitgnd-resiliencein-ehealthinfrastructuresand-services [Accessed

18 Nov. 201p
6 EU Directive 2011/24/EU. (201Directive of the European Parliament and of the Council on the application of
LI GASYy (a in NX &dsborder healthcare.  [online] Available at:  http://eur -

lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2011:088:0045:0065:¢AmRBEsed 18 Nowr01§

% Regulation (EC) No 883/2004. (20(Rggulation of the European Parliament and of the Council on the coordination
of social security systems  [online] Available at: http://eur -lex.europa.eu/legal
content/EN/TXT/PDF/?uri=CELEX:02004R28320101&from=EfAccessed 18 Nov. 2016

67 EU guidelines (2013)Guidelines on minimum/neaxhaustive patient summary datasefonline] Available at:
http://ec.europa.eu/health/ehealth/docs/guidelines_patient_summary_en.pétcessed 18 Nov. 20[L6

68 Commission implementing decision. (201RWiles for the establishmgrthe management and the functioning of the
network of national responsible authorities on eHealth [online] Available at:
http://ec.europa.eu/health/ehealth/docs/dedion_ehealth_network _en.pdfccessed 18 Nov. 20[L6

9 |SO/IEC 80001. (2016Application of risk management for-tietworks incorporating medical devicdsnline]
Available athttp://www.iso.org/iso/catalogue_detail.htm?csnumber=448g8:cessed 18 Nov. 20[16

32


https://www.enisa.europa.eu/publications/security-and-resilience-in-ehealth-infrastructures-and-services
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http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02004R0883-20140101&from=EN
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http://ec.europa.eu/health/ehealth/docs/decision_ehealth_network_en.pdf
http://www.iso.org/iso/catalogue_detail.htm?csnumber=44863
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5.Body Networks and eHealth Applications

Lack of interoperability, crodsorder incidents and incident management
5.5 Problems/issues te Access control and authentication
be considered Data integrity, network security, data loss, security expertise and awareness

Standardisation, compliance, trust, and sensitiveness of data handled
Table5. Body Networks and eHealth Applications
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4. Threats Taxonomy

Threat taxonomy is a classification of threat types and threat groups at various levels of detail. The purpose
of such a taxonomy is to establish a point of referencetifier encounteredthreats, while providing a
possibility to shuffle, arrange, amend addtail threat definitionsTherefore a threat taxonomy idynamic

and should baised to maintain a consistent view on threats basedhacollected information

The current threat mind maffFigure6) is based on the ENISA Threat Taxon@nwhich has collected and
combined numerous threats from various sources into a unified and united threat catalDguieg the
ENISA Threat classification exercise, several @hkistingthreat catalogues were analysed to consolidate
the security and risk management information.

In the current study, we hqve also considered threats in the fieldspefational and product/business
processeslomainsii 2 S E U Sy R (i KvBich®obukefl in ghitsicad tarbiks, information security, and
cyberspace areas

A detailed presentation of the threats taxonomyad-hoc wireless and sensor networking is provided in
Annex B

https://www.enisa.europa.eu/topics/threatisk-
management/threatsandtrends/enisathreat-landscape/etl2015/enis#hreat-taxonomya-tool-for-structuring
threat-information
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Figure6 Threats taxonomy
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