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Executive Summary 

The term M2M (Machine-to-Machine) communications describes any solution or technology that facilitates 
the wired and wireless communication between networked devices to exchange information, as ad-hoc 
networking is an basic building block for M2M communications. Today, intelligent transportation, cyber-
physical systems (CPS) and ά{ƳŀǊǘ ғŀƴȅǘƘƛƴƎҔέ όŜΦƎΦ ŎƛǘƛŜǎΣ ōǳƛƭŘƛƴƎǎΣ ǾŜƘƛŎƭŜǎΣ ƘƻƳŜ ŀǇǇƭƛŀƴŎŜǎΣ ǇƘƻƴŜǎύ 
technologies have been intensified and attract the attention of the R&D enthusiasts. Sensor networking has 
ǘƘŜ ƭƛƻƴΩǎ ǎƘŀǊŜ ŀƳƻƴƎ ŀƭƳƻǎǘ ŀƴȅ ƻŦ ǘƘŜ ŀōƻǾŜ ŜƳŜǊƎƛƴƎ ǘǊŜƴŘǎΦ Lƴ ǘƘƛǎ ŎƻƴǘŜȄǘΣ ƛǘ ƛǎ ŀƭƳƻǎǘ ŀ άŎƻƴŘƛǘƛƻƴ 
ǎƛƴŜ ǉǳŀ ƴƻƴέ ǘƻ ŘŜŦƛƴŜ ŀƴȅ aнa ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ǿƛǘƘƻǳǘ ƛƴŎƭǳŘƛƴƎ ŎƻƴƴŜŎǘŜŘ ǎŜƴǎƻǊǎ ƛƴ ŀƴ ŀŘ-hoc 
approach.  

All the above contribute in describing the emerging universe of the Internet of Things (IoT), which can be 
acknowledged as the driver for the evolution of M2M communications. In quantitative terms1, the IoT 
connections are expected to exceed 27 billion by 2025 compared to 6 billion in 2015. In respect to the 
market-share, the revenue opportunity is accounted for 6.8 billion Euros, whereas this amount will increase 
to 2.7 trillion Euros by 2025. In terms of technology, 71% of all IoT connections are accommodated using a 
short-range technology (i.e. WiFi, Zigbee, NFC, in-building Programmable Logic Controllers - PLCs). 

From the security perspective, the increased attack surface in ad-hoc and sensor networks has urged the 
development of technology for preventing attack incidents and for tackling system failures. In this vein, the 
networks acquire greater importance in critical infrastructures (i.e. industrial control systems, water and 
power plants, defence bases) and in sensitive data exploitation (i.e. healthcare, banking systems, social 
networks) for which privacy and ethics issues are likely to arise. Recent incidents proved that any connected 
device, such as smart TVs and video cameras2,3, can be compromised to propagate illegitimate network 
traffic, but can also jeopardize security in a national and governmental level. 

Objectives of the report 

The ad-hoc and sensor networking Threat Landscape and Good Practice Guide complements the Annual 
Cyber Security ENISA Threat Landscape (ETL). It provides a deep overview of the current state of security in 
the ad-hoc and sensor networking for M2M communications. It also aims to support decision makers to 
comprehend the landscape and take informed decisions regarding cyber-security by incorporating 
consolidated information from the European Network & Information Security (NIS) threat landscape 
evolution. 

Key findings 

By analysing the threats to identified assets of the ad-hoc and sensor networking nomenclature, we focused 
on Wireless Mesh Networks (WMN), Mobile ad-hoc Networks (MANETs) and Wireless Sensor Networks 
(WSN). We observed that the current threefold M2M communications architectural model, as considered 
by the European Telecommunication Standards Institute (ETSI), can be expanded to two additional domains 

                                                             

1 Machina Research (2016). IoT Global Forecast & Analysis 2015-25. [online] Available at: 
https://machinaresearch.com/report_pdf/428 [Accessed 18 Nov. 2016]. 
2 Reuters (2016). Cyber attacks disrupt PayPal, Twitter, other sites. [online] Available at: 
http://www.reuters.com/article/us-usa-cyber-idUSKCN12L1ME [Accessed 18 Nov. 2016]. 
3 US-CERT (2016). Alert (TA16-288A): Heightened DDoS Threat Posed by Mirai and Other Botnets. [online] Available at: 
https://www.us-cert.gov/ncas/alerts/TA16-288A [Accessed 18 Nov. 2016]. 

https://machinaresearch.com/report_pdf/428
http://www.reuters.com/article/us-usa-cyber-idUSKCN12L1ME
https://www.us-cert.gov/ncas/alerts/TA16-288A
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for addressing the operational challenges as well as the product/business processes. In the same context, 
we observed that the fusion of sensors, targeting to monitor the physiological vital signs of patients in clinical 
operations, leads to technical and legal considerations. We also observed that the regulatory frameworks 
do not explicitly define the obligatory actions that burden the end-users regarding their activities in a health-
care environment. These gaps must be bridged to achieve privacy-friendly design of systems and services. 
Further, security-by-design in sensor networks is found to be inadequate in business processes (e.g. power 
generation and water distribution). These sensors operate in embedded systems whose preinstalled 
operating system is susceptible to malicious exploits. The limitation of not modifying these networks 
ŎƻƳǇƻƴŜƴǘǎ ǎƘƻǳƭŘ ōŜ ŜƭƛƳƛƴŀǘŜŘ ǿƛǘƘƻǳǘ ƻŦŦŜƴŘƛƴƎ ǘƘŜ ǎŜƴǎƻǊ ǾŜƴŘƻǊǎΩ copyrights and industrial design 
rights. Considering that the M2M applications are increasingly based on the cloud computing (CC) paradigm 
and the respective deployment and service models, we observed that is adequate to only secure the 
application layer of a service in accordance with legacy environment practices because those service models 
are mutually dependent for provisioning the end-services. 

List of Recommendations 

The main recommendations follow; for deeper explanations see section 9.6. 

¶ For developers, M2M applications development in CC environments should be performed by 
adopting and expanding the application security guidelines of standardization organizations and 
cover the needs of the M2M architecture. 

¶ For administrators: Identify by whom the sensorial data is accessed. Specific policies should be 
established about authorising procedures and sharing agreements regarding these data. 

¶ For administrators and service providers: Security by design should be implemented for each layer 
of the ad-hoc network. 

¶ For service providers, administrators and decision makers: The underlying infrastructure of M2M 
applications and operations should comply with the security and operations regulatory frameworks 
regarding the protection of personal data. 

¶ For administrators and networks/service providers: An elastic type of access control mechanism is 
to be incorporated in ad-hoc and sensor networks 

¶ For administrators and network/service providers: Mobile Edge Cloud Computing (MEC) to be 
orchestrated so as to develop a perimeter defence and collect/analyse forensic information about 
the attacks. 
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1. Introduction 

For 2016, the first ENISA strategic objective foresees: ά¢ƻ ŘŜǾŜƭƻǇ ŀƴŘ Ƴŀƛƴǘŀƛƴ ŀ ƘƛƎƘ ƭŜǾŜƭ ƻŦ ŜȄǇŜǊǘƛǎŜ ƻŦ 
EU actors considering evolutions in Network & Information Securiǘȅ όbL{ύέ 4. The current study analyses the 
threats and the threat landscape for ad-hoc and sensor networks. We perform a comprehensive compilation 
of the respective threats by analysing collected information, and deliver the respective threat analysis and 
landscape reports on the application area. 

Ad-hoc and sensor networks for smart objects are utilized for the collection of critical, sensitive, massive and 
other types of data in several points of interest, such as weather stations, healthcare environments, aviation 
and car fields, baggage and asset tracking, home and industry applications, manufacturing and supply chain 
analytics and management. Then, the data can be analysed to trigger several corrective/preventive actions; 
record and analyse system failures, initiate the appropriate remedial changes, apply/revert configuration 
changes, and provide the quality data reporting and statistical process/control analysis. Today, smart 
transport, smart finance and loans, smart utilities, smart supply and manufacturing, smart environments, 
smart energy, smart home, and smart health involve numerous interconnected devices and rely heavily on 
ad-hoc and sensor networks (Figure 1).  

 

Figure 1 Global ad-hoc and sensor network market space 

These pervasive and ubiquitous networks facilitate the processing and collection of data generated by 
sensors and smart devices. In many cases, the operations, the resiliency, the availability and the performance 
of these networks are critical, and, thus, we need to protect the secure exchange of the information, and 
ensure data privacy and integrity. Besides, the reduction of their attack surface is among the predominant 
issues that thrive during the operation of ad-hoc and sensor networks. Due to the increased attack surface 
in ad-hoc and sensor networks, we need to prevent security incidents, tackle system failures, and mitigate 

                                                             

4 European Union Agency for Network and Information Security (ENISA). (2016) ENISA Work programme 2016 [online] 
Available at: 
https://www.enisa.europa.eu/publications/corporate/enisa-work-programme-2016 [Accessed 18 Nov. 2016]. 

https://www.enisa.europa.eu/publications/corporate/enisa-work-programme-2016
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the associated risks. Even more, the necessity to reduce the attack surface acquires greater importance in 
critical environments (e.g. industrial control systems) and whenever sensitive data are involved (e.g. in 
healthcare, banking systems and social networks), severe privacy and ethics issues may arise (e.g. 
compromise of ǎŜƴǎƛǘƛǾŜ ƳŜŘƛŎŀƭ ǊŜŎƻǊŘǎ ŀƴŘ ǇŀǘƛŜƴǘǎΩ ŘŀǘŀύΦ LƴŜǾƛǘŀōƭȅΣ ǘƘŜǎŜ ƴŜǘǿƻǊƪǎ constitute a strong 
point of interest for several research teams throughout the world. 

1.1 Policy Context 
This report aims to analyse the evolving threat environment both from the stakeholder and the EU policy 
ƳŀƪŜǊǎΩ ǇŜǊǎǇŜŎǘƛǾŜ ōȅ ƛŘŜƴǘƛŦȅƛƴƎ ŜǾƻƭǾƛƴƎ ǘƘǊŜŀǘǎΣ Ǌƛǎƪǎ ŀƴŘ ŎƘŀƭƭŜƴƎŜǎ ǊŜƭŀǘŜŘ ǘƻ ad-hoc and sensors 
networks with a special approach to the M2M communication architectural model.  

The different challenges appeared during the adoption of new models of communication (such IoT and 
M2M) suggests to propose a set of recommendations aligned with the EU strategy in research and 
innovation5. A great added value is expected to be created as a result of these technology advancements. 
The market value of the Internet of Things (IoT) in the EU is expected to exceed one trillion euros in 20205. 
Within the IoT ecosystem, the major goal is to interconnect networks of sensors and smart objects in a way 
that they can intelligently interact with humans, and to ensure the secure and seamless sensor and network 
connectivity. In this context, ENISA expects these sectors to take advantage of the current ad-hoc and sensor 
network for M2M communications threat landscape and provide added-value services to the IoT and M2M 
technologies. By enabling a secure, trusted, reliable, and resilient environment, the industry will be more 
competitive, and the markets within the EU will benefit from numerous innovative use cases. Therefore, it 
is vital to promote and establish secure ad-hoc and sensor network for M2M communications, and manage 
efficiently the large volumes of connected devices6.  

The European Commission (EC) supports the evolutionary trends of ad-hoc and sensor networks leading to 
the integration of sensor appliances in the market through various research and project efforts, such as the 
MOBILEMAN project7, and the multi-sensor platform AirSensEUR8. The EC has also acknowledged the 
emerging trends, identified the need for cross-layer techniques and efficient cooperative protocols, and has 
implemented and validated the feasibility of the outcome of the Cooperative transmission and cross-layer 
techniques for secure wireless sensor networks (Coolness) project9. 

The current report identifies the ad-hoc and sensor network assets and illustrates the ad-hoc and sensor 
networking threats by reviewing the current working and environmental practices, assessing the private and 
public initiatives, and analysing the research information in this area. The report also provides the threat 

                                                             

5 European Commission, Directorate-General of Communications Networks, Content & Technology. (2014). Definition 
of a Research and Innovation Policy Leveraging Cloud Computing and IoT Combination [online] Available at: 
http://ec.europa.eu/newsroom/dae/document.cfm?doc_id=9472 [Accessed 18 Nov. 2016]. 
6 European Commission. Digital Single Market: The Internet of Things [online] Available at: https://ec.europa.eu/digital-
single-market/en/internet-things [Accessed 18 Nov. 2016]. 
7 CORDIS: Mobile ad-hoc networks: from theory to reality [online] Available at: 
http://cordis.europa.eu/result/rcn/85259_en.html [Accessed 18 Nov. 2016]. 
8 AirSensEUR: an open-designed multi-sensor platform for air quality monitoring [online] Available at: 
https://ec.europa.eu/jrc/en/publication/airsenseur-open-designed-multi-sensor-platform-air-quality-monitoring 
[Accessed 18 Nov. 2016]. 
9 Periodic Report Summary - COOLNESS (Cooperative transmission and cross-layer techniques for secure wireless 
sensor networks) [online] Available at: 
http://cordis.europa.eu/result/rcn/46005_en.html [Accessed 18 Nov. 2016]. 

http://ec.europa.eu/newsroom/dae/document.cfm?doc_id=9472
https://ec.europa.eu/digital-single-market/en/internet-things
https://ec.europa.eu/digital-single-market/en/internet-things
http://cordis.europa.eu/result/rcn/85259_en.html
https://ec.europa.eu/jrc/en/publication/airsenseur-open-designed-multi-sensor-platform-air-quality-monitoring
http://cordis.europa.eu/result/rcn/46005_en.html
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analysis, the risks and vulnerabilities in the EU Global Security Strategy to be more effective in tackling the 
contemporary challenges in mobility, cyber-attacks, and terrorism, and to manage crises and conflicts10. 

1.2 Target audience 
Looking at the activities and the deliverables which are provided by this study and by the ENISA Threat 
Landscape (ETL), the following target groups can be assorted to:  

¶ Public Community to better understand the asset exposure and risks 

¶ EU Member States with the aim to understand the protection requirements and develop more 
cooperative among the member states and industry 

¶ EU Commission to provide a closer strategic policy, and enforce more efficient mechanisms (e.g. 
Network and Information Systems Directive)  

¶ Business community to simplify the content of the threat intelligence and improve policy making  

¶ Industry stakeholders to develop working good practices and uncover the emerging threats 

¶ Public and private organizations to adapt seamlessly operated security controls to be included in 
the complex modern environments 

¶ Security professionals to elaborate on threat models and continuous improvement to protection 
and detection tools 

¶ Risk managers in any risk assessment process to identify, assess and prioritize the risks 

All the types of the provided information aim at supporting decision makers in all kind of organizations to 
understand the threat landscape and make informed decisions regarding cyber-security by receiving 
integrated and consolidated information about the ad-hoc and sensor networking for M2M 
communications. This document can also ōŜ ǳǎŜŦǳƭ ŦƻǊ ŜȄǇŜǊǘǎ ǿƻǊƪƛƴƎ ƛƴ ǘƘŜ 9¦Ωǎ ŜƭŜŎtronic 
communications sector and for experts working in the information security field. 

1.3 Scope of the Study 
As described in the ENISA regulation, one of the objectives of the agency is to assist the Union institutions, 
bodies, offices and agencies in developing policies in network and information security by including 
accumulated expertise related to availability, authenticity, integrity and confidentiality of stored or 
transmitted data and the related services offered by or accessible via those networks and systems. For 
instance, the new ENISA regulation undelines the necessity to analyse current and emerging risks (and their 
ŎƻƳǇƻƴŜƴǘǎύΣ ǎǘŀǘƛƴƎΥ άǘƘŜ !ƎŜƴŎȅΣ ƛƴ ŎƻƻǇŜǊŀǘƛƻƴ ǿƛǘƘ aŜƳōŜǊ {ǘŀǘŜǎ ŀƴŘΣ ŀǎ ŀǇǇǊƻǇǊƛŀǘŜΣ ǿƛǘƘ ǎǘŀǘƛǎǘƛŎŀƭ 
bodies and others, collects ǊŜƭŜǾŀƴǘ ƛƴŦƻǊƳŀǘƛƻƴέΦ Lƴ ǇŀǊǘƛŎǳƭŀǊΣ ǳƴŘŜǊ Art. 3, Tasks, d), iii), the new ENISA 
regulation states that ENISA should enable effective responses to information security risks and threats. 

This document is published by ENISA to provide a threat analysis and best practices guideline to ad-hoc and 
sensor networking trends, and it also addresses the risks and threats of these technologies underpinning the 
ŜƳŜǊƎŜƴŎŜ ƻŦ ŀ ΨǎƳŀǊǘΩ ǎƻŎƛŜǘȅΦ ¢ƘŜ ad-hoc and sensor networking threat information is directed to 
executives, security architects and security managers. Nonetheless, the provided information can also be 

                                                             

10 A Global Strategy for the European Union [online] Available at: http://europa.eu/globalstrategy/en/global-strategy-
foreign-and-security-policy-european-union [Accessed 18 Nov. 2016]. 

http://europa.eu/globalstrategy/en/global-strategy-foreign-and-security-policy-european-union
http://europa.eu/globalstrategy/en/global-strategy-foreign-and-security-policy-european-union
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considered by non-experts. Furthermore, since the Agency assists the European Commission and EU 
Member States, it  cooperates with the business community, in order to help them to meet the requirements 
of network and information security, thereby ensuring the smooth functioning of the Internal Market. 

1.4 Methodology 
The current study examines various use cases to identify the respective assets and then collect, analyse and 
categorize the ad-hoc and sensor networking threats. For the project execution, our methodology 
performed research and collected the information through various sources (i.e. journals, conference papers, 
white papers, industry recommendations, online documents). Various sources have been identified and 
studied during our investigation.  

We consider previous ETLs to specify the format, to review the ENISA taxonomy threats, and study the 
approach taken in those ETLs. Besides, we also consider several other sources regarding the existing EU 
policies  and we identify evolving threats, risks and challenges related to ad-hoc and sensors networks with 
a special focus on the M2M communication architectural model. All these threats are assessed, categorized 
and analyzed by means of several references to the collected sources. Then, we perform an analysis of the 
existing good practices and present how the threat exposure can be reduced, while we identify gaps in 
existing practices. A presentation of the state-of-the art developments in the area of threat intelligence is 
also undertaken. Finally, we study how we can adapt best security protection practices towards a more agile 
management of security controls.  

All the collected sources are written in English, and all the referenced web resources were last accessed in 
November 2016. 

1.5 Structure of this Study 
The structure of this document is as follows: in chapter 2 we provide the ad-hoc and sensor networking for 
M2M communications basics and present the architecture; in chapter 3 we illustrate the asset taxonomy for 
ad-hoc and sensor networks in M2M communications, and present the use cases that are analysed in the 
current study; in chapter 4 we identify threats against ad-hoc and sensor networks, and in chapter 5 we map 
these threats to the assets; in chapter 6 we consider which threat agents are more relevant to ad-hoc and 
sensor networks attacks; in chapter 7 we present the vulnerabilities and risks in ad-hoc and sensor networks; 
in chapter 8 we present a set of recommendations and good practices for ad-hoc and sensor networks; in 
chapter 9 we provide the gap analysis, and finally in chapter 10 we conclude the study. 

In addition, we have also included two annexes at the end of this document. Annex A contains the ad-hoc 
and sensor network assets matrix for specific use cases, while Annex B contains the ad-hoc and Sensor 
bŜǘǿƻǊƪǎΩ Cǳƭƭ ¢ƘǊŜŀǘ ¢ŀȄƻƴƻƳȅΦ 
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2. Ad-hoc and sensor networking architecture 

The term M2M is used to describe technologies that allow the communication between devices with no or 
limited human intervention11. The M2M communication requires wired or wireless connection between the 
nodes. In the case of Wireless ad-hoc networks, the M2M communication is wireless. M2M mainly focuses 
on the machine-type-communication (MTC), where the devices are communicating end-to-end. The key 
components of the M2M models are field-deployed wireless devices with embedded sensors or wireless 
communication networks with radio-frequency identification (RFID) features.  

Wireless ad-hoc networks for M2M communications, also known as WANETs, can be classified in three types, 
based on their application12: 

Wireless Mesh Networks (WMN) use a mesh topology consisting of radio nodes. The nodes are the mesh 
client, and the mesh routers or the mesh gateways. In WMN the mesh clients, often laptops, cell phones 
etc., behave both as hosts and routers for the network. This way each client contributes to the range 
expansion of the network. Most WMN implementations are found in harsh environments or in situations 
like field operations of military forces, satellite communications inside a constellation, public transportation 
monitoring or real time telemetry on car races. Likewise, they are also deployed in broadband home 
networking, community and municipality networking13. 

A Mobile ad-hoc Network (MANET) ƛǎ ŀƴ άƻƴ ŘŜƳŀƴŘέ ŎƻƴǘŀŎǘŜŘ ƴŜǘǿƻǊƪΣ Ƴŀƛƴƭȅ ōŜǘǿŜŜƴ ƳƻōƛƭŜ ŘŜǾƛŎŜǎ 
such as smartphones and tablets. Each node behaves like a router, forwarding any traffic unrelated to its 
own use. The fact that nodes move independently of each other makes this type of network unreliable and 
of a constant changing topology. Some more specific implementations of MANET include the military ad-hoc 
networking between soldiers in the field, vehicles and headquarters, ship-to-ship ad-hoc mobile 
communication, Personal Area Networks (PAN)14 etc. 

A Wireless Sensor Network (WSN)15 is a network of smart sensor nodes. A smart sensor node is a device 
equipped with a processor, a memory, a wireless network interface, and one or more sensors and actuators. 
The sensors give the device the ability of monitoring several physical or environmental conditions. The 
memory is limited to processing aid, thus, all the data acquired by the node are transmitted wirelessly to a 
base station for storage and further processing. Also via WSN the base-station or any other node can send 
data back to one sensor node; e.g. a command for the actuator. Various applications of WSNs have emerged 
in several fields, such as in healthcare, military, manufacturing and industrial/public systems, environment 
and smart homes as shown in Figure 2. 

                                                             

11 Mehmood, Y., Görg, C., Muehleisen, M., Timm-Giel, A. (2015). Mobile M2M communication architectures, upcoming 
challenges, applications, and future directions. Journal on Wireless Communications and Networking, 1, pp.1-37 
12 Rani, V., Dhir, R. (2013). A Study of Ad-Hoc Network: A Review. International Journal of Advanced Research in 
Computer Science and Software Engineering (IJARCSSE), 3(3), pp.135-138. 
13 Di Pietro, R., Guarino, S., Verde, N., Domingo-Ferrer, J. (2014). Security in wireless ad-hoc networks ς A survey. 
Elsevier, the International Journal of Computer Communications, 51, pp.1-20. 
14 Ahmed, E., Ali, B., Osman, E., Ahmed, T.  (2016). Performance Evaluation and Comparison of IEEE 802.11 and IEEE 
802.15.4 ZigBee MAC Protocols Based on Different Mobility Models. International Journal of Future Generation 
Communication and Networking, vol. 9, no. 2, pp.9-18. 
15 Pinar, Y., Zuhair, A., Hamad, A., Resit, A., Shiva, K., Omar, A. (2016). Wireless Sensor Networks (WSNs): The 
Shortcomings of Wireless Sensor Networks, IEEE Long Island Systems, Applications and Technology Conference, pp.1-8 



Ad-hoc & sensor networking for M2M Communications 
   January 2017 

 
 
 
 

13 

Sensor 
Network

Tracking Monitoring

Military
Enemy tracking

Business
Human tracking

Habitat
Animal tracking

Public/ industrial
Car/bus tracking

Military
Security detection

Habitat
Animal tracking

Business
Inventory monitoring

Public/ industrial
Structural monitoring
Factory monitoring
Machine monitoring

Chemical monitoring

Health
Patient monitoring

Environment
Monitoring weather, 

temperature, pressure
 

Figure 2 WSN Applications15 

Additionally, the rapid evolution of M2M communications generates new challenges and opportunities for 
the information industry; such as for smart robots, cyber-transportation systems (CTS), M2M telematics and 
predictive analytics, smart grids and cyber-physical systems (CPS). CPS is an evolution of M2M16,17 in 
intelligent information processing and an important form of IoT18. The respective CPS applications are going 
to benefit from massive wireless networks and IoT based on the information they collect from the 
surrounding environment. The correlations among M2M, WSNs, CPS, and IoT are shown in Figure 3. 

                                                             

16 Pticek, M., Podobnik, V. and Jezic, G. (2016). Beyond the Internet of Things: The Social Networking of Machines. 
International Journal of Distributed Sensor Networks, SAGE Publications, pp.1-15. 
17 Ali, A., Shah, G. and Arshad, J. (2016). Energy efficient techniques for M2M communication: A survey. Journal of 
Network and Computer Applications, 68, Elsevier Publishing, pp.42-55. 
18 aƛǑƛŏΣ ±Φ ŀƴŘ aƛǑƛŏΣ WΦ όƴΦŘΦύΦ aŀŎƘƛƴŜ-to-machine communications. CRC Press (eds.), ISBN-13: 978-1466561236. 
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Figure 3 Correlations between M2M and WSN19 

The current document encompasses the M2M architectural model. This model is composed of different 
domains, each of them having its own characteristics, assets, threats and vulnerabilities, existing cyber 
threats, trends, security challenges, associated risks and required countermeasures related to ad-hoc and 
sensors networks, with a special approach to the M2M communications architectural model. 

The European Telecommunication Standards Institute (ETSI)20 considers an M2M network as a three-part 
structure that includes the: 

1. M2M Device domain (usually embedded) 
2. M2M Network domain (connection between devices, sensors and gateways, network to network 

connection) 
3. Application domain (data manipulation and usage by specific business-applications) 

In the current study, we consider two additional domains to address the operational challenges as well as 
the products and the business processes automation and workflows, namely the. 

1. Operational domain (includes physical security, control systems and utilities) 

                                                             

19 Mehmood, Y., Görg, C., Muehleisen, M., Timm-Giel, A. (2015). Mobile M2M communication architectures, upcoming 
challenges, applications, and future directions. EURASIP Journal on Wireless Communications and Networking, 2015(1), 
pp.1-37. 
20 European Telecommunications Standards Institute (ETSI). (2013). Machine-to-Machine communications (M2M); 
Functional architecture. Technical Specification, ETSI TS 102 690 V1.1.1 (2011-10). [online] Available at: 
http://www.etsi.org/deliver/etsi_ts/102600_102699/102690/01.01.01_60/ts_102690v010101p.pdf [Accessed 18 
Nov. 2016]. 

http://www.etsi.org/deliver/etsi_ts/102600_102699/102690/01.01.01_60/ts_102690v010101p.pdf
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2. Product/business processes domain (e.g. healthcare, transportation) 

These five elements form different interlinked domains21, facilitate the data processing by various 
application services and achieve full interoperability of network and services11. The full-picture of the five 
elements is depicted in Figure 4. 

In the Device domain, M2M devices constitute several ad-hoc and sensor network nodes for data forwarding. 
These devices are equipped with specific sensing technologies for real-time monitoring to take the 
appropriate transmission decisions to the gateway (i.e. single-hop or multi-hop transmission). The M2M 
gateway acts as the entrance to another network and collects the packets from the M2M nodes via the M2M 
network. This network furnishes a connection between all kinds of intelligent devices (or sensors) and 
gateways. In the Network domain, communication networks achieve connections and transmit the sensory 
data between gateways and applications.  

Various application services are used by the specific business-processing engines in the Application domain. 
These services are responsible for storing the data and for providing the data to the M2M applications for 
management. 

M2M device 
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M2M network 
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Application 
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Operational 
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te list 
item

C

BM2M 
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Figure 4 M2M Architecture 

In the M2M communications architectural model, the operational and product/business processes domain 

can also widen the business possibilities and utilize the real-time information22 produced by the M2M system 

employing a convergence of various technology families. 

 

                                                             

21 Lu, R., Li, X., Liang, X., Shen, X., & Lin, X. (2011). GRS: The green, reliability, and security of emerging machine to 
machine communications. IEEE communications magazine, 49(4), pp.28-35. 
22 DŀƭŜǘƛŏΣ ±ΦΣ .ƻƧƛŏΣ LΦΣ YǳǑŜƪΣ aΦΣ WŜȌƛŏΣ DΦΣ 5ŜǑƛŏΣ {ΦΣ IǳƭƧŜƴƛŏΣ 5Φ όнлммύΦ Basic principles of Machine-to-Machine 
communications and its impact on telecommunication industry, MIPRO, Proceedings of the 34th International 
Convention, 23-27 May, Opatija, Croatia, pp.380-385. 
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3. Ad-hoc and sensor assets identification 

Anything of value can be considered as an asset. Assets could be abstract assets (like processes or 
reputation), virtual assets (data for instance), physical assets (cables, a piece of equipment), human 
resources, money, etc23. In this study, we focus on the ETSI taxonomy20 and the aforementioned M2M 
architecture (Figure 4). We analyze the assets related in the area of specific use cases, as there is a very large 
number of interconnected devices, and a significant amount of asset types in the ad-hoc wireless and sensor 
networking for M2M communications sector. Conclusively, the approach presented should not be 
considered as exhaustive, but rather an analysis of assets in different business cases and diverse 
perspectives.  

In the Device domain, we capture these devices which are capable for data processing, while in the Network 
domain, we study the assets that enable the communication between the applications. We also include the 
operational aspects and the business process modeling in order to combine classical functions and processes 
with ad-hoc and sensor networking extensions, and capabilities. Data exchange, control systems, 
monitoring, and metering applications can be part of several business processes that enable the 
standardization, and the interoperability of the implementations of M2M solutions. 

3.1 Asset taxonomy 
The ad-hoc and sensor network assets are identified and classified based on the building blocks of the 
following domains: 

1. Application domain 
a. Data 
b. Critical applications 
c. eHealth 
d. Cloud-based applications 

2. Device domain 
a. Car/vehicles 
b. Mobile devices 
c. RFID tags 
d. RFID readers 
e. Radars 
f. Transmission nodes 
g. Interconnection point 
h. Support systems 
i. Wearable 
j. Indoor positioning systems 
k. Computer Electronics (CE) devices 

                                                             

23 European Union Agency for Network and Information Security (ENISA). (2015). Guideline on Threats and Assets. 
Technical guidance on threats and assets in Article 13a. [online] Available at: 
https://www.enisa.europa.eu/publications/technical-guideline-on-threats-and-assets/at_download/fullReport 
[Accessed 18 Nov. 2016] 

https://www.enisa.europa.eu/publications/technical-guideline-on-threats-and-assets/at_download/fullReport
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3. Network domain 
a. Communication protocols 
b. Cooling systems 
c. Power supplies 
d. Home Automation 
e. Mobile user and location registers 
f. Radio 
g. Public-Key Infrastructure (PKI) 
h. Appliance controls 
i. Addressing servers 
j. Mobile switches 
k. Public Switched Telephone Network (PSTN) switches 
l. Physical security & control systems 
m. Routers & switches  
n. Mobile base stations and controllers 
o. Servers 
p. WBSNs (Wireless Body Sensor Networks) 

4. Operational domain 
a. Physical security 
b. Control systems 
c. Utilities  

5. Product/business processes domain 
a. Supply and provisioning 
b. Manufacturing 
c. Healthcare 
d. Transportation  

3.2 Asset categories 
According to the European Telecommunication Standards Institute (ETSI), the M2M architecture20 consists 
of three domains; the Device domain, the Network domain and the Application domain. As presented in 
Chapter 2, we extend the model including the Operational domain and the Product/business processes 
domain. Based on this categorization, the valuable ad-hoc and wireless sensor network assets are listed 
below. A full list of these assets is shown in Figure 5. 
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Figure 5 Assets Taxonomy 
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3.2.1 Application domain 
The Application domain involves M2M and client applications. It is the middleware layer between the end-
user and the data provided by the M2M Device domain, after being processed by various application 
services. The assets of this domain are described below, however is needed to mention that applications 
listed in this domain are not exhaustive and we are going only to cover certain interesting application areas. 

a. Data  

In this domain, the data collected from devices is stored, managed and represented via applications or web 
interfaces to user. The data can be used for information only, statistical analysis, and control capabilities. 

b. Critical applications 

Critical applications are special-purpose applications, combining information and data from diverse sources 
(i.e. sensors, devices, internet, and databases). 

c. eHealth 

In a Mobile Healthcare Network (MHN)24 the data combination from wearables, smartphones and vitals 
monitoring equipment can provide to the individual or the physician the whole picture of a health case, and 
the Personal Health Record (PHR)25. An essential part of an MHN is the eHealth applications that store, 
represent and process the collected data to produce statistics. In the need of storing PHRs, a Private 
Healthcare Information (PHI) database is used with special concerns in privacy and data protection. 
Representation interfaces are the eHealth portals, web-based or mobile applications. 

d. Cloud-based applications 

The integration of sensor networks and cloud computing26 is motivated by the processing and storage 
capabilities of the cloud. This sensor-cloud sensing-as-a-service (SSaaS) leads to the ability of having multiple 
applications accessing the sensor data at the same time. Additionally, the sensor-cloud model improves the 
ǎŜƴǎƻǊΩǎ ǊŜsourcesΩ utilization, and the sensor management and provides the environment for developing 
software interfaces between sensors and the cyber or real world. 

Furthermore, mobile computing applications accommodate an increasing effort to assist the sensor 
networking ecosystem. On these grounds, recent technology advances in mobile cloud applications include 
ǘƘŜ hǇŜƴ aƻōƛƭŜ !ƭƭƛŀƴŎŜΩǎ όha!ύ {ƳŀǊǘŎŀǊŘ ²Ŝō {ŜǊǾŜǊ27, which is literally coupled with a mobile device 
(e.g. Subscriber Identity Module (SIM) card) that connects directly with the Carrier to push applications to 
mobile phones. Another example is TokTok, a technology that allows access to cloud-based services like 
Gmail and Google Calendar by voice, using the mobile phone device28. 

                                                             

24 Zhang, K., Yang, K., Liang, X., Su, Z., Shen, X. and Luo, H.H. (2015). Security and privacy for mobile healthcare networks: 
from a quality of protection perspective. IEEE Wireless Communications, 22(4), pp.104-112. 
25 Kahn, J., Aulakh, V. and Bosworth, A. (2009). What It Takes: Characteristics of The Ideal Personal Health Record. 
Health Affairs, 28(2), pp.369-376. 
26 Dinh, T. and Kim, Y. (2016). An Efficient Interactive Model for On-Demand Sensing-As-A-Services of Sensor-Cloud. 
Sensors τ Open Access Journal, 16(7), pp.1-28. 
27 Open Mobile Alliance (OMA). (2016). OMA Smart Card Web Server. [online] Available at: 
http://openmobilealliance.org/oma-smart-card-web-server/ [Accessed 18 Nov. 2016]. 
28 Lin, H., Bai, D., Gao, D. and Liu, Y. (2016). Maximum Data Collection Rate Routing Protocol Based on Topology Control 
for Rechargeable Wireless Sensor Networks. Sensors τ Open Access Journal, 16(8), p.1201-1227. 

http://openmobilealliance.org/oma-smart-card-web-server/
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3.2.2 Device domain 

The M2M Device domain in the ETSI architecture is the combination of M2M devices and the M2M Area 
Network. The M2M Device domain, as the term implies, is the group of devices capable of replying to data 
requests or transmitting this data autonomously. The connectivity between M2M devices and M2M 
Gateways is the M2M Area Network. The following subsections present the most common assets in the 
Device domain. 

a. Cars and vehicles 

The Vehicular ad-hoc Networks29 (VANETs) are a subclass of the Mobile ad-hoc Networks (MANETs). The 
hardware asset of a VANET is mainly the on-board equipment installed in vehicles, which provides them with 
the means to communicate with other vehicles (Vehicle-to-Vehicle communication - V2V) or with the 
network infrastructure (Vehicle-to-Infrastructure - V2I and Infrastructure-to-Vehicle - I2V). Some VANET 
hardware assets30 are presented below: 

Event Data Recorder (EDR): records transmissions and receives messages and all the events that occurred 
in the vehicle environment during a trip 

Global Positioning System (GPS) receiver: communicates the geographic location, the speed, the direction 
of the movement and the node acceleration at specified time intervals 

Radars and sensors:   used to detect obstacles in the vehicle environment 

Omnidirectional antenna:  used to access wireless channels 

Electronic License Plate (ELP):  provides an ID number used by the police or any other authority 

b. Mobile device 

A mobile device connects to the area network utilizing the built-in sensors (camera, gyroscope, 
thermometer, GPS, etc.), the embedded interfaces (GSM antenna, Wi-Fi, Bluetooth, etc.), and the 
Personalized Portable Devices (PPDs). 

c. RFID tags  

In the Device domain, the RFID systems37 include tags, readers and the RFID middleware. RFID tags are the 
small labels attached on objects, animals or people to embed some information on them or to make them 
identifiable among others. An RFID tag circuit consists of a control unit and an antenna. 

d. RFID readers  

An RFID reader is a device or receiver often embedded in other common devices, (i.e. smartphones) that can 
get the information of a tag when it is within range. The software that ensures the communication between 
the reader and a database storing system is called RFID middleware. The latter filters, processes and sends 
the collected data from the reader to the database and provides an interface to enable data access for 
external applications. 

e. Radars 

                                                             

29 Aswad, R. and Abdala, M. (2016). Performance Enhancement of VANET Routing Protocols. Journal of 
Telecommunications, 32(1), pp.5-10. 
30 Wei, C., Jianding, Y. and Xiangjun, L. (2012). The design of electronic license plate recognition terminal system based 
on nRF24LE1. 5th International Symposium on Computational Intelligence and Design (ISCID). 28-29 Oct, Hangzhou, 
China, pp.127-129. 
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A micro-power Impulse Radar (MIR63,31) is applicable in many fields as a motion detector or range finder. 
Radars are widely used in the military for asset protection, in rescue applications, in vehicle automation 
(parking assistance, cruise control, etc.), in home security systems (keyless locks, automatic doors, etc.) and 
in manufacturing field (industrial automation). 

f. Transmission nodes 

In a clustered architecture, sensor nodes are grouped into clusters where each cluster has elected a node as 
Cluster Head (CH)32. This node is the one that transmits all the cluster nodesΩ data to the base station. This 
mitigates energy consumption, traffic congestion and data collisions into the network. 

g. Interconnection points 

According the ETSI M2M architecture, an interconnection point is the gateway between the devices and the 
communication network, which is also referred in the architecture as an M2M Gateway. The interconnection 
point manages the packets and provides efficient paths for transmitting these packets to the remote back-
end server via the Network domain. 

h. Support systems 

Due to the complexity and the high volumes of traffic in ad-hoc and sensor networks, there is an emerging 
need for the appropriate support systems in a sustainable, converged, integrated and operational way. 
Business Support systems (BSS) is a collective term for the set of software solutions used by 
telecommunication providers to run their business operations. The term includes software for billing and 
charging, customer management, product design and management, sales and marketing, and order and 
order activation. BSS is also an operational asset of the networks in question. 

i. Wearables 

A wearable33 can comfortably be worn or carried by an individual all day long and monitor several biometrics 
like body temperature, blood pressure, diabetes levels, transpiration, heart beat rate, etc. Generally, the 
wearable technology has some form of communication capability and allows the wearer to access the 
information in real time. Data-input capabilities feature the wearable devices, same as the local storage. 
Examples of wearable devices include watches, glasses, contact lenses, e-textiles and smart fabrics, 
headbands, beanies and caps, jewellery such as rings, bracelets, and hearing aid-like devices that are 
designed to look like earrings. 

j. Indoor positioning systems 

The indoor positioning systems (IPS) provide the capability to identify the location of an object or a person 
inside a building using radio waves, magnetic fields, acoustic signals, or other sensory information. 

k. CE devices 

The Consumer Electronic devices (DVDs, cameras, TV sets, PVR, game consoles, etc.) most commonly use 
Ultra Wideband (UWB) communication signals and are part of the Home Automation system. 

                                                             

31 Azevedo, S. and McEwan, T.E. (1997). Micropower impulse radar. IEEE Potentials, 16(2), pp.15-20 
32 Joshi, G. and Kim, S. (2016). A Survey on Node Clustering in Cognitive Radio Wireless Sensor Networks. Sensors, 16(9), 
pp.1465-1484. 
33 Tehrani, K. and Michael, A. (2014). Wearable technology and wearable devices: Everything you need to know. 
Wearable Devices Magazine. [online] Available at:  
https://www.wearabledevices.com/what-is-a-wearable-device/ [Accessed 18 Nov. 2016]. 

https://www.wearabledevices.com/what-is-a-wearable-device/
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3.2.3 Network domain 

As mentioned in the Device domain description, the M2M Gateway ensures the inter-working and the 
interconnection between the devices and the communication network. The main part of the M2M Network 
domain is the communication between the M2M Gateway(s) and the M2M Application domain. The 
communication is performed either over wired networks (e.g., xDSL and PLC) or wireless networks (e.g., 3G 
cellular, Wi-Fi and Worldwide Interoperability for Microwave Access - WiMAX). The following list of assets is 
not exhaustive and includes some of the most common assets in this domain. 

a. Communication protocols 

The communication protocol is a key-component in the development of ad-hoc and sensor networks, and is 
often susceptible to various threats and attacks. The communication protocol may have various security 
vulnerabilities, faults in the code, weak responses, and insecure transport and network layer services. 

b. Cooling Systems 

Energy efficient and securely operated cooling systems ensure the availability and the proper operations of 
ad-hoc and sensor networks. 

c. Power Supplies 

In general, the power supply systems in routers, switches, servers and computers are critical network assets, 
which are extremely vulnerable to physical attacks or failures. 

d. Mobile user and location registers 

The mobile user and location registers are used to determine the geographic region, and to inform the nodes 
about the latest positional information. 

e. Radio 

Since most ad-hoc and sensor networks are based on wireless communications the radio itself is the 
medium, hence radio is an asset in Network domain. 

f. PKI  

Public Key Infrastructure (PKI) is a state-of-the-art mechanism in confidentiality (encryption) and 
authentication for almost every ad-hoc and sensor network application and communication. 

g. Appliance controls 

Because of recent advancements in ad-hoc and sensor networks, the users can now easily monitor the 
services and control remotely the appliances.  

h. Addressing servers 

The registration and address assignment is important in ad-hoc and sensor networks. They also affect other 
services and operations, such as routing. An efficient and resilient addressing solution should be employed.   

i. Mobile switches 

The telecommunication provider in most cases is a cellular network provider. The system of the provider 
consists of mobile user and location registers, mobile base stations, controllers, etc. 

j. PSTN switches 

The infrastructure networks usually rely on the core network components and may be built from PSTN 
backbone switches. 
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k. Physical security and control systems 

Physical security is often underestimated and overlooked in the case of ad-hoc and sensor networks. An 
appropriate plan with the necessary control systems is vital to avoid compromising the sensors in the 
network. 

l. Routers and switches  

This group of assets is the core of Network domain. The routers, the DSLAMs, the Session Border Controllers 
(SBCs), and the network switches form the data grid over which the Devices Domain and the Application 
domain interconnect. 

m. Mobile base stations and controllers  

The Mobile base stations and ŎƻƴǘǊƻƭƭŜǊǎΩ topology affects the routing in ad-hoc and sensor networks, and 
the performance in sensory data exchange. Most of the applications can benefit from the topology of the 
sensor nodes and the data routing to the other sensor nodes, an external base station, or a controller.  

n. Servers 

The server system that assists the operation of network connectivity is another asset in the Network domain. 
Important services included in this domain are addressing and DNS naming, private key identification for 
devices or users, monitoring and administration of network traffic, etc. 

o. WBSNs / WBANs 

The Wireless Body Sensor Networks (WBSNs) or the Body Area Networks (WBANs) are emerging wireless 
networks of wearable computing devices. In general, this type of networks has interest in applications, such 
as ehealth, remote measuring of health information, assisting the patients and elderly, home automations, 
and monitoring human-body changes. 

3.2.4 Operational domain 

Automating operations, which until recently were manipulated by people, may ensure effectiveness in 
meeting customer requirements using as few resources as necessary. Some typical examples of the assets 
involved in this domain are listed below. 

a. Physical security 

The physical security of monitoring and safeguarding access of areas/zones, objects, or people is an 
operation of ad-hoc and sensor networks. Typical examples include alarm systems, video and camera 
surveillance applications, etc. 

b. Control systems 

The control systems that give access in buildings, houses or specific areas are assets of ad-hoc and sensor 
networks operations. One case is the use of smart grid to facilitate the development of appliance control 
systems. These systems consist34 of energy storage devices, transmission cables, smart substations and 
transformers, Advanced Metering Infrastructure (AMI) and Home Area Networks (HANs). In general, these 
systems are utilized as Home Automation systems (e.g. Heating, Ventilation, and Air-Conditioning -HVAC), 
building or campus automation systems, etc. 

                                                             

34 Syal, M.M. and Ofei-Amoh, K. (2013). Smart-grid technologies in housing. Cityscape: A Journal of Policy Development 
and Research, 15(2), pp.283-288. 
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c. Utilities 

These networks may provide automation solutions in cases of measurement, provisioning and billing of 
water, electricity, oil, heat, etc. 

In the following sections, we analyse the attributes and characteristics of several use case types in the 
abovementioned domains to identify the respective assets. The mapping between these use cases and the 
assets is also summarized in Annex A.  

3.2.5 Product/Business processes domain 

Ad-hoc and sensor networks may provide automation solutions for many areas of business organization and 
operation. Some of the assets in this domain are listed below. 

a. Supply and provisioning  

This is a high value area for a product-making company and needs to be accomplished in high speed and 
precision. Sensors and actuators are used to automate processes like freight supply, product packaging etc. 
Additionally, software in the application domain (e.g. Business Support systems - BSS) provides monitoring 
ŀƴŘ ƳŀƴŀƎƛƴƎ ŀōƛƭƛǘƛŜǎ ǘƻ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ƘǳƳŀƴ ǊŜǎƻǳǊŎŜǎΦ ¢ƘŜ ǾŜƴŘƛƴƎ ƳŀŎƘƛƴŜǎ ŀǊŜ ŀƭǎƻ ŎƻƳƳƻƴ ƛƴ ǘƘƛǎ 
area. 

b. Manufacturing 

In a modern manufacturing environment, the manufacturing systems heavily utilize ad-hoc and sensor 
network operations to improve the quality of service, manage the manufacturing resources efficiently, and 
achieve near zero down time operations.     

c. Healthcare 

In healthcare, various ad-hoc and sensor networks applications are widely used for monitoring and data 
archiving. These applications should pay great attention to security, due to the data sensitivity and privacy 
issues. Sensors are often integrated and embedded with health monitoring devices providing real-time or 
batch-driven data. 

d. Transportation 

The fleet management issue is important for the business and affects the efficiency of the product 
distribution, the product cost and the business economics in general. By automating and monitoring the 
fleet, the emissions, road safety and toll payment, and the business profit are in-all eventually better 
controlled. 

e. Home automation 

Recently, the use of ad-hoc and sensor networks in home automation has gained increased attention and 
several solutions have evolved, such as remote monitoring of electricity, adjusting the water supply, 
controlling the gas consumption, and managing sensor equipped appliances. 

3.3 Use case types 
By collecting the information, the ad-hoc and sensor networks for M2M communications threats can be 
classified, including information on risks, opportunities, threat agents, impact, vulnerabilities, etc. The use 
cases that have been analysed and studied are based on the most common areas of sensor networks and 
interest. Due to the large heterogeneity in the type of the devices, their capabilities (i.e. communication, 
computational), the network domains, and the applications, we need to assess the most representative 
environments. Several small and inexpensive portable devices can be used for wireless sensor network 
applications for both military and civilian use. These sensor networks can be used to transfer the captured 
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information to the destination by detecting any available environmental change. For instance, a civilian 
application can include some type of habitat monitoring, health monitoring and home automation, while 
the military applications could be used for tracking the enemies and improved efficiency.  

We analyse five use cases which are listed below: 

1. Ultra-wideband (UWB) communication and applications35 
2. RFID applications and protocols 
3. Mobile cloud computing and mobile social networking 
4. Software-defined ad-hoc, and sensor networks 
5. Body networks and eHealth 

Concerning the UWB transmission technology36, there have been considerable advancements and 
innovations recently. UWB includes features35 that could be exploited in ad-hoc networks37. With respect to 
RFID applications and protocols, a typical example and common practice used in several business cases, 
products and web-sites is the smart tagging of things. Various forms of contactless communications and 
technologies can be utilized, such as Near-Field Communication (NFC), Quick-Response (QR) codes, and 
Bluetooth.  

Mobile and cloud computing (MCC) is emerging rapidly, providing various technological, research and 
business opportunities. MCC technology refers to the mobile devices, mobile computing interfaces, mobile 
operators and cloud service providers that deliver increased computational resources, capabilities and 
functionalities to the mobile users. MCC involves mobile communications, mobile hardware, mobile 
software, cloud and network technologies for utilizing different services, and routing and packet forwarding 
in heterogeneous and distributed environments.  

Software-defined ad-hoc wireless, and sensor networks may include several nodes spread across the area. 
New nodes may join/leave the networks, and can participate in data processing and forwarding. Based on 
the capabilities of the nodes, they can provide different communication services (i.e. security, data 
retention) and speeds. Finally, body networks and eHealth information sharing technologies are used 
increasingly and extensively to provide or access the data of the objects (i.e. patients, home & elderly care 
centre monitoring for chronic and elderly patients). The characteristics of these uses cases are presented in 
the following tables. 

  

                                                             

35 Zhuang, W., Shen, X. and Bi, Q. (2003). Ultra-wideband wireless communications. Wireless Communications and 
Mobile Computing, 3(6), pp.663-685. 
36 Cuomo, F., Martello, C., Baiocchi, A. (2002). Radio Resource Sharing for Ad-hoc Networking With UWB. IEEE Journal 
on Selected Areas in Communications, 20(9), pp.1722-1732. 
37 Chong, C.C., Watanabe, F., Inamura, H. (2006). Potential of UWB Technology for the Next Generation Wireless 
Communications. IEEE Ninth International Symposium on Spread Spectrum Techniques and Applications, 28-31 Aug, 
Manaus-Amazon, Brazil, pp.422-429. 
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1.Ultra Wideband (UWB) communication and applications 

1.1 Characteristics 

Extremely low transmission energy (less than 1mW) Ο 

Very high bandwidth within short range (200Mbps within 10m) Ο 

Extremely difficult to intercept, because the frequency is constantly shifting 

The short duration of the UWB pulses lead to multipath immunity (i.e. the propagation 
path can be discovered due to the fine time resolution) 

Radar, Geo-location / Positioning 

1.2 Applications 

Wireless Personal Area Networks (WPAN) 

Positioning, geo-location, localization, rescue applications 

Radar / Sensor: MIR (motion detector, range-finder, etc.) 

Military and commercial: Asset protection 

Anti-terrorist, search-and-rescue activities, law enforcement and emergency rescue 
organizations 

1.3 Guidelines, 
strategies and 
standardization 

IEEE 802.15: WPANΟ 

IEEE 802.15.1: Bluetooth, 1Mbps 

IEEE 802.15.3: WPAN/high rate, 50MbpsΟ 

IEEE 802.15.3a: WPAN/Higher rate, 200Mbps, UWB 

1.4 Advantages 

Easier to achieve higher data rate, because of the shorter duration of the UWB pulses 

Less path loss and better immunity to multipath propagation 

Availability of low-cost transceivers 

Low transmit power and low interference 

Extensive command set of the IEEE 802.15.4 (standard which specifies the physical 
layer and media access control for low-rate wireless personal area networks (LR-
WPANs)). FCC approved wireless protocol, supports communications with multiple 
devices, very fast communications. 

1.5 Problems/issues 
to-be considered 

Distortion of the received waveform from each distinct delayed propagation path, 
which makes it difficult to explore path diversity inherent in the received signal 

Synchronization of very short pulses at the receiver 

Performance degradation due to multiple access interference and narrowband 
jamming 

Employing higher order modulation schemes to improve capacity or throughput 

Development of link and network layers to take advantage of the UWB transmission 
benefits at the physical layer 

Table 1. Ultra Wideband (UWB) communication and applications 
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2.Radio Frequency Identification (RFID) 

2.1 Characteristics 

Low frequency (less than 100 MHz) and high frequency (greater than 100 MHz) modes 

High-frequency tags can have their data read at distances greater than one meter 

New data can also be transmitted to the tags, a process not shown here38 

2.2 Applications 

Low/high frequency systems  

Supply chain and automated libraries 

Transport payment 

Automotive security 

Healthcare (e.g. track assets, monitor patients, automate payments) 

2.3 Guidelines, 
strategies and 
standardization 

ISO 11784: Data structure on the tag 

ISO 11785: Air interface protocol 

ISO 14443: Air interface protocol for RFID tags in payment systems & contactless smart 
cards 

ISO 15693: Air interface protocol for RFID tags in vicinity cards 

ISO 18046 & 18047: Testing the conformance of RFID tags and readers39 

2.4 Advantages 

No line of sight (NLOS) 

Work in harsh environment (e.g. high temperatures) 

Cost effectiveness & high efficiency 

Reliable and fast identification of mobile tags in RFID networks 

Fast and energy efficient multi-sensor data retrieval approaches 

2.5 Problems/issues 
to-be considered 

Large volumes of data & product information maintenance 

Configuration and management of readers and devices 

Data integration across multiple facilities 

Data ownership and partner data integration 

Data security and personal privacy40 (e.g. patient privacy and dignity) 
Table 2. Radio Frequency Identification (RFID) 

  

                                                             

38 Want, R. (2004). RFID: A key to automating everything. Scientific American, 290(1), pp.56-65. 
39 RFID Journal. (2005). A Summary of RFID Standards. [online] http://www.rfidjournal.com. Available at: 
http://www.rfidjournal.com/articles/view?1335 [Accessed 18 Nov. 2016]. 
40 van Lieshout, M., Grossi, L., Spinelli, G., Helmus, S., Kool, L., Pennings, L., Stap, R., Veugen, T., van der Waaij, B. and 
Borean, C. (2007). RFID technologies: Emerging issues, challenges and policy options. I. Maghiros, P. Rotter and M. v. 
Lieshout. Luxembourg, European Commission, Directorate-General Joint Research Centre, Institute for Prospective 
Technological Studies, pp. 40 

http://www.rfidjournal.com/articles/view?1335
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3.Mobile Cloud Computing and Mobile Social Networking 

3.1 Characteristics 

On-demand self-service (cloud computing users to manage their own virtual resources) 

Broad network and heterogeneous access 

Resource pooling; information can be shared with multiple users, who can access the 
resources anytime 

Rapid elasticity; the cloud must be able to scale up and down as load demands for IoT 
usage 

Measured service; subscription based or pay per use services 

3.2 Applications 

Web-browsing & web-mail 

Secure enterprise social networks that connects your business processes, enterprise 
applications, and content 

Augment reality; connect all objects through the Internet for remote sensing and 
control 

HD video streaming (e.g. cloud-based live video broadcasting network) 

3.3 Guidelines, 
strategies and 
standardization 

DTMF OGF GFD.18341, DTMF OGF GFD.18442 

European cloud strategy43, European data infrastructure44 

SNIA Cloud Data Management Interface (CDMI)45 

Federal Information Process Standards Publication (FIPS), standards for security 
categorization of federal information and information systems46 for effective 
management and oversight of information security and consistent reporting on the 
adequacy and effectiveness of information security policies, procedures, and practices 

ISO/IEC 17788:201447,  
ISO/IEC 17789:201448,  

                                                             

41 DTMF OGF GFD.183. (2011). Open Cloud Computing Interface-Core. [online] Available at: 
http://ogf.org/documents/GFD.183.pdf [Accessed 18 Nov. 2016] 
42 DTMF OGF GFD.184. (2011). Open Cloud Computing Interface-Core. [online] Available at: 
http://ogf.org/documents/GFD.184.pdf [Accessed 18 Nov. 2016] 
43 COM (2012) 529 Final, European Cloud Strategy. (2012). Unleashing the Potential of Cloud Computing in Europe. 
[online] Available at:  
http://eur -lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0529:FIN:EN:PDF [Accessed 18 Nov. 2016] 
44 European Data Infrastructure glossary. [online] Available at: http://ec.europa.eu/digital-single-
market/en/glossary#europeandatainfrastructure [Accessed 18 Nov. 2016] 
45 ISO/IEC 17826. (2012). Information technology -- Cloud Data Management Interface (CDMI). [online] Available at: 
http://www.iso.org/iso/catalogue_detail.htm?csnumber=60617 [Accessed 18 Nov. 2016] 
46 Federal Information Process Standards Publication (FIPS) (2004). FIPS Publication 199, Standards for Security 
Categorization of Federal Information and Information Systems. [online] Available at: 
http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf [Accessed 18 Nov. 2016] 
47 ISO/IEC 17788:2014. (2014). Information technology -- Cloud computing -- Overview and vocabulary. [online] 
Available at: http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=60544 [Accessed 18 
Nov. 2016] 
48 ISO/IEC 17789:2014 (2014). Information technology -- Cloud computing -- Reference architecture. [online] Available 
at: http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=60545 [Accessed 18 Nov. 
2016] 

http://ogf.org/documents/GFD.183.pdf
http://ogf.org/documents/GFD.184.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0529:FIN:EN:PDF
http://ec.europa.eu/digital-single-market/en/glossary#europeandatainfrastructure
http://ec.europa.eu/digital-single-market/en/glossary#europeandatainfrastructure
http://www.iso.org/iso/catalogue_detail.htm?csnumber=60617
http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=60544
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=60545
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3.Mobile Cloud Computing and Mobile Social Networking 

ISO/IEC 17826:201249,  
ISO/IEC DIS 19086-150,  
ISO/IEC DIS NP 19086-251,  
ISO/IEC DIS CD 19086-352,  
ISO/IEC DIS NP 19086-453,  
ISO/IEC AWI 1994154,  
ISO/IEC WD 1994455,  
ISO/IEC AWI 2088956,  
ETSI Cloud Computing standards and Open Source57,  
IEEE - P230158/P230259/ P230360,  
Open group - G135/ C14161 

3.4 Advantages 
Flexibility; access the data from anywhere in the world, using any mobile device 

Scalability; ever-changing technology landscape 

                                                             

49 ISO/IEC 17826:2016 (2016). Information technology -- Cloud Data Management Interface (CDMI) [online] Available 
at: http://www.iso.org/iso/home/store/catalogue_ics/catalogue_detail_ics.htm?csnumber=70226 [Accessed 18 Nov. 
2016] 
50 ISO/IEC DIS 19086-1 (2016). Information technology -- Cloud computing -- Service level agreement (SLA) framework - 
Part 1: Overview and concepts. [online] Available at:  
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=67545 [Accessed 18 Nov. 2016] 
51 ISO/IEC DIS NP 19086-2 (2016). Information technology -- Cloud computing -- Service level agreement (SLA) 
framework and technology - Part 2: Metrics. [online] Available at:  
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=67546 [Accessed 18 Nov. 2016] 
52 ISO/IEC DIS CD 19086-3 (2016). Information technology -- Cloud computing -- Service level agreement (SLA) 
framework - Part 3: Core conformance requirements. [online] Available at: 
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=67547 [Accessed 18 Nov. 2016] 
53 ISO/IEC DIS NP 19086-4 (2016). Information technology -- Cloud computing -- Service level agreement (SLA) 
framework and technology -- Part 4: Security and privacy. [online] Available at: 
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=68242 [Accessed 18 Nov. 2016] 
54 ISO/IEC AWI 19941 (2016). Information technology Cloud Computing Interoperability and portability. [online] 
Available at:  
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=66639 [Accessed 18 Nov. 2016] 
55 ISO/IEC WD 19944 (2016). Information technology -- Cloud computing -- Cloud services and devices: data flow, data 
categories and data use. [online] Available at: 
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=66674 [Accessed 18 Nov. 2016] 
56 ISO/IEC AWI 20889 (2015). Information technology -- Security techniques -- Privacy enhancing data de-identification 
techniques. [online] Available at:  
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=69373 [Accessed 18 Nov. 2016] 
57 ETSI SR 003 382 V2.1.1 (2016-02). ETSI Cloud Computing standards and Open Source. [online] Available at: 
http://csc.etsi.org/resources/WP2-Report/Special_Report_033382-v2.1.1.pdf [Accessed 18 Nov. 2016] 
58 IEEE - P2301 project. Guide for Cloud Portability and Interoperability Profiles (CPIP). [online] Available at: 
https://standards.ieee.org/develop/project/2301.html [Accessed 18 Nov. 2016] 
59 IEEE - P2302 project. Standard for Intercloud Interoperability and Federation (SIIF). [online] Available at: 
https://standards.ieee.org/develop/project/23021.html [Accessed 18 Nov. 2016] 
60 IEEE - P2303 project. Standard for Adaptive Management of Cloud Computing Environments. [online] Available at: 
http://standards.ieee.org/develop/project/2303.html [Accessed 18 Nov. 2016] 
61 Open group - G135/C141. Cloud Computing Portability and Interoperability. [online] Available at: 
https://www2.opengroup.org/ogsys/catalog/G135  [Accessed 18 Nov. 2016] 

http://www.iso.org/iso/home/store/catalogue_ics/catalogue_detail_ics.htm?csnumber=70226
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=67545
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=67546
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=67547
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=68242
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=66639
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=66674
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=69373
http://csc.etsi.org/resources/WP2-Report/Special_Report_033382-v2.1.1.pdf
https://standards.ieee.org/develop/project/2301.html
https://standards.ieee.org/develop/project/2302.html
http://standards.ieee.org/develop/project/2303.html
https://www2.opengroup.org/ogsys/catalog/G135
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3.Mobile Cloud Computing and Mobile Social Networking 

Real time data availability; get access to real time data, whenever you want and 
wherever you want 

Multiple platforms; various platforms to access the data and applications stored in the 
cloud 

Increased resource availability, enhanced security and reliability, reduced long WAN 
latency, increased low-cost resources, green computing, streamlined work flow, ease of 
use and access 

3.5 Problems/issues to-
be considered 

Security 

Performance 

No offline usability 

Connectivity 
Table 3. Mobile Cloud Computing and Mobile Social Networking 
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4.Software-defined ad-hoc and sensor networks 

4.1 Characteristics 

Dynamic topologies, fixed nodes 

Bandwidth-constrained, variable capacity links 

Resources & energy-constrained 

Limited physical security, security threats 

4.2 Applications 

Virtual navigation, Location-aware services 

Tele-medicine, tele-geo processing   

VAN, PAN, home and enterprise networking14, tactical networks, sensor networks62 

Military applications, crisis-management applications, emergency services 

Educational applications, entertainment 

4.3 Guidelines, strategies 
and standardization 

IEEE 802.11 Family 

IEEE 802.15: WPAN  
IEEE 802.15.1: Bluetooth  
IEEE 802.15.3: WPAN/high rate, 50Mbps  
IEEE 802.15.3a: WPAN/Higher rate, 200Mbps, UWB  
IEEE 802.15.4: WPAN/low-rate, low-power, mW level, 200kbps63 

IEEE 802.16 

IEEE 802.20 

IEEE 1451 

4.4 Advantages 

Less cost, bigger and faster wireless networks 

Rely on same Wi-Fi standards 

Convenient where Ethernet connections fail, useful for Non-Line-of-Sight network 
configurations 

Allows local networks to run faster 

Adaptable networks, Self-configuring, Self-healing 

4.5 Problems/issues to-
be considered 

Unstable data links, node cooperation, quality of service, scalability, limited wireless 
transmission range, packet losses due to transmission errors, Transport layer protocol 
performance 

Limited processing power, energy conservation 

Security, broadcast nature of the wireless medium, multicasting 

Interoperation with the Internet, client server model shift, pricing scheme 

Mobility-induced route changes, mobility-induced packet losses, potentially frequent 
network partitions 

Table 4. Software-defined ad-hoc and sensor networks 

  

                                                             

62 Ad-hoc Network Lecture. [online] Available at: http://www.slideshare.net/cprakash2011/lecture-5-6-ad-hoc-
network [Accessed 18 Nov. 2016] 
63 Kim, Y.M. (2003). Ultra Wide Band (UWB) Technology and Applications. Presentation by NEST Group in the Ohio State 
University. 

http://www.slideshare.net/cprakash2011/lecture-5-6-ad-hoc-network
http://www.slideshare.net/cprakash2011/lecture-5-6-ad-hoc-network
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5.Body Networks and eHealth Applications 

5.1 Characteristics 

Completeness 

Integrity 

Accessibility 

Availability39 

5.2 Applications 

Various telemedicine (remote diagnosis), electronic stethoscopes, Scientific and 
industrial applications (i.e. in medical imaging), applications of body network and 
eHealth64 

Teaching applications are in use with different purposes, medical monitors, medical 
laboratory equipment 

Nuclear medicine with medical devices and wearable sensor-based systems 

Therapeutic: physical therapy machines like continuous passive range of motion (CPM) 
machine, Treatment equipment includes infusion pumps, medical lasers and LASIK 
surgical machines 

Life support equipment is used to maintain a patient's bodily function 

5.3 Guidelines, strategies 
and standardization 

HL7 MLLP, HITRUST CSF  

EU Directive 2011/24/EU65 (article 14), Regulation (EC) No 883/200466 

Guidelines on minimum/non-exhaustive patient summary dataset67 

National responsible authorities on eHealth (2011/890/EU)68 

L{hκ¢w нуоул άIŜŀƭǘƘ LƴŦƻǊƳŀǘƛŎǎ ς LI9 Dƭƻōŀƭ {ǘŀƴŘŀǊŘǎ !ŘƻǇǘƛƻƴέΣ 
ISO 27000, 
ISO 27799:2008 Health Informatics, 
ISO 8000169 

5.4 Advantages 

Employers reduce health care costs; Health care organizations use eHealth to reach a 
large part of the population cost effectively 

Providers face eHealth as an opportunity to improve efficiency, reduce administrative 
costs, facilitate communication, enhance patient care 

Improved relationship between patients and insurance companies 

Systems availability 

                                                             

64 ENISA (2015). Security and Resilience in eHealth Infrastructures and Services. [online] Available at: 
https://www.enisa.europa.eu/publications/security-and-resilience-in-ehealth-infrastructures-and-services [Accessed 
18 Nov. 2016] 
65 EU Directive 2011/24/EU. (2011). Directive of the European Parliament and of the Council on the application of 
ǇŀǘƛŜƴǘǎΩ ǊƛƎƘts in cross-border healthcare. [online] Available at: http://eur -
lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:088:0045:0065:en:PDF [Accessed 18 Nov. 2016] 
66 Regulation (EC) No 883/2004. (2004). Regulation of the European Parliament and of the Council on the coordination 
of social security systems. [online] Available at: http://eur -lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:02004R0883-20140101&from=EN [Accessed 18 Nov. 2016] 
67 EU guidelines (2013). Guidelines on minimum/non-exhaustive patient summary dataset. [online] Available at: 
http://ec.europa.eu/health/ehealth/docs/guidelines_patient_summary_en.pdf [Accessed 18 Nov. 2016] 
68 Commission implementing decision. (2011). Rules for the establishment, the management and the functioning of the 
network of national responsible authorities on eHealth. [online] Available at: 
http://ec.europa.eu/health/ehealth/docs/decision_ehealth_network_en.pdf [Accessed 18 Nov. 2016] 
69 ISO/IEC 80001. (2016). Application of risk management for IT-networks incorporating medical devices. [online] 
Available at: http://www.iso.org/iso/catalogue_detail.htm?csnumber=44863 [Accessed 18 Nov. 2016] 

https://www.enisa.europa.eu/publications/security-and-resilience-in-ehealth-infrastructures-and-services
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:088:0045:0065:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:088:0045:0065:en:PDF
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02004R0883-20140101&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02004R0883-20140101&from=EN
http://ec.europa.eu/health/ehealth/docs/guidelines_patient_summary_en.pdf
http://ec.europa.eu/health/ehealth/docs/decision_ehealth_network_en.pdf
http://www.iso.org/iso/catalogue_detail.htm?csnumber=44863
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5.Body Networks and eHealth Applications 

5.5 Problems/issues to-
be considered 

Lack of interoperability, cross-border incidents and incident management 

Access control and authentication 

Data integrity, network security, data loss, security expertise and awareness 

Standardisation, compliance, trust, and sensitiveness of data handled 
Table 5. Body Networks and eHealth Applications 
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4. Threats Taxonomy 

Threat taxonomy is a classification of threat types and threat groups at various levels of detail. The purpose 
of such a taxonomy is to establish a point of reference for the encountered threats, while providing a 
possibility to shuffle, arrange, amend and detail threat definitions. Therefore, a threat taxonomy is dynamic 
and should be used to maintain a consistent view on threats based on the collected information.  

The current threat mind map (Figure 6) is based on the ENISA Threat Taxonomy70, which has collected and 
combined numerous threats from various sources into a unified and united threat catalogue. During the 
ENISA Threat classification exercise, several other existing threat catalogues were analysed to consolidate 
the security and risk management information.  

In the current study, we have also considered threats in the fields of operational and product/business 
processes domains ǘƻ ŜȄǘŜƴŘ ǘƘŜ 9bL{!Ωǎ ǿƻǊƪ which focused in physical threats, information security, and 
cyber-space areas  

A detailed presentation of the threats taxonomy in ad-hoc wireless and sensor networking is provided in 
Annex B. 

                                                             

70 European Union Agency for Network and Information Security (ENISA). (2016). Threat Taxonomy - A tool for 
structuring threat information. [online] Available at: https://www.enisa.europa.eu/topics/threat-risk-
management/threats-and-trends/enisa-threat-landscape/etl2015/enisa-threat-taxonomy-a-tool-for-structuring-
threat-information [Accessed 18 Nov. 2016] 

https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/enisa-threat-landscape/etl2015/enisa-threat-taxonomy-a-tool-for-structuring-threat-information
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/enisa-threat-landscape/etl2015/enisa-threat-taxonomy-a-tool-for-structuring-threat-information
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/enisa-threat-landscape/etl2015/enisa-threat-taxonomy-a-tool-for-structuring-threat-information
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Figure 6 Threats taxonomy 
















































































































