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Executive Summary

National and governmental CSIRTs are essential for every cdbatris concerned about protecting its
digital assetsstarting from sensitive government information to its citizens and their informatitme
CSIRTsole is very widgfrom security incident response and management to various sophisticated technical
serviesand awarenesgaising and educational activities. When dealing with cyber incid&@®$RTs have

to work closely with law enforcement and other authoritiesit no other authority in the cyber ecosystem
isin the bdter position to helpusers and instiitions to stop cyber incidestto understand whyhey could
happen and what to do to prevetihhem from happening agairthisisthe unique role of &SIRT.

Currently inthe EU governmental CSIRTs asgically used to protect the cyberspaocaf governmenal
institutions including critical infrastructure as well tasensure cybercrisis management. National CSIRTs
on the other handare playing different roles in different countries. In some countries they are responsible
for the whole IP address spacé that country, in others they also take the roleof ‘last resort when no
securitycontact pointfor an IP address can be found. In any cadenanother country has to be contacted
regarding solving an incidemational CSIRTs ardten asked to helpto find the right contact person.
Increasingly CSIRTs expect other tearntls comparable competencds react to their requests in a timely
mannerandto handke sharedinformation professionallyA maturityprocess and certification can help to
ensure that these expectations are mef high level of maturity (certification osimilar activitie} is also
desirable for successful participation in CSIRT cooperation neswankingin Europe. Many governmental
and national CSIRTs are also responsible faiscrnanagement and critical infrastructure protection
processes in their countries. Considering the importance and complexity of these prqotiesesesponsible
team’”s maturity is one of the key factors deter

Thisdocument focuss onthe maturity of national and governmental Computer Security and Incident
Response Teams (CSIRTs)thadrusted Introducercertificationschemefor CSIRTs as an indicatortiod
maturity level of teams Theissuescoveredare described frontwo points of view: the perspectiveof the
teamthat is preparing fothe certification processn the one handnd of teams that havalready
undergonecertification and even recertificatioon the other The aim of ths document iso be a guiding

tool for those national and governmental CSIRTs which are considering reaching the next level of maturity
and goodunderstanding of their capabilities

Thisdocumentgivesrecommendationgor CSIRTs on how tmprove andmature and be better prepared
to protect ther constituencies.

ENISA hasarried outa considerable amount of work in this area, and this docuntemitributes by
sharpingthe role ofENISAn helping national and governmental CSIRTs on their t@ayhigher maturity
level

The notivation for national and governmental CSIRJ gaincertificationis usually

1 PublicRelationreasons-locally (towards the supervising institutions) and internationally (to show
the ‘level of the countri);
to evaluateCSIRT orgasdtion againsinternational citeria;

1
1 anexternaldriveto understand, document and put in order processgethin the CSIRTeam;

09



CSIRT Capabilities

9 to establish or put in order auditingaccountabilityand reporting schemes
1 toimplement continuous improvemeni a quality management framewark

Teamsseekingcertification can beclassifiednto three categories:

1. Teamsseeking to demonstrate maturitgs proof ofthe team’ experience andtatus(in this
case certification can help teams to identifgpectsof their operation thatthey have not
considered)

2. Teamslooking forexternalstocktakingof the team’s capabilities (for exampleew teams that
need a clear baseline of their own capabilijies

3. Teams in need ofomplance accaling togovernmental requirementsrhis is especially
challenging wherateam is new and governmental pressure is high. In tleasesijt can be very
challenging andesource consumintp implement all neessarychangeswithin a given timeframe.

Nowadayst he r ol e and f umaidnal andgoveynmerit OSUIR drer exparsling and
growing, so teams must keep up withewly createddemands and expectationsnproving maturity allows
teams to constantlgnhancetheir capabilities

This document should serve as a guidance tool for all, but especially naimhgovernmental CSIRTs

that are aiming to advance their maturity in all aspects related to CSIRT Timrlcombination of bnest
feedback about the certification process from already certified teams, as well as from a team in the
process of gettingreagd f or certi fication, together with ENI
considering advancement and certification.

10
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1. Introduction

1.1 Aim ofthis document
This documentims to bea guiding tool for national and governmental CSIRTs which are consid@ring
improve theirmaturity andpotentially beingcertified (e.g.through Trusted Introducé’ certification). The
document builéd on several previously published ENISA documents:

! CERTommunity— Recognition mechanisms and schefes
1 Deployment of Baseline Capabilities of n/g CERStatus Report 2012
1 Other documents related to baseline capabilities

Additionallythis study takes account dfie * C S MaRufiity Kit— A stepby-step guide towards enhancing
CSIRT Maturityhat was developed by NCSIL in The Netherlanéls

SIMB” (Security Incident Management Maturity Modéd)a tool to assess incidentamagement capability
and maturity.Draftedby Don Stikvoort and KladeterKossakowski, it has been adopted by TeCSIRT/TI
community for its ertification schemeThs studyprovides information orstandingand issues regarding
each SIM3arameterand it includescase studiegfor examplethe case ofCERT.L\Mhe Latviamational
CISRT that at the time of writingpreparingfor the Tlcertificationproces$. Finally we includeadvice from
already certified national and governmental CSIRdra the Netherlands, Finland, Sweden and Switzerland
and other kinds oEomments ad advice from the Trusted Introducer team. ENISA is an important partner
for national and governmental CSIRRstheir way toenhancedmaturity; this documenglsooutlineshow
ENISAontributes to this process and hdtwanbe of assistanct an interested team.

Previously published ENISA documents on Qis€Tine capabilities divadl all related parameters o four
categories mandate and strategy, service portfolio, operati@md cooperation. These categories are not
directly in line withthe SIM3 modethough theyclosely represent the group of capabiliti€@ncethe SIM3
model is used for the Trusted Introducer certificatidinis document focusson all parameters based on
this classification.

1.2 Target audience; National and governmentbCSIRI
The target audience of this document &8&IRTs that either want to assess their current level of capabilities
by an existing CSIRT evaluation scheme or need to advance their maturitjolevatious reasonsin
particular,national and governmatal CSIRTSs in the European Union (EU), European Ecoremi&EA) as
well as other neighbouring countriese the main target audience for this documemhe Trusted Introducer
certification scheme is available worldwide andedmot set any geographitdimitations for teams to
becomecertified. However TFCSIRTiife GEANT task force for security incident response teamglich

2 https://www.trusted-introducer.org/

3 http://www.enisa.europa.eu/activities/cert/support/baselineapabilities/certcommunityrecognition

mechanismsandschemes

4 http://www.enisa.europa.eu/activities/cert/support/files/statuseport-2012

5 http://www.enisa.europa.eu/activities/cert/support/baselingapabilities

8 https://www.gccs2015.com/sites/default/files/documents/CSIRT%20Maturity%20Toolkit%2020150409. pdf
https://www.trusted-introducer.org/SIM3ReferenceModel. pdf
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runsthe Trusted Introducecertification, has defined that its geographical scope is aligned with the RIPE
NCC service arta

(In general: he Trusted Introducer certification isuitable for any types of team but there are specific
characteristicgo be taken into account for national and governmental CSIRO@nsidering thdact, that
ENI SA’ s mai n st alegovernohental CSIRTS we focaston toisigeolp, hadreatlife
example$ included in this documenare taken only from national angovernmental CSIRT3rusted
Introducerexpertea nd ENI SA' s experience in this area.

Considering the current political amttonomic trends in Europe as welltas importance ohetworks and
systemshe EUeconomies Member States need tplanahead in ordetto protect their digital assetsThe
EUNetwork and Information Security DirectR/gproposed by the Commission in 2048d currently in the
final stages of negotiations between the European Parliament and the Cpaimg at ensuiing a high
common level of cybersecurity, includifgt tsetting up o f ¢fficigntly functioning CSIRY and
“establishing &ooperation netvork amongthem”.

9 DIRECTIVE OF THEROPEAN PARLIAMENT AND OF THE GBLiN&Als, 7.2.20180M(2013) 48 final
2013/0027 (CODttp://ec.europa.eu/newsroom/dae/document.cfm?doc_id=1666

12
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2. CSIRT Maturity

2.1 CSIRT development pattern
The most thorough document on the CSIRT development pattern published sotfar EUis the ENISA
deliverable ‘CERT community Recognition mechanisms and schertfesThis document buikl on
information providedboy t he communi t y,amitemphiasddsiSsAe’s and gapsppecific s
capabilities ohational and governmental CSIRTS.

The rational and governmental CSlRevelopment processsuallyvariesfrom countryto country. Some
countries begin witldefininga national ¢/ber securitystrategy, followindater with appropriate legislation
andthe establishment of a CSIRT. Other countries start thighestablishment of a CSIRmmd thelegislative
basis and strategies follolater. Whatever the process is very important for a national and governmental
CSIRT thaveaclear mandate and clearly definedonstituency as soon as possiblée provision obasic
servicegin most cases the first one would be incident respgmsarks the real establishment of the team.

Wheninternational collaboratiorbegins andhe team recogrses the need for international contacts and
information exchangethe first steps in the international recognition process taken The Trusted
Introducer scheme is widely usedBuropefor this purpose It offers three levels:

9 Listing—the teamis operationabnd contactinformation is availabléo other teams

1 Accreditation—the team isfully functional, services are defineatcording toRFQ350", etc. The
team’s informationneeds to beupdated everyfour months which lies in the responsibility of the
team itself.

91 Certification—the team has reachedn appropriatelevel of maturity. (Certification is discussed in
more detail in the following chapts)

2.2 Maturity models
The naturity of an organkation is defined as measuraent of its capability in terms of structure, people,
processes and technologies. It providesertain level of assurance théte organgation can perform its
activities and fundbns consistently ands trustworthy, as well asbeing able tofocus on constant
development.

Inthe case of national and governmen@BEIRS maturity assesses geams ability to managedocument,
perform and measureCSIRapabilities andervicesn particular.

Historically manynational and governmental CSIRTs hdeeelopedrom very informa) sometimesadhoc
groups of highlhgkilled andnotivated people Given the growing amount of tasks and responsibilitiesre
is a need foan adequatdevel of organgation and governancéhere needs tobe thoroughunderstanding
about CSIRT internal processes that ensamnsistency irthe provisionof servicesand a clear pattern of
development and improvemendfthet eam’ s c.apabi |l i ti es

10 http://www.enisa.europaeu/activities/cert/support/baselinecapabilities/certcommunityrecognition
mechanismsandschemes
https://iwww.ietf.org/rfc/rfc2350.txt
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There are sevetanaturity models in placéAs mentionedhisdocument mostly focusson the SIM3model
whichwas developed in 2010 by(QJRE and PRESECURE(thathelp of the TFCSIRT community. This
model is the basis for the Trusted Introducer certificapyocessdescribed in detail later.

In 2015 the National Cyber Security Centre of the Netherlands published a docyf@SiRT Maturity Kit
A stepby-step guide towards enhancing CSIRT Maturighich providesgood practices for CSIRTs to
achieveahigher levebf maturity. This document isf rathergeneralnatureand doesot targetthe national
and governmental CSIRTs in particular, but is validrigkind of CSIRT3.he toolkitisaccompaniedy an
online tool tosupport teams tcassess thie maturity. The CSIRMaturity Kif? providesa set of questions
that to be consideredi.e.” Wat stepsare taken to perform a certain servicé?, Are these stepproperly
documented’ What are the different roles of the team membets?Are ‘these weldefined? How is
performance measured? &‘Isthis measurenent redoneregularly?).

Other, norCSIRT centrertification schemesxist on the market as welBestknown are those related to
international standards, for example, ISO 27001. Those are very well established schearebbst
suitedto large organisations rather thao specific, security incident oriented tearagch asCSIRTs. Few
CSIRTs hawminedcertification based on IS2¥001, andmost ofthe teams in Europe feel that this
scheme is noparticularlysuitedto them.

In addition,there areframeworkssuch aControl Objectives for Information and Related Technology
(COBIT) and Information Techngjolnfrastructure Library (ITIL) available for IT environments and services.
While theyare targeted abrgankations of any sizghey might be considered too complex to implement

in most national and governmental CS$RT

2.3 Tl certification
The Trusted Imbducer(Tl)certification process is describéu detail onthe Trusted Introducerwebsite™,

To consider certification, the team has to be'Trusted Introduceraccredited teanmi. Tl @rtification is
targetedat those Thccredited teams who have internal and/or external reasons to have their maturity level
verifiedin an independent way.

A candidate for Ttertification isa team that isalready Thccredited in good standingi.e. fulfilling their

accreditation obligatns for at least eight months and not being under special review by tHeSTRT
Steering Committee- and ha attended at least one of the Theetings which are cdocated with the TF

CSIRMeetings three times a year.

Theschemeusedfor measurementsthe SIM3model, describing 45 parameters, dividedour categories:

9 Organisation
Y Human

M1 Tools

9 Processes

Scoring for each category is on five levels, ranging f®nwhich meanghe parameteris not taken into
account to ‘4’, which means that the parameter is not only describex$ on level2' —and rubberstamped

12 https://check.ncsc.nl
13 https://www.trusted-introducer.ord
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—as on level3 —but is also part of an internal or external audit process. The actual certification gauging
involves specific and distinct minimum levelséach of the parameters.

Examples of implementation dfie five levels:

1 O-not available in any form;

1 1-the team is aware of this iss@nd has some way of dealing withlut it is not documented

I 2-the topic is documented, for example,aminternal wikior in a handbook;

1 3 -the topic is documented and approved by the head of the CSIRT, for exaan@pproved
handbook signed documentsetc.;

1 4-the parameter is audited, there is active feedback from the auditors or upper management, for
exampleexternal audit reports, actively approveglarterly oryearly reports, etc.

Once certificatiolevelisreached the certified teamsemainpart of the community of Tdccredited teams
the certification isanextra branding, useful for all sorts of puigEs in the tearis future.

Tlcertification can take from three to twelve months, depending on the amount of work the team needs to
do to meet the requirements, and depending on the priority attached to that improvement prodéss.
certification stays vati for three years after whichtime the team needs to go through the recertification
process to prove that the level of quality is maintained or even improved.

As of Septembe2015 fifteen teams have been certifiedive of themarealready recertified after the initial
three-year period,two more are currently in th process of recertification and anothénree accredited
teams are currently certification candidatés

https://www.trusted-introducer.org/directory/alpha_certification_Z.html
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3. CertificationProcess

Thefollowing description ofhe certification process mostlybased on informatiomprovided by the
Trusted Introducer experts whare authors othe SIM3 model, andre currentlycarrying outcertification
workshops with teams that are certification candidates.

3.1 Certification
The first step at theoutsetis to understand theé e a motigation behind certification. (Setee Executive
summaryfor typical motives for national and governmental CSIRTs.) Motivation might influence the
priority of the process and resourceghich can ballocated to improvéhet eam’ s pr ocedur e
documentation.

The nextstep for any teantonsideringcertification is tomakea seltassessment usindpe SIM3 model
The result will providéhe first indication ¢ how manyof the requirementsare alreadyin place and which
areas ae laggingbehind.

Understandinghe scaling(0/1/2/3/4) for the SIM3 model is very importafdr achievingcorrect self
assessment results. When in dowainsultationwith the Trusted Introducer experts to align the
understandings neededsee chapter 2.3 for some examples of rating)

Another step irmpreparationfor the certification isto collect reference materials and documentatjdar
examplemandate and regulation, constituentstc.

Some nationadnd governmental CSIRA@vemostlya coordinatingrole. Forthosesome ofthe
parametersare not applicablgin whichcase they are excludeddm the evaluationandget ascoreo f-1'. *
The goals of purely coordinatingams are different fronthose ofoperational teamsand thisis also
respected during the evaluation process

3.1.1 Language
Trusted Introducer team members speak several different languggrggish, German, Dutch, Polish,
Russian and Frencht it might well happen that the CSIRT opesih a languagewhich is not kown to
any of the Tl experts.

Usually if the team iamember of FIRSAhda Trusted Introducer accredited teathey have some
documentation in Englisfat leastthe RFQ350documen). Trusted Introducer experts daot ask for
official translationof the documentation becausi would be veryexpensive and timeonsumingTl tries
to engage aative language speaké@who is not a member of that particular CSIRT) to validditether

T | understanding otertain criteriacorresponds to documesin the native language.

SomeCSIRinternal documents can be translategliite easly (for example workflows) usirtganslation
tools, if confidentiality permitsTranslation of complex arldng documents or documents with
confidential informationis usually notrequired Howevet teams have to ensure that enough information
is provided to the Tl experts to enable them to understand and verify the real situation.

The certification process is accompanied by a workshop (see next chapter), where thesymncan
discussed. The protocol of theorkshophas to be signed by the teal®ader, confirming those points
which could not be verified becauselahguage issues.
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3.1.2 Certificationworkshop
A crtification workshopis a fulldayeventtaking place aateam’'s premises. The requirement is that at
least three CSIRT members participdteete am’ s processes, proceahdres a
different team members are asked to express their opinion to ensure that there are no significant internal
differences m understanding the wathe CSIRT works.

The main goal of thevorkshopis to help the teanto identify areas which are lacking either
documentation or procedures and to improve the(Experience shows that evetgam has something to
improve;no team hasyst sailed througtthe certification!)

3.2 Recertification

According to the Tr,atseaa@md 94 nderotdiufciea d tsi Tipareafterthawsa | i
team has to go through the recertification procésrder to keep the certification valid

The main goal of the recertificatiggrocesss to discuss how the team has advanced their maturity during
lastthree years. If no advancement taken placethe recertification is endangered because the team
has spenthree yearsbeing staticandhas eyendedtheir efforts on somethinglse

Certainly there are cases in which no advancement should be expeEmdexampleif a teamhasmoved
from one hosting orgasation to another or the mandatbas beerextended, the teanwill havespert
most of its resources adaipiyto the changes and different expectations. In such cabesrecertification
might not be endangered due to a lack of progress but to missistjlbto beadopted changes.

Therefore if noadvancement can be determined, a clear understanding of the root causes must be
gathered during the recertificatioworkshop In case extensive organisational changageoccurred the
compliance of all factorseedsto be carefully consideredh that case,not for anyexpected
improvements bumostlyhow the past status quevas maintained

During the recertificationthe workshopassessment repofftom the previous (certificationjvorkshopis
discussednd the teams statusthen and nowis comparead (also during theecertification procesa
workshop is held, but it igsually haldayinstead of fullday).
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4. Maturity of Orgarsational Parameters

In the following chapters the parameters of the SIM3 model are discussed. For each parameter the
minimum level for the certification is indicated after the title. General explanatiand suggestions are
given accompanied by examples frahe case studyor CERT.LV and comments from four certified
national and governmental CSIRTs. General suggestions areagiherend of each parameter chapter.

4.1 O-1.Mandate

4.1.1 Requirements

MINMUM LEVEL DESCRIPTION

3 Explicit, formalized on authority of CSIRT heddrmal document accepted by CSIRT management

In the case of national and government@SIRTghere is a strongequirementfor a legislative document
(however, this is not required for achievingthe certification, but consideredyood practice) or other
mechanism clearly settingut the mandate of the CSIRT. As previously empgbdddy ENISA studieThe
mandate, especially the definition of roles and responsibilities, needs to be clear enough to support all relevant
activities of the'®national and governmentaCSIRTThe mandate afiational and governmentaSIRTiseeds

to be publicly announcedlhe mandate shouldalsobe available in Englisipecial provisios(e.g. funding)

need to be included in the mandate for the national and governmern8IRT¥ype roles and functiong®

The mandate is a basic requirement for a@BIRTbut fornational and governmental SIRTENISA calls for a
stronglegal basigor their operations.

The mandate shouldalso include the accountability of the national and governmentalCSIRTio a
higher/governingobody (e.g. a ministry or regulatory body)

4.1.2 CERT.L\xperience
CERT.LV is the national and governmental CSIRT of Tawimain governing document of CERT.LV is the
Lawon the Security of Information Technologtéghereafter referredto as ‘the law). It states thatthe
activities of the IT Security Incidents Response Institution shall be ensured by the leading State
administrative institution in the national defence sector (i.e. Ministry of Defence), which delegates functions
of CERT.LV to the Institute of Mathematicaddnformatics, University of Latvia. TH&ESIRT has been
established by Lawln many cases the hosting organisation would be determined layconcluding
agreement. In additioythe law states that functions and tasks should be fulfilled according to thegdéon

15 https://www.enisa.europa.eu/activities/cert/support/files/updatedecommendations2012 (here and after

identified gaps are quoted with relevant chapterhapter 5.2 Mandate

16 https://www.enisa.europa.eu/activities/cert/support/files/updatedecommendations2012 chapter 5.2 Mandate

17 Text consolidated by Valsts valodas ce(8tate Language Centre) with amending laws of:

1 November 20126 November 2013 aw On the Security of Information Technologies
http://iwww.vvc.gov.lv/export/sites/default/docs/LRTA/Likumi/Law_On_the_Security_of Information_Technologies.
doc
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agreement (that is renewed annually) and provides a set of conditions for CERT.LV. Existing framewaork (tt
law) provides a clear mandate as well as defines tasks, responsibilities and accountability for CERT.LV.

4.1.3 Comments from certified teams
For dl certifiednational and governmentaéams organgational parameters seem to kstraightforward
The mandate in most cases tdearlyset inalaw and laterin corresponding national legislation. Only one
teammentioned that their functions actually exceed#g mandate soa change of legislation was
neededand this situation has been resolved for the recertification

4.2 O-2.Constituency

4.2.1 Requirements

MINMUM LEVEL DESCRIPTION

3 Explicit, formalized on authoritpf CSIRT headformal document accepted by CSIRT management

National and government& SIRTiave different constituencies and sometimasth roles are combined in
one team.The usual constituency of a governmer@8IR Therefore, isusuallythe government and other public
bodies.NationalCSIRTsn the other handchave responsibility for an economy or a courfryhey can act as
the national point of contact (PoC) for information sharingu¢h asincident reports, vulnerability
information etc.) with other nationalCSIRTE the EU Member States and worldwidgometimes national
CSIRTare the last resortCSIRT#r everybody withina specific country, but sometimes, especially for small
countries their constituency is the whole country incliad the public sectorthe private sector, endisers, etc.

For a national and government@lSIRthe constituency hato be clearly defined in legislative documents
(it is not required for minimal certification, but considered best practice) or set ait avsimilar high level
mechanism. The description tife constituency has to be publicly available (also in Engli$te) definition
of the constituencyis a basic requirement for any CSIRT, buh#dional and governmental CSIRENISA calls
for a strorg legal basidor its definition

4.2.2 CERT.LV experience
CERT.LV is the governmental and national CSIRT of Latvia in the broadest possipétis¢hsanission of
“promoting IT security in LatviaFor practical purpose€ E R T .cdnafituesicyis definedas IP addresses
hosted inLatvia and all resources withine TLD.Iv. The law defines certain responsibilities towards different
groups of constituency (state institutions and municipalities, IT critical infrastructure owners, ISPs), but
CERT.LV offers semervices (depending on resource availability) to anybody in Latvia.

4.2.3 Comments from certified teams
The onstituencyof certified national and governmental CSIR/Bsin most cases defined mregulation
Two ofthe teamshaveadditional agreements placewith someconstituents.
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4.3 O-3.Authority

4.3.1 Requirements

MINMUM LEVEL DESCRIPTION

3 Explicit, formalized on authority of CSIRT heddrmal document accepted by CSIRT management

The authority of ationaland governmentaCSIRTRas to be clearly describedi.e. what they are allowed

to do towards their constituency in order to achieve their goals. It is very beneficial if authority is defined in
legislative documents (this is not required for minimal certification, but coneitldrest practice). The
description of authority has to be publicly available (also in Enghshpational and governmental CSIRTs
ENISA calls for a strong legal b&sigheir authority.

To allowCSIRT® carry out their tasks it is important to gitkeem sufficient authority/rights. The
following areas should be kan into consideration

private data processing (especially when related to data involved in an incident)
rights to demand cooperation and information from operators/ISPs

rights to demandooperation and information with/from governmental sectpr
rights towards Critical Information Infrastructure hold€éosvners or operators)

=A =4 =4 =9

4.3.2 CERT.LV experience
The legal framework of CERT.LV includes the drathe Security of Information Technologiesveral
specificlaws and corresponding rules of the Cabinet of Ministgmsluding Regulationsregarding“the
Information to be Included in the Action Plan of a Merchant of Electronic Communicationsritrel of
the implementationof suchplanand theprocedures by whichend usersshall betemporarilydisconnected
from the electronic communicationsnetwork!® and proceduresfor the planningand implementation of
securitymeasuredor the Critical Infrastructure of Information Technologi#@s Overall authority and legal
rights are explicitly defined in this framework. Main rights of CERT.LV include the right to receive information
about incidents (mandatory requirement to inform CERT.LV about incidents for certain groups of
constituency), proess data streams (based on mutual agreement with target institutiozesyy out
penetration testing of defined infrastructuseand request a disconnect of endsers for a time up to 24
hours.

In addition to the authority defined in the legal framewp@ERT.LV is continuously working on cooperation
and awarenesgaisingwithin the constituency, which is beneficial in everyday activities and imprines
visibility of CERT.LV among different actors in the IT security field.

19 http://www.vvc.gov.lv/export/sites/default/docs/LRTA/MK_Noteikumi/Cab._Reg. No. 327 _
_Action_Plan_of a Merchant_of Electronic_Communications.doc

20 http:// www.vvce.gov.lv/iexport/sites/default/docs/LRTA/MK_Noteikumi/Cab._Reg. No. -100_
_Planning_and_Implementation_of Security Measures.doc
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Comments from certified teams
The aithority is (or will be) described the law and corresponding regulations, two teams describe
authority additionally in agreements with constituents

4.4 O-4.Responsibility

44.1

Requirements

MINMUM LEVEL DESCRIPTION

3

4.4.2

Explicit, formalized on authority of CSIRT heddrmal document accepted by CSIRT management

Minimal certification requirements do not require responsibility to be defireedl actively auditedn
documenttion providedat the level beyondCSIR™anagemat, though in the case ofa national and
governmentalCSIRTlear description of responsibility in legislative documents would be an advantage to
everydayCSIRAactivities. Regardless of its legal status (outside approved or justeb@ SIRTanager) a

clear description oCSIRTesponsibility should be publicly available (also in English).

If anationalandgovernmenal CSIRTarries out its taskshere might be a tendency tassigrthe CSIRWith

new functions whickcould bedifferent from CSIRTore unctions(for example when a new function is
needed because ofreew legislative document}-ulfilling new tasks might be challenging unless appropriate
new funding is provided. It shouldsobe checkd carefullywhether new tasks are not conflicting logically
with CSIR€ore functions. For exampleGSIR€annot fulfil the same function which it has to supervise.

Jeardescription ofresponsibilitesand understanding ithe fields of Critical infrastructure protectioand
cooperation with law enforcemerdare needed Cooperation with law enforcement authorities can be one
sided, in cases where LEAs are not in a position to share information, particularly during an investigation. While
certain legal barriers need to be spected, there are ways thabational and governmental CSIRTan keep

lines of communication open and work together in areas of mutual interé'st.

CERT.LV experience
Responsibility of CERT.LV is clearly defined in tlaftaghework.

Thanks tothe improved visibility (especially) within governmental institutipnSERT.LV gets additional
responsibilities when new functions related to IT security need to be assigned. Sometimes these new
functions are temporary until the responsible institution is establiif®g.in the plannedNIS directive
framework). Additional functiondo not always have appropriate funding and have to be performed using
existingwork force Another issue with additional functions is that they can conflict with current CERT.LV
activities. Aninstitution should not be auditing process when it is directly involved timat process- for
example, CERT.LV cansopportagovernmentalnstitution in solving incidentat the same times audiing
incident handling.

21 https://www.enisa.europa.eu/activities/cert/support/files/updatedecommendations2012 chapter 8.1 National
Cooperation
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4.4.3 Commentsfrom certified teams
Responsibilityf the certified national and governmental CSIRiTihe bestcasescenario is describeid a
law. If the responsibilityis not clear, there are agreements in place witk constituents. In one casbe
team pointed ot that the agreementhad beengenera) allowing quick adaptation tahe changing
situationandemerging threats.

4.5 O-5.Service Description

4.5.1 Requirements

MINMUM LEVEL DESCRIPTION

4 Explicit, audited on authority of governance levels above CSIRTIseiiject to outside control/audit

Service description habe highest certification requiremenit needs to beactively auditedat one level
abovethe CSIR™anagement. That requires contact informatiangescription ofCSIRBervices (also in
Englishpndthe CSIRPolicy ainformation handling and disclosutell of which are publicly availablend

in the case of nationahindgovernmenal CSIRTs clear description of services in legislative documents.

If there is a service description a legislive documentit might be the case that only basic (usual) services are
statedandCSIRTdo not offer services beyond the usual portfolio which might bring additional benefits to their
constituents. Also the opposite might be the casthere may be services provided by theational and
governmental CSIRT#at are not considered as added value by the constituents, or may also be provided by
other CSIRTsr commercial vendorg?

Regarding additional servicesas discussed in the baselidecument— vulnerability andartefact handling are
not fully provided by allCSIRPEandthe majority of national and governmentalCSIRTare still not involved in
disaster recovery planning and business continuity managemé&nt.

4.5.2 CERT.LV experience
As stated in thdaw, all services of CERT.LV are provided without additional charge and cover the usual
portfolio of CSIREervices:

9 reactive services, i.e. services that are initiated by an inci(grth as support and coordination of
incident handlin;

9 proactive services, i.e. services that try to prevent incidésitgeh as recommendationsimitigating
security riskspenetration testing

1 Awarenesgaisingservicesi.e. provision of information and distribution of educational materials in
order to raise awareness about computer security issues to reduce the number of incidents.

22 https://www.enisa.europa.eu/activities/cert/support/files/updatedecommendations2012 chapter 6.2 Proactive
Services

23 https://www.enisa.europa.eu/ativities/cert/support/files/updatedrecommendations2012chapter 6.3 Reactive
Services

24 https://www.enisa.europa.eu/activities/cert/support/files/updad-recommendations2012 chapter 6.4 Security
Quality Management Services
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The basic satf responsibilitiess defined by théaw— CERT.LV:

maintains commorelectronic information space monitoring;

provides support in information technology (IT) security incident prevention or coordinates their

prevention;

1 maintains in a publicly accessible way line with the actual threatsrecommendations on the
current IT risks;

1 conducts researchand organses educational events, education and training in the field of IT
security;

1 provides support to state institutions in safeguarding national security, as well as crime and other
crime detection (investigation) in theefd of IT, complying with statutory restrictions on data
processing;

1 monitors state and local governmaltinstitutions and telecommunication operatdorsompliance
with the duties prescribed by thlaw;

91 cooperates with internationally recogs&id IT secuty incident prevention institutions (teams);

9 carries out other obligations under laws and regulations.

1
1

Additional services include certification of systems for collecting signatures bothef@uropean Citizens
Initiative and for national legislativaitiatives as well as development of best practice documents of the IT
security framework (policies, risk assessment, recovery planning fetc state institutions and local
municipalities.

4.5.3 Comments from certified teams
Service description ithe case of one tearhas beerguotedin the respective regulationothers set it out
in the agreements withthe constituency or irthe RFC235@ocument In one casghe team mentioned
that some serviceffor exampleinformation sharingare provided withouparticulardocumentation but
“because constituents nedtlem”.

4.6 O-7.Service Level Description

4.6.1 Requirements

MINMUM LEVEL DESCRIPTION

3 Explicit, formalized on authority of CSIRT heddrmal document accepted by CSIRT management

Servicelevel description with regard to minimal certification requirements contathe need for
specification of reaction time to incomingcidentreports as well as minimum human reaction for reports
from peer CSIRTecommendedwithin two working days Asgeneral principle aational and governmental
CSIRTshouldbe reachable 24/7

23



** ¥,
* n*
. enisa

***

CSIRT Capabilities

Although thenational and governmentalCSIRTsow provide or are shortly to provide 24/7 operational mode,
this crucial facility is not always properly displayed oational and governmental/ { L weéb&ite?®

Sincefull deployment of 24/7 is very expensive and dif§icult to get qualified technical experte work in shifts,
some“semi24/7" options should be considered:

9 outsourcing of theCSIRThotline with clear instruction®f what to do inany particularcase (which
incidents can wait until the next working day and which have to be escalated immediately)

9 distribution of CSIRTore employeesmobile phone numbers to all major partnareluding peerCSIRT
(for example, vidghe Trusted Introducer databasg)

1 the person on duty within th€€SIRT0 be contacted ifthe situation has to be escalated by the @ahtre.

4.6.2 CERT.LV experience
CERT.LV is authsed to address all types alirrent or upcomingomputer securityncidentsin all
networks in Latvia.

The level of support given by CERT.LV will vary depending on the type and severity of the incident or issue
the type of constituent, the size of the user community affected, ard@ERT.LV's resources at the time;
though in all cases some resporase made availableithin one working day. The service level is defined

in the internal CERT.lddcuments

4.6.3 Comments from certified teams
Service level description the case of one tearhas been draftedn the regulation others set it out in
agreements withthe constituency or inhe RFC235document Service levemight be different for
different types of constituenc The kvel itself rangsfrom best effort to clearly defined paramets.

4.7 O-8.Incident Classification

4.7.1 Requirements

MINMUM LEVEL DESCRIPTION

1 Implicit—awareness, knowledge in head, experience

The minimal certification requiremenisto be aware ofncidentclassificationHowever, as classification is
the basis forthe incident handling and reporting processoome kind of description iseeded Thereis no
unified classification scheme f@SIRTsvhich meansthere are differences in terminology and schemes
applied bynational and governmentalCSIRP&. In addition, incidents are not clearly distinguishabtghere
might be combined types of incident and new kinds of incidleat do not fit into the existing classification.

25 https://www.enisa.europa.eu/activities/cert/support/files/updatetdecommerdations2012- chapter 7.1 Human
resources

26 https://www.enisa.europa.eu/activities/cert/support/files/updatedecommendations2012chapter 8.3 Best
Practices for Cooperation
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There are several examples that can be used as a basis for CSIRT incident clas@ée#ti®NISA web
page’).

EachCSIRBhould choose a scheme to classify incidents wihiest fits its needs taking into account
incidents with which they are dealing statistics process, requirements of the constituentggal
requirements of the country where appropriatetc.

4.7.2 CERT.LV experience
CERT.Livides all incidents o high and low priority incidents. High prioritpcidents are reported
individually (no automatic reporting or those that concern highrisk institutions (government, critical
infrastructure, etc)Low priorityincidents are all those which aaseitomatically reportedy CERT.LV partners
(infections, IPs in botnets, misconfigured devices) attd do not concern highisk institutions. Priority
determinesthe incident resolution processncidents assignetligh priorityare handledindividuallywhile
low priority onesare handledn afully automatedmanner.

CERT.LV has definixeé following high priority incident categories (available on lineatvian and English:

1 Compromised Asset Unauthorsed access to the servers / network equipment / IT systems /
applications / user accounts

Denial of service-Denial of service (DoS) distributed denial of service (DDoS) attack
Phishing-Attempts to acquire information such as usernames, passwords, and payment card details
by masquerading as a trustworthy entity

1 Hacking— Reconnaissance auspiciousactivity originating from outsidehe network device.
Automatic attacks in order to find usernames and passwords. Targeted attacks to find vulnerabilities
Spam-Any kind ofspaming, includingthe generation ofspam;

Malware —Malicious code distribution

Botnet — Infected device whichan execute commands frombotnet centre

Other—Virus infectiongonsulting theft, fraud, child pornographycopyright,personal data

il
)l

=A =4 =4 =4

The tassification scheme is revised and updated when needed.

Each category has a priority assignetiichtogether with the priority of the affected institution forms the
basis for incident triage and handling.

4.7.3 Comments from certified teams
Certified famsgenerally dichot mention any issues witthe classification. One team mentioned thigt
classificatioris based onhe eCSIRT.n&tmodel Most ofthe certified teamshave implementecdh
classification irthe ticketing system or other tools. One team is currently workingamore detailed
model forincident clasificationdueto the changes in legislatiomat will introduce mandatory incident
reportingin the country

2T https://www.enisa.europa.eu/activities/cert/support/incidentnanagement/browsable/inciderhandling
process/incidentaxonomy/existingtaxonomies
28 https://cert.lv/section/show/91
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4.8 O-9.Participation in existingdCSIRTFrameworks

4.8.1 Requirements

MINMUM LEVEL DESCRIPTION

3 Explicit, formalized on authority of CSIRT heddrmal document accepted by CSIRT management

NationalandgovernmentalCSIRTgsuallyhave no upstreanCSIRTn cases where more than one national
and governmental CSIRT exist in a country there might be an issue with cooperation and with a clea
definition of the * Narsiobother tountriesi nt of contact” f

If ateam is considering certificatidhmeans it is participatingn at leastthe TrustedIntroducer framework
(and after certification it needs to be present in at least three out of nine Trusted Introducer meetings)
Many teams &ce problems with resources (both human dmhncial oneyto allow themto participate in
severalfora. Nonethelessfor nationalor governmental teams it is important to represent the countdy
origin (as national single PoC for other CSIRbs)Id rdationshipswith other teamsand exchange
information. The EU CSIRT netwarkthe proposed\IS Directiv® is foreseen as a suitable mechanism to
address this lack of resources.

National and governmentaCSIRS should also think about forming special relations withCSIRT®f
neighbouring countriesThis might include different types of cooperatipfrom informal personal contacts
to a more formaMemorandum of Understandindechnical information sharing, usage of common secure
chat systers (e.g Jabber)and others Theissue of trust is crucial in aBSIRTpartnerships including
international cooperationandan obvious observation is that trust is difficult to build and even more difficult to
maintain.

The national and governmental CSIRTstle EU have reachedarying levels of maturity, which may be
detrimental to more effective cooperatiort

When handling incidents internationally, partneringational and governmentalCSIRTsometimes do not act
as expected upon information provided. There can be a number of reasons for this. In some cases, this could be
due to the lack of a standardised framework for information exchanged, which makes it difficulngdional

http://www.europarl.europa.eu/oeil/popups/ficheprocedure.do?lang=en&reference=2013/0027(COD)#basicinforma
tion

31 https://www .enisa.europa.eu/activities/cert/support/files/updatececommendations2012 chapter 8.3 Best
Practices for Cooperation
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and governmentdCSIRT® analyse and identifithe relevarce thereof.But there are other factordike insome
cases legal/data protection barriersr limitations to actultra viresbeyond a specific debation of powers.3?

4.8.2 CERT.LV experience
CERT.LKas beera full member of FIRST since April 2009 antrusted Introducer accredited team since
2008. (Although CERT.LV was formally established only in 28&telbped out o£CERT NIC.LV and LATNET
CERJTwhich were bothestablishedalreadyin 2006.) CERT.LV also patrticipates in the Annual Meetings for
CSIRTs with National Responsibility organised by CERT.{DGhenalctivities for national CSIRTs organised
by ENISA.

On a caseby-case basisCERT.LV negotiates bilateral partnershigs example, by a Memorandum of
Understanding.

4.8.3 Comments from certified teams
All certified teamsactivelyparticipate in the existingCSIRTrameworkssuch ag-IRST an@iFCSIRTlrusted
Introducer. Most of thermhaveat least one responsible/contact person frery contact
network/organisation Froma certification point of viewthis parametercaneasilybe proven bythe
respective orgarsation (for examplahrough listingin the database oFIRSThembers etc).In general,
teams stressed the importance of paipation in these frameworks.

4.9 (0O-10.Organisational Framework

4.9.1 Requirements

MINMUM LEVEL DESCRIPTION

3 Explicit, formalized on authority of CSIRT heddrmal document accepted by CSIRT management

A dear organisationalframework documentis needednot only for certification, butalso it should be
availableand usable for team members. This document should desardieonly the abovementioned
organiational parameters but alsthe organiational structureof a CSIRas well athe C S | Rldce isthe
national IT security framework. There might be supporting documents/reference documents, that
depending o thelevel of classificatiorshould be available to alSIR€mployees.

The description of the organisationfshmework can belone ina single dcumentlike a handbook or the
information can be collected in an internal wiki. Other solutions are possible as well.

4.9.2 CERT.LV experience
CERT.LV has a document call€&RT.LV Handbdokhich serves both as a main document for the
organisational framewdrandas a set of procedures and normative documents and references in order to
formalise knowledge that exists mainlyine a m mehadd&This documenélso increassreassurance
within the team and improgsthe awarenes®f new employees.

32 https://www.enisa.europa.eu/activities/cert/support/files/updatedecommendations2012 chapter 6.1
National/governmental CERT Corevszs Capabilities
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4.9.3 Commentsfrom certified teams
This is one of the parametevghere certifiedteamshavedifferent approacles All of them havea RFC2350
document in placéut someteamshaveusedthe certificationprocesgo developamore formal and
broad‘umbrelld document/ handook. Teams that hae handbooksor wikisstressed thathey are
updated and actively used.

4.10 O-11.Security Policy

4.10.1 Requirements

MINMUM LEVEL DESCRIPTION

2 Explicit, internalinternal informal document/procedure written down

Obviously aCSIR@as anorganiation also needs a security polifyr its own purposesThe plicy might be
part of the host orgarnsation’ security policyif different From the CSIRT perspectivenmarily this policy
should focus otthe protection of sensitive informatione. confidentiality Whenwriting the security policy
local legislation must be taken into accouaspecially reldmgto personal data protection and information
classification and protectiorCSIRTsight consider develdpg a policy that is compliant wh international
standards (for examplesO27001).

4.10.2 CERT.LV experience
CERT.LV has adoptadecurity policy based aiie ISO 2700% framework taking into account some local
legislative requirements. The work othhe CERT.LV security policy allows CERKpafts to gain experience
in orderto develop best practice documents (policies, risk assessment, recovery plaetdihdor state
institutions and local municipalities.

4.10.3 Comments from certified teams
All teams havehe security policy of thénosting organkiation in place (in one cadbe host orgarngation is
ISO27001 certified, sdhe policy is part of that). Some tie teamshaveparticipated in developinthe
policy. Howevermost ofthe teams have some additiormdspecific guidelines to thatqgicyrelating to
CSIRT activitiemcluding for example TLF* usage

4.11 Generalcomments on orgarsational parameters
According to the Tr ust eodgankational parmetees for nativnaleamdt s ' f e e
governmental CSIRTSs are usually in geryd shape, fully documented and seldom raise any serious issues.

Althoughthe certified nationalandgovernmentalCSIRTdid not mention any issues witmcident
classification, Tl expertgportedthat issuessometimes arise, foexample, whenhe classificationis not
aligned, it is not well communicated to the constituenayit is not supported by automated tools. The
mainquestionarisingduring the certificatioris whetherthe incident classification suitableand the teamis
comfortable wih it.

33 http://www.iso.org/iso/home/standards/managemenstandards/iso27001.htm
34 https://www.trusted-introducer.org/ISTLPv11.pdf
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As arexample in Germany therare certainlegalrequirements regardinghe classification of incidents and
reporting requirements, but that classification might not be the best ondHerrganisation togain
situational awarenessso theinterna classification must be tailored to the reporting requirements by law.

Duringthe certification processaTrusted Introduceexpertdoesnot evaluate differences between
different teams classification becausathoughthere areusuallysimilarities betveen teams, some parts
always differ. For examplelassification might be determined by the tools usegrwmotedby local
government.There is no consistent way of classifying incidents in Eusropé¢hisis one of the future
directions forpossiblehammonisation.

Teams should consider usitige O-10 parameter to write a document that covers many other parameters in
terms of documentation.This can eithebe a separate document a handbook charter or orgarsational
framework—or informationcanbegg at hered i n the team’s wiKki
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5. Maturity of Human Parameters

5.1 H-1.Code of Conduct/Practice/Ethics

5.1.1 Requirements

MINMUM LEVEL DESCRIPTION

3 Explicit, formalized on authority of CSIRT heddrmal document accepted by CSIRT management

Certification requires certain set of rules or guidelines for CSIRT memtwensrofessionabehaviour both

within andoutsidework. TheCSIRT Code of Pract{€&CoP} is provided by the TFESIRT communifs an
example.TheCCoRoverslegal requirements (including when dealing with incidents outsideparticular
CSIRT"s country), being responsible when sharin
of vulnerability research. Ithe case of national and governmemt@SIRg;, certain behaviour should be
expected from CSIRT employeespeciallywhen dealing with outside partners. Howevea code of
conduct/practice/ethics shouldot limit or disturbthe normal working process @CSIRT.

National and government& SIRscan bepart of a government andubjectto the host organsation’s code
of conduct/practice/ethicge.g. ministriesjhat might be too general for CSIRTs that caserequirements
of the CCoP should be merged witle host organsation’s requirementswith due care.

All employees should be awaretbi code of conducandshould be encouraged to discuss and constantly
improve it.

5.1.2 CERT.LV experience
CERT.LV has adopted its aswde ofconduct andethics. It includes requirements frothe CCoP and from
the host organgation’ @linistry of Defencegode ofethics. The dbcument includes provisions on such
topics as:

1 legal requirements-focuses orthe need to observe local legislation as well as take into account
other countrieslegislation ifthe partiaularincident‘crosses the bordets;

1 information exchange responsible handling of sensitive informatjon

1 avoidinga conflict of interest-specific provisions frorthe local legislation

1 professional behaviour reasonable requirements for professionaicarespectful behaviour

A draft ©de of ethics discussed in a team meeting and suggestions from the team members were taken
into account.

5.1.3 Comments from certified teams
Most of the teams have some kind of code of conduct as pétt@hostorgansa t i pohicy and/or
governmental requirements (such as rules for civil servangspart of asecurity clearance proces§)ne
team mentioned thathe code of conduct is one dlie first things thatare discussed with new employse

35 https://www.trusted-introducer.org/CCoPv21.pdf
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On the other handone teanrelied moreorap er son’ s r e theicomniunity (before ihiting)i n
with no specific requirements for outside work behaviour.

5.2 H-2.Persomel Resilience

5.2.1 Requirements

MINMUM LEVEL DESCRIPTION

3 Explicit, formalized on authority of CSIRT heddrmal document accepted by CSIRT management

Lack of qualified persamel is often one of the main issues for national and governmentBIRTs
Certification requireghat the t e a minisium size isthree (parttime or fulime) CSIRT memben.is
guite commonfor CSIRT® have part-time employeesthoughit should be clearly defined that in cases of
emergencythe work in theCSIRT should take priorityer other working obligations.

As an extension to persael resilienceit might be a good idea to lva a group of volunteers as a bagj
in case ofa significantcrisis. They should be involved in CSIRT exercises in order toahbasic
understanding ofCSIR®perations.In addition,security clearance issues should be taken into account.

Typically CSIRTs are rather small,ssGSIRT should consider implementing procedures in dodensure
that each critical function has at least one primary and one fgckmployee.

In special casesa dedicated employee should be appointed (for example specal/politically sensitive
dates for 24/7 availability).

5.2.2 CERT.LV experience
CERT.LV ensures perselresilience vidhe following:

1 the staff is growing every yeaeaching 15 FTEs in summer of 2015

9 flat structure—no division in departments antie shortest possible command chain

1 an autsourced helpdesk 24/7 with instructiomms how and when to contact CERT.LV employees and
basic information for simple cases

1 inthe event ofa significantrisis CERT.LV h#ise potentialto involve volunteers fromhe Cyber
Defence unitvhichis part ofthe National Guardi Latvig all members have security clearance and
are trained to be able to participate in crisis mitigatidineCyber Defence unit is always involved in
the CERT.LV exercises.

5.2.3 Comments from ceified teams
Teams did not point out any problems with persghresilience although not all of them proviel a24/7
service. Most of the teams have persahresources available (for exampleom the host organgation) that
can be involved ithe CSIRT a@rations in a case of crisi®ne teamalso pointed outthe importance of
observinga healthy work/life balance for employees in cases of lengthy incidddépending on the
functions and size of the constituenayational and governmental teams tend t@ave morethan three
employeesThe &ze of national and governmental CSIRiBs$ are already certifiedariesbetweeneight and
35 people in the core teamndup to 100employeesn the host organisation which can be involved in CSIRT
activities if needed
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5.3 H-3.Skillset Description

5.3.1 Requirements

MINMUM LEVEL DESCRIPTION

2 Explicit, internal-internal informal document/procedure written down

CSIRTs ka memberswith different educational ancemploymentbackgroundsGuidance raterials m
setting upa CSIRinclude aroverviewof the skillset needed (for exampl& Step by Step Approach on how
to set up a CSIRTor the CERT Division of the Software Engineering Institageription orfOperating and
Staffing a CSIRT), so generallyhe skills needed for CSIRT operatame well documented

The task of findingan experiencedprofessional might be rather difficylparticularly for a national and
governmental CSIRTaking into account financiaksource$, so during job interview€SIRTshould look
for a person withthe right mindset and attituderather than expedng to hire afully qualified professional

Anather dimensionof ateam’ skillset is thathe CSIRT should be aware of each existing memsigils and
abilities (taking ind account professional developmenmghen complementing the team with new members

The &illset should be defined internallyy for example collegbb descriptiongn aninternal wiki.

5.3.2 CERT.LV experience
Each position in CERT.LV has a description of gwtiéch is part of the employment contract. Requirements
for eachnew position includea skillset description. Skillsetsinclude incident handler, malware analyst,
programmer, IT project manageand IT auditor. When looking for new employee€ERT.LV takes into
account existing skills within the team as well as skills required for the new or understaffed functions. These
needs are matched with what is available in the job market thedest possible candidates are recruited
providedthe salay CERT.LV can offeacceptabletaking into account the global market situation.

5.3.3 Comments from certified teams
Skills needed for specific posit®are described ithe recruitment advertisements and jatfunction/
service description. Only one team mtainsa separate skillset description besidist previously
mentioned

5.4 H-4.Internal Training

5.4.1 Requirements

36 https://www.enisa.europa.eu/activities/cert/support/guide/files/csisettingup-guide
ST http://www.cert.org/incident-management/csiridevelopment/resource®peratingstaffingcsirt.cfm
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MINMUM LEVEL DESCRIPTION

2 Explicit, internainternal informal document/procedure written down

Internal training should be used both to train new team members and to imptfoeekills and knowledge
of existing ones.

For new employeesome kind of internal handbook (for exammempiled during the preparation phase
for certificatior) isusefulin order to gain understanding of overall CS$Rihding. If possiblenew members
should make use of one (or more if possible) mertarmore experienced team membeavho bringsnew
memberup to speed. Alsan ‘ niroduction round would be advisableduring whichthe new employee
becomes familiar witleverybody and the functions of each team member.

CSIRTs should encourage internal informasbaring between employees and opportunities for
professional development insidae CSIRT.

As national and govemental CSIRTdepending on their situatiortraining related to security clearance
(including information classificatigms essential for new employees.

In any casgthe procedure of mentoring and internal training should be documented to assist the tea
thisimportantand resourcedemanding process.

5.4.2 CERT.LV experience
Each new employee for CERT.LV has a walkthrough/dgtnadion of the main CERT.LV tooks.d. RTIR,
internal customer databaseetc), an introduction within the organisation as well as specific briefings on
information classification and sharing, safety issues tin@dcode of ethicsParts of these briefings are
provided by the host organisatiorigpecific mentoring is conductesh a caseby-case basisAll CERT.LV
educational activities are open to all employedfsthe terms andconditions of external trainingllow,
participantscanshare the knowledge and material§that traininginternally.

There are informal internal presentationsdrducational activities as well assecurity dayactivities.The
CERTIVHandbookbesidesilocumenting thenternal training processs dsouseful along withthe RFC2350
document in providinganoverview d CERT.LV activities.

5.4.3 Comments from certied teams
Teamsamainly employa mentoring process andninternal wikito train new employees. Some of them
haveamore formal training programme covering #ik basicaspectof the work (PGP, incident response
systemtools, mandate etg. Another approah is thatinternal trainingis a part othe host organsation’ s
training policy.

5.5 H-5.ExternalTechnicalTraining

5.5.1 Requirements

MINMUM LEVEL DESCRIPTION

3 Explicit, formalized on authority of CSIRT heddrmal document accepted by CSIRT management
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Thereis a number of possibilitiegor external technical traininty. The dallenge is to combine available
needs and resources, while maintaini@fsIRTperations during training. There should be mandatory
external training for new members (for exampRANSITS). It might be a good idea tmake available
online courses or webinars for gaining and maintairtheskills neededTRANSITS%s a more technical
trainingthat isusefulaspart ofthest af f s conti nuous educati on.

As national and governemtal CSIRTdependheavily ona fixed budget it is very important to include
training needs in the annual budget.

Teams should consider usiBgN | SA’ s f rtemieihgy awdi 1 tabdaien tfor€SIRTr ai n ¢
specialists. National and governmental CSIRTs can ask ENISA to deliver specific tramimdj\adual
team basis'!

5.5.2 CERT.LV experience
A =t of courseds mandatory for new team members (TRANSITS |, information security course from the
Ministry of Defence). Participation in external training is orgadhiindividually according to the needs of
employees and available resourc@$e hudget for external training is planned each yeaonsidering the
profilesof employeesand organisational limitions.

CERT.LV employees participate regularkeiminars and courses organisedE\ISA and NATO CCD¢oE
TRANSITSdVentsand, when possiblein external exercises.

Some ofthe team members have formal certificates in related fields, for exampéified Ethical Hacker
(CEHland Certified Information System Audi{@ISAcertificates.

5.5.3 Comments from certified teams
Most ofthe teams mention TRANSIT&urses as a basic requirement for external training of new
employees. Usually there @awvell-documented process and budget available for external training. One
team mentioned thathe technical training requirefbr CSIRT personnislmore expensive thathe
averagebudget for trainingeivil servantgrom the host organgation. In that caseexcepticmsare
introduced to allow for different trainingtype for more advancedkilled personnel.

5.6 H-6.ExternalCommunicationTraining

5.6.1 Requirements

MINMUM LEVEL DESCRIPTION

2 Explicit, internal-internal informal document/procedure written down

38 https://www.enisa.europa.eu/activities/ce/training

39 http://www.terena.org/activities/transits/transitsi/

40 https://www.terena.org/activities/transits/transitsi/
https://www.enisa.europa.eu/activities/cert/training/wanto-know-more

42 https://ccdcoe.org/
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In national and governmental CSIRTs most team members dealheithconstituency and peers oa
regular basis. Mature CSK3hould be capabl®f communicaing efficiently with the press mediaand
society in general. At least some team members shagdive advanced external communication training
and basic training (perhaps internal or fromhe host organsation) should be consideredfor all team
members.

TheTRANSITS Il course has an excdiiasiccommunication module that is easily availabeCSIRTS.

Subiject to theavailabilityof financial resourcesationaland governmental CSIRd@sild consider recruiting
crisis communications experts tleal withstakeholdersand media.

5.6.2 CERT.LV experience
Although ® far no specific communication trainifigas been provided, it is planned. Some team members
have participated in communication training as part of exercises and TRANSIUISes.

There arethree public relation specialists ithe CERT.LV team wihavea variety of experience in dealing
with the mediaand publiccommunication as well athe publishingof information. Most experienced
CERT.LV team members have long experience in participating in radio and TV intdoriewsch the
necessargkills have been acquired through practice.

5.6.3 Commens from certified teams
Certified teams havdifferent approaclkeson who is allowed to talk tanedia. In some teamgverybody
can talk tomedia and thereforehey allreceive communication trainingn other teams only some
employees can talk tthe press, so communication training is not availaioleverybody All teams
mentioned however, that they are considerinthe possibility of communication training for all team
members.

5.7 H-7.External Networking

5.7.1 Requirements

MINMUM LEVEL DESCRIPTION

3 Explicit, formalized on authority of CSIRT heddrmal document accepted by CSIRT management

External networking has two componentgoing out and meeting other CSIRTs andre actively
contributing to the CSIRGommunities Thereis a number of key orgnisations that allow CSIRT0 meet
and communicated.g.FIRST, BANT (TERENA), ENISIgportunitiesoccur more than once a year and in
different locations, so national and governmen@®IRTshould find avayto participatein at least some of
them.

National and governmental CSIRTs should be active in global forums (E&IRTF, FIRST), botore
importantly, they shouldparticipate in forums which are specifically created for th@imnose are:
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1 ENISAorganised annual workshd@ERTS in Euroffé which is dedicated to European national
and governmental CSIRTs

1 CERToordination Centéf-organised annual meeting of national CSIRTs

1 European Government CERT forum (GG closed group of governmental CSIRTs

Participation in external events is very important aardappropriate budget should be allocated annually.

5.7.2 CERT.LV experience
CERT.LV &Trusted Introducer accredited team and a member of FIRST. Regular participatiec6 $1RF,
Trusted Introducer an&IRST events is agreedhe formal contract withthe supervising institution.

Bilateral agreements andemorandums ofJnderstanding are negotiated and concludedacaseby-case
basis. These include cooperation wililSIRTs iather countries as well aswith the commercial sector
security researchers, vendoasid service providers.

The national and governmental CSIRT CERT.LV is open to cooperation with every stakeholder in the field
IT security.

5.7.3 Comments from certified teams
All teams stressed the importance of external networking. In most cases there is a dedicated contact
personfor every partnergroup uch as-IRST, EGC -TBIRTational groups)Meetings of that group are
usuallyattended by the main contact person aadotherperson from the team. For the second person
the rotation principle is used in some teams.

5.8 Generalcomments on human parameters
According to the Tr ust ehdmah patameatetolitteeSiM3 modgl ferrmatisnal f e
and governmentbCSIRTare influenced by lack of resources, skills and experience.

The most challenging parametazsncerntraining and mentoringf existing and new staffAll four

certified national and governmental CSIRTs reported hatisgracticedocumented Sirce new members
of the team are tutored irregularly and in many cases by different team memtberprocesgends to be
“re-invented’ every time. The recommendation is tioink about this process and to document it according
tothet eam’s needs.

Another clallenge for national and governmental CSIRTSs is to jussififficientexternaltraining budget.
Reducing the availability of financial resouragtuences the ability of CSIRsTo train and certify staff
skills andrecertification in particularmightbe put in doubt Some teams argthat a wide range of ideo
and online training is available, but laskhuman networkingneans thateamsdo not havean
opportunity to get to knowone another to build up trust
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6. Maturity of Technical Parameters

6.1 T-1.IT Resources List

6.1.1 Requirements

MINMUM LEVEL DESCRIPTION

1 Implicit—awareness, knowledge in head, experience

The constituency afiational and governmental CSIRTSs is genedallgrseand so is the range of resources
(software and hardwared CSIRT has support Howeverin order to achieve certificatigra CSIRT should
be able to know at least what kind skrvice, and, in particular, what kind bélp and informationthe
constituency is expecting.

Inthe case ofagovernmental CSIRIT might be possible to gather more information on certain institutions
(for example on critical infrastructure providers agovernmenal institutions). This can be achievelly
surveying constituentevertime to obtaininformation on their IT resource$he esults of this assessment
should be kept in some orgaeaid form for example, aconfiguration management database (CM[2B)
other type of asset managemet

For national CSIRTs it is more difficattd in many cases not feasible maintain acompletelist ofresources

of constituerts, in which case information and advisories should be distributed in case of any major
vulnerability. National and governmental CSIRTs should be trained and educated to handle any requirement
of the constituency.

6.1.2 CERTV experience
CERT. LV's const it usothecgeatiorsof alist ef resotrce$ used byothe mongtityency is
neither practical noachievable There are some institutions withe highest priority,andfor those certain
information has beegathered, mostlyoncerningonline resources and usedntent management systems
(CMS. This information is kept in the user database where it is possible to filter, for example, all high priority
institutions usingcertain CMS

6.1.3 Comments from certified tams
Most CSIRSImaintain lists withinformationaboutconstituenciesIT resourceshat sometimes are
incomplete Usuallymore information isavailableabout governmental institutions and critical
infrastructure providersSome teams mentioned that maintaining such a lisi challengingaskandthis
informationhas to be properly protected since it can be sensitNational CSIRTs hawesually onlya
rough ideaconstituency s r e ¢far exanplefsom information colleted by public awareness
campaignssurveys etghbut mostly CSIRTSs rely on their experience and ability to handle issues with all
types of hardware and software.

6.2 T-2.Information Sources List

6.2.1 Requirements

37



* ¥
x

* L
* * CSIRT Capabilities
, enisa

*k* N

MINMUM LEVEL DESCRIPTION

2 Explicit, internainternal informal document/procedure written down

National and governmental CSIRTs should have at l@@stwritten procedure on how theyobtain
vulnerability and threat information, including list of information sources. There might be additional
information on each source (e.g. trustfulness, usability.&eyide range of information sourcésavailable
for direct integration imo CSIRTéncident tracking systems and to be used for educational activities.

6.2.2 CERT.LV experience
CERT.LV has an infornoat sources list that is integratedtonthe customer management system. Feeds
from these sources are processed automatically and distributed to the constituerdsdaily basisand
feeds on newest vulnerabilities and viruses are published dailthe CERT.LV web page. Several sources
are used to prepare educational materials.

6.2.3 Comments from certified teams
All certified national and governmental CSRientioned that they maintain such a list in various forms
internal wikior specialsystems (ARANIS, OTRS et€he nformation sourcedist usually contains both
media monitoringand public information sourcess well asnore confidential sources of information.

6.3 T-3.Consolidated Enail System

6.3.1 Requirements

MINMUM LEVEL DESCRIPTION

3 Explicit, formalized on authority of CSIRT heddrmal document accepted by CSIRT management

All CSIR&-mail should be kept in one repository available for all CSIRT membersemtito-know basis.
Preferably there should be dicketing system or similain placefor managinge-mail which should be
documented andaccepted bythe CSIRT management as a formal document.

6.3.2 CERT.LV experience
All e-mail sent to the central enail addresses of CERT.LV is kept irtitketing system(in this case RTIR)
the responses are also sent from that systana copies are kept there. All CERT.LV employees have access
to this system There are other enail lists used for particular purposes (e.g. for receiving contact
information, for applyingo events)whichare available to all employees involved in the particular process,
but no central archive is kepthe process is described in the handbook.

6.3.3 Comments from certified teams
All teams noted that they are using RTWRjch providesa consoliddaed e-mail system andllows some
degree of automatization of processing incoming incident repdotsgome teamsip to 80% of incidents
are handled automatically).

6.4 T-4.Incident Tracking System

6.4.1 Requirements
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MINMUM LEVEL DESCRIPTION
3 Explicit, formalized on authority of CSIRT heddrmal document accepted by CSIRT management

There should be a formal document th@gscribeshow incidents are handled using a tracking systeoi.
Avariety ofthese toolsare available €.9.RTIRAIRT). Initial training on system usage for new employees
should be available. Although Request Tracker systems are tailored for ESHRY<SIRT has different
needs and usually additional tailoring will legjuired, sdt is recommended to have an-louse developer.
Requirements and suggestionsthoseemployeesworking daily with therackingsystem should be taken
into account as much as possible.

6.4.2 CERT.LV experience
CERT.LV ust® RTIR systerfRequest Tracker for Incident Respotiserhere are sparate document®n
the properRTIR usage and incident {ifgcle. TheRTIR usage document explaihe workflow of when to
create an incident, when an incident report, etc. CERT.LV has-leouse developer to make minor
adjustments to the system when eded.

6.4.3 Comments from certified teams
All teamsmentionedthat they are using RTIR for incident trackifigams noted that RTIR needgaod
dealof work and adjustments but nothing better is available.

6.5 T-5.Resilient Phone

6.5.1 Requirements

MINMUM LEVEL DESCRIRON

2 Explicit, internal-internal informal document/procedure written down

CSIRTS should be aware of their requirements for phone service. Although certification does not require
formal document, it should be included in the service provideontract definitions of basic service with
defined maximum outage time and/or time to resume service. Reasonableugnok faltback optionsare
obviously mobile phones. National and governmental CSIRTs sisatensider operation in a major crisis
situation, possibly as part ad country 'owerall crisis management mechanism.

6.5.2 CERT.LV experience
CERT.LV is using land$ias a basic phone serviagith requirements set out ithe contract withthe service
provider. As a standard fdblack mechanispmaobile phones are available to all employessth encryption
features if needed. Other fallack mechanisms include Skypand Jabbef communications.

6.5.3 Comments from certified teams
Certified national and governmental CSRi§ethe host organgation’ ghone infrastructureandsome of
them have access tihie national emergency networkn most casesservice level agreementse in place.
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6.6 T-6.Resilient Email

6.6.1

Requirements

MINMUM LEVEL DESCRIPTION

2

6.6.2

6.6.3

Explicit, internal~internal informaldocument/procedure written down

Best practice is that CSIRTs maintain their ovmmad services. Encrypted connections for both incoming
and outgoing email are mandatoryandmaskingothes ender s | P address i s a

In case thee-mail services are outsourced rvice level agreement should be in place with at least
defined maximum outage time and/or time to resume sergic€onfidentiality issues should be seriously
considered.

CERT.LV experience
CERT.L\tmail services are prxdded by the host orgasiition and maintained bthe members othe
CERT.LV tearAwide range of security features are implemented

Comments from certified teams
All certified national and governmental CSRiRintain their own email servicesthoughsome make use
of the host organgation’s email infrastructure too.

6.7 T-7.Resilient Internet Access

6.7.1

Requirements

MINMUM LEVEL DESCRIPTION

2

6.7.2

6.7.3

Explicit, internal-internal informal document/procedure written down

CSIRTS should be aware of their requirementsfernet access. National and governmental CSIRTs should
have more than one internet service provider or at least redundant physical connections. Service level
agreements should be in plaatefining at leasmaximum outage time and/or time to resume sensce

If possible governmental CSIRTs should be pag @évernmental network for national crisis.

CERT.LV experience
CERT.LV has redundant connectiomsnf several ISPgor both Latvian and foreign traffic. Redundant
physical connections are in placik addition CERT.LV has an access point to the national crisis network.

Comments from certified teams

All teams usé¢he host organgation’ s i rinfrastruoteg someteams mentioneda specificservice
level agreementith ISR. All teams have connectivity from several |SiHglsome teams have access to
the national emergency network.
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6.8 T-8.Incident Prevention Toolset

6.8.1 Requirements

MINMUM LEVEL DESCRIPTION

1 Implicit—awareness, knowledge in head, experience

National CSIR]is most casedave a coordinating role, so thimrametercan be omitted fronthe scoring.
In casethe CSIRT sole is not purely coordinatinghe certification requirement is to be aware of the
available tools for incident prevention.

Governmental CSIRTs may h#éve potentialto cooperatemore closdy with the constituency including
options to recommend certain usage of tools and also to receive information collected from such toals, i.e.
incident prevention systems, spam filters, virus scanning, etc.

Best practice for national and government al CSI
infrastructureis to use honeypots and spam traipsorderto detect activities in the nvork.

6.8.2 CERT.LV experience
CERT.LV as a national CSIRa hasstly coordinating function. Howeveaas a governmental CSIRT it has
some activities in the incident prevention aréacluding spam traps, honeypoésmddirect information
from some institutionsTheCERT.LV mandate allows penetration testing and security audits for some
groups of constituents which contribute greatlyttoe security infrastructure of these constituents.

6.8.3 Comments from certified teams
One national CSIRTd®scored-1 in this paraeter, i.e. it is not measuredvhile others haveatoolset
description inthe handbook or internal wiki. Some teams provide s&fvice tools fothe constituents,
e.g. port scanning servic8&ome othe incident prevention information is published onghvebsite. During
certification, it is essential to prove that people can actually tisedescribed toolsetccordingly

6.9 T-9.Incident Detection Toolset

6.9.1 Requirements

MINMUM LEVEL DESCRIPTION

1 Implicit—awareness, knowledge in head, experience

It is mportant, especially for governmental CSIR®®btaininformation about incidents when they happen
or are about to happen. Most valuable would be direct data from the constituengs ficident detection
system (IDS) data, netflow data). Arrangenssior getting such information should be possiliter the
governmental CSIRTAnaher option for CSIRTSf legislation permits such an optiois to create a
dedicated network of sensors for incident detectiorthe constituency.

It is possible for ahational and governmental CSIRTgém information fromexternalsources (such as
Spamlaus, Team Cynur Shadowserver, etc) about detected incidents in their constituency. If processed
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accordinglythis information can provide targeted advice (for exampbel SP®nd enduserg about
incidents.

6.9.2 CERT.LV experience
CERT.LV usesternalsources foiobtaininginformation and providing targeted warnings to constituents
about incidents. LegallERT.LV has a right to collect data flows from the constituentiseobasis of
mutual agreement. This possibility is used to deploy early warning system sensors in the constituency to
receive very valuable information for incident detection.

6.9.3 Comments from certified teams
One teamhaspointed out thatthey do not domuchfor incident detection, sa -1 scoringcouldbe
considered althoughanother mark was given during the certification proce®ther teamshavetoolsthat
are well documented ithe wiki or internal documentdduring the certification, ademonstrationof tools
wascarried outby some teams.

6.10 T-10.Incident Resolution Toolset

6.10.1 Requirements

MINMUM LEVEL DESCRIPTION

2 Explicit, internal-internal informal document/procedure written down

Certification requiremergask at least foaninternal description d available tools for incident resolution.
The ange of tools can be wid&éom pure basicswWhois, Tracerute) to advanced laboratories and toolsets.
National and governmental CSIRTs should be able to deal with almost any kind of incideay, slaould
possess corresponding set of tools forensics, reverse engineering and web application analysis toolkits
should be availablat least

TheCSIRT community is opansharing information and usalifferent types of tools. For most needsee
open source tools are available that allow CSIRTs to manage their functions vétditibnal expenses.
For commercial toolghere can be discount option especiallyfor national and governmental CSIRTs

6.10.2 CERT.LV experience
Overmanyyears of operationCERT.LV has gained experieinagsingawide range of tools for incident
resolution. Most of them are open sourbeit someare developed irhouse. Coming®m anacademic
background CERT.LV has strong links to the scientific commtimétt allowthe developmentand usage of
some experimental tools.

6.10.3 Comments from certified teams
All certified national andgovernmental CSIRTaveincident resolution toolsvhichare well documented
One of theteamshas a public presentatiorabouttools used for incident resolution.

6.11 Generalcomments on technical parameters
According to the Tr us:t,enlynewrteamsbavproblems withxigpgeoold. s ’ op
Experienced teams hawl thetooling in place.
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If the team hasgood balance dfechnical and process oriented peoplkis ensures sufficient technical
capabilities which are properly documented.
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7. Maturity of Process Parameters

7.1 P-1.Escalation to Governance Level

7.1.1

Requirements

MINMUM LEVEL DESCRIPTION

3

7.1.2

7.1.3

Explicit, formalized on authority of CSIRT heddrmal document accepted by CSIRT management

The escalation process tthe upper management of national and governmental CSIRTs and to governance
level of constituents needs to be formsdd and approvedy at leastthe management ofa CSIRTThe
formalised process needs to take into account different scenanasile the escalation process needs to
incorporatethe severity ofanincident and emergency situations.ahational and governmental CSIRT acts
asa coordination entity, there should teemechanisnthat sets deadlines foa responsiblgerson to handle

an incident and provide feedback tiee CSIRT. If these deadlines are not jtietre should behe abilityto
contactthe upper management ahe organisation.

Management of national and governmental CSI§tiould have a clear understandinflmw to reachthe
upper levels of government in appropriate cases.

CERT.LV experience

CERT.LV ainderthe direct supervision othe Ministry of Defence, which is the responsible institutfon
IT security in Latvia. Besidix® IT Securityaw, there isthe delegatioragreement between CERT.LV &mel
Ministry of Defence that is concluded yearly and defja@song other thingghe information flow between
the institutions.

According to thdaw, if CERT.LV dete@security incidenthat jeopardises national securitit,shall inform

the Minister for Transport, the Minister for Defence, tMinister responsible for the sectdn which the
incidentoccurredand the competent State security institutioti a breach of security or integrity has been
detectedthat has had a significant impact on the operations of electronic communications networks or the
provision of servicesCERT.LV shoulwbtify the State administrative institutions of the European Union
Member States an&NISAegarding whahashappened.

As dfinal escalation point-in the caseof asevere crisis that endangers the Statee Cabinebf Ministers
may tale a decision to transfer the tasks, rights and resources of CERT.LV to the National Armed Forces.

Whencoordinatingthe usualsecurity incidentsthe incident handlingporocess of CERT.LV sets the deadline
for contactingthe governance level dhe constituent.

Comments from certified teams

Escalation to the governance level for certified teams is very well establisksbaulid bedocumented in

the internal procedures with the host organisation or formalised in the agreement with the government,
or documented in the handbook or wiki. It is also important to test the escalation in some exercises.
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7.2 P-2.Press Escalation

7.2.1 Requirements

MINMUM LEVEL DESCRIPTION

3 Explicit, formalized on authority of CSIRT heddrmal document accepted by CSIiRanagement

The pess escalation process should describe rowational and governmental SIRT reachebe host
organgation’s press office. There should be clear boundaaigsutwhat a national and governmental CSIRT
can disclose tdhe public without coordination withthe host organsation, and what messages should be
reconciled.An example of messages that need coordinatiangovernmental level could be largeale
attacks on governmental institutions or critical infrastructure.-idplate contact information and time
restrictions are important isuchcases.

7.2.2 CERT.LV experience
As stated beforethe flow of information between CERT.LV dhe Ministry of Defence is described fine
delegationagreement. Thdaw gives CERT.ltMe mandateto inform the public or require the relevant
electronic communications merchants to do so, where it determines that disclosarseafurity incidents
in the publicinterest

In cases of specific incidenthe message ialsocoordinated withthe affected institution.

A lessonlearnedfrom the crisis exerciseis thatin the case of crisighe message to media is coordinated
with the State Chancellenyhich isthe central public administratioservice No particular agreements with

the press or mediare in place, but contact details are available for major radio stations, TV channels and
portals.

7.2.3 Comments from certified teams
Press escalation is well documented for the certified teams. In most c#ses documented in the
procedures with the hostrganisation as well as in the handbook or wiki. Host organisations tend to have
various sizedommunication departmentsvhich can be involved if a CSIRT &ksge incident to deal with.

7.3 P-3.Legal Escalation

7.3.1 Requirements

MINMUM LEVEL DESCRIPTION

3 Explicit, formalized on authority of CSIRT heddrmal document accepted by CSIRT management

Legal escalation might take place in different casesordination and legal support eacrisis situation and
incident handlingiQcludinginternationalincidents) andadministrative tasksuch aspproving agreements
andMemorand of UnderstandingThe kgal process can lexercisedas part of CSIRT exercises, especially
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international exercisedAs in all escalation processéisere needs to be upo-date contact informatiorfor
the legal counterpas.

7.3.2 CERT.LV experience
TheCERT.LV process of legal escalation is set tha itelegation agreemenwith the Ministry of Defence
One of the requirementof the agreement isto submit for approval internatioml agreements and
Memorandums ofJnderstanding.

CERT.LV involves its legal expert in various available international exercises when possible.

7.3.3 Comments from certified teams
Legal escalation for the certified national and governmental teams is establishieel procedures with
the host organisation and detailed in the handbook or wiki.

7.4 P-4.Incident Prevention Process

7.4.1 Requirements

I!"ﬂ!ﬂil!aa. DESCRIPTION

2 Explicit, internal-internal informal document/procedure written down

National CSIRTs camainly prevent incidents by raising awareness, educating constituents and issuing
advisories. For governmental CSIRftuence can be more direct depending on cooperation betwten
institutions. Procedure for usage of the tools mentionearameter T8 should be written downmade
available ora needto-know basis and regularly updatealgolution such as wiki could be appropriate).

7.4.2 CERT.LV experience
CERT.LWorks on incident prevention mainly by awarengasgsingactivities and issuing advisorieand
targeted warnings to constituents. As mentionedcimapter6.8.2 CERT.LV als@msmore direct incident
prevention initiativesor certain groups of constituents.

Theprocess of incident prevention is written down and available to employediseithandbook andhe
internal wiki.

7.4.3 Comments from certified teams
The hcident prevention process for all certified national and governme@talRTs is documented in line
with the corresponding toolset (parametef8). A high-level description is usually available in the handbook
and more details are available in the internal wiki.

7.5 P-5.Incident Detection Process

7.5.1 Requirements
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MINMUM LEVEL DESRIPTION

2

7.5.2

7.5.3

Explicit, internal-internal informal document/procedure written down

The pocedure for usage of the tools mentioned in chapse® should be written downmadeavailable on
aneedto-know basis and regularly updatealqolution such as wiki could be appropriat®¥yhen obtaining
direct information from constituents there might be a need for special arrangements regarding
confidentiality of data.

CERT.LV experience

CERT.LV usas early warning system deployed in constitueémstworks as well as automated processing
of outside sourcesThe pocess ofusingincident detection toolsis written down and available tthe
employees irthe handbook andhe internal wiki.

Comments from certified teams
Theincident detection process is documented in line with the incident detection toolset (paramétpr T
and in most casethe handbook and wiki aralsoused.

7.6 P-6.Incident Resolution Process

7.6.1

Requirements

MINMUM LEVEL DESCRIPTION

2

7.6.2

7.6.3

Explicit, internal-internal informal document/procedure written down

The pocedure for usage of the tools mentioned in chapietOshould bedocumented madeavailable on
aneedto-know basis and regularly updatealgolution such as wiki could be appropriate).

CERT.LV experience
CERT.LV has an incidezgolution workflow that is documented and available to employfédse
procedure definesnyincidents life-cycle.

Comments from certified teams

The hcident resolution process is documented in line with the incident resolutiolséadparameter T

10), and in most casethe handbook and wiki are used. One team has publisteidcident handling
process onlinen the webpage describing hothe teamcan participate in the incident resolution. In one
case these documents have inteal security classification.

7.7 P-7.Specific Incident Processes

7.7.1

Requirements
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MINMUM LEVEL DESCRIPTION
3 Explicit, formalized on authority of CSIRT heddrmal document accepted by CSIRT management

CSIRTseed to understanavhether different workflows are requiredfor different types ofincident.
Procedures and workflows should be developed accordingly (either as one general workflow that fits all
incidents orseveraldifferent workflows for different types of incideht

7.7.2 CERT.LV experience
CERT.LV has specific workflow for different kinds of incidefiheCERT.LV incident resolution process is
designedo fit all incident categoriedaking into account priority of the incident.

7.7.3 Comments from certified teams
Three certified national and governmentaBIRTs have separate processes for differenskinichcident.
These processes are documented in the internal \aikil areused and updated frequently. Examples of
incident types that have different workflovese DDoS incidents, P¥dlated incidents, pishing, malicious
IP addresses and URaed Advanced persisterthreat processDifferent processes also require different
toolsets.

One teamhowever, has one workflowwhich works for all types of incidesnt

7.8 P-8.Audit/Feedback Processes

7.8.1 Requirements

MINMUM LEVEL DESCRIPTION

4 Explicit, audited on authority of governance levels above CSIRTse#ject to outside control/audit

This is one oftrictestrequirements of certificatiorwhere level 4scoringis required and anexplicitand
activeaudit process from levels abottee national and government CSIRT heshduld be in placéAnaudit
should include feedback from management or customensd a follow-up process in order to ensure
improvement and accountability. As part thfe process regular reports tothe governingor supervising
institution should be preparedome kind of reporting tahe public should be considered the case ofa
national and governmental CSIRT.

7.8.2 CERT.LV experience
CERT.LV has strict requiremzaihd deadlines foquarterly reportsfor both tasksand finances. Reports are
reviewed and accepted in writing lye Ministry of Defence withirthe set timeline. Norcompliance with
requirements fom the Ministry of Defence may result in terminationthie delegationcontract.

7.8.3 Comments from certified teams
Certified teams have differg approaclesto the audit parameter. In some casesgular security tests for
the CSIRT systems are performed by external auditors. In two, easesal review with the corresponding
ministry or customers takes placerhilefor some teamsa process for external audit and assessment is in
place.
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7.9 P-9.Emergency Reachability Process

7.9.1 Requirements

MINMUM LEVEL DESCRIPTION

3 Explicit, formalized on authority of CSIRT heddrmal document accepted by CSIRT management

A certification requirement asker aformal document that describebe reachability ofa CSIRT in cases
of emergency outsidéhe normal office hours. Famational and governmental CSER@mergency
reachability 24/7 as an international contact point should be consid€réd aninternational leve)
organgations such asriistedIntroducerand FIRST can help wiharingcontact information between
CSIRT®¢th havecontact information directaesthat are availableonly to accreditedand certified
teamdgfull memberg. National and governmental CSIRTS of the EU should befghe planned
cooperation networkwhere ENISA is envisaged to provide its support and where it can act as the
independent body for maintaining the respective information

7.9.2 CERT.LV experience
CERT.LV outsourciés 24/7 helpdesk functiorto the host organisationHelpdesk perators are insucted
on how to reachthe responsible CERT.LV employee outside normal officeshaing mobile phone
numbers. Mobile phone numbers dhe CERT manager atite deputy manager are available the upper
level management ahe Ministry of Defence, policesecurityservicesand members ofthe SecurityCouncil.
International emergency contacts are available and up to datbemrustedintroducer contacidatabase.
Alternatively, communication options such as Skype and Jabber are available.

7.9.3 Comments from cdified teams
Emergency reachability is very well ensured by all certified national and governmental CSIRTs. Methods
used 247 as well as other contact details are available ontinghe website, in the agreements with
customerspn the TustedIntroducerand FIRST databasesdin the RFC2350 document.

7.10 P-10.Best practice email and web presence

7.10.1 Requirements

MINMUM LEVEL DESCRIPTION

2 Explicit, internal-internal informal document/procedure written down

National and governmental CSHHhould handt generic securityrelated mailbox aliases such as security@,
abuse@ However not all email aliases suggested in the SIM3 model are relevant for national and

49 https://www.enisa.europa.eu/activities/cert/support/files/updatedecommendations2012 chapter 7.1 Human
resources
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governmental CSIRTs. For example, hostmaster@, webmasted@ostmaster@ are moreelevant to
those CSIRTSs serving a particular organisation.

Alsqg web presence for national and governmental CSIR& mustandthere has to bean English part of
the website availableThe web pageshouldclearly describe at leagihe constituency, saricesand contact
information ofthe CSIRTTeams might consider publistg the contact information of all employees qist
the ‘public facingpart.

7.10.2 CERT.LV experience
Usual contact informatiofor CERT.Li¢ available ithe RFC2358ocumentandon thewebsite® of CERT.LV
includingthe e-mail addressesn@me.surname@certyand public PGP keys of all employé&d®e suale-
mail address foreporting incidents iscert@cert.lv CERT.L¥Isosupportsa wide range ofaliasessuch as
abuse@cert.lyspam@cert.lyetc.Not all aliases specified in the SIM3 model exist naturally for CERT.LV. It
remainsto be seen if they are set up for certification.
Other dedicated enail addresses are availalfier registrationto events to update contact information,
etc.
CERT.LKasa regular website containing information on news, events, legislation, exampleGERT.LV
maintains annformation security awarenessisingsite: www.esidross.lywhich provides information on
whether the IP adrkss of the visitor is infected according to the CERT.LV data.

7.10.3 Comments from certified teams
This requirementistested during certification. Testing is difficultitt eam’ s domai n i s n
Certified national and governmental CSIRTSs lthifferent experience—some teams set up missing aliases
during the certification process, buthers have argued that missing aliases are not needkd.GSIRT is
maintaining its own email system then setting up extra aliases is very easy. If thednganisation is large
enough it mightbe that not all test messages for this parameter retiob CSIRT.

7.11 P-11.Secure Information Handling Process

7.11.1 Requirements

MINMUM LEVEL DESCRIPTION

3 Explicit, formalized on authority of CSIRT heddrmal documentaccepted by CSIRT management

National and governmental CSfRiandle sensitive information oa dayto-day basis. There must be a
procedure for handling and sharing information of different confidentiality levels. If there is national
legislation inplace for sensitive information handling mustbe includedin the procedure.

Information classification should be in place and appliedaftkinds of information.

50 https://cert.lv/section/show/14
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The international de facto standard for CSIRT cooperation is ISTLP (Information stnafiiog light
protocoP?). Its useensuressuccessfuinternational cooperation and it is also practical and simplgo
implement.

In addition,technical means of protecting informati@hould ben place and observeduch asendingand
receiving securee-mail with PGP support, secure voice communication solutions, storing andupack
(includingoff-site backups), andsecure destructiof disks and other media

All enployees should be instructed drow to handle sensitive information.

7.11.2 CERT.L¥Xxperience
CERT.LV has regulations on handling sensitive informat@ccordance with national law#ll employees
are required byaw to have security clearance, which means they have passed backgroundinysetgrity
authorities and also are requéd to participate irtrainingfor secure information handling.

CERT.LV aldmas aseparate technical solution for sensitive information exchange with governmental
institutions.

Information on how to contact CERT.LV secunslyg PG publishecn the website®.
Traffic light protocol is usefr both nationaland international communication.

7.11.3 Comments from certified teams
A ®cure information handling process is part of the security policy for e@shs. Separate processes for
usage of PGP and TLP in meases are in place and documented in the handbook or wiki. In one case
different communication mediare used for different parts dhe constituency. Some information on secure
incident handling is also provided in the Trusted Introducer database éotrethims.

National andparticularly, governmental CSIRTsustalso handle sensitive information classified according
to national legislation or NATO and EU legislation. Special procedures for that are defined by law.

7.12 P-12.Information Sources Process

7.12.1 Requirements

MINMUM LEVEL DESCRIPTION

2 Explicit, internal-internal informal document/procedure written down

The pocedure for usage athe information sourcesmentioned in chaptet6.2 should be written down,
available ora needto-know basis and regularly updatealgolution such as wiki could be appropriate).

51 https://www.trusted-introducer.org/ISTLPv11.pdf
52 https://cert.lv/section/show14
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7.12.2 CERT.LV experience
TheCERILVHandbook containgn internal procedure on how information sources are handled and used.
C E R T .ntermalwski containsan up-to-date list of information sources.

7.12.3 Comments from certified teams
All certified national and governmental CSIRTs have processes in place on how tartfandbgtion sources
described for parameter-Z. The most sophisticated system currently in use is TARANIS

7.13 P-13.0Qutreach Process

7.13.1 Requirements

MINMUM LEVEL DESCRIPTION

3 Explicit, formalized on authority of CSIRT heddrmal document accepted bgSIRT management

This parameter is about reaching outttoe constituency of aCSIRT outsidine regular incident handling
process. Tis includes public and media releasesnd different awarenesgaising activities.Maturity
requirement io haveaformal document withirthe CSIRT. It is important famational and governmental
CSIRT toommunicate informatiorabout IT security as well about theCSIRT as an entifitis contributes
to the CSIRT incident solution capabiliie$wo ways user awaenessraisng decreasethe risk of incidens
and trust and visibility athe CSIR@re increased

Outreach activities can take different forms, for example:

1 events (seminars, workshopdargeting particulargroups (from schoolchildren to IT professionals
and managers)

different types of educational materigls

participation in partners organsed eventsationally and internationally

support to the dedicated groups of experend discussion forums

participation in TV news editions, radio shows,;etc

regular contributions to press, medendnews agencies

=A =4 =8 -4 =4

CSIRT employees should be awarthefoutreach process and contribute to it as much as possible.

7.13.2 CERT.LV experience
CERT.L&5 a national and governmental CSIRTehaxwiety of partners andorresponding outreach
activities described in the table belonCERT.LV tig/ing to connect these activities with outside initiatives,
for exampletaking part in theEuropeanCyberSecurity Month®* that is supported by ENISA

PARTNER OUTREACH ACTIVITIES

State and local governmental

e Dedicated warnings and advisories
institutions

53 https://www.ncsc.nl/english/Incident+Response/monitoring/taranis.html
54 https://cybersecuritymonth.eu/
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Technical training
Workshops/seminars
Awarenesgaising campaigns for employees
‘Responsible internet service providenitiative
Internet service providers Warnings anaadvisories

Participation in events

Dedicated warnings and advisories

Technical training

ritical infrastr r .
Critical astructure Workshops/seminars

providers
Security audits
Penetration tests
Workshops/seminars
Educational activities

Internet users Computercheckup (twice a year)

European CybeBecurityMonths organised by ENISA (various events in October every year)

Outreach port#®

) ) Group ofinformation security expert§
Securityprofessionals o ) )
Participation in technical exercises

CERT.LV has a social presemcéwitter, Facebook and in the Latvian social netwaltaugiem.lv.

7.13.3 Comments from certified teams
For most teams this process is well established and set out in the handbook of elbst
organkat i on’' s partnership department i s invodasoed
developeda social media usage policy to ensure consistemtyle another team suggestedsing
exercises to discover which parts of the constituency areyabteachedut to properly.

7.14 P-14.Reporting Process

7.14.1 Requirements

MINMUM LEVEL DESCRIPTION

2 Explicit, internal-internal informal document/procedure written down

SShttps:// www.esidross. I
56 https://cert.Iv/section/show/17
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As part of consistent operatigmational and governmental CSE¥hould be accountable for their
activities not only tothe supervising orgasation but also tahe general publicThe eporting process has
to be properly documented in the internal documents or wiki.

CSIRT employees should be awarthefreporting piocess and contribute to it accordingly.

7.14.2 CERT.LV experience
CERT.LV prodesquarterly reportsfor the Ministry of Defence (see information for the paramete8)P
Basedon those reportsCERT.Lproducesquarterly public repors which are available onlife In
addition,annual reports are produced for bothe supervising institution and general publiat the level
of detail and classification diffelmetween the twoversions.

7.14.3 Comments from certified teams
Reporting to the management is well documented &l certified national and governmental CSIRTs as
well as supported by tools. Mechanisms uskiier however—some teams have annual or quarterly
reports, others provide management with financial reportimhile other reports targetawider audience.

7.15 P-15.Statistics Process

7.15.1 Requirements

MINMUM LEVEL DESCRIPTION

3 Explicit, formalized on authority of CSIRT heddrmal document accepted by CSIRT management

Taking into account incident classificatjtimere should be a formal document describing how statistics on
handled incidents arereatedand disclosedThe satistics process might be part tie whole reporting
process.

7.15.2 CERT.LV experience
CERT.L¥athers incidenstatisticseachmonth. Incidentsare divided io highand lowpriority (seechapter
4.7 aboutincident classification Statistics are made availalde the CERT.LV web paged in the quarterly
and annuateports.

7.15.3 Comments from certified teams
If a team reports only to management andegmot publish any statistics for the constituendien it can
score-1 in this parametefone of the certified teamwvas scored likéhis). Other teams publishither annual
or more frequent statistics online. Howevyéeams have noted that usage of common metrics which could
be compared with other teamwsould be more useflFIRST metrics working group is pursuing this°&rea

5T https://cert.lv/section/show/48
58 https://www. first.org/global/sigs/metrics
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7.16 P-16.Meeting Process

7.16.1 Requirements

MINMUM LEVEL DESCRIPTION

2 Explicit, internal-internal informal document/procedure written down

Internal meetings should be held at least once a month in order to keep everybody up to date about
everyday activities. These should not be very formal meetingsome kind of minutes should be kept as a
point of reference. Alsaegular meetings in smiar groups withirthe CSIRT on dedicated questiaiuld

be encouragedOperational meetings and shift handover meetings should be considered for better
information exchange on operational issues.

7.16.2 CERT.LV experience
CERT.LV has monthly meetings otedm membersDuring themeeting eachteam membertalks about
main activities and plans fohe next monthand theevent calendar is updated. Formal notes are kepth
rotation of the responsible notdaaker.

CERT.LV technical divistmsdedicated meetigs in order to encourage technical discussion. Information
exchange between employees is kept informal howegensideringhe ‘need to knowviprinciple.

The neeting process is documented in the handbook.

7.16.3 Comments from certified teams
All teams have regal meetings in place artie meeting process is documentédeither the handbook or
wiki. In only one caséhas amore formal document ben mentioned.The fequency of the meetings vigs
operational meetings are usually more often (even dfihthe duty officer handover) while
organisational meetings are less often (weekly ewbgekly).

7.17 P-17.Peerto-Peer Process

7.17.1 Requirements

MINMUM LEVEL DESCRIPTION

2 Explicit, internal-internal informal document/procedure written down

The mportance ofthe peerto-peer process should be understood. Actionable information exchange can
help CSIRTSs in everyday activit@sd thesupport ofaninternational orgargationis essential

7.17.2 CERT.LV experience
The eer-to-peer process is not formakd in CERT..Yhough broad cooperation with other CSIRTs takes
place Steps towards formal cooperation within three Bafiimtes are being takeandtechnical cooperation
is already ogoing MemorandumsoftUn der st andi ng have been concl ude
CERT.LV participates in joaxercises withhe Baltic countrieSsCSIRT&s well a®ther European CSIRTs
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7.17.3 Comments from certified teams
The eer-to-peer process is well understood and documented for certified national and governmental

CSIRTs. It is damented in the handbook or wiki, including information on-E0P%. Most of the teams
include responsible persons for particular cooperation areas in the same wiki pages.

7.18 Generalcomments on process parameters
Fulfillingthe requirements of pocessparameterscan be challenging for some teamisateam consists
more of operationdtechnicallyoriented people, tlen therecould bea noticeable lack of procedures.

the team is more focused on proceduresdgoolitics,it might lackexperienceand tods.

An deal certification process would be for a wh#lanced team, for examplér anoperational team
with someone experienakenoughto take care othe proceduresA mixture of capabilities results ia

smoother certification experience.

59 https://www.enisa.europa.eu/media/presseleases/standargbperationatproceduresto-managemultinationat
cybercrisesfinalisedby-eu-efta-memberstatesand-enisa
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8. Conclusias

In general, ational and governmental SIRTswstreacha higher maturity level animprovein order to
cope with the evolving cyberspaead its threats and vulnerabilitie¥he SIM3 modeatan be used as a
tool to assist in this process as well a®btain an independent evaluation of CSIRT capabilities.

In order to evolve their capabilitieieams must take a step back and objectively asHesir state of
internal and external processes and proceduk@sestions which have to be answeredlude:isthe team
consistentand aretheir capabilities sufficient to fulfil its functioA€xisting CSIRErtificationis asuitable
tool for this purposebecause ievaluatesvhetherthe team is compliant witlits mission statement rather
than somegeneralcompliance criteria.

It is important for teams to understand th#tisis not just an audit to check and validate theurrent
status—itisa processtoevaluatt eam’ s current standing and i dent
needed.Even when going throughe recertification procesghe team has to show its advancement in
maturity duringthe pastthree years.

It is importantfor every teamto doits homework beforeapplying forthe certification process mainly
through selfassesment—but usually many of the required parameters are already or can easily be
fulfilled. The team hato be prepared td'tell the truth” andbe honest withthemselves andhe evaluating
experts only this approach can be beneficial for the team.

Theevduatingexperts usually tryo see ifat e a processes are too complicated, and might suggest
some improvements. Theertificationworkshopallowstime to talk about processes and rethitlem. It is
useful for the team to look dtselffrom a differentangle.

Based on the input from already certified national and governmental C3é&/Esal practical
recommendations are summarised below.

Practical recommendations (30

1 Management support: Involve senior management in the certification process frotethi@ning
to ensure sufficient resources and approvals

1 Resources: Make sure there are sufficient resources available for the certifiedimth
manpower and finances

1 Person in chargél dedicated person to handle the certification process mdke itmore
productive and will ensure smoother and faster results

1 HandbookHave a good handbook document approved by the management (resultalgvel 3
document)

9 ProceduresbDevelop procedures consistent withet eam’ s mi ssi on statemei

activities. Keep procedures up to date

RFC2350: Have a good RFC2350 document in place and keep it updated

Website: Have the public website and the main reference documents and contact details (i.e.

RFC235@lsoin English

1 Documentation: Have all existimpcuments for the certification in one plada,one folder—it will
smooth the certification process and can be used by the team itself

1 Internalwiki: Haveaninternal wiki instead of lengthy documentsiki is easieto use ando
update in case of clmges
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1 Rotation: Assign a new team member every year to the certification and document update
process, the team member wghinan excellent understanding bow the organisation works

9 Education and trainingdlavethe process for training new employedscumented to avoid
‘reinvening the wheel every time

1 External networkingParticipationof national and governmental CSIRTE€SIRT networksuch as
TFRCSIRTFIRS&E nd ENI SA’ s agessendidl to umderstargl the gnvironment and be a
successful and productive part of.it

1 SelfassessmeniCarry outa selfassessmentahet eam’ s capabiingfari es bef
certification ENISA can assist theemMberSatebased Aoni ¢t e 14 re&gquest’

1 Constant improvementAfter the cerification do not stop, butonsiderhow to improve more
Devise a strategy on how teachthe next level paying special attention to the parameters where
the team scored lower

Practical recommendations (DOMN):

1 Donot use certification as a goal itsgtather consider improvements that could be made and TI
certificationas an added bonus;

1 Donot be dishonest during the process of safisessment and in the process of certification

otherwise it would not be possible to reach higher maturity;

Donot be ntimidated by the process it might look more difficult than it is in reality;

Donot startthe certification process without explorirthe available information and resources;

consult other teams, Expertsand ENISA.

=a =9

Some teams think that the ultimatgoal would be to advance all parameters to levef the SIM3 model
Usually that is not needed becausa many casei would be a waste of resources to audit all aspecta of
team’s work. When document s(leval3 ef theSpMB marel)thely might t h e
becomemore valuable and useful, because it is somethinthalteam considers and agreepon. For

many parameterdevel 4 is noheeded or everfeasible.

A team might have changed its structure in the timefrapeéweencertificaion andrecertificationsoit is
important during recertification to confirm that all processes work within the new structure.

CSIRT maturity is a process that needs time for the teampoovein every aspect of its work. The Tl
certification scheme ia tool that allows the team to check its performance against its own mandate and
to shed light on the existing gap&ertification is more about understanding the processlfinding the
cause of problemthan aboutachievinghe right marls.

This documenshould server as a guidance tool for, blit especially national and governmental CSIRTs
that are aimingo advane their maturity in all aspects related to CSIRT work. Honest feedback about the
certification process and parametéimplementation from &ready certified teamgas well as from a team

in the process of getting ready for certificatios a practical help for all teams considering advancement
and certification

80 http://eur -lex.europa.eu/legal
content/EN/TXT/HTML/?uri=0J:JOL_2013 165 R 0041 01&qid=1397226946093&from=EN
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