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Executive Summary

¢tKS 02y OSLII 2Zeholvés{ardundNthiéntdrcbrinéctBraof different operatorsfrom domains of activity
such as public transport,eNeH & X ¢ KSa S 2 IniérNdtiah andEomiBnicaétionZ gthnology (ICT) systems
to retrieve, process, and exchange dataorder toimprove their serviceand the quality of life of citizens.

In this context, public transport operators have an impottesie to enable this smartness. They contributelie

life of the city, to the economy and ensure the resilience of the Smart City. The integration of several ICT systems
SylFotSa aLYydSttAISY(d t dzphysic dedides, goenmimitoh metworks tintl vektralg K S NJ
servers optimise the transport service up to a certain degree of automation.

While this fusion of cyber technology, physical infrastructures and mass transport vehicles creates new
opportunities for improving services and fuimtality, it also has the effect of introducing cyber security risks into
transport networks that have not historically been susceptible to such risks. Moreover, IPT becomes a natural
targetfor emerging cyber threats that will have an impact not only lo@ dperations of the transport service but
also on the whole economy and potentially on the health and safety of citizens.

For that reason, it is important to consider security
for Intelligent Public Transport to protect the Dor@know
operators, the economy and thée and safety of 40%
citizens. However, IPT faces several challenges in
this direction: there is currently no EU policy on

Don't know
10%

cyber security for transport, the awareness level is No Less than 2%
low and it is difficulfor operatorsto dedicate 40% 10%
budget to this specific objectvof cyber security

(see pictureon the righ). Cyber security spending

Thisstudy proposes a pragmatic approach that will highlight the critical assets of Intelligent Public Transport
systems It gives aroverview of the existing security measures (good practices) that couligpleyed toprotect
these critical assets and ensure security of fR€ system, based on a survey and interviews of experts from the
sector, municipalities, operators, manufacturers and policy makers.

The good practices propose a first step toward actiaaecurity and a better protection of the transport
ecosystem. Good practicg® beyondechnical security measurgthey also integrate policies, standards,
operational and organisational measuré®r exampletransport operatorsanuse thisstudyin support oftheir
risk assessment in order to understand which critical assets to protect, and how.

In spite ofthe factthat security becomes a concerorfall actors of Intelligent Public Transpgaidditional effors
are stillneeded to improve the currd situation.Followingthat direction, thestudy proposesecommendationgo
three stakeholders groups that need to enhance the status of cyber security for IPT. For that purpose:

Decisionmakersin the European Commission and in Member Stagt®uld:

Pramote public/private collaboration on IPT cyber security at national level anrdité)
Promote and facilitate the development of a common EU approach to IPT security
Develop a comprehensive EU strategy and framework for cyber security in IPT
Integrate and onverge security efforts made in other sectors of activity

Foster the development of harmonised cyber security standards for IPT

=a =4 -4 -8 -9
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Intelligent Public Transport operators should:

1
1

Integrate cyber security in their corporate governance

Develop and implement aintegrated corporate strategy addressing holistically cyber security and safety
risks

Implement risk management for cyber security in matikeholder environments including external
contractors and dependencies

Clearly and routinely specify their cybercsrity requirements

Annually review organisational cyber security processes, practices and infrastructures

Manufacturers of IPT systems and solutions should:

E

Create products/solutions that match tleybersecurity requirementsf IPT enelusers
Collaboraten the development of IR$pecific standards arapply them to IPT solutions
Develop a trusted information sharing platforms on risks and vulnerabilities

Provide security guidance for your systems, products and solutions
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1. Introduction

Transpot networks ae designatedascritical infrastructurewithin the European Union (EU) and are
essential for maintaining the health, safety, security, and social and economibeiradj of citizens within

EU Member States (MSYet the effective operabin of these transprt networks is vulnerable to the
increasing levels of traffic, which also contribute to rising energy consumption and environmental and
social problemg These negative symptoms are strongly felt in European cities which draw together large
concentrationsof citizens within relatively small geographic areas.

To help manage and mitigate increases in traffic congestion, cities rely upon effective public transport
networks as efficient mobility solutions. However, when seeking to expand and improve thdge pub
transport networks it is not enough to count solely upon the traditional measure of simply increasing the
physical road and rail infrastructure. Rather technological innovation has a major role to play here in the
creation of appropriate solutions, arie realisation of this fact is directly connected with the rise of
Intelligent Transport Systentd'S) integrated int&mart Cities

ITS integrates information and communication technology (ICT) with transport engineering so as to plan,
design, operatemaintain and manage transport systems, which in turn significantly contribute to
improving the efficiency and operation of such netwotkhe application of these technologies to public
transport systems prduceslintelligent Public TranspoftPT).

However, this process of increasing the incorporation of ICT into public transport through both the
introduction of networked devices and the expansion of remote access and control capabilities, coupled
with the linking together of different operators within a single Smart City network (creatgygt@mof-
system$, all acts to increase the cyber threat exposure of traditional transport networks. While current
transport operators and engineers possess a wealtmofifedge and experience in ensuring their
networks and products are designed wihfetyin mind, they have less experience in ensuring the cyber
securityof their networks and products.

This increase in the cyber security risks for IPT produces newtigbgethat need to be met. These include
the identification of critical IPT assets and the associated threats that target them, as well as the
identification of good practices in cyber security that can address these threats and increase the cyber
resilierce of IPT operators. Such outcomes need to be coupled with a coherent strategiolayd
approach that encompasses all of the stakeholdimtsedto IPT within the Smart City environment.
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1.1 Scope of thestudy
Thisstudyfocuses on the protection of thesaets critical to Intelligent Public Transports in the context of
Smart CitiesThese assetare considered critical as thepntributeto the normaloperation oflocal public
transport networks includingmetro, buses, light radind other modes of masauplic transport found in
Smart Cities.

For that purpose,hisstudyidentifies thesecritical assetérom a business and societal point of view. It
highlightsgoodsecuritypracticesagainst cyber threatsThe objective is tenhance the resilience of IPT.
From the point of view of Smart Cite& 84S | aaSida Oly 6S O02yad RSNBR

Figurel defines the scope of thstudyby focusingon the critical assets of local public transport operators
(displayed inthe green box)The scope does not consider a specific architecture but rather a
comprehensive list of assets ownedday IPT operator

The protection otriticalassets for other transport operators (private and Hooal), operators from other
sectors and no-operators fall out of the scope of thisudy. The protection of data exchangeetween IPT
operators andther stakeholderss alsoout of scope of thistudy. ENISAtudy dCyber Security for Smart
Cities- an architecture model for public transpdftfocuses on the protection of this data exchange and its
associated assets

Figurel: Scope of thestudy

NON-TRANSPORT OPERATORS AND NON-OPERATORS

(examples)
\\l// - !
a F OH L
Public safety Energy Banks Regulators
A A
data data
exchange exchange
TRANSPORT OPERATORS
v v
scope of
the document LOCAL PUBLIC TRANSPORT PRIVATE AND NON-LOCAL
OPERATORS PUBLIC TRANSPORT OPERATORS
(examples) - (examples)
2 Q& = R @
" . exchange L] s <
Metro Bus Light rail Logistics/ Smart cars Airport
freight

https:// www.enisa.europa.eu/activities/Resilien@nd-ClIP/smarinfrastructures/intelligentpublic-
transportarchitectureemodeHransportsmart-cities
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1.2 Target audience
The interconnected network of actors facilitatéhe operation of IPT within a Smart City environment
Hence the task of developing secure and resilient IPT systems falls on multiple actors, requiring the
cooperation of both public and private stakeholders working together to enhance cyber security. Given
this fact, the target audiences of trssudyare drawnfrom a number of sectoreeFigure2):

Figure2: Target audience groups

1 Operators:they cover a wide range of actors; both those dire
involved in operating different public transport modes (metrc
bus, tram/trolley-bus, light rail, ferry) and an interconnected

{3 ﬂ;g network of operators within the Smart City (energy,
infrastructure, public & private clouds, communications, k&an
and payment systems, etc.).

Operators Manufacturers

1 Manufacturers:Covering the full spectrum of manwfarers
PT Critical including physical transport infrastructure, providers, vehicle
assets manufacturers, developers of ICT networks, hardware and
2 software engineers, etc.
{ﬁ} Ecv' 9 Service Providerdncluding risk managers, cloud providers, |

providers makers network providers, security providerstc.
1 Policy MakersDifferent levels of government (local, national
EU), regulators and law enforcement agendm®lved in IPT

1.3 Methodology
Thisstudyis based on a combination désktop research as well as empirical resedrehsurvey and
interviews) with the results validated through a stakeholder workshop. Initial data gathering scoped the
developmentof the study, including the current key policies and legislation. Critical societal and business
assets for IPT were identified by integrating thesktop and empirical findings, and a comparative
approach was employedé. between threats, risks, vulnerabilities, good practices, and challenges and
gaps) focussing on enhanginyber security within IPT.

Results of the desktop research were furtlieveloped, and good practices identified, throwmonline

survey andseries ofinterviewsinvolving a total of 22 respondents drawn from different stakeholder

groups® While this is sample size is limited it nevertheless represents a good startinggrodenducting
research into IPTThese respondents were based in the following EU MS:

1 Belgium 1 Luxembourg

1 Denmark 9 Netherlands

1 Estonia 1 Republic of Ireland
1 France 1 Spain

1 Germany 1 Sweden

1 Latvia 1 United Kingdom

Annex 5
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The findings and recommendations of teisdywere validated through a final workshop of IPT operators,
Smart City municipalities and policy makers.

1.4 Outline

Thisstudyis structured as follows:

9 Section 1¢ Introduction: introduces the topi@nd provides an outline of thetudy, the target
audiences and the methodologies employed.

1 Section 2¢ The Intelligent Public Transport environmenprovides the contextual environment
for IPT, including the key legislative environment, caitbusiness and societal functions for IPT,
and key assets.

1 Section 3¢ A need to secure IRTdentifies and organises the key cyber threats affecting the
critical assets of IPT operators. The cyber threat vulnerabilitiesémh to IPT are identified and
discussed, and an initial aiyais of risks is conducted.

1 Section 4¢ Good practices for securing Intelligent Public Transpa@dod practices for securing
IPT networks from cyber thrémare presented here, as identified through both desktop research
and the interviews/surveying of IPT operators.

1 Section 5¢ Gap analysis The identification and analysis of existing gaps in securing IPT (arising
from exiging policies, legislation, operational practices and employed technologies) identified
throughout this research via a comparative analysis of previous findings.

1 Section 6¢ RecommendationsSets out nine key recommendarns for policy makers, IPT
operators, manufacturers and solution providers on enhancing the security and resilience of IPT.

12
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2. The ntelligentpublic ransport environment

This section provides an overview of the IPT environment. It defines terms commedlwvitkin this

sector, outlines the current legal and policy environment within which IPT operates, places IPT within the
wider smart environment, sets out the critical functions and assets for IPT operators, and finally it explains
why cyber security isosfundamentally critical in the physiedigital fusion that is IPT.

2.1 Definitions
Many of the common concepts within intelligent transport are the subject of multiple definitions provided
by different stakeholders, each with differing perspectives and agenthese have been distilled here to
produce a single set of definitions describing how these conceptspm®ached within thistudy. Tablel
defines the terms employed throughout tresudy.

Tablel: Key definitions employed within thisstudy

TERM DEFINITION

The application oinformation andcommunicationtechnologies to transport so as to

Intelligent Transport . : o
improve levels of service and efficiency.

The applicabn ofinformation andcommunicationtechnologies tgublic transport

TeliEgent (PUATE ViErEpar(i= ) networksso as to improve levels of service and efficiency.

The application oinformation andcommunicationtechnologiedo the reattime
Intelligent Transport Systems (ITS managemenbf vehicles and networks involving the movement of people and
goods8910

Acity that uses ICT to meet public needs and foster development in a-shaki&holder

Smart City .
environment.
Business critical Any elements which cadirectly impact the execution and sustainability of a busines:
) in the longterm, including businesrevenue, service provision, business operations,

(as applied to IPT) and/or the brandandimage of an organisation.
Societal critical Any elemens affecting thequality of life of the citizenandtheir daily experience of
(as applied to IPT) transport, which includes the environment, their safety and security and their privac

. An asset, system or part thereof locatediswhich is esential for the maintenance o
Critical Infrastructure vital societal functions, health, safety, security, economic or socialbeeily of people,
(as applied to the EU) and the disruption or destruction of which would have a significant impactMi$as a

result of the failure to maintain those futions.*

"Intelligent Public Transport is not a term widely used or adopted, rather it is a term coined for this study.

89/ SMcdPMHDPHAANY [/ haownny0d yyc FAYylLIfZ ! OGA2y tfly F2NJ
9/ X Hn®odPHANANG [/ h aodrigendum wAcor Rlan Torthe IDéploymEnt af Intelligent Transport

Systems in Euroge ®

WCSRSNIf aAyAadNB F2NI 902y2YAO [/ 22LISNYFGA2Y YR 5S8S@S¢
11 As defined wthin Article 2a of Directive 2008/114/EEor more detailsn criticalinfrastructure see ENISA,
dMethodologies for the identification of Critical Information Infrastructure assets and seévites C S 6 Ntz NB  H 5
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TERM DEFINITION

Cybersecurity is the collection of tools, policies, security concepts, security safegus
guidelines, risk management approaches, actions, training, best practices, assurar

S S ESI and technologies that can be used to protect the @ybnvironment and organization
FyR dzaSNDa laaSiao
IPTCybersecurity ForlPT, cybersecurity is the protection of data, systems, infrastructarel endusers

vital to the transport network, its operation and stability.

2.2 EU policy context
At the EU reguaitory level, Regulations and Directives have yet to be specifically drafted to govern the form
and operation of IPT. Instead, what currently exists are a number of Directives whose broader remits are,
to differing degrees, applicable to IPThese existin@irectives cover the protection of personal datahe
processing of personal data in the electronic communications sgttbe promotion of clean and energy
efficient road transport vehicle¥$ creating interoperability of national rail systems across Buropean
Community® and thedeployment ofintelligenttransport systems in the field of road transpott
Individual analyses of tise Directives is provided iAnnex 1

Collectively these Directives demonstrate thatil@hhere iscurrentlyno piece ofEU legislatiofiocussing
specifically on the operation of IPT at the EU lethelre are elements ofPToperations that arestill

subject to a level of regulatioespite this fagtwhen it comes t@ither cyber securiy protections,
requirements and/or guidance specific to IPT, these Directives have very little to say beyond a cursory
mention of generasecurityand the need to protecin-vehicle communicatioria Directive 2010/40/E\Y’
andthe need to protect the datarivacy rights of citizens in Directives 1995/46/EC and 2002/58/EC
There is the proposed Network Information Security (NIS) Diréétivieich, if enacted, will place a duty on

https://www.enisa.europa.eu/activities/Resilieneand-ClIP/criticaiinfrastructureand-services/Methodologiegor-
identification-of-ciis

12 Directive95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of suclhttiatéeur -
lex.europa.eu/legatontent/EN/TXT/?uri=URISERV:114012

13 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of
personal data and the protection of privacy in the eteaic communications sector (Directive on privacy and

electronic communicationshttp://eur -lex.europa.eu/legal
content/EN/TXT/?qid=1440673681836&uri=CEBR002L0058

1 Directive 2009/33/EC of the European Parliament and of the Council of 23 April 2009 on the promotion of clean
and energyefficient road transport vehiclesttp://eur -lex.europa.eu/legal
content/EN/TXT/?qid=1440673932348&uri=CELEX:32009L0033

15 Directive 2008/57/EC of the European Parliament and of the Council of 17 June 2008 on the interoperability of the
rail system within the Communithttp://eur -lex.europa.eu/legatontent/EN/TXT/?uri=celex:32008L0057

16 Directive 2010/40/EU of the European Parliament and of the Councilolfy72010 on the framework fohé

deployment of Intelligent Transport Systems in the field of road transport and for interfaces with other modes of
transport http://eur -lex.europa.eu/lgatcontent/EN/TXT/?qid=1440674103143&uri=CELEX:32010L0040

17Art.2(1), Directive 2010/40/EU

18 Art.10, Directive 2010/40/EU

1% Proposal for a DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL concerning measures to ¢
high common level of netwérand information security across the Uni@@OM/213/048 final- 2013/0027 (COD)).
http://eur -lex.europa.eu/legatontent/EN/TXT/?uri=celex:52013PC0048
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operators of critical infrastructures (including transpdd)manage the riskposed to the security of the
networks and information systems which they control and use in their operatigvisile thisDirectivewill
apply tolPT operatorsthe level of impact is uncertairsagainit is not primarily focussed on the operation
of IPT?

At the national levelwhile Member States need to ensure these Directives are incorporated into their
respective legal systemtheyarefree to gobeyond existing EU legislation by establishing additional
national measures to promote IPT and cybernsiyg.??

Running parallel with these Directives are a number of important EU policy documents acting to drive the
FdzidzZNE RS@OSt2LIYSyid 2F Lt¢ed ¢KSAS KI @S | LILISHNBR
Intelligent Transporand its integration whin Smart Citiesand they indicate th@nportance being

assigned to these topia the EU level. These policy documents include the follo&fing:

1 Action Plan for the Deployment of Intelligent Transport Systems in Euroff@s Action Plan aims
to accelerae and coordinate the deployment of Intelligent Transport Systems (ITS) in road
transport, including interfaces with other transport modés

9 Internet of Things- An action plan for EuropeSS (i & 2 ldzés ofin © i &eBafding the future
design of objects/systems falling under the Internet of ThiigF)?*

f A Digital Single MarkieStrategyEurope Sets out the Commissiénd & G NJ §S3& F2NJ O
Single Market whereby the free movement principles obdm services, people and capital are
translated and implemented into EU cyber spéte

9 European Innovation Partnership on Smart Cities and Communities: Strategic Implementation
Plan Presents the Strategic Implementation Plan for creating Smart Citiesigeddy the High
Level Group of the European Innovation Partnership for Smart Cities and Commdinities.

 Roadmap to a Single European Transport AceBowards a competitive and resource efficient
transport system Focus is on how to remove barriers and battcks so as to complete the
internal market for transporby creating a competitive and sustainable transport market within
the EU’

Annex 1KeyEU legislation and policy/strategy documents affecting BT
http://eur -
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0278:FIN:EN:PDF
http://ec.europa.eu/priorities/digitatsingle
market/docs/dsmcommunication_en.pdf

http://ec.europa.eu/eip/smartcities/files/sip_final_en.pdf

http://eur -lex.europa.eu/legatontent/EN/TXT/?uri=uriserv:tr0054
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1 Rolling plan for ICT Standardisatiofihis Rolling Plan provides a muatinual overview of the
needs for preliminary oramplementary ICT standardisation activities to undertake in support of
EU policy activitie®

9 Smart Cities and CommunitiesEuropean Innovation Partnershigthese are partnerships across
the areas of energy, transport and information and communicatiomh Wit objective to catalyse
progress in areas where energy use, mobility and transpo, ICT are intimately linked.

What is most telling is that many of the EU policy and strategy documents within IPT have moved beyond
simply seeking to educate the r@er about IPT and/or justifying the development of this capability, and on
to promotingconcrete actions and outcomes through the use of action plans and/or the setting of specific
objectives. This represente level of acceptance IPT has achieved withinEU.

However, an EU policy specific to the development and security of IPT as a whole is still lacking. Instead tt
focus of these documents is primarily to promote the uptake and development of ITS, loT, ICT, Smart
Cities. Yet, there is no related lpry on the cyber security requirements for the operators of such systems.

2.3 Critical business and societal functions and assetsifidelligent public transport

2.3.1 Asset groups
In order to identify the key IPT assets, based on the field work we have extieghélkzy functions and
their relevant specific assets from a business and societal prospective. Successfully managing an IPT
business requires identifying and protecting those functions that are critical to the effective, continued
operation of that busines i.e. business critical function&iven the role and importance of IPT networks to
citizens and societies, there are also functions that are critical from a societal perspeetsegietal
critical functions Within each of these business and saaidtinctions are individuassetselated to the
provision of that function. Through the survey, interviews as well as desktop research covering key
documents, the following five business ik socetal functions were identified.

Business functions:

1 Traffic and vehicle managemendefines IPThrough the use of ICT, and underlies its goals of
increasing efficiencies and productivity through the linking of systems and employing data. As a
result this function contains a long list of related assets cogdtie full digitaiphysical spectrum.
CKAA YANNRNE (0KS &2@dadvi2iofA {FAday2GlOdA 2y dadza il Ayl

1 Transportation safety and securitiocuses on ensuringhe effective cybetphysical securitand
safetyof IPTinfrastructures (includingooth physical ad digital entitie$ attached to the business
operations of the IPT operator. As such the assets range dydn@r protection measures.€.
ensuring the confidentiality, integrity and availability of data and communications) to access
controls to both phygal and digital assets.

1 Sales, fees and chargase essential to the continuing financial viability of an IPT operator,
whether privately or publically owned. Protecting the payment system assets is therefore of
fundamental importance.

https://ec.europa.eu/digitalagenda/enhews/rollingplartrict-standardisation
0

http://ec.europa.eu/eip/smartcities/files/ec communication_scc.pdf
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Resilient managemetnstructure allows an IPT operator to respond effectively to, and overcome,

the range of threats IPT networks are subject to, including: acts of nature, cyber attacks, physical
attacks, energy supply problems, etc. Staff and business reputation are impasgsets here.

Energy and environmentoncerns have a direct impact on the operation of IPT networks.
hLISNF(i2NAR ySSR (G2 SyadaNB (GKS adzFFAOASYd FyR
needs. While at the same time they must manage energgeisa control costs and mitigate any
negative environmental impacts arising from their transport network. This function also mirrors the
a20ASGLf FdzyOlA2y daadzadlAylotS SYy@ANRYYSYy(é o

Societal functions:

1 Sustainable urban mobilitnetworks are fundamental tthe efficient operation of a city, providing

a wealth of social and economic benefits. Incorporating ICT into the operation of traditional
mobility networks to create IPT acts to maximise the efficiency, operation and sustainability of
these mobility netvarks. This is fundamental in differentiating IPT from the traditionailslsed

model of an urban public transport system. This infusion of ICT into the physical infrastructure and
assets of different operators enables the integration of wider systemspamckesses. The critical
assets to this function now include the digital infrastructure and integrated systems as well as
physical infrastructures.

Passenger safety and securifiycuses on ensuring the effective cyber/physical security and safety
of passegers using urban public transport networldchieving acceptable levels of safety and
securityare fundamental prerequisites for passengers to trust and willingly choose to use such
networks. Providing the safety and (cyber) security of passengers ort®drks requires a range

of assets, from technological safety systems and surveillance (CCTV) capabilities, through to traine:
staff and the reatime ability o communicate with passengers.

Data protection and privacyre digital rights valued by socies, as well as representing EU legal
requirements which apply to the operaticof IPT networks (seeection2.2). Mature IPT operators
recognise that thedata/informationthey hold constittes one of their most valuable assets.
Sustainable environmentecognises the impact of traffic networks on the wider city environment
through vectors including; air quality, noise pollutions, traffic flow, user safety, sustainable energy
grids, and the eonomic impact for both endsers and local business¥s.

Because of the different nature and focus of these two viewpoirgslhiusiness and societal), business
assets tend to focus more on individual components of IPT, while societal assets tend twomed
more with integrated and broader elements of IPT systems cutting across several operators.

2.3.2 Main critical assets for intelligent public transport
Figure3 belowset out the business and societal functiarsupedtogetherwith associated assets
identified through the survey, interviews and desktop research of related documiEfitese were also
evaluated to identifthosethat arecritical. The resulting five criticdlnctions and 2 criticalassets are
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presented in ba andhighlighted redn Figure3. In addition Annex2 provides an easily referable table
listingthosefunctions, assets and threats identified as critical.

Figure3: Qitical functions and assets for IPT

Societal functions and associated assets Business functions and associated assets

. Networking/ communication components
Networking

Cloud based servicgslatforms
Internet/ networking Physical infrastructure

Radio telecommunication Networking On-board equipment

Communication systems Trackside equipment
Operational Control Centres Physical Humanmachine interface devices
Vehicles and physical infrastructure Physical Sustainable urban Traffic and vehicle ’
mobility management Hardware
Signalling systems Sensorssignals and detectors
Digital infrastructure Data storage systeniacilities
Traffic management systems Digital Data
SCADA :
Operating systems
Digital perating sy
Softward applications
Traffic fluidity capabilities
IPT.
Safety systems Functions and Assets
Availability of law enforcement Identity management systems

. - . | Passenger safety systems
Public communication and social media 9 ty sy

. Passs"ge’ , Tm“:gg';i?"‘fafew Integrity and availability of data
Information distribution systems ST G SEELiy Wity and communication
Trained staff Access control mechanisms

Video surveillance

Power distribution grid Sustainable Power distribution system
environment

Payment systems

Datal information /
Confidentiality
Financial viability

Reputation

Staff

Assessing the nature and distribution of those assets prioritised within IPT, which act to connect IPT to the
wider Smart City networks, produces key insights into bothitite/sicaldigitak nature of those assets
distributed throughout an IPT network, as well as their security requirements. Three key insights on the
nature of IPT assets and security requirements are set out below.
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2.3.3 Three key insights on thaature ofintelligent public transportassets

1

Individual IPT assets combine multiple component®T assetare more complex thasimilar

assets in traditional sitbased transport systems, as thegmbine multiple assstinto one. For
example, a&busis no longer just a public transport vehicdldé is alsoa dat collection andecording
system,an information dissemination assetobile Wi-Fi hub, and a source of retiine intelligence
for optimising the transport network. This is especially tfolethoseassetdinked to societal
functions

The cyber/physicatlivide disappears within IPT asset®T assets fuse together both physical and
digital components. The resulting assets are now cyibsrsical hybrids.

IPT assets are linked together to form individual systems aydtemsof-systemsshared amongst
multiple stakeholders Through the use of ICT, the individual assets of a traditionabased
transport network are linked together to form a transport operators IPT system. A Smart City links
these assets further by integrating the systems of multiple opesaand/or other stakeholders and
providers, forming a systemf-systems.

2.3.4 Three key insights osecurity forintelligent public transportassets

1
1

IPT assets are subject to a greater range of security thredthen assets become cybphysical

hybrids, theybecome susceptible to both physical attacksl cyberattacks.

Cybersecurity and physical safety can no longee treated as separate concerng/henattackers

can affect the physical operation of Keflabled vehicles or other physical ass&tsetwork cybe

security and physical safety become interdependent.

5SGSNY¥AYAYT gKSNB 'y Lt¢ 2LISNI G§2NNA ByaSOdzNA i«
integrating IPT into the wider Smart City through the sharing of assets, data and ICT networks with
Ydpartied T G KS 02dzy RFNE 2F GKS GNIyaLR2NI 2LISNI 42N
cannot accurately map the network they control, this has important implications for how they
conducttheir network risk assessments.

http://www.ioactive.com/pdfs/IOActive_Adventures_in_Automotive_Networks_and_Control_Units.pdf
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2.4 Intelligent public transportenvironmentand elements
In order to discuss IPT it makes sense to place it in the urban context that both justifies the need for
developing IPT systems, as well as provides the necessarypiymcal infrastructure that enables public
transport to becomentelligent This environment is th8mart CityProducing IPT systems (as opposed to
traditional public transport systems) within this Smart City environment requires the successful integration
of cyberphysical technologies and urban infrastructure.sTdmtails the linking and integration of
(physical) infrastructures and (digital) processes which are not always well conAé&t&igure4 depicts
the differentstakeholders operamg within Smart Citi€éthat can be integrated into the networks and
cyberphysical architecture of IPT operators.

Figure4: IPTwithin the Smart City content
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NON-LOCAL PUBLIC [ ] i

TRANSPORT ]@I

OPERATORS g
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Bike hire NON-TRANSPORT
Car sharing Ir OPERATORS
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Smart cars Q LOCAL PUBLIC Communications
Taxi TRANSPORT Emergency
Traffic regulation Railways OPERATORS Energy

Health care

Infrastructure
Public clouds

o
Public safety
e o Street lighting

Water
Light rail
Citizens
e @ \ L Bus ;géi
Metro 9
] -
Trolley bus/
! tram
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NON-OPERATORS
JllIx

CSIRT
EU/national governments
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Local governments
Municipalities
Regulators
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3. A need to securmtelligent public transport

This section focuses dhe threats, vulnerabilitiesandrisksthat are faced by IPT networks and operators
and their impact on both businesses and socidty this end we employ the following definitidha/hen
discussing these terms.

1 Threat:is the potential cause of an incidetat may result in harm to an IPT system or IPT
organisation.
Vulnerability: is a weakneswithin an IPT asset that can be exploited by the threats.
Risk:is the potential that a given threat will successfully exploit vulnerabilities within an IPT asset
and thereby result in harm to thieusinesses and/or society as a whole
1 Challengesare currentlimitationsfaced by stakeholders on the security status of (#&T

expressed during the survey and the interviews)

3.1 Threats

3.1.1 Threat model
For the purpose of tis study, a practical IPT basettireat-taxonomy has been developed. The threats
included in tle suggested threat modealre all applicable to théPTassets presented in the previous
section. The presented threat taxonomy coverainlycybersecurity threas; that is, threats applying to
information and communication technology asseidditional norlT threats havalsobeenincludedin
order to cover threats to physical assets that are necessarthe operation ofthe considered IGassets.
Threats appeato be multifaceted andan bedirected againsspecific assets, ranging frolfil systemso
data, through tobroadorganisational structure andentire IPT infrastructures:urthermore, due to IPT
assets blurring the lines betweemngitial and physical {ers (see€zction 3.9, IPToperators lean more
towards multifaceted threats affecting complex assets having both physical and digital characteristics.

1
1

This threat taxonomy draws upon they findings from the survey, interviews and desktop research.
Prevbus ENISAtudieshave also been employed as a basis for the taxon@anyENISA hreat Landscape
and Good Practice Guide for Internet Infrastruc20&52¢ ENISA Threat Landscap@13’ and theSmart
Grid Threat Landscape and Good Practice Gidie order to keep a practical focus we propose a threat
model that regroups threats inteeverthreat categoriesThese groups define the origin of the threat with
each category having its own implications over the security ofHBWever, it must be noted thahese
seven threat categories represent a generalised motled threatseach IPT operatanust addressvill

vary depending omultiple factors including thesizeof the operator and theontextual nature of their

http://www.etsi.org/deliver/etsi_ts/102100 102199/10216501/04.02.03_60/ts_10216501v040203p.pdf

https://www.enisa.europa.eu/activities/risknanagement/evolvinghreat-environment/enisathematic-
landscapes/threatandscapeof-the-internet-infrastructure

http://www.enisa.europa.eu/activities/riskmnanagement/evolvinghreat-environment/enisathreat-landscape2013
overviewof-currentand-emergingcyberthreats

httpi\wmieniSaseurapasufactivities/risk
management/evolvinghreat-environment/sgtl/smartgrid-threat-landscapeand-good-practiceguide
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operating environment. As suchis essatial IPT operatorgonduct individualised risk assessmetat
identify the specific threats thathey needto address

Theidentified seven threat categories are as follows

1 Physical and large scale attachee intentional offensive actiongvhich aim toachieve maximum
distraction,disruption, destructionexposure alteration theft or unauthorised accessy ofassets
such as infrastructure, hardware, €T connectionsThis threat grouas general application,
thus covers the entire spectrum of cybghysicalnfrastructure.

9 Acts of nature and/or environmental incidentare serious disruptiosiof the functioning of a
society and can be divided intbosenatural disasters not directly triggered by humans, and
environmental disasters caused by hursahhesethreats apply tcassesin general, hence also to
IPT infrastructurs. Typical threaténclude:earthquakes, floods, wildfirepollution, dustand
corrosion.

1 Accidental errors/malfunctions/failuresare related to the condition of ndunctioning and/or
insufficient functioning of any IT infrastructure assé&samples includdailures or disruptions of
network devices or systems, software bugsdconfiguration errors.

9 Disruption and/oroutagesare unexpected disruptiagof services or significamlecreassin
expected qualityandcan affect all kind of IPT assets. Disruption and outages may be triggered by
a range oflifferent reasons.

1 Nefarious activities and/or abusare intentional actions that target IPT assetanging from
systems and in&structure to networksby means of malicious acts with the aim to steal, alter, or
destroy a specified target. This group contaimssecommon threats generally referred to as
cyberattacks but also related actions that do not have a digital asset @disect target.

1 Unintentional damagerefers tothe destruction, harm, or injurgf property or people by accident.
Damage includeloth physicaland nonphysicaldamagg.

1 Insider threatsare similar to nefarious activitiebut originate from within the orgnisation being
attacked or targeted. The perpetrator is often an employee or officer of an organisation or
enterprise. An insider threat does not have to be a present employee or stakeholder, but can also
be a former employee, board member, or anyone vett@ne time had access to proprietary or
confidential information from within the organisation.

3.1.2 List of threats to public transport
This section presents the most relevant threats to IPT structo@assd on the desktop researchyrgey
and interviewsandarranges them according to the categories describegtiriion 3.1.1 Respondents to
the survey and interviews further evaluated these threats to identify those they considerdntizal. The
top 15 they identified are highlighted rexhd presented imold in Figure5.3®
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Figure5: Key threats to IPTdentified by respondents
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3.1.3 IPT assets exposure to cyber threats
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Terrorism andor state-sponsored attacks
Unauthorised use antbr access
Vandalism antbr civil disorder

Violence antbr shootings within sites

Theft of data antbr infrastructures

Natural disasters

Environmental disasters

Hardware failure andor malfunctions
Software failure andor malfunctions
Loss of(integrity of)

sensitive informatiorl data

Configuration errors

Interruption/ disruption
of electrical supply

Interruption/ disruption
of frequency

Strike

In this sectionfirst ideas orthe threat exposure of IPT asset® presented.The listof threats is non
exhaustive and could be complemented at a later date by a medejih study The association between
the threats (both threat groups and individual threatig)m Figure5 and the top assetypes fromFigure3

is establishedhrough Table2 below (seeAnnex 3or a more detailed table showing all the asset types). As
such,Table2 shows the relationship between the identified critical threats and the asset types/functions
to which these threats apply.

This information is important for identifying countermeasures that will reduce the exposure surface of
assets. This threab-assets association is made on the basis of the field work and initial assessment done
within the project. Since IPT assets tend to blur the lines between digital and physical layers, the same
threat can affect multiple assetsh& association performed ihis studyis nonexhaustive and subject to

refinements, according to particular transport and threat environments
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Table2: Association between IPT threats and assets

THREATYPES BUSINESS ASSET THREECTIONY SOCIETAL ASSETHYFUNCTIONS

Physical and large scale attacks

December 2015

Terrorism and/ or state sponsored
attacks

All

All

Unauthorised use and/or access

Traffic and vehicle management,
Transportation safety and security

Sustainable urban mobility, Passenger
safety and securityData protection and
privacy

Vandalism and/or civil disorder

Traffic and vehicle management,
Transportation safety and security

Sustainable urban mobility, Passenger
safety and security

Violence and/or shooting within sites

Traffic and vehicle managemien

Passenger safety and security

Theft of data and/or infrastructures

Traffic and vehicle management,
Transportation safety and security

Sustainable urban mobilityPassenger
safety and securityData protection and
privacy

Natural disasters

All

All

Environmental disasters

All

Accidental errors/malfunctions/failures

All

Hardwae failure and /or malfunctions

Traffic and vehicle management,
Transportation safety and security

Sustainable urban mobility, Passenger
safety and security

Software failure and/or malfunctions

Traffic and vehicle management,
Transportation safety and security

Sustainable urban mobility, Passenger
safety and security

Loss of (integrity of) sensitive
information/data

Traffic and vehicle anagement,
Transportation safety and security

Data protection and privag Sustainable
urban mobility

Configuration errors

Disruption and/or outages

Traffic and vehicle management,
Transportation safety and security

Sustainable urban mobility, Passenger
safety and security

Interruption and/or disruption of
electrical supply

All assets (excepting people/living thing
and exclusively physical infrastructures

All assets (excepting people/living thing
and exclusivelphysical infrastructures)

Interruption and/or disruption &
frequency

All assets (excepting peopliging things
and exclusivelphysical infrastructures)

All assets (excepting peopliging things
and exclusivelphysical infrastructures)

Strike

N/A to the top 15 assets

Sustainable urbamobility
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BUSINESS ASSET THREECTIONY SOCIETAL ASSETHYFUNCTIONS

DistributedDenial ofSrvice attacks
(DDoS)

Traffic and vehicle management,
Transportation safety and security

Sustainable urban mobilitpassenger
safety and security

Manipulation of hardware and/or
software

All assets (excepting people/living thing
and data)

All assets (excepting people/living thing
and data)

Malware and viruses

Traffic and vehicle management,
Transportation safety and security

Sustainable urban mobility, Passenger
safety and security

Tempeing and/or alteation of data
including insertion of information

Traffic and vehicle management,
Transportation safety and security

Data Protection and privacy

Hacking of wireless , connected asset:

Traffic and vehicle management,
Transportation safetyrad security

Sustainable urban mobility, Passenger
safety and security

Data breaches

Traffic and vehicle management,
Transportation safety and security

Data Protection and privacy, Integrated
infrastructure and processes

Identity theft

Traffic and vehie management

Sustainable urban mobilitfpata
Protection and privacy

Exploitation of software bugs

Traffic and vehicle management,
Transportation safety and security

Sustainable urban mobilitypassenger
safety and security

Abuse of authorisation

Traffic and vehicle management,
Transportation safety and security

Sustainable urban mobility, Passenger
safety and security

Abuse of information leakages

Traffic and vehicle management,
Transportation safety and security

Data Protection and privacy

Intentional disclosure

Traffic and vehicle management

Data Protection and privacy

Falsification of records including
certification

All assets (excepting people/living
things)

All assets (excepting people/living thing

Eavesdropping and/or wiretapping

Insider threats

Traffic and vehicle management,
Transportation safety and security

Sustainable urban mobilit Data
protection and privacy

Stealing information or manipulation of
data

Traffic and vehicle management,
Transportation safety and security

Sustanable urban mobilityData
Protection and privacy

Sales of important data to competitors

Traffic and vehicle management,
Transportation safety and security

Data protection and privacy

Leaking information

Traffic and vehicle management,
Transportationsafety and security

Data protection and privacy

25



* . - . .
* * Cyber Security and Resilience of Intelligent Public Transport
* enisa December 2015
* *

* *

THREATYPES BUSINESS ASSET THREECTIONY SOCIETAL ASSETHYFUNCTIONS

Unintentional damage

All assets (excepting people/living

things) All assets (excepting people/living thing

Operator and/or user errors

Configuration errors See configuration errors above See configuratin errors above

Traffic and vehicle management,

Accidental disclosure Transportation safety and security

Data protection and privacy

Mismanagement All All

3.2 Vulnerabilities

3.2.1

In this sectioninitial reflections are provided on IPT vulnerabilitiByimplementingcyberphysical
systems into critical infrastructusg IPT brings benefits but also introdueesew set ofulnerabilities and
risks tooperators and society as a whdftHistorically, cyber and physical systems have operated fairly
independentlyof one anothef!, however, IPT is leading to an integratiorboth domainsand therefore to
a situation where theexploitation ofcyber vulnerabilities can result in physicahsequencesThis brings
both new vulnerabilities and riskSincelPTisrelatively new and on the making, information on IPT
vulnerabilities mainlpriginates from researghrequirements and generic assumptiofts

General vulnerabilities

T Common to other IT systemd:his categoryelates toareas thattcommunally affect other IT syshs
(i.e.customer privacy and personal data, customer security and physical seanulipublicly
accessible device$) This also includes vulnerabilities in commercially available mainstream IT
products and systems.

1 Wireless and cellular communicatioWireless communicatio and cellular services introduce all the
typical vulnerabilities in the area of communicaticonductedbetween points not connected by an

40Us Department of Homeland Securily¢ KS Cdzii dzZNB 2 Tt K¥IANID I £ A & ¥ F Agusii NaZONJIdz
2015.

41 This meant that the impact of a cybsystem disruption was contained within the cylwlmain, while physical

disruption was contained in the physical domain.

42This is mainly becauskere arenot very many such infrastructurdisat have beeroperational for a sufficient

period such thatexperience have been gained, analysed and shared

©See: Gideom 0 A @ RT Syédz2s WLy | tSNR&2Yy |yR tldZ 51 GARaazyz:
Truck Parking, a P& (i dzRBAP HI Project Report

https://www.bth.se/com/intelligent_truck parking.nsf/attachments/Del_6_Security pdf/$file/Del_6_Security.pdf

ETSIG LY St f A3Sy (i &amb R a LIRNRA GgosE#iSty @ybersecurity Issues in Modern

¢ NI y & LJ2 NI | GIREDgurndlaha2018.Y & € =
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.377.199&rep=repl&type=pdf

4|t was noted by operatd B G KIF 0 GKS GKNBIFG AaLYGSNNHzZIIA2Y | YRk 2N R
considered as a major risk for transport operators as most of their moving assets are linked to their central
equipment via wireless connections. Such connections coukidreéficantly disturbed with few resources.g.it is

quite simple to develop a frequency jammer that could block a major station).
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electrical conductarFor examplginadequate security protocols, inadequate authentication
medhanismsgnergyconstrain, poor secuy and unreliable communicatioft

Integration of physical and virtual layershe physical and virtual layers are becoming increasingly
permeable as cyber and physical systems become networked and remotely accéssinfeONB | & S R
connectivity, faster speeds, and mulirectional data flows diversify access points into critical
infrastructure, changing and stretching the borders that must be selsbfiée

Cohabitation between legacy and new systemBT evolves at differémates among operators
because of several factorscluding;resource availability, user preferencesydscale and

accessibility. Inconsistency of IPT technologies introduces new vulnerabilitiessjditsdnay emerge

in areas where legacy equipment aimfrastructures are still used

Increased automationWhile the process of removing or limiting human interaction for IPT systems
throughincreased automatioimproves safety by removing the possibility aitan error it also
introduces new potential vulnerabilities. &einclude but are not limited to: anincreased number of
system access points and, therefore, potential attack vectors; skill atrophy; cascading failures; and
changes in emergency respongans ¢

3.2.2 Specific vulnerabilities

f

Scale and complexity of transportation network3his refergo the difficulty of mapping the entire
IPTsystem {.e.due to theloss of visibilityfor all parts of a systejrand the difficulty of securinthe
connectivityof mobile devices withitransportation networks Other issues include; the needttost
componentsand participantsvithin the network,working withteams with different skills and
competences, anthe effective involvement ofnultiple stakeholders’

Applying networked technology across large transport systenTdis leads t@alarge number of
system access points stemming from the presence of networked technology #tuess$arge
systemswhich in turn irtrease both thalifficulty and costof properly securing each system deviée.
Multiple interdependentsystems:This refers to the burden of ensuritige smooth interfaéng,
communication, and security among interdependent systeftmese diverse systems linde; sensors,
computers, payment systems, financial systems, emergency systems, ventilation systems, automated
devices, power rela; etc®

Access toealtime data: IPT requires nonstop access to réale data which in turn leads to higher
costs associated with maintenance and service downtime and therefore increased vulnerébility.
Higher volumes of passengers and freigfiihis refers to logistical and sedyrhurdles of physically
accommaodating enormous volumes of passengers and freight, along with the reality that security
breaches could result in public safetgks.*®

http://mwww.ericsson.com/res/docs/2014/icendthe-future-of-transport.pdf
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1 Online passenger service3he online proision of passenger services (such as timetabling, passenger
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information and ticket booking) thdtistorically have only beeavailableoffline, means these

functions and now susceptible to all the associated cyber risks.

The inferred vulnerabilities arested below andgresented inFigure6, whereby these vulnerabilities are
mapped (based on the desktop analysis)an axis system withxas generabulnerabilities ((e. applicable
beyondIPT)andspecific vulnerabilitied.€.thosespecific to IPT); and internal vulnerabilitiés (
originating from and controlled by a few operators) versus external vulnerabilitiethpse originating
FTNRY 2LISNI (2NBQ A tfdied MRiltiple ygerdtgi).S Yy R 02y

ThismappingallowsT 2 NJ § KS A RSy (i A F,d&ihed ds anproverients thatimiliiniparts A y & €

significant benefits to transport operators but are relatively easy and inexpensive to implefiestare
vulnerabilities that are internal and hence more likely to be urttierdirect control of the operator thus
allowing for more impactful interventions, and those that are general which imply more affordable

solutions {.e.through offthe shelf products and/or greater competition between solution providers).

Figure6: Matrix of IPT vulnerabilities

Quick Wins

o Common to other IT systems

Interna

oWireIess and cellular
communications

oOnIine passenger
services

Integration of

e i Higher volumes of

passengers and freight access to
o real-time data

Cohabitation between i
legacy and new systems Virtual layers

General Specific
o Increased automation )
Multiple
Q@ interdependent
systems

o

Scale and complexity
of transport networks

o

Applications of networked
technology across large
transport systems

External

28









































































































