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Executive Summary 

¢ƘŜ ŎƻƴŎŜǇǘ ƻŦ ά{ƳŀǊǘ /ƛǘƛŜǎέ revolves around the interconnection of different operators from domains of activity 
such as public transport, eneǊƎȅΧ ¢ƘŜǎŜ ƻǇŜǊŀǘƻǊǎ ǊŜƭȅ ƻƴ Information and Communication Technology (ICT) systems 
to retrieve, process, and exchange data in order to improve their services and the quality of life of citizens. 

In this context, public transport operators have an important role to enable this smartness. They contribute to the 
life of the city, to the economy and ensure the resilience of the Smart City. The integration of several ICT systems 
ŜƴŀōƭŜǎ άLƴǘŜƭƭƛƎŜƴǘ tǳōƭƛŎ ¢ǊŀƴǎǇƻǊǘέ όLt¢ύΣ ǿƘŜǊŜ ŎȅōŜǊ-physical devices, communication networks and central 
servers optimise the transport service up to a certain degree of automation. 

While this fusion of cyber technology, physical infrastructures and mass transport vehicles creates new 
opportunities for improving services and functionality, it also has the effect of introducing cyber security risks into 
transport networks that have not historically been susceptible to such risks. Moreover, IPT becomes a natural 
target for emerging cyber threats that will have an impact not only on the operations of the transport service but 
also on the whole economy and potentially on the health and safety of citizens. 

For that reason, it is important to consider security 
for Intelligent Public Transport to protect the 
operators, the economy and the life and safety of 
citizens. However, IPT faces several challenges in 
this direction: there is currently no EU policy on 
cyber security for transport, the awareness level is 
low and it is difficult for operators to dedicate 
budget to this specific objective of cyber security 
(see picture on the right). 

This study proposes a pragmatic approach that will highlight the critical assets of Intelligent Public Transport 
systems. It gives an overview of the existing security measures (good practices) that could be deployed to protect 
these critical assets and ensure security of the IPT system, based on a survey and interviews of experts from the 
sector, municipalities, operators, manufacturers and policy makers. 

The good practices propose a first step toward actionable security and a better protection of the transport 
ecosystem. Good practices go beyond technical security measures; they also integrate policies, standards, 
operational and organisational measures. For example, transport operators can use this study in support of their 
risk assessment in order to understand which critical assets to protect, and how. 

In spite of the fact that security becomes a concern for all actors of Intelligent Public Transport, additional efforts 
are still needed to improve the current situation. Following that direction, the study proposes recommendations to 
three stakeholders groups that need to enhance the status of cyber security for IPT. For that purpose: 

Decision makers in the European Commission and in Member States should: 

¶ Promote public/private collaboration on IPT cyber security at national level and EU-wide 

¶ Promote and facilitate the development of a common EU approach to IPT security 

¶ Develop a comprehensive EU strategy and framework for cyber security in IPT 

¶ Integrate and converge security efforts made in other sectors of activity 

¶ Foster the development of harmonised cyber security standards for IPT 

No
40%

DonΩt know
40%

Less than 2%
10%

Don't know
10%Yes

20%

Cyber security spending
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Intelligent Public Transport operators should: 

¶ Integrate cyber security in their corporate governance 

¶ Develop and implement an integrated corporate strategy addressing holistically cyber security and safety 
risks 

¶ Implement risk management for cyber security in multi-stakeholder environments including external 
contractors and dependencies 

¶ Clearly and routinely specify their cyber security requirements 

¶ Annually review organisational cyber security processes, practices and infrastructures 

Manufacturers of IPT systems and solutions should: 

¶ Create products/solutions that match the cyber security requirements of IPT end-users 

¶ Collaborate in the development of IPT-specific standards and apply them to IPT solutions 

¶ Develop a trusted information sharing platforms on risks and vulnerabilities 

¶ Provide security guidance for your systems, products and solutions 
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1. Introduction 

Transport networks are designated as critical infrastructure within the European Union (EU) and are 
essential for maintaining the health, safety, security, and social and economic well-being of citizens within 
EU Member States (MS).1 Yet the effective operation of these transport networks is vulnerable to the 
increasing levels of traffic, which also contribute to rising energy consumption and environmental and 
social problems.2 These negative symptoms are strongly felt in European cities which draw together large 
concentrations of citizens within relatively small geographic areas.  

To help manage and mitigate increases in traffic congestion, cities rely upon effective public transport 
networks as efficient mobility solutions. However, when seeking to expand and improve these public 
transport networks it is not enough to count solely upon the traditional measure of simply increasing the 
physical road and rail infrastructure. Rather technological innovation has a major role to play here in the 
creation of appropriate solutions, and the realisation of this fact is directly connected with the rise of 
Intelligent Transport Systems (ITS) integrated into Smart Cities.3  

ITS integrates information and communication technology (ICT) with transport engineering so as to plan, 
design, operate, maintain and manage transport systems, which in turn significantly contribute to 
improving the efficiency and operation of such networks.2 The application of these technologies to public 
transport systems produces Intelligent Public Transport (IPT). 

However, this process of increasing the incorporation of ICT into public transport through both the 
introduction of networked devices and the expansion of remote access and control capabilities, coupled 
with the linking together of different operators within a single Smart City network (creating a system-of-
systems), all acts to increase the cyber threat exposure of traditional transport networks. While current 
transport operators and engineers possess a wealth of knowledge and experience in ensuring their 
networks and products are designed with safety in mind, they have less experience in ensuring the cyber 
security of their networks and products.  

This increase in the cyber security risks for IPT produces new objectives that need to be met. These include 
the identification of critical IPT assets and the associated threats that target them, as well as the 
identification of good practices in cyber security that can address these threats and increase the cyber 
resilience of IPT operators. Such outcomes need to be coupled with a coherent strategic and policy 
approach that encompasses all of the stakeholders linked to IPT within the Smart City environment.  

 

                                                           

1 See Council Directive 2008/11/EC on the identification and designation of European critical infrastructures and the 
assessment of the need to improve their protection, specifically Art.2 and Annex I 
2 See Directive 2010/40/EU of the European Parliament and of the Council on the framework for the deployment of 
Intelligent Transport Systems in the field of road transport and for interfaces with other modes of transport.  
3 Smart Cities are cities that integrate ICT to meet public needs and foster development in a multi-stakeholder 
environment. It is anticipated this integration of cyber-physical technologies and infrastructures creates 
ŜƴǾƛǊƻƴƳŜƴǘŀƭ ŀƴŘ ŜŎƻƴƻƳƛŎ ŜŦŦƛŎƛŜƴŎƛŜǎ ǿƘƛƭŜ ƛƳǇǊƻǾƛƴƎ ǊŜǎƛŘŜƴǘΩǎ quality of life (see US Dept. of Homeland 
{ŜŎǳǊƛǘȅΣ ά¢ƘŜ CǳǘǳǊŜ ƻŦ {ƳŀǊǘ /ƛǘƛŜǎΥ /ȅōŜǊ-tƘȅǎƛŎŀƭ LƴŦǊŀǎǘǊǳŎǘǳǊŜ wƛǎƪέΣ !ǳƎǳǎǘ нлмрύΦ 
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1.1 Scope of the study 
This study focuses on the protection of the assets critical to Intelligent Public Transports in the context of 
Smart Cities. These assets are considered critical as they contribute to the normal operation of local public 
transport networks, including metro, buses, light rail and other modes of mass public transport found in 
Smart Cities. 

For that purpose, this study identifies these critical assets from a business and societal point of view. It 
highlights good security practices against cyber threats. The objective is to enhance the resilience of IPT. 
From the point of view of Smart Cities, tƘŜǎŜ ŀǎǎŜǘǎ Ŏŀƴ ōŜ ŎƻƴǎƛŘŜǊŜŘ άƛƴǘŜǊƴŀƭέ ǘƻ Lt¢ ƻǇŜǊŀǘƻǊs. 

Figure 1 defines the scope of the study by focusing on the critical assets of local public transport operators 
(displayed in the green box). The scope does not consider a specific architecture but rather a 
comprehensive list of assets owned by an IPT operator. 

The protection of critical assets for other transport operators (private and non-local), operators from other 
sectors and non-operators fall out of the scope of this study. The protection of data exchange between IPT 
operators and other stakeholders is also out of scope of this study. ENISA study άCyber Security for Smart 
Cities - an architecture model for public transportέ4 focuses on the protection of this data exchange and its 
associated assets. 

Figure 1: Scope of the study 

 

                                                           

4 9bL{!Σ ά/ȅōŜǊ {ŜŎǳǊƛǘȅ ŦƻǊ {ƳŀǊǘ /ƛǘƛŜǎ - ŀƴ ŀǊŎƘƛǘŜŎǘǳǊŜ ƳƻŘŜƭ ŦƻǊ ǇǳōƭƛŎ ǘǊŀƴǎǇƻǊǘέΣ 5ŜŎŜƳōŜǊ нлмрΦ 
https:// www.enisa.europa.eu/activities/Resilience-and-CIIP/smart-infrastructures/intelligent-public-
transport/architecture-model-transport-smart-cities 

https://www.enisa.europa.eu/activities/Resilience-and-CIIP/smart-infrastructures/intelligent-public-transport/architecture-model-transport-smart-cities
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/smart-infrastructures/intelligent-public-transport/architecture-model-transport-smart-cities
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1.2 Target audience 
The interconnected network of actors facilitates the operation of IPT within a Smart City environment. 
Hence, the task of developing secure and resilient IPT systems falls on multiple actors, requiring the 
cooperation of both public and private stakeholders working together to enhance cyber security. Given 
this fact, the target audiences of this study are drawn from a number of sectors (see Figure 2):  

Figure 2: Target audience groups 

 

¶ Operators: they cover a wide range of actors; both those directly 
involved in operating different public transport modes (metro, 
bus, tram/trolley-bus, light rail, ferry) and an interconnected 
network of operators within the Smart City (energy, 
infrastructure, public & private clouds, communications, banks 
and payment systems, etc.). 

¶ Manufacturers: Covering the full spectrum of manufacturers 
including physical transport infrastructure, providers, vehicle 
manufacturers, developers of ICT networks, hardware and 
software engineers, etc. 

¶ Service Providers: Including risk managers, cloud providers, ICT 
network providers, security providers, etc. 

¶ Policy Makers: Different levels of government (local, national, 
EU), regulators and law enforcement agencies involved in IPT. 

1.3 Methodology 
This study is based on a combination of desktop research as well as empirical research (i.e. survey and 
interviews) with the results validated through a stakeholder workshop. Initial data gathering scoped the 
development of the study, including the current key policies and legislation. Critical societal and business 
assets for IPT were identified by integrating the desktop and empirical findings, and a comparative 
approach was employed (i.e. between threats, risks, vulnerabilities, good practices, and challenges and 
gaps) focussing on enhancing cyber security within IPT. 

Results of the desktop research were further developed, and good practices identified, through an online 
survey5 and series of interviews involving a total of 22 respondents drawn from different stakeholder 
groups.6 While this is sample size is limited it nevertheless represents a good starting point for conducting 
research into IPT. These respondents were based in the following EU MS: 

¶ Belgium 

¶ Denmark 

¶ Estonia 

¶ France 

¶ Germany 

¶ Latvia 

¶ Luxembourg  

¶ Netherlands 

¶ Republic of Ireland 

¶ Spain 

¶ Sweden 

¶ United Kingdom 

                                                           

5 See Annex 5 for the survey questions. 
6 {ŜŜ {ŜŎǘƛƻƴ мΦо ƻŦ 9bL{!Σ ά/ȅōŜǊ {ŜŎǳǊƛǘȅ ŦƻǊ {ƳŀǊǘ /ƛǘƛŜǎ - ŀƴ ŀǊŎƘƛǘŜŎǘǳǊŜ ƳƻŘŜƭ ŦƻǊ ǇǳōƭƛŎ ǘǊŀƴǎǇƻǊǘέΣ 5ŜŎŜƳōŜǊ 
2015, for a distribution of respondents based on sector. 
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The findings and recommendations of this study were validated through a final workshop of IPT operators, 
Smart City municipalities and policy makers. 

1.4 Outline 
This study is structured as follows: 

¶ Section 1 ς Introduction: introduces the topic and provides an outline of the study, the target 
audiences and the methodologies employed.  

¶ Section 2 ς The Intelligent Public Transport environment: provides the contextual environment 
for IPT, including the key legislative environment, critical business and societal functions for IPT, 
and key assets. 

¶ Section 3 ς A need to secure IPT: identifies and organises the key cyber threats affecting the 
critical assets of IPT operators. The cyber threat vulnerabilities inherent to IPT are identified and 
discussed, and an initial analysis of risks is conducted. 

¶ Section 4 ς Good practices for securing Intelligent Public Transport: good practices for securing 
IPT networks from cyber threats are presented here, as identified through both desktop research 
and the interviews/surveying of IPT operators. 

¶ Section 5 ς Gap analysis: The identification and analysis of existing gaps in securing IPT (arising 
from existing policies, legislation, operational practices and employed technologies) identified 
throughout this research via a comparative analysis of previous findings. 

¶ Section 6 ς Recommendations: Sets out nine key recommendations for policy makers, IPT 
operators, manufacturers and solution providers on enhancing the security and resilience of IPT. 
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2. The intelligent public transport environment 

This section provides an overview of the IPT environment. It defines terms commonly used within this 
sector, outlines the current legal and policy environment within which IPT operates, places IPT within the 
wider smart environment, sets out the critical functions and assets for IPT operators, and finally it explains 
why cyber security is so fundamentally critical in the physical-digital fusion that is IPT. 

2.1 Definitions 
Many of the common concepts within intelligent transport are the subject of multiple definitions provided 
by different stakeholders, each with differing perspectives and agendas. These have been distilled here to 
produce a single set of definitions describing how these concepts are approached within this study. Table 1 
defines the terms employed throughout this study. 

Table 1: Key definitions employed within this study 

TERM DEFINITION 

Intelligent Transport 
The application of information and communication technologies to transport so as to 
improve levels of service and efficiency. 

Intelligent Public Transport7 (IPT) 
The application of information and communication technologies to public transport 
networks so as to improve levels of service and efficiency. 

Intelligent Transport Systems (ITS) 
The application of information and communication technologies to the real-time 
management of vehicles and networks involving the movement of people and 
goods.8 9 10 

Smart City 
A city that uses ICT to meet public needs and foster development in a multi-stakeholder 
environment. 

Business critical 

(as applied to IPT) 

Any elements which can directly impact the execution and sustainability of a business 
in the long-term, including business revenue, service provision, business operations, 
and/or the brand and image of an organisation. 

Societal critical 

(as applied to IPT) 

Any elements affecting the quality of life of the citizens and their daily experience of 
transport, which includes the environment, their safety and security and their privacy. 

Critical Infrastructure 

(as applied to the EU) 

An asset, system or part thereof located in MS which is essential for the maintenance of 
vital societal functions, health, safety, security, economic or social well-being of people, 
and the disruption or destruction of which would have a significant impact in a MS as a 
result of the failure to maintain those functions.11 

                                                           

7 Intelligent Public Transport is not a term widely used or adopted, rather it is a term coined for this study.  
8 9/ΣмсΦмнΦнллу /haόнллуύ уус ŦƛƴŀƭΣ ά!Ŏǘƛƻƴ tƭŀƴ ŦƻǊ ǘƘŜ 5ŜǇƭƻȅƳŜƴǘ ƻŦ LƴǘŜƭƭƛƎŜƴǘ ¢ǊŀƴǎǇƻǊǘ {ȅǎǘŜƳǎ ƛƴ 9ǳǊƻǇŜέ. 
99/Σ нлΦоΦнллф /haόнллуύ уус ŦƛƴŀƭκнΣ άCorrigendum to Action Plan for the Deployment of Intelligent Transport 
Systems in EuropeέΦ 
10 CŜŘŜǊŀƭ aƛƴƛǎǘǊȅ ŦƻǊ 9ŎƻƴƻƳƛŎ /ƻƻǇŜǊŀǘƛƻƴ ŀƴŘ 5ŜǾŜƭƻǇƳŜƴǘ όDŜǊƳŀƴȅύΣ άLƴǘŜƭƭƛƎŜƴǘ ¢ǊŀƴǎǇƻǊǘ {ȅǎǘŜƳǎέΣ ǇΦнΦ 
11 As defined within Article 2a of Directive 2008/114/EC. For more details on critical infrastructure see ENISA, 
άMethodologies for the identification of Critical Information Infrastructure assets and servicesέΣ CŜōǊǳŀǊȅ нлмр. 
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TERM DEFINITION 

 Cyber security  

Cyber security is the collection of tools, policies, security concepts, security safeguards, 
guidelines, risk management approaches, actions, training, best practices, assurance 
and technologies that can be used to protect the cyber environment and organization 
ŀƴŘ ǳǎŜǊΩǎ ŀǎǎŜǘǎΦ 

IPT Cyber security 
For IPT, cyber security is the protection of data, systems, infrastructure and end-users 
vital to the transport network, its operation and stability.  

2.2 EU policy context 
At the EU regulatory level, Regulations and Directives have yet to be specifically drafted to govern the form 
and operation of IPT. Instead, what currently exists are a number of Directives whose broader remits are, 
to differing degrees, applicable to IPT. These existing Directives cover the protection of personal data,12 the 
processing of personal data in the electronic communications sector,13 the promotion of clean and energy-
efficient road transport vehicles,14 creating interoperability of national rail systems across the European 
Community,15 and the deployment of intelligent transport systems in the field of road transport.16 
Individual analyses of these Directives is provided in Annex 1. 

Collectively these Directives demonstrate that while there is currently no piece of EU legislation focussing 
specifically on the operation of IPT at the EU level, there are elements of IPT operations that are still 
subject to a level of regulation. Despite this fact, when it comes to either cyber security protections, 
requirements and/or guidance specific to IPT, these Directives have very little to say beyond a cursory 
mention of general security and the need to protect in-vehicle communications in Directive 2010/40/EU,17 
and the need to protect the data privacy rights of citizens in Directives 1995/46/EC and 2002/58/EC.18 
There is the proposed Network Information Security (NIS) Directive19 which, if enacted, will place a duty on 

                                                           

https://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services/Methodologies-for-
identification-of-ciis 
12 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of 
individuals with regard to the processing of personal data and on the free movement of such data. http://eur -
lex.europa.eu/legal-content/EN/TXT/?uri=URISERV:l14012 
13 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of 
personal data and the protection of privacy in the electronic communications sector (Directive on privacy and 
electronic communications). http://eur -lex.europa.eu/legal-
content/EN/TXT/?qid=1440673681836&uri=CELEX:32002L0058 
14 Directive 2009/33/EC of the European Parliament and of the Council of 23 April 2009 on the promotion of clean 
and energy-efficient road transport vehicles. http://eur -lex.europa.eu/legal-
content/EN/TXT/?qid=1440673932348&uri=CELEX:32009L0033 
15 Directive 2008/57/EC of the European Parliament and of the Council of 17 June 2008 on the interoperability of the 
rail system within the Community. http://eur -lex.europa.eu/legal-content/EN/TXT/?uri=celex:32008L0057 
16 Directive 2010/40/EU of the European Parliament and of the Council of 7 July 2010 on the framework for the 
deployment of Intelligent Transport Systems in the field of road transport and for interfaces with other modes of 
transport. http://eur -lex.europa.eu/legal-content/EN/TXT/?qid=1440674103143&uri=CELEX:32010L0040 
17 Art.2(1), Directive 2010/40/EU 
18 Art.10, Directive 2010/40/EU 
19 Proposal for a DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL concerning measures to ensure a 
high common level of network and information security across the Union (COM/2013/048 final - 2013/0027 (COD)). 
http://eur -lex.europa.eu/legal-content/EN/TXT/?uri=celex:52013PC0048 

https://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services/Methodologies-for-identification-of-ciis
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services/Methodologies-for-identification-of-ciis
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=URISERV:l14012
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=URISERV:l14012
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1440673681836&uri=CELEX:32002L0058
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1440673681836&uri=CELEX:32002L0058
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1440673932348&uri=CELEX:32009L0033
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1440673932348&uri=CELEX:32009L0033
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32008L0057
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1440674103143&uri=CELEX:32010L0040
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52013PC0048
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operators of critical infrastructures (including transport) to manage the risks posed to the security of the 
networks and information systems which they control and use in their operations.20 While this Directive will 
apply to IPT operators, the level of impact is uncertain as again it is not primarily focussed on the operation 
of IPT.21 

At the national level, while Member States need to ensure these Directives are incorporated into their 
respective legal systems, they are free to go beyond existing EU legislation by establishing additional 
national measures to promote IPT and cyber security.22  

Running parallel with these Directives are a number of important EU policy documents acting to drive the 
ŦǳǘǳǊŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ Lt¢Φ ¢ƘŜǎŜ ƘŀǾŜ ŀǇǇŜŀǊŜŘ ǿƛǘƘ ǊŜƎǳƭŀǊƛǘȅ ǎƛƴŎŜ ǘƘŜ ƭŀǘŜ нлллΩǎ ŦƻŎǳǎǎƛƴƎ ƻƴ 
Intelligent Transport and its integration within Smart Cities, and they indicate the importance being 
assigned to these topics at the EU level. These policy documents include the following:23 

¶ Action Plan for the Deployment of Intelligent Transport Systems in Europe: This Action Plan aims 
to accelerate and coordinate the deployment of Intelligent Transport Systems (ITS) in road 
transport, including interfaces with other transport modes.16 

¶ Internet of Things - An action plan for Europe: SŜǘǎ ƻǳǘ мп άLines of !Ŏǘƛƻƴέ regarding the future 
design of objects/systems falling under the Internet of Things (IoT).24 

¶ A Digital Single Market Strategy Europe: Sets out the CommissionΩǎ ǎǘǊŀǘŜƎȅ ŦƻǊ ŎǊŜŀǘƛƴƎ ŀ 5ƛƎƛǘŀƭ 
Single Market whereby the free movement principles of goods, services, people and capital are 
translated and implemented into EU cyber space.25 

¶ European Innovation Partnership on Smart Cities and Communities: Strategic Implementation 
Plan: Presents the Strategic Implementation Plan for creating Smart Cities produced by the High 
Level Group of the European Innovation Partnership for Smart Cities and Communities.26 

¶ Roadmap to a Single European Transport Area ς Towards a competitive and resource efficient 
transport system: Focus is on how to remove barriers and bottlenecks so as to complete the 
internal market for transport by creating a competitive and sustainable transport market within 
the EU.27 

                                                           

20 Art.14(1), Proposed NIS Directive 
21 When multiple operators (including IPT operators) are integrated into the architecture of a Smart City it is 
uncertain to what extent they control any shared network and information systems. Additionally the scope assigned 
to transport as critical infrastructure within the proposed Directive as currently drafted in Annex II of the draft NIS 
Directive does not clearly apply to road-based IPT operators (i.e. busses).  
22 For example, it was noted during the final validation workshop that the French Agence nationale de la sécurité des 
ǎȅǎǘŝƳŜǎ ŘΩinformation (ANSSI) is working with Vital Importance Operators such as public transport and railways to 
establish laws related to cyber security.  
23 See Annex 1: Key EU legislation and policy/strategy documents affecting IPT, for more details on these documents. 
24 Internet of Things - An action plan for Europe - COM(2009) 278 final. http://eur -
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0278:FIN:EN:PDF 
25 A Digital Single Market Strategy for Europe - COM(2015)192 final. http://ec.europa.eu/priorities/digital-single-
market/docs/dsm-communication_en.pdf 
26 European Innovation Partnership on Smart Cities and Communities: Strategic Implementation Plan. 
http://ec.europa.eu/eip/smartcities/files/sip_final_en.pdf 
27 Roadmap to a Single European Transport Area ς Towards a competitive and resource efficient transport system - 
COM(2011) 144 final. http://eur -lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:tr0054 

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0278:FIN:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0278:FIN:EN:PDF
http://ec.europa.eu/priorities/digital-single-market/docs/dsm-communication_en.pdf
http://ec.europa.eu/priorities/digital-single-market/docs/dsm-communication_en.pdf
http://ec.europa.eu/eip/smartcities/files/sip_final_en.pdf
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:tr0054
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¶ Rolling plan for ICT Standardisation: This Rolling Plan provides a multi-annual overview of the 
needs for preliminary or complementary ICT standardisation activities to undertake in support of 
EU policy activities.28 

¶ Smart Cities and Communities ς European Innovation Partnership: These are partnerships across 
the areas of energy, transport and information and communication with the objective to catalyse 
progress in areas where energy use, mobility and transport, and ICT are intimately linked.29 

What is most telling is that many of the EU policy and strategy documents within IPT have moved beyond 
simply seeking to educate the reader about IPT and/or justifying the development of this capability, and on 
to promoting concrete actions and outcomes through the use of action plans and/or the setting of specific 
objectives. This represents the level of acceptance IPT has achieved within the EU.  

However, an EU policy specific to the development and security of IPT as a whole is still lacking. Instead the 
focus of these documents is primarily to promote the uptake and development of ITS, IoT, ICT, Smart 
Cities. Yet, there is no related policy on the cyber security requirements for the operators of such systems.  

2.3 Critical business and societal functions and assets for intelligent public transport 

2.3.1 Asset groups 
In order to identify the key IPT assets, based on the field work we have extrapolated key functions and 
their relevant specific assets from a business and societal prospective. Successfully managing an IPT 
business requires identifying and protecting those functions that are critical to the effective, continued 
operation of that business: i.e. business critical functions. Given the role and importance of IPT networks to 
citizens and societies, there are also functions that are critical from a societal perspective; i.e. societal 
critical functions. Within each of these business and societal functions are individual assets related to the 
provision of that function. Through the survey, interviews as well as desktop research covering key 
documents, the following five business and five societal functions were identified. 

Business functions: 

¶ Traffic and vehicle management defines IPT through the use of ICT, and underlies its goals of 
increasing efficiencies and productivity through the linking of systems and employing data. As a 
result this function contains a long list of related assets covering the full digital-physical spectrum. 
¢Ƙƛǎ ƳƛǊǊƻǊǎ ǘƘŜ ǎƻŎƛŜǘŀƭ ŦǳƴŎǘƛƻƴ άǎǳǎǘŀƛƴŀōƭŜ urban ƳƻōƛƭƛǘȅέΦ 

¶ Transportation safety and security focuses on ensuring the effective cyber/physical security and 
safety of IPT infrastructures (including both physical and digital entities) attached to the business 
operations of the IPT operator. As such the assets range from cyber protection measures (i.e. 
ensuring the confidentiality, integrity and availability of data and communications) to access 
controls to both physical and digital assets. 

¶ Sales, fees and charges are essential to the continuing financial viability of an IPT operator, 
whether privately or publically owned. Protecting the payment system assets is therefore of 
fundamental importance. 

                                                           

28 Rolling plan for ICT Standardisation. https://ec.europa.eu/digital-agenda/en/news/rolling-plan-ict-standardisation-
0 
29 Smart Cities and Communities ς European Innovation Partnership - COM(2012) 4701 final. 
http://ec.europa.eu/eip/smartcities/files/ec_communication_scc.pdf 

https://ec.europa.eu/digital-agenda/en/news/rolling-plan-ict-standardisation-0
https://ec.europa.eu/digital-agenda/en/news/rolling-plan-ict-standardisation-0
http://ec.europa.eu/eip/smartcities/files/ec_communication_scc.pdf
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¶ Resilient management structure allows an IPT operator to respond effectively to, and overcome, 
the range of threats IPT networks are subject to, including: acts of nature, cyber attacks, physical 
attacks, energy supply problems, etc. Staff and business reputation are important assets here. 

¶ Energy and environment concerns have a direct impact on the operation of IPT networks. 
hǇŜǊŀǘƻǊǎ ƴŜŜŘ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǎǳŦŦƛŎƛŜƴǘ ŀƴŘ Ŏƻƴǘƛƴǳƻǳǎ ǎǳǇǇƭȅ ƻŦ ŜƴŜǊƎȅ ǘƻ ƳŜŜǘ ǘƘŜƛǊ ƴŜǘǿƻǊƪΩǎ 
needs. While at the same time they must manage energy usage to control costs and mitigate any 
negative environmental impacts arising from their transport network. This function also mirrors the 
ǎƻŎƛŜǘŀƭ ŦǳƴŎǘƛƻƴ άǎǳǎǘŀƛƴŀōƭŜ ŜƴǾƛǊƻƴƳŜƴǘέΦ 

Societal functions: 

¶ Sustainable urban mobility networks are fundamental to the efficient operation of a city, providing 
a wealth of social and economic benefits. Incorporating ICT into the operation of traditional 
mobility networks to create IPT acts to maximise the efficiency, operation and sustainability of 
these mobility networks. This is fundamental in differentiating IPT from the traditional silo-based 
model of an urban public transport system. This infusion of ICT into the physical infrastructure and 
assets of different operators enables the integration of wider systems and processes. The critical 
assets to this function now include the digital infrastructure and integrated systems as well as 
physical infrastructures. 

¶ Passenger safety and security focuses on ensuring the effective cyber/physical security and safety 
of passengers using urban public transport networks. Achieving acceptable levels of safety and 
security are fundamental prerequisites for passengers to trust and willingly choose to use such 
networks. Providing the safety and (cyber) security of passengers on IPT networks requires a range 
of assets, from technological safety systems and surveillance (CCTV) capabilities, through to trained 
staff and the real-time ability to communicate with passengers.  

¶ Data protection and privacy are digital rights valued by societies, as well as representing EU legal 
requirements which apply to the operation of IPT networks (see Section 2.2). Mature IPT operators 
recognise that the data/information they hold constitutes one of their most valuable assets.  

¶ Sustainable environment recognises the impact of traffic networks on the wider city environment 
through vectors including; air quality, noise pollutions, traffic flow, user safety, sustainable energy 
grids, and the economic impact for both end-users and local businesses.30 

Because of the different nature and focus of these two viewpoints (i.e. business and societal), business 
assets tend to focus more on individual components of IPT, while societal assets tend to be concerned 
more with integrated and broader elements of IPT systems cutting across several operators.  

2.3.2 Main critical assets for intelligent public transport 
Figure 3 below set out the business and societal functions grouped together with associated assets as 
identified through the survey, interviews and desktop research of related documents.31 These were also 
evaluated to identify those that are critical. The resulting five critical functions and 21 critical assets are 

                                                           

30 {ŎƻǘǘƛǎƘ DƻǾŜǊƴƳŜƴǘΣ ά{ƳŀǊǘ /ƛǘƛŜǎ aŀǘǳǊƛǘȅ aƻŘŜƭ ŀƴŘ {ŜƭŦ-!ǎǎŜǎǎƳŜƴǘ ¢ƻƻƭέΣ WŀƴǳŀǊȅ нлмр 
31 Key documents here included: 9/Σ /haόнлммύмпп ŦƛƴŀƭΣ άwƻŀŘƳŀǇ ǘƻ ŀ {ƛƴƎƭŜ 9ǳǊƻǇŜŀƴ ¢ǊŀƴǎǇƻǊǘ !ǊŜŀέΣ aŀǊŎƘ 
2011. EC, COM(2012) 4701 final, ά{ƳŀǊǘ /ƛǘƛŜǎ ŀƴŘ /ƻƳƳǳƴƛǘƛŜǎΦ 9ǳǊƻǇŜŀƴ LƴƴƻǾŀǘƛƻƴ tŀǊǘƴŜǊǎƘƛǇέΣ Wǳƭȅ нлмнΦ 
European Innovation Partnership on Smart Cities and Communities, Strategic Implementation, October 2013. EC, 
/haόнллфύ нту ŦƛƴŀƭΣ άLƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎΦ !ƴ !Ŏǘƛƻƴ tƭŀƴ ŦƻǊ 9ǳǊƻǇŜέΣ Wune 2009Φ 9/Σ /haόнлмлύ нпр ŦƛƴŀƭΣ ά! 5ƛƎƛǘŀƭ 
!ƎŜƴŘŀ ŦƻǊ 9ǳǊƻǇŜέΣ aŀȅ нлмлΦ 9ǊƛŎǎǎƻƴΣ άSmart communication + Accurate information = Intelligent Transport 
usersέ, 2014. 
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presented in bold and highlighted red in Figure 3. In addition, Annex 2 provides an easily referable table 
listing those functions, assets and threats identified as critical.  

Figure 3: Critical functions and assets for IPT 

 
Assessing the nature and distribution of those assets prioritised within IPT, which act to connect IPT to the 
wider Smart City networks, produces key insights into both the άphysical-digitalέ nature of those assets 
distributed throughout an IPT network, as well as their security requirements. Three key insights on the 
nature of IPT assets and security requirements are set out below. 
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2.3.3 Three key insights on the nature of intelligent public transport assets 
¶ Individual IPT assets combine multiple components: IPT assets are more complex than similar 

assets in traditional silo-based transport systems, as they combine multiple assets into one. For 
example, a bus is no longer just a public transport vehicle ς it is also a data collection and recording 
system, an information dissemination asset, mobile Wi-Fi hub, and a source of real-time intelligence 
for optimising the transport network. This is especially true for those assets linked to societal 
functions. 

¶ The cyber/physical divide disappears within IPT assets: IPT assets fuse together both physical and 
digital components. The resulting assets are now cyber-physical hybrids.  

¶ IPT assets are linked together to form individual systems and systems-of-systems shared amongst 
multiple stakeholders: Through the use of ICT, the individual assets of a traditional silo-based 
transport network are linked together to form a transport operators IPT system. A Smart City links 
these assets further by integrating the systems of multiple operators and/or other stakeholders and 
providers, forming a system-of-systems. 

2.3.4 Three key insights on security for intelligent public transport assets 
¶ IPT assets are subject to a greater range of security threats: When assets become cyber-physical 

hybrids, they become susceptible to both physical attacks and cyberattacks. 

¶ Cyber security and physical safety can no longer be treated as separate concerns: When attackers 
can affect the physical operation of ICT-enabled vehicles or other physical assets,32 network cyber 
security and physical safety become interdependent.  

¶ 5ŜǘŜǊƳƛƴƛƴƎ ǿƘŜǊŜ ŀƴ Lt¢ ƻǇŜǊŀǘƻǊΩǎ όǎŜŎǳǊƛǘȅύ ǊŜǎǇƻƴǎƛōƛƭƛǘƛŜǎ ŜƴŘ ƛǎ ƴƻ ƭƻƴƎŜǊ ŎƭŜŀǊΥ By 
integrating IPT into the wider Smart City through the sharing of assets, data and ICT networks with 
3rd partieǎΣ ǘƘŜ ōƻǳƴŘŀǊȅ ƻŦ ǘƘŜ ǘǊŀƴǎǇƻǊǘ ƻǇŜǊŀǘƻǊΩǎ ƴŜǘǿƻǊƪ ƛǎ ƴƻ ƭƻƴƎŜǊ ŎƭŜŀǊΦ LŦ ŀƴ ƻǊƎŀƴƛǎŀǘƛƻƴ 
cannot accurately map the network they control, this has important implications for how they 
conduct their network risk assessments. 

  

                                                           

32 Chris Valasek and Charle Miller, Adventures in Automotive Networks and Control Units, 2014. 
http://www.ioactive.com/pdfs/IOActive_Adventures_in_Automotive_Networks_and_Control_Units.pdf 

http://www.ioactive.com/pdfs/IOActive_Adventures_in_Automotive_Networks_and_Control_Units.pdf
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2.4 Intelligent public transport environment and elements 
In order to discuss IPT it makes sense to place it in the urban context that both justifies the need for 
developing IPT systems, as well as provides the necessary cyber-physical infrastructure that enables public 
transport to become intelligent. This environment is the Smart City. Producing IPT systems (as opposed to 
traditional public transport systems) within this Smart City environment requires the successful integration 
of cyber-physical technologies and urban infrastructure. This entails the linking and integration of 
(physical) infrastructures and (digital) processes which are not always well connected.27, 33 Figure 4 depicts 
the different stakeholders operating within Smart Cities34 that can be integrated into the networks and 
cyber-physical architecture of IPT operators. 

Figure 4: IPT within the Smart City content 

 

                                                           

33 ¦{ 5ŜǇǘΦ ƻŦ IƻƳŜƭŀƴŘ {ŜŎǳǊƛǘȅΣ ά¢ƘŜ CǳǘǳǊŜ of Smart Cities: Cyber-tƘȅǎƛŎŀƭ LƴŦǊŀǎǘǊǳŎǘǳǊŜ wƛǎƪέΣ !ǳƎǳǎǘ нлмрΦ 
34 {ŜŜ 9bL{!Σ ά/ȅōŜǊ {ŜŎǳǊƛǘȅ ŦƻǊ {ƳŀǊǘ /ƛǘƛŜǎ - ŀƴ ŀǊŎƘƛǘŜŎǘǳǊŜ ƳƻŘŜƭ ŦƻǊ ǇǳōƭƛŎ ǘǊŀƴǎǇƻǊǘέΣ 5ŜŎŜƳōŜǊ нлмрΦ 
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3. A need to secure intelligent public transport 

This section focuses on the threats, vulnerabilities and risks that are faced by IPT networks and operators 
and their impact on both businesses and society. To this end we employ the following definitions35 when 
discussing these terms. 

¶ Threat: is the potential cause of an incident that may result in harm to an IPT system or IPT 
organisation. 

¶ Vulnerability: is a weakness within an IPT asset that can be exploited by the threats. 

¶ Risk: is the potential that a given threat will successfully exploit vulnerabilities within an IPT asset 
and thereby result in harm to the businesses and/or society as a whole.  

¶ Challenges: are current limitations faced by stakeholders on the security status of IPT (as 
expressed during the survey and the interviews). 

3.1 Threats 

3.1.1 Threat model 
For the purpose of this study, a practical IPT based threat-taxonomy has been developed. The threats 
included in the suggested threat model are all applicable to the IPT assets presented in the previous 
section. The presented threat taxonomy covers mainly cyber-security threats; that is, threats applying to 
information and communication technology assets. Additional non-IT threats have also been included in 
order to cover threats to physical assets that are necessary for the operation of the considered ICT-assets. 
Threats appear to be multifaceted and can be directed against specific assets, ranging from IPT systems to 
data, through to broad organisational structures and entire IPT infrastructures. Furthermore, due to IPT 
assets blurring the lines between digital and physical layers (see Section 3.2), IPT operators lean more 
towards multifaceted threats affecting complex assets having both physical and digital characteristics. 

This threat taxonomy draws upon the key findings from the survey, interviews and desktop research. 
Previous ENISA studies have also been employed as a basis for the taxonomy (e.g. ENISA Threat Landscape 
and Good Practice Guide for Internet Infrastructure 2015,36 ENISA Threat Landscape 201337 and the Smart 
Grid Threat Landscape and Good Practice Guide).38 In order to keep a practical focus we propose a threat 
model that regroups threats into seven threat categories. These groups define the origin of the threat with 
each category having its own implications over the security of IPT. However, it must be noted that these 
seven threat categories represent a generalised model. The threats each IPT operator must address will 
vary depending on multiple factors, including the size of the operator and the contextual nature of their 

                                                           

35 These are contextually modified definitions of those from ETSI TS 102 165-1 V4.2.3 άTelecommunications and 
Internet converged Services and Protocols for Advanced Networking (TISPAN); Methods and protocols; Part 1: 
Method and preforms for Threat, Risk, Vulnerability Analysisέ, March 2011. 
http://www.etsi.org/deliver/etsi_ts/102100_102199/10216501/04.02.03_60/ts_10216501v040203p.pdf 
36 9bL{!Σ ά¢ƘǊŜŀǘ [ŀƴŘǎŎŀǇŜ ŀƴŘ DƻƻŘ tǊŀŎǘƛŎŜ DǳƛŘŜ ŦƻǊ LƴǘŜǊƴŜǘ LƴŦǊŀǎǘǊǳŎǘǳǊŜέΦ 
https://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/enisa-thematic-
landscapes/threat-landscape-of-the-internet-infrastructure 
37 9bL{!Σ ά9bL{! ¢ƘǊŜŀǘ [ŀƴŘǎŎŀǇŜ нлмоΥ hǾŜǊǾƛŜǿ ƻŦ ŎǳǊǊŜƴǘ ŀƴŘ ŜƳŜǊƎƛƴƎ ŎȅōŜǊ ǘƘǊŜŀǘǎέΦ 
http://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/enisa-threat-landscape-2013-
overview-of-current-and-emerging-cyber-threats  
38 9bL{!Σ ά{ƳŀǊǘ DǊƛŘ ¢ƘǊŜŀǘ [ŀƴŘǎŎŀǇŜ ŀƴŘ DƻƻŘ tǊŀŎǘƛŎŜ DǳƛŘŜέΦ http://www.enisa.europa.eu/activities/risk-
management/evolving-threat-environment/sgtl/smart-grid-threat-landscape-and-good-practice-guide 

http://www.etsi.org/deliver/etsi_ts/102100_102199/10216501/04.02.03_60/ts_10216501v040203p.pdf
https://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/enisa-thematic-landscapes/threat-landscape-of-the-internet-infrastructure
https://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/enisa-thematic-landscapes/threat-landscape-of-the-internet-infrastructure
http://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/enisa-threat-landscape-2013-overview-of-current-and-emerging-cyber-threats
http://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/enisa-threat-landscape-2013-overview-of-current-and-emerging-cyber-threats
http://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/sgtl/smart-grid-threat-landscape-and-good-practice-guide
http://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/sgtl/smart-grid-threat-landscape-and-good-practice-guide
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operating environment. As such it is essential IPT operators conduct individualised risk assessments to 
identify the specific threats that they need to address. 

The identified seven threat categories are as follows:  

¶ Physical and large scale attacks are intentional offensive actions, which aim to achieve maximum 
distraction, disruption, destruction, exposure, alteration, theft or unauthorised accessing of assets 
such as infrastructure, hardware, or ICT connections. This threat group has general application, 
thus covers the entire spectrum of cyber-physical infrastructure.  

¶ Acts of nature and/or environmental incidents are serious disruptions of the functioning of a 
society and can be divided into those natural disasters not directly triggered by humans, and 
environmental disasters caused by humans. These threats apply to assets in general, hence also to 
IPT infrastructures. Typical threats include: earthquakes, floods, wildfires, pollution, dust and 
corrosion.  

¶ Accidental errors/malfunctions/failures are related to the condition of not functioning and/or 
insufficient functioning of any IT infrastructure assets. Examples include; failures or disruptions of 
network devices or systems, software bugs, and configuration errors. 

¶ Disruption and/or outages are unexpected disruptions of services or significant decreases in 
expected quality, and can affect all kind of IPT assets. Disruption and outages may be triggered by 
a range of different reasons. 

¶ Nefarious activities and/or abuse are intentional actions that target IPT assets, ranging from 
systems and infrastructure to networks, by means of malicious acts with the aim to steal, alter, or 
destroy a specified target. This group contains those common threats generally referred to as 
cyber attacks, but also related actions that do not have a digital asset as a direct target. 

¶ Unintentional damage refers to the destruction, harm, or injury of property or people by accident. 
Damage includes both physical and non-physical damage.  

¶ Insider threats are similar to nefarious activities, but originate from within the organisation being 
attacked or targeted. The perpetrator is often an employee or officer of an organisation or 
enterprise. An insider threat does not have to be a present employee or stakeholder, but can also 
be a former employee, board member, or anyone who at one time had access to proprietary or 
confidential information from within the organisation. 

3.1.2 List of threats to public transport  
This section presents the most relevant threats to IPT structures based on the desktop research, survey 
and interviews, and arranges them according to the categories described in Section 3.1.1. Respondents to 
the survey and interviews further evaluated these threats to identify those they consider to be critical. The 
top 15 they identified are highlighted red and presented in bold in Figure 5.39  

                                                           

39 On the importance of operators and user errors see: Michael G. DinningΣ άIntroduction to Cyber Security Issues for 
TransportationέΣ T3 Webinar, December 7, 2011. On the importance of terrorism/state sponsored attacks see: 
GŜƴŘǊƻƴ !ƴƎŜƭŀ ŀƴŘ aŀǊǘƛƴ wǳŘƴŜǊΣ ά!ǎǎŜǎǎƛƴƎ ŎȅōŜǊ ¢ƘǊŜŀǘǎ ǘƻ /ŀƴŀŘƛŀƴ LƴŦǊŀǎǘǊǳŎǘǳǊŜǎέΣ CSIS publication, March 
2012. On the importance of manipulation of hardware/software, tempering, unauthorised use and access and 
maƭǿŀǊŜ ŀƴŘ ǾƛǊǳǎŜǎ ǎŜŜΥ 9¢{LΣ άIntelligent Transport Systems (ITS)έ; Edward CƻƪΣ ά!ƴ LƴǘǊƻŘǳŎǘƛƻƴ ǘƻ /ȅōŜǊǎŜŎǳǊƛǘȅ 
ƛǎǎǳŜǎ ƛƴ aƻŘŜǊƴ ¢ǊŀƴǎǇƻǊǘŀǘƛƻƴ {ȅǎǘŜƳǎέΣ ITE JournalΣ Wǳƭȅ нлмоΦ hƴ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ ƻŦ 55ƻ{ ǎŜŜΥ 9¢{LΣ άIntelligent 
¢ǊŀƴǎǇƻǊǘ {ȅǎǘŜƳǎ όL¢{ύέ. On the importance of hardware failure, software failure and loss of integrity of sensitive 
information see: Trond CƻǎǎΣ άSafe and secure Intelligent Transport Systems (ITS)έΣ Transport Research Arena, Paris, 
2014Τ ¦{ 5ŜǇŀǊǘƳŜƴǘ ƻŦ ¢ǊŀƴǎǇƻǊǘŀǘƛƻƴΣ άIntelligent Transportation Systems (ITS)έ. On the importance of natural and 
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Figure 5: Key threats to IPT identified by respondents 

 

 

3.1.3 IPT assets exposure to cyber threats  
In this section, first ideas on the threat exposure of IPT assets are presented. The list of threats is non-
exhaustive and could be complemented at a later date by a more in-depth study. The association between 
the threats (both threat groups and individual threats) from Figure 5 and the top asset types from Figure 3 
is established through Table 2 below (see Annex 3 for a more detailed table showing all the asset types). As 
such, Table 2 shows the relationship between the identified critical threats and the asset types/functions 
to which these threats apply. 

This information is important for identifying countermeasures that will reduce the exposure surface of 
assets. This threat-to-assets association is made on the basis of the field work and initial assessment done 
within the project. Since IPT assets tend to blur the lines between digital and physical layers, the same 
threat can affect multiple assets. The association performed in this study is non-exhaustive and subject to 
refinements, according to particular transport and threat environments.  

                                                           

ŜƴǾƛǊƻƴƳŜƴǘŀƭ ŘƛǎŀǎǘŜǊǎ ǎŜŜΥ ¦{ 5ŜǇŀǊǘƳŜƴǘ ƻŦ ¢ǊŀƴǎǇƻǊǘŀǘƛƻƴΣ άIntelligent Transportation Systems (ITS)έ. On the 
importance of interruption/disruption of electrical supply and frequency seŜ Υ /wh CƻǊǳƳΣ άPower Blackout Risks. 
Risk Management Options. Emerging Risk InitiativeέΣ Position Paper, November 2011; US Department of 
¢ǊŀƴǎǇƻǊǘŀǘƛƻƴΣ άIntelligent Transportation Systems (ITS)έΦ On the importance of strike see: US Department of 
Transportation, άIntelligent Transportation Systems (ITSύέΦ 

Threats to IPT

Insider threats

Stealing/manipulation of 
data/ information

Sales of important to competitors

Leaking information

Physical and 
large-scale attacks

Terrorism and/ or state-sponsored attacks

Unauthorised use and/ or access

Vandalism and/or civil disorder

Violence and/or shootings within sites

Theft of data and/or infrastructures

Unintentional 
damage

Operator and/ or user errors

Configuration errors

Accidental disclosure

Mismanagement

Nefarious activity/abuse

Distributed Denial of 
Service attack (DDoS)

Manipulation of hardware/ software

Tampering/ alteration of data, 
including insertion of information

Malwares and viruses

Hacking of wireless/connected assets

Data breaches

Identify theft

Exploitation of software bugs

Abuse of authorisation

Abuse of information leakages

Intentional disclosure

Falsification of records including certification

Eavesdropping and/or wiretapping

Acts of nature / 
environmental incidents

Natural disasters

Environmental disasters

Accidental errors / 
malfunctions / failures

Hardware failure and/ or malfunctions

Software failure and/ or malfunctions

Loss of (integrity of) 
sensitive information/ data

Configuration errors

Disruptions / outages

Interruption/ disruption 
of electrical supply

Interruption/ disruption 
of frequency

Strike
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Table 2: Association between IPT threats and assets 

THREAT TYPES BUSINESS ASSET TYPES/FUNCTIONS SOCIETAL ASSET TYPES/FUNCTIONS 

Physical and large scale attacks 

Terrorism and/ or state sponsored 
attacks 

All All 

Unauthorised use and/or access 
Traffic and vehicle management, 
Transportation safety and security  

Sustainable urban mobility, Passenger 
safety and security, Data protection and 
privacy  

Vandalism and/or civil disorder 
Traffic and vehicle management, 
Transportation safety and security 

Sustainable urban mobility, Passenger 
safety and security 

Violence and/or shooting within sites Traffic and vehicle management Passenger safety and security 

Theft of data and/or infrastructures 
Traffic and vehicle management, 
Transportation safety and security 

Sustainable urban mobility, Passenger 
safety and security, Data protection and 
privacy  

Acts of nature / environmental incidents 

Natural disasters All All 

Environmental disasters All All 

Accidental errors/malfunctions/failures 

Hardware failure and /or malfunctions 
Traffic and vehicle management, 
Transportation safety and security 

Sustainable urban mobility, Passenger 
safety and security  

Software failure and/or malfunctions 
Traffic and vehicle management, 
Transportation safety and security 

Sustainable urban mobility, Passenger 
safety and security 

Loss of (integrity of) sensitive 
information/data 

Traffic and vehicle management, 
Transportation safety and security 

Data protection and privacy, Sustainable 
urban mobility 

Configuration errors 
Traffic and vehicle management, 
Transportation safety and security  

Sustainable urban mobility, Passenger 
safety and security 

Disruption and/or outages 

Interruption and/or disruption of 
electrical supply 

All assets (excepting people/living things 
and exclusively physical infrastructures)  

All assets (excepting people/living things 
and exclusively physical infrastructures) 

Interruption and/or disruption of 
frequency 

All assets (excepting people/living things 
and exclusively physical infrastructures)  

All assets (excepting people/living things 
and exclusively physical infrastructures) 

Strike N/A to the top 15 assets Sustainable urban mobility  
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THREAT TYPES BUSINESS ASSET TYPES/FUNCTIONS SOCIETAL ASSET TYPES/FUNCTIONS 

Nefarious activity /abuse 

Distributed Denial of Service attacks 
(DDoS) 

Traffic and vehicle management, 
Transportation safety and security  

Sustainable urban mobility, Passenger 
safety and security 

Manipulation of hardware and/or 
software 

All assets (excepting people/living things 
and data)  

All assets (excepting people/living things 
and data) 

Malware and viruses 
Traffic and vehicle management, 
Transportation safety and security  

Sustainable urban mobility, Passenger 
safety and security 

Tempering and/or alteration of data 
including insertion of information 

Traffic and vehicle management, 
Transportation safety and security  

Data Protection and privacy 

Hacking of wireless , connected assets 
Traffic and vehicle management, 
Transportation safety and security  

Sustainable urban mobility, Passenger 
safety and security 

Data breaches 
Traffic and vehicle management, 
Transportation safety and security 

Data Protection and privacy, Integrated 
infrastructure and processes  

Identity theft Traffic and vehicle management 
Sustainable urban mobility, Data 
Protection and privacy  

Exploitation of software bugs 
Traffic and vehicle management, 
Transportation safety and security 

 Sustainable urban mobility, Passenger 
safety and security 

Abuse of authorisation 
Traffic and vehicle management, 
Transportation safety and security  

 Sustainable urban mobility, Passenger 
safety and security 

Abuse of information leakages 
Traffic and vehicle management, 
Transportation safety and security  

Data Protection and privacy 

Intentional disclosure Traffic and vehicle management  Data Protection and privacy 

Falsification of records including 
certification 

All assets (excepting people/living 
things) 

All assets (excepting people/living things) 

Eavesdropping and/or wiretapping 
Traffic and vehicle management, 
Transportation safety and security  

 Sustainable urban mobility, Data 
protection and privacy 

Insider threats 

Stealing information or manipulation of 
data 

Traffic and vehicle management, 
Transportation safety and security  

Sustainable urban mobility, Data 
Protection and privacy 

Sales of important data to competitors 
Traffic and vehicle management, 
Transportation safety and security  

 Data protection and privacy  

Leaking information 
Traffic and vehicle management, 
Transportation safety and security 

Data protection and privacy 
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THREAT TYPES BUSINESS ASSET TYPES/FUNCTIONS SOCIETAL ASSET TYPES/FUNCTIONS 

Unintentional damage 

Operator and/or user errors 
All assets (excepting people/living 
things) 

All assets (excepting people/living things) 

Configuration errors See configuration errors above See configuration errors above  

Accidental disclosure 
Traffic and vehicle management, 
Transportation safety and security  

 Data protection and privacy 

Mismanagement All All 

3.2 Vulnerabilities 
In this section, initial reflections are provided on IPT vulnerabilities. By implementing cyber-physical 
systems into critical infrastructures, IPT brings benefits but also introduces a new set of vulnerabilities and 
risks to operators and society as a whole.40 Historically, cyber and physical systems have operated fairly 
independently of one another41, however, IPT is leading to an integration of both domains and therefore to 
a situation where the exploitation of cyber vulnerabilities can result in physical consequences. This brings 
both new vulnerabilities and risks. Since IPT is relatively new and on the making, information on IPT 
vulnerabilities mainly originates from research, requirements and generic assumptions.42 

3.2.1 General vulnerabilities  
¶ Common to other IT systems: This category relates to areas that communally affect other IT systems 

(i.e. customer privacy and personal data, customer security and physical security and publicly 
accessible devices).43 This also includes vulnerabilities in commercially available mainstream IT 
products and systems. 

¶ Wireless and cellular communication: Wireless communication44 and cellular services introduce all the 
typical vulnerabilities in the area of communication conducted between points not connected by an 

                                                           

40 US Department of Homeland Security, ά¢ƘŜ CǳǘǳǊŜ ƻŦ {ƳŀǊǘ /ƛǘƛŜǎΥ /ȅōŜǊ-tƘȅǎƛŎŀƭ LƴŦǊŀǎǘǊǳŎǘǳǊŜ wƛǎƪέΣ August 
2015. 
41 This meant that the impact of a cyber-system disruption was contained within the cyber domain, while physical 
disruption was contained in the physical domain. 
42 This is mainly because there are not very many such infrastructures that have been operational for a sufficient 
period such that experiences have been gained, analysed and shared 
43 See: Gideon aōƛȅŘȊŜƴȅǳȅΣ Wŀƴ ! tŜǊǎǎƻƴ ŀƴŘ tŀǳƭ 5ŀǾƛŘǎǎƻƴΣ ά¢ƘǊŜŀǘΣ ±ǳƭƴŜǊŀōƛƭƛǘȅΣ ŀƴŘ wƛǎƪ !ƴŀƭȅǎƛǎ ŦƻǊ LƴǘŜƭƭƛƎŜƴǘ 
Truck Parking, a Pre-ǎǘǳŘȅέΣ ETAP III Project Report, 
https://www.bth.se/com/intelligent_truck_parking.nsf/attachments/Del_6_Security_pdf/$file/Del_6_Security.pdf 
ETSI, άLƴǘŜƭƭƛƎŜƴǘ ¢ǊŀƴǎǇƻǊǘ {ȅǎǘŜƳǎέ; and 9ŘǿŀǊŘ CƻȄΣέ An Introduction to Cybersecurity Issues in Modern 
¢ǊŀƴǎǇƻǊǘŀǘƛƻƴ {ȅǎǘŜƳǎέΣ ITE Journal, July 2013. 
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.377.199&rep=rep1&type=pdf 
44 It was noted by operatoǊǎ ǘƘŀǘ ǘƘŜ ǘƘǊŜŀǘ άLƴǘŜǊǊǳǇǘƛƻƴ ŀƴŘκƻǊ ŘƛǎǊǳǇǘƛƻƴ ƻŦ ŦǊŜǉǳŜƴŎȅέ ƛŘŜƴǘƛŦƛŜŘ ŀōƻǾŜ ƛǎ 
considered as a major risk for transport operators as most of their moving assets are linked to their central 
equipment via wireless connections. Such connections could be significantly disturbed with few resources (e.g. it is 
quite simple to develop a frequency jammer that could block a major station). 

https://www.bth.se/com/intelligent_truck_parking.nsf/attachments/Del_6_Security_pdf/$file/Del_6_Security.pdf
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.377.199&rep=rep1&type=pdf


Cyber Security and Resilience of Intelligent Public Transport 
December 2015 

 
 
 
 

27 

electrical conductor. For example, inadequate security protocols, inadequate authentication 
mechanisms, energy constrain, poor security and unreliable communication.45  

¶ Integration of physical and virtual layers: The physical and virtual layers are becoming increasingly 
permeable as cyber and physical systems become networked and remotely accessible. άLƴŎǊŜŀǎŜŘ 
connectivity, faster speeds, and multi-directional data flows diversify access points into critical 
infrastructure, changing and stretching the borders that must be securedΦέ46 

¶ Cohabitation between legacy and new systems: IPT evolves at different rates among operators 
because of several factors including; resource availability, user preferences, and scale and 
accessibility. Inconsistency of IPT technologies introduces new vulnerabilities. Blind-spots may emerge 
in areas where legacy equipment and infrastructures are still used.46 

¶ Increased automation: While the process of removing or limiting human interaction for IPT systems 
through increased automation improves safety by removing the possibility of human error, it also 
introduces new potential vulnerabilities. These include, but are not limited to: an increased number of 
system access points and, therefore, potential attack vectors; skill atrophy; cascading failures; and 
changes in emergency response plans. 46 

3.2.2 Specific vulnerabilities  
¶ Scale and complexity of transportation networks: This refers to the difficulty of mapping the entire 

IPT system (i.e. due to the loss of visibility for all parts of a system) and the difficulty of securing the 
connectivity of mobile devices within transportation networks. Other issues include; the need to trust 
components and participants within the network, working with teams with different skills and 
competences, and the effective involvement of multiple stakeholders.47 

¶ Applying networked technology across large transport systems: This leads to a large number of 
system access points stemming from the presence of networked technology across these large 
systems, which in turn increase both the difficulty and cost of properly securing each system device.48 

¶ Multiple interdependent systems: This refers to the burden of ensuring the smooth interfacing, 
communication, and security among interdependent systems. These diverse systems include; sensors, 
computers, payment systems, financial systems, emergency systems, ventilation systems, automated 
devices, power relays, etc. 46 

¶ Access to real-time data: IPT requires nonstop access to real-time data which in turn leads to higher 
costs associated with maintenance and service downtime and therefore increased vulnerability. 46 

¶ Higher volumes of passengers and freight: This refers to logistical and security hurdles of physically 
accommodating enormous volumes of passengers and freight, along with the reality that security 
breaches could result in public safety risks. 46 

                                                           

45 /ΦYΦ aŀǊƛƎƻǿŘŀ ŀƴŘ aŀƴƧǳƴŀǘƘ {ƘƛƴƎŀŘƛΣ ά{ŜŎǳǊƛǘȅ ±ǳƭƴŜǊŀōƛƭƛǘȅ ƛǎǎǳŜǎ ƛƴ ²ƛǊŜƭŜǎǎ {ŜƴǎƻǊ bŜǘǿƻǊƪΥ ! ǎƘƻǊǘ 
{ǳǊǾŜȅέΣ LƴǘŜǊnational Journal of Advanced Research in Computer and Communication Engineering Vol. 2, Issue 7, July 
2013 
46 US Department of Homeland {ŜŎǳǊƛǘȅΣ ά¢ƘŜ CǳǘǳǊŜ ƻŦ {ƳŀǊǘ /ƛǘƛŜǎέΦ 
47 Bertrand .ŜǊŎƘŜΣ /ƘǊƛǎǘƛŀƴ Ǿƻƴ CŜǊōŜǊΣ ¢ŀǊŀǎ IƻƭƻǾŀǘŎƘ ŀƴŘ ¸ǳǊƛƧ IƻƭƻǾŀǘŎƘΣ άtǳblic Transport Networks under 
wŀƴŘƻƳ CŀƛƭǳǊŜ ŀƴŘ 5ƛǊŜŎǘŜŘ !ǘǘŀŎƪέΣ Workshop NET 2009, Rome, May 28th-30th, 2009; US Department of 
Homeland SecurityΣ ά¢ƘŜ CǳǘǳǊŜ ƻŦ {ƳŀǊǘ /ƛǘƛŜǎέΦ 
48 Mulligan, CatherineΣ άL/¢ ŀƴŘ ǘƘŜ CǳǘǳǊŜ ƻŦ ¢ǊŀƴǎǇƻǊǘέΣ Ericsson, 2014. 
http://www.ericsson.com/res/docs/2014/ict-and-the-future-of-transport.pdf; and US Department of Homeland 
SecurityΣ ά¢ƘŜ CǳǘǳǊŜ ƻŦ {ƳŀǊǘ /ƛǘƛŜǎέΦ 

http://www.ericsson.com/res/docs/2014/ict-and-the-future-of-transport.pdf
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¶ Online passenger services: The online provision of passenger services (such as timetabling, passenger 
information and ticket booking) that historically have only been available offline, means these 
functions and now susceptible to all the associated cyber risks. 

The inferred vulnerabilities are listed below and presented in Figure 6, whereby these vulnerabilities are 
mapped (based on the desktop analysis) on an axis system with axes general vulnerabilities (i.e. applicable 
beyond IPT) and specific vulnerabilities (i.e. those specific to IPT); and internal vulnerabilities (i.e. 
originating from and controlled by a few operators) versus external vulnerabilities (i.e. those originating 
ŦǊƻƳ ƻǇŜǊŀǘƻǊǎΩ ƛƴǘŜǊŘŜǇŜƴŘŜƴŎŜ ŀƴŘ Ŏƻƴtrolled by multiple operators). 

This mapping allows ŦƻǊ ǘƘŜ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴ ƻŦ άǉǳƛŎƪ ǿƛƴǎέ, defined as improvements that will impart 
significant benefits to transport operators but are relatively easy and inexpensive to implement. These are 
vulnerabilities that are internal and hence more likely to be under the direct control of the operator thus 
allowing for more impactful interventions, and those that are general which imply more affordable 
solutions (i.e. through off-the shelf products and/or greater competition between solution providers).  

 Figure 6: Matrix of IPT vulnerabilities 
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