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Executive summary

This Report on Information Sharing and Common Taxonomies bet@8#rTand LawEnforcement
AgenciegLEAsyvas produced at the initiative of ENI®#&h the objectiveto enhance cooperation
both between the Member States (MS) of the EU and between related Network and Information
Security (NIS) communities

With this studyg KA OK A&  O2y (A ydz (A argaoffight a§amdt dybe@rime,s 2 NJ| R
ENISAims atidentifyingwhich information can be shared between CSIRTI &#dmnd how this
can be achievettom a technical and organisational perspective

This report presents foysroposals

- Ataxonomy for the exchange of information based on desk rebetrcdefine a common
vocabulary for the description of cyber incidebtzsed on the approval of thaajority of
the community.

- A sharing mechanism for the exchange of information, based on a taxofdnsyelement is
still being debated, as explained fher on in this document.

- Anupdate model for the taxonomy, to answer new requirements that could arise from the
CSIRTs and the LEAs.

- Aroadmap for the implementation of the taxonoritythe exchange of information across
CSIRTs and LEAs and the potentialaisa sharing mechanism to enhance these exchanges.

There is a large consensus thaproposal for a taxonomy developed G¥RT.PTsagood starting
point for the exchange of information between CSIRTs and LEAs. This taxfutfilsijpe
requirementsidentified during this studyis easy to use and implement, while offering opportunities
for future updatesin addition it takes into accourthe Budapest Conventidand the Cybercrime
Directive!, and provides a definition of the incidents and events gatibes.

However, vhile a taxonomy allows to classify the informatithiat isexchanged, it does not

necessarily provide a format for the exchanged data. There&dtiepugh there is n@aommonly

agreed formatyet, using a common sharing mechanism couléoédvantages such as automation

of the analysis of the data and the creation of statistics. Based on the research performé&haSTIX
been identified asn appropriatecandidate. It has a high level of recognition by the CSIRTS and LEAs

http://www.cncs.gov.pt/home/index.html
http://conventions.coe.int/Treaty/EN/Treaties/Html/185.htm

httpiAeur -
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2013:218:0008:0014:EN:PDF

https://stixproject.github.io/
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communitiesand it canbe used together with any taxonomy and offer a model of which parts can
be implemented separately, allowing a stbp-step approach.

Finally, b enhance the use of a taxonomy, it should also be kegbuate and evolve according to
the requirements of CSIRTs and LEAs. Therefore, an update model shquitil@lace to ensure
the further developmenibf the taxonomy. Based on the information collected frQ8IRTs and LEAs
and the possibilities of alignment wittorresponding EC3 activitiemdynamic update of the
taxonomy through regulgphysicaimeetings with the stakeholders seems to be best suited.
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1 Introduction

1.1 Background

As of 2015, ENI&Acore operational activities are aligned with the four Strategic Objectives (SO
from the ENISA sitegy document and the multi annual planning for 2015 to 2017, which are
summarisedi® bL{! Qa 22NJ] % NBINIYYS HAamp

¢KS 62NJ] LI Ol | &Baace sogpergtibriboth belwgen téMember StategMS) of

the EUandbetween relatedNetwork and Informaion Securlty (\IIS communitefR® ¢ KS 2 3SNI f f
32Kt A& (G2 WodaAf R dzLJ GFNBSGSR bL{ O2YYdzyAlGASa 2
I LILINE2 | OKQ®

22N] tFO1IF3IS 62tY0 nodm FAYA G Wadzikd@eNI Ay3a 9! O2
communities irnthe context of the Cybersecurity Strategy of the European Urdo® !  / { { 0 Q U K N2 ¢
two deliverables.

The goal of the first WPK 4.1 deliverablelfich is thefocus of thisstudyd0 A & (2 WRS@St 2L |
provide guidance based ogood practice for cooperatiord S 6 SSy 1S& &adl 1 SK2f RSNJ
¢KS 321t 2F GKS aSO2yR 2tY nWIambRrSthtésﬂe@chésmgs Aa 2
RATFSNBYG aSOG2NI NBIdzAE I iAzy OKIFfftSy3asSa 2F YIFyl 3A

0 KNR dzZ3 K hg odMeintCStatesedulatory approaches for Cyber Security, with an
emphasisoncrosd SOG2NJ AYTF2NXI A2y aKINAY3IQ

1.2 Study Objectives and Scope

Thestudyat handaims to collect and present information on tpeeviousand ongoing projects
facilitating inbrmation sharing betweeSIRI and Law Enforcement. It aims at investigating which
information can be shared betweddSIRS and Law Enforcement and how this carabhieved
technically and organisationally.

The scope of this studyre CSIRTs and Law Enforcemfaptncies in the European Unidhdoes not
cover other organisations than the selected communities (such as, for example, ISPs).

https://www.enisa.europa.eu/publications/programmesports/enisawork-programme2015

http://eeas.europa.eu/policies/etcybersecurity/cybsec_comm_en.pdf
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1.3 Purposeof this document

The purpose ofhis studyis to propose a solution for the exchangkinformation betweenCSIRS
and Law Enforcement Agencies (LEAS) in the formm@i@mapand acommontaxonomy, as well
as amechanismto share information based on this common taxonomy amdaalel on how to
update the taxonomy to new phenomena.

This sudy outlines an initial proposal for

)l
)l
)l

1

Acommon taxonomythat could be used fosharinginformation betweenCSIR&nd LEA
communities.

Amechanismto share information between both communities based on this taxonomy.
Amodel to updatethe taxonomy to new phenomena (such as new kind of attacks or a new
vulnerability type).

Aroadmapfor the introduction of the proposed taxonomy to both communities and the
implementation of a sharing solution betwe€&@8IR§ and L& communities.

In additon, this studyoutlines

1

How thisstudyalignswith the Operational Action Plan (OAP) 4.1 working gf&MPACT
(TheEuropean Multidisciplinary Platform against Criminal Thig@ygber Attacks 2015 to
avoid any overlap between botictivities
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2 Propositon of a taxonomyor the exchange of information
betweenCSIRS and LEAS

In order to defend against evolving threats, information sharing is key. The sharing of information
aboutcyber events and incidentdlows others to defend against such attacks aetplothers to

detect and react to these attacks. The main obstacle in the exchange of information is the current
lack of standarttationin the communication. There is no common understanding on how to
exchange information, limiting the amount of informari that can be exchanged and the
possibilities of automation of this exchange.

Based orthe previous work done by ENISAthe exchange of infanation betweenCSIRS and
LEAs, it seems that a commiamguagé should be identified to enablabetter exchange of
information betweenthem. Since theCSIR@Nd LEA communities have different gé3their way of
representing and classifying information about cyber events and incidents are not necessarily
similar, and the situation can be very diéat from oneEUMember State to another. For example,
while many LEAs use the NATO classification systemostCSIRJ use the Traffic Light Protocol

(TLP?).

Moreover, while LEAs store information based on investigationsC®RI also collect informa&bn

on types of attacks that are not related to specific infection cases, in order to provide statistical
information on the current threat landscape. LEAs, for example, collect information that can be used
during an investigation to find evidence of anee and incriminate its author. They also collect
information on potential criminal actionghich takeplace on the InternetCSIRg, on the other side,

try to collect information on the current threat and attack vectors, and therefore tend to collect and
share more information not directly related to a specific attack, such as vulnerabilities, atsaaiakr
behavious.

Due to this difference in goals, the management of informabgiCSIRANdLEA is very different
The way the information is stored andagscan vary, and there is nho common vocabulary used to
define the types of threats and incidents.

Toharmonisesuch exchanges of information, the first step is the choice of a common taxonomy that
could be adopted by Member States of the European Uniariassify information. This would allow

the users of suchtaxonomy to use the same vocabulary, by defining a common language,
therefore making it easier to share the information between the users of the taxonomy.

Towards this end, this chapter detailsvh@a selection of a common taxonomy to be proposed for
the exchange of information betwedDSIRS and LEASas beerdone, based on requirements
highlighted by the interviews and possibilities of alignment of this study to the OAP 4.1 working
group(presentea in sectior2.2.7).

inttp://www.nato.int/structur/AC/135/ncs_guide/english/e_B-1.htm
mttps://w ww.cert.be/traffic-light-protocoktlp
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2.1 Definition of a taxonomy

Tofurther refine the scope of thistudy, the first step is to provide the definition of a taxonomy.
According to theENISA webpage on ontologigshe definition of a taxonomy is the followingt
taxonomy is most often defined as a classification of terms and has a close relationship with the use
of ontology. There are three characteristics that define a taxonomy:

1 A form of classification schem# group related things together and to define the
relationship these things have to each other.

A semantic vocabularyo describe knowledge and information assets.

A knowledge mapo give useranimmediately grasp of the overall structure of the
knowledge domain covered by the taxonomy, which should be comprehensive, predictable
and easy to navigat@.

1
1

Taxonomy

Classification
scheme

|
Semantic

Knowledge
representatio

map

|
-

Figurel ¢ Definition of ataxonomyt3

Note thatan ontology is a closely related concepheTkfinition of an ontologyconsists of the
definition of domain concepts (e.g. objects, attributes and processesramiid
properties/relationships This goebeyond the purpose of harmonising and standartsihe
exchanges of information. In the view of the authdtEAs and CSIRTs should first achieve the same
vocabulary enabling a common language before describioige rmomplex relations between

concepts.

2.2 Alignment of this study with theEMPACTAP 4.1 working group
towards the choice of a taxonomy

This section presents tHEMPACTODAP 4.1 working group, the objectives of aligning lzativities

for the choice of a teonomy and how bottof themare aligned at this stage of the project. One of
the main objectives of the OAP 4.1 working group is to improve sharing of information between
CSIRg, LEAs and third parties and enable the generation of statistics on evenitscéshehts. Due to
the similarities between the OAP 4.1 working group and this study, an alignment chtttfiies
benefitsboth communities.

B asSR 2y @dnlordtologyhttps:minsenisa.europa.eu/activities/Resilieneand-ClIP/Incidents
reporting/metrics/ontologyand https://www.enisa.europa.eu/activities/Resilieneand-ClIP/Incidents
reporting/metrics/ontology/ontology_taxonomies
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2.2.1 Description of the OAP 4.1 working group

TheEuropean Multidisciplinary Platform against Criminal Thré4EMRACT) Cyber Attacks 2015,
OAP 4.7° (OAP 4.1 working group) projectasnultistakeholder initiativetaking into account the
interest of EC3 (representing Europol), ENISA, and vaiiSiRT and LEAS representatives within
the European Union.

The OAP 4.1 arking group hd three main goalat the time of writing

1. Defining acommon taxonomyfor the exchange of information related to incidents and
events in cyber security.

2. Defining arexchange standardo enable the sharing of information based on the
taxonomy

3. Createstatisticsbased on the information exchanged.

Atthe time ofdrafting this report, EC3tatedthat the first goal, defining a common taxonomy, was

in progress and that they aim to achieve two additional goals by the end of 2015. The six use cases
presented in the first deliverable of this study are based on the use cases that were defined within
the OAP 4.1 working group to help determine activities that the use of a common taxonomy should
enable. It was agreedith ENISAhat these use cases would serve as inpuhis study

Additionally, the members of the OAP 4.1 working group are in the psomfesetting up a
governance structure to allow revisions of@mmontaxonomy that could be updated during-bi
annual meetings.

TheCommon Taxonomy fahe National Network of CSIRTé K SNBE I FGSNJ 6 KS Y/ 9we dt d
at the time of writing consideed as an appropriate candidate by the OAP 4.1 working group for a

common taxonomy for the exchange of information. In this context, EC3 requested feedback about

the CERT.PT taxonorimtgm the EU Cybercrime Task Force (EU CTF) for which no objetctinat

time was raised.

2.2.2 Use cases to be enabled by a common taxonomy

Aset ofpossibleuse caseto be enabled by a common taxonorngve been identifiedh the
context of the OAP 4.orking group Theseuse casekighlightthe interaction between actors
(CSIRTand LEASs but also other actors such as,8Rich are out of the scope of this studyhese
use casealsosupportthe goals to be achieved in the conteftthe work performed by ENISAthe
fight against cybercrimté. Below is a summary of the use case

https://www.europol.europa.eu/content/eupolicy-cycleempact

mttps://www.enisa.europa.eu/activities/certs/support/fightiganst-
cybercrime
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1. Alerts fromCSIRT® LEAs with the common taxonomy and a common formatted message,
LEAscan receive and automatically treat large amounts of data in less time, thus perceiving
the evolution of incidents both quantitatively and geographic ways.

2. Alerts among CSIRTsCSIRTsand their networks can optinge incident case analysis,
promoting correlation of the security events and therefore act or react, jointly, within borders
or with other EUCSIRTSsThis should result ifiaster incident mitigation ad additional
information collection for inciderstcontaining procedures and overall protectionism foe
EU

3. Reporting of statistics Sharing statistics among the identified actors will allow information
crosschecking with other sources, thus validatifgr not) and spotting commercial
distortions on the security Information market.

4. LEAs alerts to CSIRTSCSIRTsan benefit from better anticipation of significant security
events, access to correlated information that daghlight motivation of criminabctors.

5. Joint actions based on previous contribution®8ecause of the strongecollaboration
between LBsand CSIRT,consolidated by the statistics and the data exchanged, campaigns
of criminal prevention can be created and directed towards geographi@&sgpepulated by
security incidents, now perceived and viseadi by tools that deal with the shared
information.

6. ISPs enrghent: ISPs can benabled asactive actors in this field, anooth CSIRTs and LEAs
can take advantage of their participation in termfspublic image, since they will be able to
Yhake availabl@a Becurity imag&o its clients.

These use casegere further elaboratedwithin the scope of thistady. Theyepresent the flow of
information between CERTs and LEAsamalignmentwith the information collected during the
interviews.

2.2.2.1 Use case JAlertsfrom CSIRTs to LEAs

Through the interviews dESIRTand LEAS, it often appears that sharing information fE8IRT®

LEAs would be very interesting for the LE&& sometimes imdfrmation about incidents and botnets
isalready sharedAlthoughsome LEAs are not able to treat such information due to the lack of
resources, many consider that being able to receive data from CSIRTs would be (or is) an advantage
for their work. Throughthe use of a taxonomy, the LEAs might be able to receive and automatically
treat data in less time, which might allow themperform analysis and perceive the evolution of

cyber incidents

Since the nature of activities G@SIRTand LEAdiffer from eachother, the information they collect
and the way they collect it are fundamentally differeab. According to most respondents, LEASs are
thereforeinterested in informatiorthat CSIRTgossess sinci represents additional information

that they can usén investigations, or to prevent criminal activities.

One of the limitations often encountered during the interviews performed for this study is the need
for the approval of the victim. When CSIRTs help an organisation after an attackftdreneed the
organisation tdile an official complaihbefore being able to provide information about the attack to
LEAs. But apaftom this limitation,exchange of information from CERTSs to LEAs does not seem to
have any other constraints.

12
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2.2.2.2 Use case 2Alerts amongCSIRTs

Based on the interviews performed, it appeared tsatnecommunication between CSIRTSs is
already in placeglthoughit is not always automated. But, even without automation, the CSIRT
community often collaborates by sharing informatiorhis informabn is sometimes exchanged
through sharing platforms bus also simply sent by-mail in a structured (CSV) or unstructured
(PDF report) fileThe communitgherefore seems to benterested in the implementation of a
common taxonomy for the exchange ofénmation, to facilitate these exchanges by the use of a
common vocabulary.

Through the exchange of information structured on a common taxonomy, the Q8igRiide able
to perform incident analysis and correlate security events. Woigld enable joint ractions
between CSIRTSs across the European Uniontrarstesult in better incident mitigation.

2.2.2.3 Use case 3Reportingof statistics

The exchange and correlation of information might allow the stakeholders to create statistics based
on the common taxonomipy gathering and analysing the data exchangbujeed, since the
exchanged datés currently in different formats and uses differefgscriptions for events and
incidents, it is currently very hard to create statistics on their frequency and type.

By defining the types of events and incidents and providing a clear classification of the information
exchangeda common taxonomy woulthcilitate the creation of statistics. While the CSIRTs and
LEAs might not have resources to create such analysis ektlieanged dat#o provide statistics,
Europolcouldbe the central point to gather and analyse the exchanged information. This would
allow Europol to create statistics at the European Union level.

The creation of such statistics might enable the detectibtrends and tendencies icyber
incidents enablinga better focus of the prevention and detection performed across the EU.

2.2.2.4 Use case 4LERA alertsto CSIRTS

Based on information collected during the interviewithaugh the alerts fronCSIRTs to LE#tsould
not be a problem in most countries (as detailed in secldh2.]), the sharing of information from
LEAs to CSIRd®en encounter more constraintd EAs @ subject to restrictions regarding their
inquiries, and can rarely disclosgormation to any other organisation. Besides this constraint,
resources are also a problem: some LEAsadave enough time or budget to gather and share
information that coud be useful to CSIRTs. Also, theri@ some casea lack ofcertaintyfrom the
LEAsbout what kind of information could be useful f6SIRT<lue to a lack of formal or informal
exchanges betweeaCSIRT anaLEA.

Nevertheless, most CSIRTs and LEAgiomed during the interview that an exchange of

information from the LEA to the CSIRT would be very interesting in terms of creation of statistics and
analysis of incidents across the country. Some CSIRTs and LEAs also mentioned the possibilities for
joint actions in case of specific attacks.

CSIRTs might therefobetter anticipate, through sharing of information, security incidents and
prevent them, as well a better correlate data to highlight the motivation of threat actors.

2.2.2.5 Use case 5Jointactions baed on previous contributions

Based on the exchange of information and the collaboration that might follow, the sharing of
information between CSIRTs and LE&gddmotivate prevention campaigns and joint actions in case

13
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of detection of an incidentin some countries, cooperatidretween CSIREsd LEAS is already in
place for some specific cases where collaboration allows a quicker response and analysis.

This kind of collaboration might also be enhanced by the creation of statistics on incidentagis
3) where geographic areas that are targeted by specific security incidents could bessisaali
therefore allow international actions acrose EU.

2.2.2.6 Use case BlSPenrolment

Although the exchange of information with actather than CSIRTs and LEAs is not part of the

scope of this study, it was still observed based on the interviews, that CSIRTs often have a specific
collaboration with other actors such #HR. In some countries, LEAs even ask CSIRTs to make
specific requestsat ISPs regarding botnets, allowing CSIRTs and ISPs to collaborate and take them
down.

The exchange of information with ISPs, like the exchange between CSIRTS, is currently often
unstructured, or not based omg taxonomy.The use of a taxonomy for theseatrangess
expected toenablebetter communication by addinstructureto the information exchangecdand
thus enable faster processing

According tsomemembers of the OAP 4uiorking group the participation of ISPs in such
exchanges mighdlsoimprove heir public image, by providing more security to their clients.

2.2.3 Synergies betweethis study andthe OAP 4.1 working group
Many synergies can be observed between this study and the OAP 4.1 working group:

1 Thegoal of thestudy: one of the goals of this study, the definition otammontaxonomy
for the sharing of information betwee@SIR§ and LEAS, aligns directly with the first goal of
the OAP 4.1 working group: the definition of a taxonomy for the exchange of information
related to incidents and events in cyber security. However, while this study focuses specifically
on CSIRgF and LEAs, the OAP 4.1 working group also considers the use of the taxonomy for
the exchange of information with third parties as the next stepake, once the exchange of
information is in place betweef€SIRS and LEAs. One of the interviewees explained that
although the OAP 4.1 working group would not directly focus on other parties@isdR3 and
LEAs, they consider that enabling the exchange ofrimfition using a specific taxonomy could
motivate other parties to align to that taxonomy.

1 ENISA and EGRe considered as an authority by both communitigtrough the interviews
it was observed that ENISA has the recognition irBeREommunity to propse a taxonomy
for the exchange of information betwedlSIRF and LEAs. During these interviews, it was also
observed that Europol had similar authority regarding the LEAs. Therefore, it can be
considered that bothagencieshave a level of authority torppose the use of a common
taxonomy.This synergy has been confirmed during tHe&eEISA/ECBorkshopof the 8" and
9" October 201% where the attendees, through anonymous voting, confirmed that ENISA
and EC3 were best positioned to determine t8SIRTB&nd LEA communities to adopt a
common taxonomy and a sharing mechanism.

https://www.enisa.europa.eu/activities/cert/events/4ttenisaec3workshop
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1 The next steps for thestudy: the OAP 4.1 working group intends to improve the
communication betweel€SIRI and LEAS, if possible this year (2015), by attaining both
second and third gals of the working groufdefining an exchange standard and creating
statistics) Along the same lines, this study proposes a roadmap for the introduction of a
common taxonomy and the use of a sharing mechanism. Besides, this study is in line with
the work performed by ENISA until npwhich targets the enabling communication
betweenCSIR3 and LEAs, and ENISA plans to continue working to attain this goal in the
future.

2.2.4 Objectives of aligning thistudy with the OAP 4.1 working group for the taxonomy

The goal of this study is to propose a common taxonomy to improve information sharing between
CSIRS and LEAs, and the creation of a roadmap for the introduction of such a solution. Similarly, the
OAP 4.1 working group intends to define a taxonomy forekehange of information related to

incidents and events in cyber security, and use it in an exchange standard. This section presents the
several objectives of the alignment of the OAP 4.1 working group and this study.

2.2.4.1 Objective 1: Propose a common taxonory ensure alignment in the communigs

An alignment of this study and the work done in @AP 4.1 working grougffectively results i
proposal for aommon taxonomy. Since tH@AP 4.1 working grougnd ENISA botbperateat the
EUlevel,proposinga @mmontaxonomy to LEAs ardSIRIshowsthat both communities are
workingtowards the same goal

2.2.4.2 Objective 2: Improve efficiency in the promotion of the taxonomy and exchange
mechanism

As mentioned previously, ENISA and Europol are both considered aathvaritvhen it comes to
making recommendations f&ZSIRF and LEAs. Thalignment on a common taxononiy expected

to encouragehe use of the taxonombpy both communitiesThisshouldincrease acceptance of the
taxonomy in theMember States. This coulaparticularly relevant for LEAs, for which the
implementation of a taxonomy might take a longer time tfanthe CSIR3 due to the way they are
structured. On the contrary, having only EC3, for example, proposing a taxonomy to the LEAs and
the CSIRS coud make it more challenging to promote the taxonomyQ8IRg and could slow down
the process of improving the exchange of information.

2.2.5 How both thisstudy ant the OAP 4.1 working group are being aligned

To attain the objectives mentiondd the previous ection, this study was conducted in

collaboration with the OAP 4.1 working grodhe first step of the collaboration with EC3 on this
study was a joint meetinddyparticipating to this meeting on the OAP 4.1 working group on Monday
4 May 2015directinformation on the status of the OAP 4.1 working grovas obtainedOne of the
examples of the alignment that was enabledthis meeting are the use cases: EC3 provided ENISA
with a set of six use casdsfined by the OAP 4.1 working groapd, through thdanterviews

performed for this study, thetudyteam enriched the use cas@sth detailson how and why the
information about cyber incidents could be sharéa addition, EC3 provided support to ENISA
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during this study by using the EU&Tist to request an interview to the Member States LEAS.
Furthermore, EC3 informed ENISA of the progress oftidyregarding the taxonomy and the

sharing mechanism that was being considered. For example, the current taxonomy being considered
for the exdange of information betwee@SIRI and LEAs was the taxonomy created by CERT.PT,

and provided ENISA with a copy of this taxonomy.

Finally, this study aimet givinga better overview of the current situation @SIRI and LEAS across
Member States and #hnext steps to take regarding the implementation of a taxonomy and a
sharing mechanism betweddSIR3 and LEAs, which should provide useful input to EC3 for the OAP
4.1 working group.
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2.3 Methodology for theselection ofa taxonomy

One of the mairpurposes of this study is the propad of a taxonomy for information exchange
betweenCSIRI and LEAs. This section details the methodology applied and the choices made to
select a taxonomy that would fulfil the requirements expressed during the intervie@SHRS and
LEAs and be updated widmew phenomenonthat might be encountered, while staying in line with
the OAP 4.1 working group. The chosen taxonanilyallow CSIRS and LEAs to define a common
language when sharing information, based on the classific®taf events and incidents.

The firstsectionRS & dzf 1 & 2 F (0 KpfeseRPr@viousNBrk e ifoNdddh@ ENISA in the
Pight against cybercrinfand Wctionable informatio@areathat have been considered in this study.

The second sectiofResultsof the analysed taxonomie@letails possible requirements for a future
taxonomy that were expressed during the interviews. Associated with the use cases, this composes
the base of the selection of a taxonomy for the informatexthange

This section ibased on information collected during interviewith CSIR§ and LEAs. These
interviews were mostly performed in a sestructured manner, by asking the interviewees open
guestions and allowing them to provide any complementary information consideredIusethis
study. A total of 14SIR§and 12 LEAwovided input either by providing written answerer
during phone cadl

The third sectionRequirements for a taxonomy based on the needs for information CSIRTs and
LEAs as expressed during tigerviews(presents a global overview of the taxonomies that were
considered by this study, either obtained from the desk research or provided by Member States. It
also lists taxonomies that could not be obtained due to their level of classification.

Thelast sectiordhput from the OAP 4.1 working group about the taxonomy selecfpdesents the
input provided by OAP 4.1 working group about the taxonomy they selected and how the choice of
the taxonomy has been made while keeping bathivitiesaligned andanswering the requirements
detailed in the second section.

2.3.1 Results of the deskesearch

In 2010, ENISA started suppagoperational collabortion initiativesbetweenCSIR§ and LE& In
this context, ariousactivities have been launchesince then Thefollowing sections summarise the
key input to this report.

¢KS RSa]l NBAaASFNOK adzLIlR2NIAYy3I KAA alddRE FPRROSz SR
FAIKOG FIAFAyaw! Ot b S NDOR StalEnkdegsRimingd theoytcdmes of the
ImpactAnalysi8 ¥ 9bL{! Qa &dzLJLIR2 NI (2 / 2 YLzl &NisénpaStNB Sy O&
assessment has served as a basis for a proposed roadmap tol2@2fallowing studies were taken

into account.

https://www.enisa.europa.eu/activities/cert/othemork/supportingthe-
cert-communityimpactanalysisand-roadmap
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A flair for sharing- encouraging information exchange between CERThisreport*? focuses

on the legal and regulatory aspects of information sharing and dvosger collaboration of
national and governmentalational and government& SIRJin Europe.

The Fight against CybercrimeCooperation between CERTs and LEA in the fight against
cybercrime- The aim of this report is to improve the capabilitynational and governmental
CSIRg, to address the NIS aspects of cybercrimié focuses orsupporting national and
governmental CSIRS and their hosting organisations in tH&J Member States in their

collaboration with the LEAs. It also intends to be a first collection of practices collected from

mature CSIRY in Europe, including among otheririgs workflows and collaboration with
other key players, in particular different law enforcement authorities, in the fight against
cybercrime.

Give and Take Good practice Guide for Addressing NIS Aspects of Cybercrirhbe
document constitutes aork in progres§ a snapshot of the status of ENISAs support for
CSIRY and LEAsat the time of the publication and includes good practice and
recommendations for both communities.

The Directive on attacks against information systerd Good Practic€ollection for CERTs
on the Directive on attacks against information systems$his report providean analysis of

the legal framework created by the Directive, coupled with a stock taking on relevant existing

nationd activities and good practiceSecondy, it identifieskey areas and, where appropriate,
guidelines and recommendations derived from these good practices

Electronic evidencea basic guide for First Responderghe guide aims to be a practical tool
explaining the principles of sound evidmngathering and raising the right questions for
collecting and securing digital evidence.

9bL{! Q& {NJ RMEREAEdrofEaedn drifadisadd since 2005 for the
nationalandgovernmental CSIRTs in Europe and is one of the most efficient and

indispensable methods for ENISA in supporting teams in their daily work and improving their
capabilities. In 2011 ENISA started to collaborate with Europol. The first joint workshop was

held in Prague and had a focus on CSIRT cooperation with law entarcdfrom 2012 the
annual ENISA workshop was splibitwo parts, one paraimsonly atnational and
governmentalCSIRTandhasa technical focus, and the otharmsat both national and
governmentalCSIRTs and law enforcement representatives, orgamiggdher with
EuropolEC3 While in 2014, the first part of the workshop focused on being an opportunity
to provide Elhational and governmental SIRTs teams' technical specialists with a
possibility to share and discuss about the latest developments halleniges with regard to
CSIRTSs services, the second part of the workdlatgr renamed to ENISA/EC3 workshop)
kept the focus on cooperation betweerational and governmentaL SIRTs in Europe and
their national Law Enforcement counterparBepresentatives fromdih communitieswere
invited to these events.

The 4" ENISA/EC3 workshépg an annual gathering of both CSIRT and LEA communities
focused on cooperation between natiorehdgovernmental CSIRTs in Europe and their
national Law Enfoement counterpartsduring which a presentation of this study was made

https://www.enisa.europa.eu/activities/cert/support/fightagainstcybercrime/legainformation-sharing

https://www.enisa.europa.eu/activities/cert/events/4ttenisaec3workshop
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and the draft of the report was sent to all attendees. The feedback received from the
participantsservedas input to this study.

2312 9bL{! Qa 62N] R2YS Ay UGKEBYGAStR 2F W OGA2yl of

Extracting timely information that can be immediately acted on from vast amounts of all types of
data flowing in remains a challenge. This tgpénformation is referredo & W OGA 2yl 6t S
Ay T 2 NF linlihe Beld Of data sharing betweeDSIRT andLEAs, being able to extract actionable
information from the data transferred as well as selecting the data to transfer to fit the need of the
receiver is a central point.

1 Actionable Information for Security Incident Response stdtlyThisstudy is a googractice
guide for the exchange and processing of actionable information

1 Standards and tools for exchange and processing of actionable information invedtory
This report is a inventory of 53 information sharing standards and 16 information
managementools relevant to the concept of actionable information.

1 ENISA Threat Landscape 2614This report consolidatethe top cyber threats and emerging
threat trends in various technological and application areas.

https://www.enisa.europa.eu/activities/cert/support/actionabtformation

https://www.enisa.europa.eu/activities/cert/support/actionablanformation/actionableinformation-for-
security

https://www.enisa.europa.eu/activities/cert/support/actionableformation

ttps://www.enisa.europa.eu/activities/risknanagement/evolvinghreat-
environment/enisathreat-landscape/enisdhreat-landscape2014
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2.3.2 Results of the analysed taxonomies

To enable sharing of informationcammontaxonomy should answer the needs©@8IR&nd LEA
communities. The classification offered by a common taxonomy should be acceptable for both
communities while being easy to use and implementrigitaol that is ugd, and be easy to adapt.
This section reviews the pros and cons of each taxonomy presented in the first deliverable.

The table below provides an overview of tfegosand Won<bf each taxonomy.

NR.| TAXONOMY PROS CONS
1. CERTNIC.LV N/A Outdated.
taxonomy
2. UL COITIE N/A Outdated.
language
3. | The eCSIRT taxonom N/A Outdated.
Proposed choice of OAP 4.1
working group
Owned by the OAP 4.1 workir L
4.  CERT.PT taxonomy group Simplicity of theclassification.

Highlevel.
Already in use in Portugal.

Limited recognition by the

5. AVOIDIT taxonomy  N/A .
business.

L Limited recognition by the
Data Harmonization Created byCSIRS. 9 y

6. Ontolo £ : business.
9y ase ot use. Simplicity of the classification.
High level of detail. Complexﬂy._l(/lorelnput and a
R - better technical knowledge from
7. VERIS Significantecognition by the 4o \iser required).
business. Owned by a private entity.
High level of detail. CRmEE . were JTpUl e
o - technicalknowledge from the
8. CybOX Significant recognition by the | ,gar required).
HETIEES. Owned by MITRE
9.  Hungarian taxonomy N/A due to classification N/A due to classification
10 Phanomene Details each element froma Crimespecific
" Cybercrime high-level point of view. Draft version, irGerman

Limited amount of types of

11. CSIRM™MU taxonomy Highlevel.
events.
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NR. | TAXONOMY PROS CONS

Esquema nacional de Highlevel.
12.  seguridad Gestion de Considers classification, dang
ciberincidentes® and potential impact.
Tablel - Pros and Cons of the studied taxonomies

Limited amount of types of
events.

2321 ¢ E2y2Y8& M3ZI H YR oY ¢KS /9w¢ bL/d[+ (FE2Yy2Y
taxonomy

These three taxonomies are presented in the documentation on existing taxonomtes ENISA
website?®. Although they may be an appropriate comparison point for the creation or the selection
of a taxonomy, the website mentions that they are now outdated and should not be used apart as
inspirational material to create a new taxonomy.

2.3.2.2 Taxonomy 4: T CERT.PT taxonomy

The CERT.PT taxonomy was presented by EC3 as the preferred chivéceonimontaxonomy (EC3
reached out to the LEA community through the EUCTF. At the time, no objections were raised by the
LEA community).

Although named€ERT.RTaxonomy, it is a product of a collaboration betwesgveralEuropean
CSIRTs (from Austria, Belgium, Estonia and alsoBEERINd the Portuguese police. CERT.PT
worked in collaboration with the police to add value to the taxonomy by introducing intennailti
legal references into the taxonomy, reviewing the objectives of the taxonomy and proposing it to
EC3 as a candidate for a common taxonomy.

One of the main advantages of this taxonomy is thabuld be easily adapted to fit the needs of
both communiies or to take into account the new phenomena that could occur.

Secondly, the taxonomy intends to be precise whikintaining ahigh level of classification to be
easily used and understood across the communitieS®fRF and LEAs. If in the future, madetails
would become required for some parts of it, the taxonomy could be updated to add the required
information.

Finally, the taxonomy is already in use by some LEAE 8RS and seems to have proven its
efficiency in the exchange of information.

However, one of the disadvantages is thaetCERT.PT taxonomy is a very gkl classification.
The categories ahcidents and events presented in this taxonomy are very broad. Therefore, an
incident described using the CERT.PT taxonomy would not pnmadgdetails regarding the

https://www.ccn-cert.cni.es/seriescnstic/800-
guiaesquemanacionaide-seguridad/988ccn-stic-817-gestion-de-ciberincidentes/file.html
https://www.enisa.europa.eu/activies/cert/support/incident
management/browsable/incidenhandlingprocess/incidentaxonomy/existingtaxonomies

21


https://www.ccn-cert.cni.es/series-ccn-stic/800-guia-esquema-nacional-de-seguridad/988-ccn-stic-817-gestion-de-ciberincidentes/file.html
https://www.ccn-cert.cni.es/series-ccn-stic/800-guia-esquema-nacional-de-seguridad/988-ccn-stic-817-gestion-de-ciberincidentes/file.html
https://www.enisa.europa.eu/activities/cert/support/incident-management/browsable/incident-handling-process/incident-taxonomy/existing-taxonomies
https://www.enisa.europa.eu/activities/cert/support/incident-management/browsable/incident-handling-process/incident-taxonomy/existing-taxonomies

* Information sharing and common taxonomies between CSIRTs and Law Enforcement
* enisa Final| Version 1.0] PuBlic| December 2015

incident itself. The taxonomy is therefore easy to use and statistics can created based on its
classification, but it limits the level of detadf the classification of an incident.

2.3.2.3 Taxonomy 5: The AVOIDIT taxonomy

The AVOIDPFTtaxonomy is documented as a taxonomy to represent attacks in an innovative way to
allow a detailed classification, by charactarg the attacks by five classifiers: attack vector, target,
operational impact, informational impact amkfence Although béng innovative, this taxonomy
hasnot currently reacled acceptance by any of the communities and no implementation or use of it
was found durindhe time of drafting thistudy.

2.3.2.4 Taxonomy 6: Data Harmonization Ontology

Theontology has been created by ma@sIRT as parbf the AbuseHelpét activity.

The taxonomy provided for the classification of abuse events isdeelimented and quite simple
to use. It also defines key Indicators of Compromise (IOC) to be used as basis to communicate abuse
events. It &0 contains detadlof required fields that should appear in every report sent.

Although more detailed than the CERT.PT taxonomy, it seems that it has not reached a critical mass
of users and it seems to haedimited response from the business industwytside of theCSIRT
community.

2.3.2.5 Taxonomy 7The Vocabulary for Event Recording and Incident Sha(WigRIS)

This taxonom$# is available on the internet and seems to be quite complete and useful for the
description of incidents. It has a good recognitigntbe business and can easily be implemented.

Although the VERIS taxonomy is an appropriate candidatdasadditional features like the

specific database to store information, the main difficulty is the adaptation to fit the needs of the
CSIRand LEAommunity. Adapting the taxonomy to the needs of this study is feasible, since the
data is available on GitHéh but it wouldthen deviate from the framework provided by Verizon and
make it more challenging to use for a future expansion of the sharingdmtihe CSIRaNd LEA
communities.

The level of complexity of the taxonomy seems to be rather high compared to others like the Data
Harmonization Ontology or the CERT.PT taxonomy. It therefore allows a moggdined detail of
events and incidents, buequires more input and a better technical knowledge from the user.

http://www.albany.edu/iasymposium/proceedings/2014/6
SimmonsEtAl.pdf
https://bitbucket.org/clarifiednetworks/abusehelper/wiki/Home
bttp://veriscommunity.net/

https://github.com/
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2.3.2.6 Taxonomy 8Cyber Observable eXpressig@ybOX)

The CybOXtaxonomy, provided by MITREN parallel to STPRand TAX#H, provides a well

structured taxonomy for threats and events and has a good acceptance by the business. Similarly to
the VERIS taxonomy, it is available on the Internetheinain difficulty for thisstudyis the fact

that it is owned by MITRE and theoeg not easily adaptable to the needs of the community without
deviating from the original taxonomy.

The level of complexity of this taxonomy is rather high and requires more input and technical
knowledge from the user. Therefore, it may prove more cimajieg to be used by LEA.

2.3.2.7 Taxonomy 9The taxonomy used in Hungatyy CSIRTand LEAS

It wasmentioned that a taxonomydeveloped by the Hungarian poliseas already in usia
Hungaryfor the sharing of information betwee@SIRS and LEAJhis taxonomyor concrete
examples of its useould not beshared withENISAas it is classified

2.3.2.8 Taxonomy 10: Phanomene Cybercrirtexonomy

The Swiss Federal Police mentioned during their interview that they were drafting a taxonomy for
the exchange of information in Sérland and agreed to send it to ENISAdport onit in this

study. The Swiss Federal Police taxonomy, nafkdnomene Cybercringks currently only

available in German. Itis divided in three categori@sberWKdrepresenting the general attacks),
sexual offenses and defamation.

TheWPhanomene Cybercrinflaxonomy describes every type of attack and action in a detailed
manner to avoicanyconfusion, but the information is classified according to the type of crime more
than the type of attack. For eaxnple,Porbidden pordls also part of that taxonomy, whileig not
technically an attack butlegal use of a networkAlthough this type of taxonomy might be adapted
for the exchange of information between LEAS, it might be less relevant f& $hieg.

2.3.2.9 Taxonomy 11: CSIRMIU taxonomy, Czech Republic

CSIR"MU mentioned during their interview that they were drafting a taxonomy for the exchange of
information with the LEAs and agreed to send it to ENISA to use it in this study

The CSIRMU taxonomy idighlevel and contains around twenty types of attacks and their
description, with links to the Czech law ahe Decree on cyber securitit also containgndications
for the CSIRT remediation and usable evidence

bitps://cybox.mitre.org/
http://mww.mitre.org/
https://stixproject.github.io/

https:// taxiiproject.github.io/
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2.3.2.10 Taxonomy 12Esquema nacional de segued Gestidn de ciberincidentes

During feedback received after the workshop of tHeENISA/EC3 workshop, this taxonomy was
presented byCCNCER®. This taxonomy includes issues that were encountered in Spain and has
been published in May 2015 as part oBtBCNSTIE17 security guide issued by GCHRT.

The taxonomyincludes three levels of classification: the type of cyber incidents, including type,
description and subtype, the danger of these incidents and the potential impact.

Although tre taxonomy is ery broad (higHevel classificatiordnd lacks complexity compared to
others like CybOX or VERitSsstill easy to implement. Besides, the way it considers the different
subtypes of classification (type, danger and impaot)ld be of usdéor CSIRTs drLEASs to estimate
the importance of the problem.

2.3.3 Requirements for a taxonomy based on the needs for informatiG&IR3 and LEAS
as expressed during the interviews

Throughout the 26 interviews, this study was able to capture requirements expressed by the
different communities concerning the taxonomy for the exchange of information betVaG&iRT
and LEAs. This section details these requirements and how each taxgnesented in this
deliverable meets the requirements.

These requirements are considered as validated by the intervieweds$1R§ and 12 LEA
representatives) according to the following formula:

1 Atleast 30% of the interviewees mentioned this information.

1 Atleast 51% of the interviewees mentioning this information have agreed to the statement.
LT (KSasS O2yRAGA2ya INB YSOI GKS AyF2NN¥YIFGA2Y Aa
requirement based on this information should be taken into accountte selection of the
GFrE2y2Yéd LT AG Aa y2i GKS OFrasSszs GKS AyTF2NXIGAZ2Yy
fAYAGSR 2daAGATAOIGA2YQ YR (G(KS NBIAANBYSYyld 62y Qi
therefore not a priority requirementhat the taxonomy should meet.

hiEtps://www.ccn-cert.cni.es/
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JUSTIFICATIO CYBOX AVOIDIT | DHO | CERT.PT | PHANOMENE| CISRT
CYBERCRIME

High No No No Yes  Yes Yes Yes Yes

1.  Take the level of maturity of the LEAS in term of
technical capabilities into account

2. Be able to transmit highandlow-level data High Yes Yes No No No No No No

3. Be as complete as possible regarding the types of

L Yes Yes Yes No No No No No
events and incidents
4.  Have a classificatiéhthat is stable throughout time Yes Yes Yes Yes Yes No No N/A*
5. Have information fields that are mandatory Yes No Yes Yes  Yes Yes Yes Yes
6. Have_ a description of terms used to agree upon Yes Yes Yes Yes  Yes Yes Yes Yes
terminology
7.  Be updated regularly during meetings with the No No No No Plannedt  N/A® N/AM /A%
stakeholders
H i
8.  Take into account the Budapest Conventicamd NoO No No No Yes Yes ves No

the Cybercrime Directivé

9.  The taxonomy should be mapped to the relevant E
legislation and where possible the legislation in High No No No No Yes No Yes No
the Member States

Table2 - requirements for a taxonomy

39 Thiscolumn shows whether information has besufficiently justifiedor less expressed by the memits of theCERT and LEAmmunities during the interviews.
40DHO: Data Harmonization Ontology _ -

41 ENSG@Esquema nacional de seguridad Gestion de ciberincidentes _ o

42The repartition of events and incidents into classes, not to be confused with the level of classification of a document.

43The update of the classification has not been given at the time of the study. _ _ _

44 As detailed below, if the CERT.PT taxonomy is casdirby the OAP 4.1 working group as the taxonomy to be used for information exchange, they will ensure regular
updates of the taxonomy throughainnual meetings of stakeholders. _

4>The update of this taxonomyIs not yet relevant since it is at draft versio

4 The update of the classification has not been given at the time of the study. )

47 Convention on Cybercrime, Budapest, 23.XI.2 ttlp://convennons.c_oe.|nt/Treatg/EN/Treatles/HnI/18_5.htm _ _ _

48 Directive2013/40/EUof the European Parliament and of the Coun€il2 August 2013 on attacks against information systems and replacing Council Framework
Decision 2005/222/JHAttp://eur -lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2013:218:0008:0014:EN:PDF
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During the 4 ENISA/EC3 workshop, these requirements were presented to the attendedseand
majority of them validatedhem as representative (of the needs of both taxonomies) during the
anonymous voting session, although 38% of the voters answered that the requirements were not
representativelt must be noted that this only represents the opinion of the attendees of the
workshop and therefore does not represent the opinioregher community.

Thefollowing sections detail the different requirements and how the taxonomies meet these
requirements.

2.3.3.1 Requirement 1:The taxonomy should take the level of maturity of LEAS imnteof
technical capabilities into account

The first requirement concerns the abilities of LEAs to implement advanced technical solutions.
Many interviewees mentioned that the technical abilities of the $\wére often less advancdtian
the CSIRJtechnical capacityThisrequirementis one of the justifiegbieces oinformation obtained
during the interviews and can therefore be considered as a main requirement.

To take that difference in technical level into account, the taxonomy should be simple to implement
and understandwith a clear definition oits vocabulary. This might help overcoming the

difference in capabilities to implement a taxonomy that waseskied betweenCSIRI and LEAs

This would allow all stakeholders to implement and use the taxonomy in an easy and efficient
manner.

The level of detail of a common taxonomy should also be accessible enough to describe events and
incidents in a precise wayhile still being understandable amgsilyusable. For example, having too
many levels of detail for the type of events and incidents (if one event has several subtypes which in
turn have several subtypes etc.) would make classification complex fosstre while being allowed

to divide the information between a limited amount of hidgwvel classes would limit the level of

detail but allow the user to easily clasdifie information.

Regarding the available taxonomies, the CERT.PT taxqtioegsquema acional de seguridad
Gestidn de ciberincidentethe Phanomene Cybercrime and the Data Harmonization Ontology could
be considered as easy to use while VERIS, CybOX and the AVOIDIT ies@amomore complex to

use because of the level of detail availailbe CSIRWMU taxonomy, although easy to use, might be
unnecessarilgimple for most countries in the EU.

This requirement wasupportedby the votes of the workshop where the ease of use of the
taxonomy was confirmed as an important element for the exgfgaaf information.

2.3.3.2 Requirement 2: The taxonomy should fit for both highnd low-level data

Througtout the interviews, we observed th&@SIRI and LEAs share both higimd lowlevel data,
even if the exchange of information is not structured. For the tepxoy to be adopted by all parties,
it would be useful to be able tmake use of the taxonomy tassify the information that is already
exchanged; this is one of the justifiegieces ofinformation obtained during the interviews and can
therefore be conglered aghe main requirement.

If a common taxonomy allows the user to classify the information that is already sent between
CSIRg and LEAs, thigould have a positive effect on the perception of the use of the taxonomy. In
addition, if a taxonomy woultle kept upto-date by regular adaptations to new phenomena, it
might allow both communities to integrate into the taxononmpsetypes of information that

cannot yet be classified.
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Regarding the sharing of lelevel data (the three first levels of the @mid of pairt: hash values, IP
addresses and domain names), all taxonomies allow the sharing of such information. The difference
in the taxonomies appears when the stakeholders want to share-lexgl information (such as

tactics, techniques and procedwge While the VERIS and the CybOX taxonomies allow the sharing of
(at least a part of) such information, the AVOIDIT taxonomy is not as complete, and the CERT.PT
taxonomy the Esquema nacional de seguridad Gestion de ciberincidethie®ata Harmonisation
Ontology, the CSIRWU taxonomy and the Phanomene Cybercrime are not as detailed and focus
more on incidents and events.

2.3.3.3 Requirement 3: The taxonomy should be as complete as possible regarding the types of
events and incidents

Thisinformation is not part of the informationonsidered as being sufficiently justifi&dce it was
less expressed by the members of the mmmities during the interviews.

ThreeCSIRTepresentatives mentioned during the interviews thiat,orderto be usedl for the
exchange of information, a common taxonomy should be exhaustive regarding the types of events
and incidents. Having an exhaustive taxonommuld allow CSIRS and LEAs to fit any kind of event
and incident into the classification of the taxonommgreby possibly raising the acceptance of the
taxonomy.

¢CKA&a NBIdZANBYSyid OFy keS$axdndmy §hGuRl takexhé lkveliofr@turily ofNE G 2 y
the LEAs in term of technical capabilities into acceuat a4 A y OS (G KS f S@Bdmyig ¥ O2 YL
proportional to its completeness in terms of events and incidents. While all taxonomies try to be as
complete as possible, the level of detail and subcategories about an incident or an event may vary

from one to another. In that regard, VERIS, £dOIDIT taxonomy and CybOX are the most

complete (but also the most complewhile,the CERT.PT taxonomy, the C9RITtaxonomy, the

Phanomene Cybercrime and the Data Harmonization Ontology define events and incidents with

high-level descriptionTheEsquéena nacional de seguridad Gestion de ciberincidentes also falls in

that category but has an interesting point of view dassification, danger and impact.

2.3.3.4 Requirement 4: The format of the taxonomy should be stable in time

This information is not part of éninformationconsidered as being sufficiently justifisidce it was
less expressed by the members of the communities during the interviews.

During the interviews, tw& SIR§ mentioned that, to ensure that a taxonomy would not constantly
change, it shou stay stable throughout time aralvoid beingadapted too regularly. This would

allow both communities to use the taxonomy without having to update its implementation into tools
too often, which would be time and resource intensive.

Based on the comparisomith the other requirements, we can see that this requirement should stay
in balance with the possibility to update the taxonomy. While updating the taxonomy too often
might be a problem fo€SIRS and LEAs, it also needs to be keptajglate to take newphenomena
into account.

http://detect -respond.blogspot.fr/2013/03/thepyramidof-pain.html
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Regarding the stability of a taxonomy, the VERIS taxonomy has been updated last year (2014) and
Verizon is planning an annual ordninual update. CybOX is also updated with a mean of twice a
year since 2011. However, the Data Hamsation Ontology, the CERT.PT taxonomy and the
AVOIDIT taxonomy have not been updated sincg thiere firstly drawn uplt must be noted that if

the OAP 4.1 working group selects the CERT.PT taxonomya@sih®ntaxonomy to use for the
exchange of infanation betweenCSIRS and LEAS, they plan to update the taxonomy lear

through meeting of its stakeholders. For the CSHRIU taxonomy and the Phanomene Cybercrime,
since they are still at draft version, they might evolve anytime.

The case of th&squemanacional de seguridad Gestion de ciberinciderses bit specific since its
release date was in May 2015, the year of this report. It has therefore not been updated yet.

During the ENISA/EC3 workshop, the attendees mentioned the fact that the stabitiey o
taxonomy was indeed an important concern for the exchange of information.

2.3.3.5 Requirement 5: Some information should be mandatory in the taxonomy

This information is not part of thaformation considered as being sufficiently justifi&idce it was
lessexpressed by the members of #88IRT and respectively the cBAymunities during the
interviews.

ThreeCSIRS andone LEArepresentativementioned during the interviews that some fields of the
taxonomy should always be mandatory when the taxonomy isl teelassify information. That
way, if the information is exchanged based on the proposed taxonomy, the recipient of the
information can be sure that a minimal set of information will always be provided.

Most of the fields in the CybOX taxonomy are notitatory, while VERIS and the Data
Harmonization Ontology have some mandatory fields. The CERIefEEguema nacional de
seguridad Gestion de ciberincidentéise CSIRMU taxonomy, the Phanomene Cybercrime and the
AVOIDITaxonomy do not specify whichelids are mandatory but are highvel description so all
information can be considered as mandatory by default (missing information would void the use of
these taxonomies).

2.3.3.6 Requirement 6: The taxonomy should have a description of the terms used to agree
upon terminology

This information is not part of theformationconsidered as being sufficiently justifisidce it was
less expressed by the members of the communities during the interviews.

OneCSIRTepresentative and two LEA representatives mentioned during the interviews that, to
ensure thatCSIRg and LEAs use the same vocabulary regarding cyber incidents, the taxonomy
should describe the terms used to classify the information, such as typesiwfseand incidents.
This would avoid confusion while classifying or sharing information based on the taxonomy.

All taxonomies presented in this study describe the terminology used to classify information.

During the4™ ENISA/EC3 workshop, the attende¢so mentioned that this requirement was
important to be able to classify the information correctly, and that the description of each element
of the taxonomy was necessary.
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2.3.3.7 Requirement 7: The taxonomy should be updated regularly during meetings ith
stakeholders

This information is not part of theformationconsidered as being sufficiently justifi&dce it was
less expressed by the members of the communities during the interviews.

During the interviews, on€SIRTepresentative and four LE&presentatives mentioned that the
taxonomy should be updated on a regular basis. This should be done by having regular meetings
between the relevant stakeholders using the taxonomy. Updating the taxonomy would ensure that
it stays upto-date and adapts to new @momena encountered by the stakeholders.

VERIS and CybOX are maintained by institutions that manage their updates, although they take into
account user® NJ .YTheNlhtaiHarmonization Ontology and the AVOIDIT taxonomy are not
updated anymore and the CERT will be adapted in the future if it is chosen by the OAP 4.1

working group as the promotecbmmontaxonomy forthis information exchange. The CSIRU
taxonomy and the Phanomene Cybercrime are currently being drafted so their update process is not
yetknown Regarding thé&squema nacional de seguridad Gestion de ciberincideitesas just

been created so the update process is hot known yet at the time of this study.

During the4™ ENISA/EC3 workshop, the update of the taxonomy was indeed mentioned as
important for the evolution and the use of the taxonomy in the exchange of information.

2.3.3.8 Requirement 8: The Budapest Convention and the Cybercrime Directive should be taken
as legal basis for the taxonomy

This information is not part of themformation consdered as being sufficiently justifisthce it was
less expressed by the members of the communities during the interviews.

Some LEfepresentativesnentioned during the interview that the Budapest Conventfand the
Cybercrime Directive should be takemas legal basis fdhe taxonomy.This element was also
supported by an anonymous vote during tHé BNISA/EC3 workshop where 67% of the voterse
of the opinionthat the taxonomy should include a mapping to both European and National
legislatiors.

VERS and CybOX are d8sed and do not take into account the Budapest Convention and the
Cybercrime Directive. In addition, the Data Harmonization Ontology and the AVOIDIT taxonomy do
not make any mention of it. The Phanomene Cybercrame theEsquema nacial de seguridad
Gestidn de ciberincidentesre not linked with the Budapest Convention and the Cybercrime
Directive. Therefore, the CERT.PT taxonomy and the ®BJRaxonomy are the only ones aligning

to this Convention and Directive since it has beenstatted for the exchange of information with

the European LEA.

http://conventions.coe.intTreaty/EN/Treaties/Html/185.htm

hittpiAeur -
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2013:218:0008:0014:EN:PDF
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2.3.3.9 Requirement 9: The taxonomy should be mapped to the relevantdgid Council of
Europe legal frameworland where possible to legislation in the Member States

Based on the specification of ttatudy, theselected taxonomghould be mapped to the relevant
EU legislatiosuch aghe Cybercrime Directiveo the Budapest Conventicand, where possible, to
the nationallegislation of the Member States.

Among the taxonomies examined by this studye CERT.PT taxonomy and the GBMRBTaxonomy
are the onlyones thatreferene the legislationg they specify EU legislation and the corresponding
national regulatios. It must be underlined that th&squema nacional de seguridad Gestion de
ciberincidenteaunderlines the procedure of a declaration of an incidentite CCNCERT.

2.3.3.10 Other possible requirements based on feedback received after the ENISA/EC3 workshop

In addition to the requirements mentioned in the previous sections, 68R TS of the opinion hat

a taxonomy should support the categorisation of classified information, such as EU SECRET and
NATO SECRET. However, based on the information collected during the interviews, it seems that in
the current context of information sharing between CSIRTsL&IAL, it does not seem that such
information is exchanged actively. Therefore such a requirement may be further considered in a
future context but not withinthe scope othis study
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2.3.4 Input from the OAP 4.1 working grougegardingthe taxonomy selected

Duringthe OAP 4.1 working groupeeting in The Hague on the 4 May 20&h EC3 and through
interviews with two LEA representatives, the following information was provided:

1 TheOAP 4.1 working group can relate to the definition of a taxorfdmged in thisstudy: a
taxonomy is most often defined as a classification of terms and has a close relationship with
the use of ontology.

1 The OAP 4.1 working group is currently setting up a governance structure in order to revise
the common taxonomy during {asinnual neetings.

1 The OAP 4.1 working group considers that STIX could possibly be a good caslidate
sharing mechanism to use for the exchange of information betwe8iR3 and LEAs using
the chosen common taxonomy. To be able to use STIX, the OAP 4.1 workingtgold
define STIX profilé&for LEAs.

This input provided by the OAP 4.1 working group stakeholdesbdwn taken into consideration

for the choice othe taxonomy and a sharing mechanism for the exchange of information between
CSIRg and LEAs. The iisilities of alignment of this study to the OAP 4.1 working group were also
taken into account as they might provide the advantages previously mentioned in this document (in
Ybjectives of aligning thistudywith the OAP 4.1 working groupr the taxononyQ 0 @®

https://www.enisa.europa.eu/activities/Resilieneand
ClIP/Incidentseporting/metrics/ontology
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2.4 Verification that the preferred taxonomy CERT.PT taxonomfits the
requirements highlighted during the interviews and identified from desk
research

This section presents the result of the analysis of the taxonomies considered by this study. For each
taxonomy, this section verifies whether it meets requirements identified at the previous section.

2.4.1 Why the CERT.PT taxonomy is best adapted for the exgeanf information
between both communities

As detailed in the next sectiothé analysisof the requirements met by each taxonomyhe
CERT.PT taxonomy seems to be best fitted for the exchange of information, basedwndhe
complexity of the taxonomyts possibilities of evolution based on the needs of both communities
and its legal basis for the consideration of events and incidents.

Proposing the CERT.PT taxonomy may also have the advantage of aligning this study to the OAP 4.1
working group, asdétA f SR A y Objecties af &liQning thisfudyWith the OAP 4.1 working
groupfor the taxonom @®

2.4.2 Analysis of the requirements met by each taxonomy

Ly G4KS &adzyyYl NB (I 0 fRequikeyhients foiSa talxdNdng bagedzan the Beds forz y W
information CSIRT and LEAs as expressed during the interie®is ¢ S Ol y teBden@i&NIIS (i ¢ 2
the taxonomies considered by this study:

I Taxonomies tending to be as detailed as possible, that are therefore complex to use but
exhaustive, managed by organisations that have the ownership of the taxonomy, and

1 Highlevel taxonomies that are easy to use and do not contain a highly detailedwsuo
describe the incidents and events.

This can be determined by observitg mapping ofi KS FA NR G { K Nde GixohByj dzA NBY Sy
aK2dzZ R 118 GKS fS@St 2F Yl ldz2NRAdGe 2FThg 9! a Ay &SN
taxonomy should be db to transmit highand lowf S @St  Rrheltdxddonty ghBuldW¥e as

complete as possible regarding the types of events and incifeatsd

Based on our observations, we can see that the use of a complex and exhaustive taxonomy may not
be a solution per se the choice between complexity and completeness should be done according
to the capabilities of the stakeholders in information exchange.

For the exchange of information betwe&8IR§ and LEAs, considering the high difference in terms
of technical caphilities between Member States, we consider tlaabetter approachmight be to

start with a taxonomy that is simple to use to make sure that it gets accepted G H¥ and LEAs
as a common basis. At a later stage, if there would be a preference foci@ase of the level of
detail, the taxonomy could be further elaborated by the stakeholders to meet the new
requirements. Towards this end, two taxonomies wouldHé bestto the first three requirements

the Data Harmonization Ontology and the CERTaldnomy.
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The preference for the ease of use of a taxonomy fuether supported by an anonymous vote
during the 4 ENISA/EC3 workshop where a majority of responslexpressed that the ease of use
of a taxonomy should be the priority against the lesktietail. Additionally,30% of the voters
answered that both should be considered as priority. The needri@asyto-usebut alsodetailed
taxonomymight beansweredby starting to exchange information based on a simple taxonomy and
upgrade it to a higér level of detail afterwards, when the usetbe taxonomywould bewell
implemented.

According to the requirements that were expressed during the interview€&IR3 and LEAs, we

can observe that the CERT.PT taxonomy is best fitted for the exchangdafmation between

CSIR3 and LEAsince it is based on the Budapest Convention and the Cybercrime Directive, and
that thereis a possibility that it may beelected by the OAP 4.1 working group as the taxonomy to
be used for information sharing betwee@SIR3 and LEAS, and therefore be regularly updated based
on the requirements of the communities.

The CERT.PT taxonomy is also the @mxignomypresented in this study to reference EU legislation,
whichhas been identified as a requiremiemwhich was supprted by the votes duringhe 4"
ENISA/EC3 workshop

The following table presents a summary of the possible advantages of using the CERT.PT taxonomy
for the exchange of information betweddSIRS and LEAS:

ADVANTAGES OF THRTET TAXONOMY
1 TheCERT.PT taxonomy is easy to use and implement since it describes events ¢
' incidents at a high level.
The CERT.PT taxonomy, if it is chosen by the OAfdking group will be updated
2. : .
regularly through meetings affs stakeholders.
3 Theclassification provided by the CERT.PT taxonomy makes all fields mandatory
' which provides consistency for the creation of statistics.
4, The CERT.PT is based on the Budapest Convention and the Cybercrime Directiv
5 The events and incidents mentioned in the CERT.PT taxonomy are described, w

provides a common understanding uged terms
Table3 - Advantages of the CERT.PT taxonomy

In addition to the advantagthat the CERT.PT taxonoligpeing considered as a potential candidate
by the OAP 4.Working groupit is already beingmplemented into some tools by son@&SIRJto
exchange information according to its classification and has proven efficient.

During the 4 ENISA/EC3 workshdpg participantsconfirmed, during the closingessiorof the
workshop that according to them the CERT.PT taxon@syfficientlyaccepted by the CSIRT and
LEA communities.

For the future update of the CERT.PT taxonomy, the use of the other impditfeedlackprovided
after the 4" ENISA/EC3 workshop, such asHBsguema nacional de seguridad Gestion de
ciberincidentesand some other comments on the CERT.PT taxonomy should be used during the first

33



* Information sharing and common taxonomies between CSIRTs and Law Emferte
* enisa Final| Version 1.0] PuBlic| December 2015

meeting of the CERT.PT governance structure to evaluate the input these studieprowidi for
the current version of the CERT.PT taxonomy.
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2.5 Proposl for a sharing mechanism for the selected taxonomy

A clear distinction should be made betweeta@aonomy, asharing mechanisnand asharing

platform to avoid any possible confusion. While a taxonomy is a way of describing information
through classification, a sharing mechanism structures the way the information is encoded. For
example, a sharing mechanisnight provide rules for names and positions of XML tags to allow a
file to be treated automatically. Finally, a sharing platform is a tool allowing to share information. It
is not mandatory to haveuch agplatform ¢ files containing information structuredccording to a
standard and classified according to a taxonomy could simply be sentiaj gfor example.
Nevertheless, the use of a sharing platform allows users to easily share information in a structured
way.

While a taxonomy allows clagsttion ofthe information, it does not provide a format for the
representation or the sharing of the information. This section presents the different requirements
for the sharing mechanism obtained through desk research and interviews, and observes how
sharing mechaismstaken into consideration fothis study meet these requirement¥he last part
justifies the choice of STIX #éise proposedsharingmechanism and possibilities of future

alignment with the OAP 4.1 working grougHowever the choice 6STIX a#he shaing mechanism

is not yet fully supported bigoth communities as explained in section 2.5.3.

2.5.1 Requirements for the sharing mechanism highlighted by the desk research

Based on the desk research, information and recommendations for sharing mechanisms for the
exchange of information is detailed here. This information is not always focus€&HRE and LEAs
but more generally speaking about information exchangeese regirements and the

requirements highlighted through the interviews (in sectihf.2 have beersupported by thevote

of the attendees otthe 4" ENISA/EC3 worksheyhere the feedback about them was positig83%
of voters found theerequirementsiikely representativéand 17% of them found the requirements
Yery much representativ@

2.5.1.1 Requirement 1:The new sharing mechanism should not be a new stand#rd

Consideing the amount of already existing initiatives, creating a new standard for the exchange of
information betweenCSIRg and LEAs could hinder the acceptance of the mechanisosbyg and
LEASs, and later on by third parties (considering that the OAP 4Kingagroup is also targeting the
use of the taxonomy and the sharing mechanism byptieate sectoy.

Therefore, this study was directed towards the proposal for the use of an existnganism
instead of the creation of a new one.

https://www.enisa.europa.eu/activities/cert/support/fightagainstcybercrime/goodpracticeguidefor-
addressingnetwork-and-information-securityaspectsof-cybercrime/at_download/fullReport
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2.5.1.2 Requirement 2: The aorce of the dataof the sharing mechanisrshould be referenced,
including the originating organisation, the transport mechanism and the data forAiat

For information to be actionable, there must be a clear indication of its origin. Based on the source
of the data, the receiver of the information can decide to trust or twtrust the information

received. The sharing mechanism should therefore allow its users to indicate the details of the
source of the information transmitted.

2.5.1.3 Requirement 3: Thesharingmechanismshould have a level of acceptance among the
business®

Until recently, none of thenechanismsvailable to structure information exchange were considered
popular among therivate sector Nowadays, STIX is growing in popularity and is progressively
turning into a de facto standard. It is considered as a reliable and exhaustive tool to structure
information, andit is conveniently provided with the specification for a sharing mechanisiXil.TA

2.5.2 Requirements for the sharing mechanism highlighted through interviews

2.5.2.1 Requirement 1. Thesharing mechanisnshould be considered as an appropriate tool for
the exchange of information betweel€SIR3 and LEAs

Through the interviews, it appeared th&SR®S and LEAS consider STIX as an appropriate tool for
the exchange of information betweddSIRS and LEAs. Although some of (B8IR§ and the LEAS
pointed out its complexity, most of them considered itakaptablefor information sharing.

The respondentalso mentioned that, to be able to use STIX for information sharing, profiles would
have to be defined for LEAs. The profiles allow users to describe how they ugeMdabkind of
information they need, which parts of it should or should not be indidanh the information

transmitted. For example, if a user of STIX just wants to receive information about speaifsehe

could specify that the type of information he wants to receive is about spam, that he only needs the
observables and indicators indlinformation and does not need details about the target, the

attacker etc.

2.5.2.2 Requirement 2: Théack of human resources should not be an obstacle for the
implementation of a standard

While someCSIRF and LEAs said that implementing a standard to shaoentation would not be a
problem, some othesmentioned that, considering their lack of human resources, implementing
such a tool would be rather resource intensive.

https://www.enisa.europa.eu/activities/cert/support/actionable
information/actionableinformation-for-security/at_download/fullReport

http://www.enisa.europa.eu/activities/cert/support/actionabknformation/standardsand-tools-for-
exchangeand-processingpf-actionableinformation/at_download/fullReport
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2.5.3 Why STIXouldbe an appropriatesharing mechanism

Althoughmultiple standards exist fahe sharing of informationSTIX appeats bethe preferred
mechanism for the exchange mechanjsaisorecognisedy the CSIRT and LEAmmunitiesasa

suitable candidate for aharing mechanism, although its use for the exchange of information

between GIRTs and LEAS is still under discussideed, using STIX would avoid rebuilding a

standard from scratchwhich would represent a huge amount of work. It is also a mechanism that is
widely known andecoming a de facto standard according to the ENIBZ&Rse  W{ (I Y Rl NRa
F2NJ SEOKIFY3IS yR LINRPOS®aAy3d 2F | OliArzyltotS AyT

STIX allowBor a veryclosedescription of informatiorg including the detailed description of the
source of the data exchanged, which is a requirentbat has beemointed out duringthe desk
researchln addition,as STIX is a structured language to describe information, it can be
implemented together with any cyber incidents taxonomgsmBles, the STIX model is constituted of
different elements that relatéo each otherwhich makes it feasible to use a stbp-step approach

in its implementation, by implementing the different parts of the model. In this process, the basic
parts of the STIX model could be implemented first, such as obsen(#imdswest element of the
Pyramid of Paif’), and thengrown in complexity by adding other elements of the model when
feasible.

Regarding the lack of resources mentionedsbyne of the Member States, there might be ways to
overcome the complexity of the implementation of the tool, like cooperation betw€&hRand
LEAgo implement it, specific help from ENISA or EC3, centralisation of a platform, etc. However,
these situgions should be treated on a cabg-case basis.

Although a sharing mechanism would offer advantages, the use of sharing mechani$a
sharing platform is nasupportedby all stakeholders. It appeared through thHe BNISA/EC3
workshop feedback sessidinat some members of the community anet inclined to usesTIX due
to its complexity, but also thagome of them might prefer tase independent sharing mechanisms
on a caseéby-case basis biaking into account the needs tie receive of the informatian
exchanged; such as using a CSV file to send information to arirt&®efore, a separate study
should be seup once the taxonomy has been implemented to see if thesaificientdemand for a
common sharing mechanism or if the loeaistingmechanisms in place should be kept.
Alternatively, if a unique sharing mechanismould bechosen, STIX isgood enougksolution
according to the feedback received during the worksHbpeeded, it might also be implemented
step-by-step to reduce the amplexity of the mechanism.

2.6 Proposed model to adapt the selected taxonomy to new phenomena

For the taxonomy to be used by tiESIRANd LEA communities, it should be regularly updated to
respond to the new needs elachcommunity and the new phenomena app@#. This section
details the requirements for this update process that were highlighted by the interviews and the
proposed model for the regular update of the taxonomy.

http://www.enisa.europa.eu/activities/cert/support/actionablnformation/standardsand-tools-
for-exchangeand-processingpf-actionableinformation
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2.6.1 Requirements fomaintainingataxonomy highlighted by the interviews

This section @sents requirements obtained through the interviewsG#$IRJ and LEAs that should
be met by the model to adapt the chosen taxonomy.

2.6.1.1 Requirement 1 The update of the taxonomy and the exchange of information should be
supported by hformal personal meetings

Thisisone of thepieces ofustified informationg all the CSIRI and LEAs mentioning personal

meetings agreed that these meetings were necessary to maintain trust and keep the exchange of
information alive. While this is not a requirement directly aefssed to the update of the taxonomy,

it adds to the following requirement{(i KS dzLJRI 4SS 2F (KS (I E2y2Yeé &Kz d
doing meetings with the stakeholdd€es$ee below section.

Indeed, since personal meetings are considered vital to kieegxchange of information going,
these meetings could also be used to discuss the taxonomy and the need to update it to new
phenomena.

2.6.1.2 Requirement 2The update of the taxonomy should be performedgularly byregular
meetings with the stakeholders

A rumber of CSIR§ and LEA mentioned that, to ensure that the taxonomy is updated and kept in

line with the requirements of the communities, meetings should take place regularly (at least once a
8SIEND (G2 Sy&adaNB G(KIF G (K Shatinputig rgceived frotn the wsers ofithef A IS Q d
taxonomy, the mordhat the taxonomy will be adapted to the needs and, therefore, used.

2.6.2 Model to adapt the taxonomy based on the requirements

Based on our observations, we can divide the process of updating taxonionuiéa/o models:
YREYFIYAO0Q YR Wdzy ARANBOGAZ2Y I Q®

Thedynamic update of a taxonomis done through meetings happening at regular intesvBiuring
these meetings, the stakeholders (owners, users, etc.) meet and share their experience and their
wishes regarding the evolution of the taxonomy. These meetings can be physical but online
meetings are also sufficient to updattee taxonomy.

Theunidirectional update of a taxonomys usually in place when the taxonomy is owned by a
entity: users senérequestfor anupdate of the taxonomy and the owner of the taxonomy accepts
them and integrates them into the taxonomy simplyrefuses them.

Regarding the update of the proposedmmontaxonomy for the exchange of information between
CSIRg and LEAs, considering the low amount of stakeholders and the intention to be adapted to the
needs of the stakeholders, we recommend to implement a dynamiate of the taxonomy by

setting up regular meetings.

Also, a structure should be put in place to allow exceptional reviews of the taxonomy. In ease of
urgent need, this would allow the users of the taxonomyedquest a change to the taxonomy
outside d the regular meetings, to meet new urgent needs.

The OAP 4.1 working group also considers regular meetings of the stakeholders to adapt the
taxonomy as a good way to proceed for its updatEheywere setting up such meetings at the time
of writing of this report (2015).
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During the 4 ENISA/EC3 workshop, thigpdate modefbased on regular meetings of the
stakeholders wasupportedby the majority of the voterddowever, aconcern about the costs for
such meetingsvas also expressethut these could bewaided byco-locatingmeetings with another
meeting addressing the same communitisach as the ENISA/EC3 workshops.
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3 Proposl for a roadmap for the use of the taxonomy in a
sharing solution

Oncea commontaxonomyhasbeen agreal, endorsed by ENISA andEDd accepted byhe CSIRT
and LEA communitieghe classification of the information proposed by the taxonaragbe
effectivelyused in the exchange of information between both communitigg taxonomyshould
be used tdurther assistCSIRI and LEA® improving the information exchange andancessing
information if the taxonomy has beesffectivelyWnplementedby them or assigned to content, in
some way.

To achieve that goal, a mechanism to exchange the information based on the taxonomy
classiftation should be chosemefined and further applied by theSIRa&nd LEA communities

Such a mechanism can be either supported by existing or further systems and technologies in place
at the CSIRF and LEAswith anticipated longierms benefits in term®f decreasing necessary
effort/cost for exchanging informatiog or can be based only on agreements and protocols that
implement the taxonomy.

Based on our observatignwithout an agreedipon mechanism, the exchange of data, even with a
common languageyould remain unstructured and therefore could not be automatically processed.

For example, if a LEA an€&IRTiave an agreement on the taxonomy to use for the exchange of
information between them but have no agreement on a sharing mechanisi,EA nght send
information to theCSIR1n a simple text format. ThE SIRWould be able to understand the

information the same way as the LEA thanks to the taxonomy, but they wotiloe able to

automatically enter this information into their systems withowansforming it into the right format.
Having a common exchange mechanism would ensure that the format of the file that is exchanged is
the same, and therefore can easily be integrated in the tools of every receiver.
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3.1 Key tasks to perform for the implemeiation of the taxonomy

Based on the desk research, the interviews andgbalsof the OAP 4.1 working group, this section
presents a roadmayonsisting of a set a¢fhort-term and longterm actions proposed for the
implementation of an information exchandgeetweenCSIRS and LEAs communitigSonceptually,
these shoriterm and longterm actions can be grouped in the following categoresresponding

to the typical phases of implementation for the taxonomies:

Key success factors for the implementatiortted proposed roadmap consist of:

T

1

Integration into the dayto-day operations 0€SIR§ and LEAgyventually supported by a
sharing platform allowingpr integration with the existing technical systems and
technologies in places critical for the succesd the taxonomy adoptionit is key that once
the taxonomy has beewalidated byend-users, it needs to be completely integrated into the
systems and technologies that are in placein the planned new ones (e.g. common
sharing platform)Changes and re@féments to the taxonomy are usually further needed at
this stageg in order to allow for integration adjustments for multiple technical systems and
technologies in place.

Good gvermance ofthe taxonomy is critical to maintain its lostgrm stability and gowth.

For this, creating clear policies to allow the communitC&IRand LEA stakeholders to
effectively manage the taxonomy and its changes is a key success factor. This needs to be
supported by a simple and transparent governance plan.

Achieving avell-managed roHout of a common taxonomy camphasse a number of
benefits forCSIRI and LEAs, in terms of lower efforts / costs for information exchange,
creation and retrieval.

Awareness and a proper training to involv€&IRI and LEAs for the radut and effective
use of the taxonomy.
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1 Further linking the taxonomy witlan existinglegislation of the Member Statggs.g.based
on the demand of the Member Stat@snay contribute to a faster speed of adoption of the
taxonomyg by overcoming limitationsf the CSIR@&nd LEA mandates and possible other
limits coming from the legislative framework.

1 A welldefined and welorganized system for adoption of the taxonomy allows to connect
the relevantCSIR&nd LEA content and experts while improving informagxchange,
ensuring a proper information security and data compliance.
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3.1.1 Roadmap summary

This section presents an overview of the proposed roadmap to implement the sharing of information b&®teFHiand LEASy using the defined
taxonomy. The numbering of the actions corresponds to the sequence in which the actions must be perf&ankelement is detailed in the next section
(see:Pescriptionof the roadmap action®

NR. PROPOSED ACTION COMPLEXIT WHO DEPENDENCIE; RESOURCE TIMELINE

Creation of a governance structure for the update of the
taxonomy to new phenomenasupported by a simple and
transparent governance plan. Short term

L Diffusion of the taxonomy to th€SIR& LEA communities. Low EC3 and ENISA )
Identification of the participants for eadBSIR& LEA.
Organisation and planning of the meetings.
. Short to
5 Carry ogla study to assess the need for a sharing ENISA i medium
mechanism
term
, . Need for a .
Adaptation of the chosen sharing mechan(sio the . EC3, ER EU, LEA . Medium
3. High sharing
taxonomy. and CSIRTs ; term
mechanism
If there is a demand for a common sharing mechanism: Adapting the
choice of a sharing platform and an implementation mode . chosen sharing . Medium
4 (distributed or global platform) for thexchange of High SCTCULHINET mechanism to the High term
messages across Member States. taxonomy
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NR. PROPOSED ACTION COMPLEXIT WHO DEPENDENCIE| RESOURCE TIMELINE
Creation of a documentation on integration, use and Adapting th_e :
. . . chosen sharing Medium
5. examples of the exchange of information w{the sharing Low ENISA :
. mechanism to the term
mechanismand) the taxonomy.
taxonomy
Organisation of an online workshop to present the Medium
e taxonomy(and the sharing mechanigrto CSIRTs and LEA: Low S el BN term
Linking the taxonomy with the legislation of the Member ENISAnd/or the
1. - Low Long term
States based on the demand of the Member States. Member States
Providing help to CSIRTs and LEASs for the integration of Medium
8. taxonomy(and the sharingnechanisminto the CSIRTs anc Low EC3 andENISA - Low term
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