IYEFENIG | 2aLAdl ¢
Security and Resilience for Smart Health Service an
Infrastructures

NOVEMBER 2016

www.enisa.europa.eu European Union Agency For Network And Information Security


http://www.enisa.europa.eu/

** *« Smart Hospitals
x éenisa November 2016
*i

About ENISA

The European Union Agency for Network and Information Security (ENISA) is a centre of network and informatio
security expertise forth® ! = A& YSYOSNI adldiSazr GKS LINAGFGS asSoi:
groups to develop advice and recommendations on good practice in information security. It assists EU membe
states in implementing relevant EU legislation and works t6 LIN2 S G KS NBXaiAt ASyOoS 27
infrastructure and networks. ENISA seeks to enhance existing expertise in EU member states by supporting tt
development of crosdorder communities committed to improving network and information sgguthroughout

the EU. More information about ENISA and its work can be foundvat.enisa.europa.eu.

Contact
For contacting the authors please usdealthSecurity@enisa.europa.eu
For media enquies about this paper, please useess@enisa.europa.eu.

Acknowledgements

Julio Mayol, Hospital Clinico San Carlos

Andrea Zapparoli Manzoni, KPMG Advisory S.p.A
Franck Calcavecchia, Geneva hospital

Yordan iliev, CIO, National Oncology Hospital

Dr. Bjorn Kabisch, Jena University Hospital
Christian Lovis, University Hospitals of Geneva and University of Geneva
Maik Morgenstern, AMEST GmbH

Rui Gomes, Portuguese Nitry of Health

Gotz Gerald, Munich Municipal Hospital Ltd

Dr. Dimitrios Glynos, CENSUS S.A.

Spyridon Antonatos, IBM Research Ireland.

Greg Fletcher, NHS Digital

Pia Jespersen, National eHealth Data Authority

Legal notice

Notice must be taken thahis publication represents the views and interpretations of ENISA, unless stated otherwise. This publica
should not be construed to be a legal action of ENISA or the ENISA bodies unless adopted pursuant to the Regulatio26(2Q)3\o 5
This publicBon does not necessarily represent staiéthe-art and ENISA may update it from time to time.

Third-party sources are quoted as appropriate. ENISA is not responsible for the content of the external sources includingvekistesl
referenced in thigpublication.

This publication is intended for information purposes only. It must be accessible free of charge. Neither
ENISA nor any person acting on its behalf is responsible for the use that might be made of the information containpdbhciti®n

Copyright Notice
© European Union Agency for Network and Information Security (ENISA), 2016
Reproduction is authorised provided the source is acknowledged.

ISBND78-92-9204181-6, doi: 10.2824/28801

02


https://www.enisa.europa.eu/
mailto:eHealthSecurity@enisa.europa.eu
mailto:press@enisa.europa.eu.

* Smart Hospitals
x éenisa November 2016

1 Table of Contents

Executive Summary 6
1 Introduction 7
1.1 Objective and scope 7

1.2 Methodology 8

1.3 Target Audience 9

1.4 Structure 9

2 Smart Hospitals 10
2.1 The Smart Hospital Environment 10

2.2 Assets 14

221 Overview of Smart Hospital Assets 14

2.2.2 Criticality of Smart Hospital Assets 17

3 Threat and risk analysis 19
3.1 Emerging vulnerabilities 19

3.2 Threat analysis 21

3.2.1 Threats taxonomy 22

3.2.2 Threat modelling 25

3.2.3 Asset exposure to cyber threats 26

3.24 Likelihood and criticality 29

4 Attack Scenarios 31
4.1 Social Engineering Attack on Hospital Staff 32

4.2 Tampering with Medical Devices 35

4.3 Theft of Hospital Equipment 38

4.4 Ransomware Attack on Hospital Information Systems 40

4.5 Distributed Denialof-Service Attack on Hospital Servers 43

5 Security good practices 46
5.1 Organisational good practices 47

5.2 Technical good practices 50

6 Recommendations 52
6.1 Open Issues 52

6.2 Recommendations 54

03



¥ * Smart Hospitals
enisa November 2016
x5
6.2.1 Hospitals 54
6.2.2 Industry 56

04



x *
* x Smart Hospitals
x éenisa November 2016
*

Executive Summary

In recent years, many pervasive systems for healthcare have been proposed, discussed and sometimes realise
Pervasive healthcare is highly multifaceted, with mapypl&ations focusing on interoperability with the legacy
K2ALAGrt FaasSiazr GKS GdNIYRAGAZ2YIE K2aLAdlfézr GKS A
users.The notion of smart hospitals is introduced when Internet of Thing9 @omponents are supporting core
functions of a hospitalCollaboration among various stakeholders, numerous interconnected assets and high
flexibility requirements do not only lead to complexity and dynamics but also to blurred organisational boundaries.
Due to the great number of significhassets at stake (patient life, sensitive personal information and financial
resources) information security is a key issue for smart hospitals.

Threats to smart hospitals are, however, not limited to malicious actioterms of their root cause. Human errors

and system failures as well as thjpdrty failures also play an important role. The risks that result from these threats
and corresponding vulnerabilities are typically mitigated by a combination of organiahtiad technical security
measures taken by smart hospitaléhich comprise good practicesVith respect to organisational measures,
compliance with standards, staff training and awareness raising, a sound security organisation, and the use ¢
guidelines ad good practices are particularly relevant. Relevant technical measures include network segmentation,
asset and configuration management, and network monitoring and intrusion detection. However, manufacturers of
information systems and devices used in stiarspitak have to take certain measures too. Among them are, for
instance, building security into products from the outset, adopting secure coding practices and extensive testing.

Based on the analysis of documents and empirical data, and the detagediration of attack scenarios found to
be particularly relevant for smart hospitals, the study proposes key recommendaiomerily for hospital
executivesNamely hospitals should:

Establish effective enterprise governance for cyber security

Implement sate-of-the-art security measures

Provide specific IT security requirements for loT components in the hospital
Investin NIS products

Establish an information security sharing mechanism

Conduct risk assessment and vulnerability assessment

Perform pemtration testing and auditing

Support multistakeholder communication platforms (ISACs)

=4 =4 =4 =4 -8 - -8 -9

The study also makesgommendations foindustry representatives in order to enhance the level of inforomti
security in smart hospitals. Namely industry playersustho

Incorporate security into existing quality assurance systems
Involve third parties (healthcare organisations) in testing activities
Consider applying medical device regulation to critical infrastructure components

1
1
1
1 Support the adaptation of informatiosecurity standards to healthcare
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1 Introduction

Thea LY G SNy St 2F GKAy3Iaé¢ Aa I NBG2tdziAz2y F2NJ GKS L/ ¢
autonomous, ubiquitous and interconnected. When this technological advancement applies teedftdare
sectors, one of the most traditional critical sectbrsthe results are remarkableConnected medical devices
transform the way the healthcare industry works, both within hospitals and between different actors of the
healthcare industryCould2 dz A Yl 3AyS Iy St SOGNRYAO RSGPAOS 02ttt SO
GaYINIéEK hNI 2yS GKFEG Y2y AG2NR f AFS & dzLJLJ2 NI Goyirigctedr I O K
medical devicesanbring increased patient safety andfiefency, particularly if connected to Clinical information
systems2 KSy (GKAa I LI ASa (2 GKS ¢K2fS KSIFItGKOFNB 2NAI Yy

However, the increased flow of information withémd betweenhospitals brings risks th&tlevel professionalsn

the hospital (CIO, CISsic.) need to addressThe risks include possible harm to patient safety or loss of personal
health information and may not only be caused by malicious actions but also by human errors, systemyartiird
failures and natural phenomends the attack surface increases with the introduction of connected devices, the
attack potential grows exponentially.

1.1 Objective and sope

The objective of tts study is to improve information security and resilience ofgitads to prevent disruptions to
AYFNI O2YLRySyda dGKIFdG OFy OlFdzasS INBFGISNI AYLI OG G2 |
safety.

This study investigasthe currentstatus of Smart Hospitals and related information securitysues, focusing on
deployments in the EUThis involves determining the objectivashieved throughit & Y [d&ldtes and systemthe
assets that make up @mart Hospital,the information securitythreats as well athe security measures available to
address themThrough gap identificatiobetweencurrentthreats andexistingmeasuresthis study makes concrete
recommendations to improve information securitysmart hospitals.

The focus of the study is the hospital itsatid specifically on all the smardmponents that are offering value when
built on top of already existing traditional systemssgFigure 1

http://www.csihshow.co.uk/
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1.2 Methodology

Smart Hospitals
November 2016

Thisreport was developedisnga combination of desktop research as well as information from interviews with key
stakeholders.The document analysi®cuseson scientifi¢c as well as industry and policy materia¢lated ©
information security in smart hospitals. The interviews and the survey were conducted to validate and extend the

findings of the document analysis.

The approachakenfollows the ENISA methodologyevelopedoverthe last three years based on the ENIBreat

landscape approacgland involved:

1 Mapping assets anddeveloping a threat taxonomyhat covers possible attack#a desktop researghand
validating or identifying further gaps through interviews with security experts working in the fiblgadthcae

information security focusing on Hospitals

= =4 =

= =

The assets are categorised based on their criticality, meaning the impact an incident in one of these could caus
Enumeratingpossible attacks that target or affect smart componeintfiospitals

Developingthree attack scenariosvith mitigation actions to provide information on practical examples of
implementation and validating theswith security experts working iHospitals

Developinggood practices and performing a gap analysised ordesktop researtand interviews

Proposing ecommendations for future steps information security forSmart Hospitalgh Europe.
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Thirty expertsparticipated in the interviews and the surveyarticipantswere hospital representatives, industry
representatives and policy makefdgure2 depictsthe distribution of participants across the three groups. All were
able b draw on several years of experience with Information and Communication Technology (ICT) in healthcar:
and held senior positions.

m Hospital
representatives

A47% H Industry
representatives

Policy makers

Figure2 Distribution of respondents

1.3 TargetAudience

The target audience of this studlyexecutives andClevel professionals from hospital§he aim is to help therto
understand which ar¢he steps they need to take toensukey F 2 N G A2y &aSOdzNRGeé 6KSYy
IT and security professionals are of particular relevance (e.g. Meidital Information Officers, Chief Information
Security Officers (CISQOs)).

Asasecured { YI NI K2 a LA (!l f ¢ toR&iges ahy systdma sedufithiisRigtanier yoald be useful
also(but not only)for:

1 Industry representativesExecutives andorofessionals of manufacturers of connected devices for
healthcare are relevant with respect to industry representatives as well as technology and consulting
companies focused on information security.

1 Policy makersPolicy makerérom Member Statesaindthe European UniofEU)are relevant if they arin
charge of policies dealing witiealthcare, critical infrastructures or information security.

1.4 Structure
The study is structured as follows:

1 Section Zescribes the smart hospital environment, paying fmafar attention to the definition of the term,
the regulatory framework and guidelines related to information secuthg objectives hospitals pursue
YR GKS STFFSOG 27F 0SAvdthékdyabsbidité beprgteciedk SaS 20625040

1 Section3 pursues an assetentric approach to threatnd risk analysisBased on the key assets and a
vulnerabilities potential attack points and threat types are discussed.

1 Section4 describes five attack scenarios ranging from social engineering attacks on hasaffato
distributed denialof-service attacks on hospital servers.

1 Section 5describes the control and recovery measures available to protect the smart hospital from the
threats faced. A differentiation is made between measures to be implemented by hissaitd the industry,
respectively.

1 Section6 makes concrete and actionable recommendations aimed at hospitalcutives,industry
representativesandpolicy makers. Additionally, examples of good practice are described.
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2 SmartHospitals

This sections spit in two parts.The first partdescribes the smart hospital environment, placing emphasis on the
RSTAYAGARZ2Y 2F (GKS @G6BXOGAYESANI2K2A VK URREDA VRS athey | NI
guidelines related to information securignd the respectiveegulatory framework The second part focuses on the
FaasSta GKFG AYyGaNRRdzOS aa Yl NIngeS to e proteofediie KoSheiKcaitialidyol |-
the operation of smart hospitals.

2.1 The Smart Hospital Environment

The overarching goal of smart hospitals is to deliver optimal patient care by making the most of advanced ICT. Tt
availability of all relevant information when requirgalccess to internal and external expertiseen needed and
efficient and effectivesurgcal/diagnosigprocesseghat facilitates achieving this goakith low error rateand cost
effectively.

7 A A

Adefiniton2 ¥ { K GSNXY GaYI NI KzaLadlrfaég YlIe (Kdza oSy

G! &Yl Nis aKoapitdldhaiielies on optimised and automated processes built onGif énvironment of
interconnected assets, particularly based on Internet of things (I0T), to improve existing patient care proc
YR AYGNRRdzOS ySg OFLIoAfAGASAE D

What makes a hospital smart is, therefore, the availability and use of meaningfuligdnteected systems and
devices that lead to overall smartnes&hile legacy systems may indeed be an integral part ofterehd smart
processes, the emphasis of this study will benew technologies, and particularly IoT components.

In this document, thei S NtMdditionalK 2 a LIA G £ ¢ A& dzaSR G2 NBFSNI (2 K2aLy
hospitals as defined abov&he motivation behind moving to a smart hospital environment comprising optimised /
automated endto-end processes and loT compnts is based on the improvement of existing hospital processes
and the introduction of new capabilities in patient healthcakéowever this migration comes with increased
challenges related to the extended reliance on [MhEse two combine to define thebjectivesof a smart hospital,
depicted inFigure3.
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Figure3 Smart Hospital Objectives

As detailed below, type and extent of ICT usage significantly affects the objectives as well as related challenges a
opportunities:

1 Improved diagnostics / surgical abitifCT does not only enable new treatment methods (e.g. surgical
robots can perform micraurgelry, which cannot be done byliniciang but can also improve existing
methods. Hospitals are increasingly able to enpatient data to helpgvith diagnosis ochoosng the best
course of treatment, and sophisticated software solutions are allowing them to-tdime their
administrative processes.

1 Seamlesgpatient flow: Efficient healthcare as well as efficient patientflaan reduce waiting times and
the duration of hospital stays, reduce errors, increase revenues and boost patient (and employee)
satisfaction. ICtan be deployedo identify, analyse and resolve bottlenecks and thereby contribute to
efficient healthcare ad patient flow. In smart hospitals, efficient healthcare and efficient patient flow may,
for instance, be supported by automatic updates of medical information across networked devices and
information systemsThe resulting availability of patient inforrtian in all stagesfrom entry to exit¢ and
the optimisation of admission, scheduling and other processes around it resdamless patient flow.

1 Remote medical car®ne of the key objectivesf introducing I0T devices in the healthcare context &s th
ability to extend the hospital borders and provide remote medical care. Various medical devices, e.g.
implantable devices, wearable devices and other mobile devices introduce the ability to perfortimmeal
patient monitoring through measurement of keital signs and make these measurements readily available
to hospital staff and systems via network connections. These remote patient care capabilities are
augmented by several medical devices that offer the abilitgdb(e.g. administer a medical dos®) the
patient depending on status or via remote controls. Hence, patient admission to hospitals can be limited to
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those cases deemed necessary, resulting in reduced patient care costs and improved patient experience, ¢
the patient can now receive treatnmé¢ from his/her own home.

1 Enhanced atient safety:Enhancing healthcargeliveryand patient flow also increases patient and clinical
safety. It is important though that healthcadeliveryand patient flow do not improve at the expense of
safety. Without doubt, properly used, devices collecting data about patient vital signs and medication
intake, or monitoring life support machines, can lead to increased patient safety if they are connected and
able to provide timely warning.

1 CyberResilienceCyler Resilience refers to the ability of a hospital to ensure the availability and continuity
of its serviceghat rely on ICT assetsligher ICT penetration inevitably leads to greater ICT dependency,
which, in turn, increases the relevance of informatiatwity for smart hospitals. In some European
countries, the health sector is consideradritical infrastructure to be particularly protectédHealthcare
actors including hospitals need to anticipate, prepare for, and respond and adapt not only tomérted
change but also to sudden disruption. In smart hospitatshieving this is more challenging than in
traditional hospitals because the number of components that could leadrtd be affected byservice
unavailability is much higher.

I TrustworthinessBeing perceived as trustworthy and having a good reputation is a competitive issue in
areas where choosing between different providers is an option. Trustworthiness also affects adherence tc
medications and continuity of care, which has implications lier dutcomes a hospital can achieve. Being
at the forefront in terms of ICT usage clearly provides reputafiadvantagesAt the same timepatient
safety and privacy must not be put in jeopardy to avoid damaging reputation.

The survey respondents confied that with respect to all objectives presented above hospitals benefit from an loT
implementation. Every single participant stated, for instance, that an IoT implementation results in additional
opportunities regarding patient/clinical safety and almtstee quarters of the respondents expected benefits for
resilience.

With respect to theregulatory framework national information security and-eealth strategies, as well as related
legislation, are of particular relevance. Neither of them, howeverspayticular attention to the specifics of smart
hospitals. Nevertheless, these documents need to be taken into account by hospital executives and industn
representatives.

There are several white papers, mainly provided by industry representatives (atamgrs of medical devices as
well as technology and consulting companies focused on information security such‘aSiBhMntet; Deloitte® or
ReedSmitR), which may serve as rough guidelines for hospital executives. However, they typically do nat go int
detailwhen it comedo specific threats faced by smart hospitals and relevant security measures.

https://www.ibm.com/smarterplanet/global/files/whitepaper-_the_digital_hospital_evolution.pdf
https://www.symantec.com/content/dam/symantec/docs/whit@apers/iotsecurityreference
architecturewp-en.pdf

http://www2.deloitte.com/content/dam/Deloitte/us/Documents/lifescienceshealth-care/uslhscnetworked-medicatdevice.pdf

https://www.reedsmith.com/files/Publication/65d1e359
216844e99b78-980ea2ebc0e8/Resentation/PublicationAttachment/45e57ded467-40e9-a2fa-9d3895d63788/alert15247 .pdf
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The International Organisation for Standardisation (ISO) published several standards focusing on health informatic
IEC 8000418, for instance, which dealsith the application of risk management to networks incorporating medical
devices, provides the roles, responsibilities and activities necessary for risk management, and is particularly releva
in the context of smart hospitals and information securit§O also published a series of technical reports with
different emphass, which provide guidance for the implementation of IEC 86D0The ISO/IEC 2700x series of
standards, which deals with information security management, is relevant for smart hoggsitaisl| as for all types

and sizes of organisations.

New medical systems and devices need to be classified according to their risk before they can be certified an
conformity with the Medical Devices DirectM@IDD) the In Vitro Diagnostic Device Diraa' (IVD)or the Active
Implantable Medical Devi¢e(AIMD) Directivecan be confirmed. Conformity with the MDD is also applicable to
certainICT products used in hospita S yAy 3 GKFG GKA&a OFy KI @S AYLX AOI
hosptal.

http://www.iso.org/iso/catalogue_detail.ntm?csnumber=44863
https://ec.europa.eu/growth/singlemarket/europeanstandards/harmonisegtandards/medicabevices_en
http://eur -lex.europa.eu/legatontent/EN/TXT/?uri=CELEX%3A31998L0079
https://ec.europa.eu/growth/singlemarket/europeanstandards/harmonisegtandards/implantablenedicatdevices_en
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2.2 Assets

2.2.1 Overview of Smart Hospitahssets

Hospitals have a wide range of assets that are essential for their operation and thus need to be protected. Whils
some smart hospital assets are also relevamtaditionalhospitals, others are quite charaeistic of smart hospitals
sincethey are intelligently connected and able to take decisions autonomofieipng these assets are, for instance,
mobile clientdevices, identificatiorsystemsand interconnectedclinical information systemslhe specifiassets

that characterise smart hospitals are at the focus of this section.

1. Remote care systerassetscomprise thelCT ecosystem that allows the smart hospital to extend its borders and
provide healthcare services to patients at remote locations (e.g. at home):

1 medical equipment fotele-monitoring andtele-diagnosige.g. measurements dlood pressure, heart rate,
glucose measurement&£CG and other remote physiological measuremetiiesholdtriggered alarm
generators etc.), such equipment may take the form of wearable or implantable devices etc.

medical equipment for distribution of drugautomated dosing egpment) or to administer treatment
telehealth equipment, such as cameras, sensors and telephone/internet connections; telehealth computer
system for patients to register their physiological measurements themselves (including pstent
application/software if applicable)

=a =9

2. Networked medical devicewhose extensive use typically characterises smart hospitals and also enable remote
patient monitoring, whichis a key service that smart hospitals can provide to healthcare manageatent
national leve]compared taraditional hospitals. Moreover, modern implantable devices such as pacemakers can
be updated, reducing the number of reasons for replacement. Stationary as well as mobile devices have also bee
used a lot intraditional hospitals.In the smart hospital context, however, they are intelligently connected with
identification components and clinical information systeimsreasing the automation level and the decision
making ability Examples include:

mobile devices (e.g. glucose measgrdevicesy;

wearable external devices (e.g. portable insulin punwiseless temperature counte)s

implantable devices (e.g. cardiac pacemakers)

stationary devices (e.g. computer tomography (CT) scanners, life support machines, chemotherapy
dispensing stations;

9 supportive devices (e.g. assistive robots)

= =4 =4 =4

3. Identification systemsare used to tracland authenticatgpatients, staff or hospital equipment such as belas.
smart hospitalsthe biometric scanners do not only read the identificati@ystemsbut are also intelligently
networked with devices and information systemdoreover, closeetircuit security systems play a key role
regardingauthentication¢ and subsequently also authorisation (e.g. allowing access to specific qiaaspart
hospitals Examples include:

9 Identification systems items such as tagsaceletsabels andsmartbadgede.g. ultrasouneenabled)
i Biometric scanners;

13
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1 RFIDsystemswith location services (software components) to assess and monitor relative movement of
assets/patients/staff etc.
1 CCTV (video surveillance) with recognition/authentication capabilities

Networkingequipmentprovides the connectivity backbone to support smart hospifele equipment required
is not different than standard equipment used irtraditional hospital, but it is characterised by its enhanced
features (e.g. routing protocols, bandwidtfigxamples include:

Transmission media;

Network interface cards;

Backbonenetwork devices (e.g. hubs, switches, routers etc.)

IoT Gatewaysvhich further analyse data collected by devices and send them to a data centre or the cloud

=A =4 =4 =9

Mobile Qient devicesare intelligently integrated in smart hospitals to make the right informatavailable at
the right placeat the right time and to facilitate mobility of staff and patients. Examples include:

1 Mobile clients (e.g. laptop computers, tablessnartphonespagers)
1 Mobile applications for smartphone and tablets
1 Alarm and emergencgommunication applications for mobile devices

Interconnected dinical information systemsare deployed in smart hospitals jointly with medical devices and
identification components to enable smart eftolend patient care processelloreover, theclinical networked
information systems in smart hospitals are increasingly able to take decisions autononitastyples include:
1 Hospital information system@IS)

Laboratory information system@.IS)

Radiology information systems (RIS);

Pharmacy inforration system (PIS);

Pathology information system;

Blood bank system;

Picture archiving and communication syste(@ACS)

Research information system

= =4 =4 =4 -4 -8 9

7. Dataare often consideredimportant assets from an information security perspectitainly decisions a smart

device will take is based on the analysis of collected datamples include:

dinical and administrative patient data (e.g. health records, tests results, contact details)
Fnancial, organisational and other hospital data

Research data (e.qg. clinical trial repor&s)d data intended for secondary use;

Saff data;

Tracking logs

Vendor details (e.g. contact details, products used).

= =4 =4 4 -4 9

8. Buildingsand facilities includeendto-end smart processes that manage various functionscaitecal for the

operation of smart hospitalsA number of crucial functions related to patient safety rely on the capabilities of
intelligent facility management systems. Examples include:

1 Power and climate regulationystems including smart ventilatiosystems
1 Temperature sensors;

14



x .
*x * Smart Hospitals
« éenisa November 2016
** ¥

Medical gas supply

Smart patient room operation and management systems, including smart boards, patient screens, medica
staff screens etc.;

9 Automated door lock systemincluding smart locks (e.g. interconnected locks, wireless locks etc.), lock
management applications/tokens (e.g. proximity unlocking via mobile device) and lock management
software

An illustration providing an overview of the key asseteigictedin Figure4.

O )
AME

SMART HOSPITAL

SF &2
REMOTE MOBILE CLIENT
CARE SYSTEM DEVICES
Tags P lati
Bracelets ower regulation
Labels Items Climate regulation
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-turs INTERCONNECTED Research data
and communication system CLINICAL (e.g., clinical trial reports)
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. . SYSTEMS
Pathology information system Electronic medical record
Blood bank system DATA Patient data

Research information system

Figure4 Smart Hospital Assets
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2.2.2 Criticality of Smart Hospital Assets

In this large ecosystem callathart hospital, not all assets have the same criticality for the normal operation and
serviceoffering. An asset idesignatedas critical when any interruption or malfunctievould havegreat impact to

the operation of the overall system but also to the patients. The assgisesented abovevere assessed based on
the impact any interruptiorof their servicecould causgnamely their criticality.

Figure5 depictswhich assets are considered most critical for the operation of a smart hospital, based on empirical
datacollected during interviews and survey

INTERCONNECTED CLINICAL INFORMATION S

NETWORKED MEDICAL DEVI 67%

NETWORKING EQUIPME %

REMOTE CARE SYST 40%

DATA 30%

| ‘
w

MOBILE CLIENT DEVIC 30%

IDENTIFICATION SYSTHE 30%

BUILDING

il

0% 10% 20% 30% 40% 50% 60%  70%
Respondents rating the asset critical for smart hospitals

Figure5 Assets critical for smart bspitals
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The nost critical smart assetia the context of a smart hospital are th@erconnectedclinical information systems

and networked medical devicesThis may be explained by the outstanding roleytplay in smart hospitals. The
presence of intelligently connectedinical information systemand increasingly autonomous medical devices
amongthe most obvious changeturinga hospitaQ digital transformation taa smart hospital. The achievement of
many of the key objectives associated with smart hospitals depends strongly on the availability of reliable anc
networkedclinical information systems andedical devicesMoreover, in order to achieve improved medical care
and enhanced diagnostic capatids, the 10T components and devices repldegacy systems that are of vital
importance to the function of the hospital; this renders them directly critical not only for the patient safety but also
for the overall hospital function.

Networking equipmentis considered critical as it is the backbone of the Smart Hospital; withalid network
architecture increased capabilities in the context of bandwidth or interoperable solutions the 10T components
g2dz Ry Qi ¥F dzyMdie sp2officalyiNBriniddbadhered by medical devices end componentsieeds

to be analysedind combined with other medical information. This is typica#yd by theinterconnectedclinical
information systems of the hospital as well as by third parties. Most of the analy@ssyer, are neither conducted

by the medical devices nor by the clinical information systems but rath&icentral systerwhich is equipped with

the technology to aggregate and analyse data from different internal and external sources effidienthgrking is
indispensablén order © get the data from thénformation system@&nd medical devices tthis system taking the
important decision (vital signs in a smart hospital room indicate the need of revision of the drug prescription)

One of the major bjectives of he Smart Hospital is to be able to offegmote @re services; to achieve thilse
hospital systems need to connect to themote care systemat the patient€end. The difficulty that arises from this
setting is that in casef a malfunction or a disruption the device/system will t@storedby therespectivevendor,
as itfalls outsidethe responsibility of the hospital. Théxplainsthe small rating in the criticality matridespite the
importance ofthe data these system #lect for diagnosis and drug prescription

Next in ranking come thaata(research data, data logs etthe mobile client serviceand theidentification systems
Althoughthese are very important assets for the functioning of a smart hospital, asdb@ot support the core
functions (their use can span from awareness raising purposes to remote diagnosis or access) any disruptic
g2dzf RyQi OFdzaS | YIFI22N) 2dzil3S (G2 GKS LINRPGAAAZ2YAY3

Last in the ranking comes thmiilding and facilies In this case the impadaif an interruption would occur is very
0AdTI K26SOSNI a GKS fA1StAK22R Aa OSNE f2¢ ol aofl
last in ranking. StudieBowever, have shown thatyberattackstargeting facility systems (climate regulation, power
provision etc) are not sccommon, sinceon the one handthey requirehigh expertise and sophistication arwh

the other, the result would not provide any financial benefit to the maleficent attacker (iikkehe case of
ransomware.
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3 Threat and risk analysis

3.1 Emerging ulnerabilities

Thischapterdetailsthe mostcommon vulnerabilities that need to be taken into account by smart hospitaks list

is not comprised only by technical vulnerabilities but extends to organisations and social a$pestts typically
exploitvulnerabilities attributed to ICT assets and people. With respect to people, the most relevant groups are an
organisatio®a adl ¥F FyR YIFylF3SYSyidod 'a GKS adtr¥F FyR Yl ylI
assets such as systems and devices, the two groups are closely related.

In general, security must be comprehensive; otherwise, attackers simply exploweah&est link®. There are,
however, several serious vulnerabilities that come with the use df Inhealthcarethat are difficult to addressA

key problem of smart hospitals is that personal health information is considered even more valuable thailfinanc
information by criminalsApart from access to sensitive information, access to prescription drugs may also be
considered worthwhile by attacker§Vhen implementing 10T solutiorthe components are chosen for their low
cost and specific capabilitiespWever, the capabilities are significantly below what mightjbs&tified when the
assets protected are human life, and security costs may be a significant portion of the cost, or even greater than th
cost of the componentsrevalent vulnerabilities, hower, do not only facilitate malicious actions, they may also
increase the likelihood and impact of human errors and system failures.

9 loT devices, including networked medical devices,hagaly interconnectedand some devices even have
the ability to autanatically connect to other device€onsequently, security decisions made locally for a
specific device can have global impattsn many cases medical devices were designed without the specific
intent to be connected to a network (sometimes specificaltgmded to remain isolated)that requirement
came later and was bolted ofThe communication between smart devices and legacy systeamsalso
create gaps and give space for malicious attackers to gain illegal access to systems and data. The introducti
of new components introduces a new attack surface.

1 loT devices are dispersed everywhere in the hospital (from sensors in the patient rooms to CCTV and RF
readers that provide access control). This means tipdilysical securityis practicallyimpossiblefor all
components Protecting the perimeter is minimising this vulnerability however more protection is needed.

1 Most medical device design intentionally avoids threat modelling activibesices are built based on
a Ay iSy RSR anwlata re@dabl&person might do. Hacking and other netwbidene accidents
FNB adzyAYyiSYRSR dzaSé¢ 2NJ 4Fo0dzaSé OlFaSaod ¢KAA LIRaA
throughout the healthcare ecosystem.

1 There is amassscale deployment of homogenesuoT devicgswhich makes it appeaworthwhile to
investigate viable attack path§Vhile device manufacturers and security companies need to remove all
vulnerabilities, criminals only have to find oneid virtually impossible to patch all vulnerabdsgi for all
devices®. At the same time, however, if a specific vulnerably is removed, it is typically not very difficult for
criminals to find aother viableattack path.

https://lwww.symantec.com/content/dam/symantec/docs/whit@apers/iotsecurityreference
architecturewp-en.pdf

https://www.internetsociety.org/sites/default/files/ISO@T-Overview20151014_0.pdf
https://www.internetsociety.org/sites/default/files/ISO@T-Overview20151014_0.pdf

http://lwww.ey.com/Publication/vwLUAssets/Edybersecurityandthe-internet-of-things/$FILE/EY
cybersecurityand-the-internet-of-things. pdf
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1 Specifically for medical devicesgeir life spanis a very important drawback to cader. | 2 A LA G | £ &
change CAT scanners or MRI machines every 3 wadrsvhen they buy the devices might already be
outdated (it takes almost 3 years from design to testing and production of a medical device based on EL
legislation).The sme applies irthe case of smart hospitals as usually loT components are built on top of
the already existing infrastructure.

91 loT devices run embedded operating systems and applications littlth if any malware detection or
prevention capabilitied. The small size and limited processing power of many connected desfiees
inhibits measures such aancryptionor other robust security measuredoreover, t is often difficult or
impossible to reconfigure or upgrade devices.

1 There is arincreasing levieof dependence on loT devigewhich are not known for being particularly
resilient.Our dependence on connected technology is growing faster than our ability to sectiredteas
affecting human life and public safety a higher standard of care isawiud. This is particularly true for
some medical devices that are vitally necessary for the survival of patients.

9 The actual user hdstle or noinsightinto the internal functioningf the devices or the precise data streams
they produce. With respedb medical devices, clinical staff, IT staff and the patient have little or no such
insight.Risk decisions made by the manufacturer are not disclosed in any meaningful way to the healthcare
provider, physician, or patienhis not only makes understandjipotential threats but also reacting in a
timely manner in case of an incident very difficult.

1 There is oftemo clear way to alert the user when a security problem arigdéss may result in a security
breach that persists for a long time before beingtatted and remediated. It has already been shown,
however, that compromised medical devices acted as bridgeheads for further malware proliferation in
hospitald®. Ly KSIf 6 KOFINB GKA&a A& SaLISOAlIffe AYLRNEIFYQ(,;
Oft 2aSR¢ o0& HPIUie AyKI G OSa alddzi LI GASydG arFSde a |
access.

9 Access contrat very important in the smart hospital environment as a lack of authorisation policy can cause
unauthorised users to gain accetfsough an end device to a critical systefssues may be related to
authentication or authorisatiorof staff that handles medical devices; in some casesithe St6-Ry 2 4 ¢
basisor the understanding of the implicationsdm cyber security perspective missing

91 Despite being wellrained and aware, staff members maijrcumvent security measuresich as policies
and procedures if they are perceived as unnecessarily inconvenient or slowing thert? dovthe hospital
context, clinical staff may circumvent measures simply because of time pressure or because of conflicts witt
other objectives including efficient healthcare/patient flow, pleasant patient experience or
patient/employee privacy.

1 In a Smart environment, physicisor patients can makese of persoal devices(mobile, wearables etc);
lack of a clear and strict BYOD policy can be great vulnerability. Strengthening procedures compliant to th
KaLWAdlftQa AYTF2NXIFGA2Y &S OdzNA (ady extdhél de@édn makycadgésR 0
the IT department is not even aware that such systems or devices are being used, wltilericases, the
business need of introducing a new system/device to support the medical process does not allow sufficien
timefoNJ LINBLISNJ 0SadGAy3 2F aFAR a4eaidSYKRSOAOS FT2NJ O

91 Due to clinical needs it is possible for systems or devices to be used thaitdoeet organisational or
industry standardsin such cases, the IT department sually aware of the use of the system or device.
Quitea fewloT devices that may be used in the healthcare context do not fit well with current organisational

httpil/aww.cisco.com/c/dam/en_us/solutions/industries/docs/energy/network
securityperspective.pdf
https://securityledger.com/wp-
content/uploads/2015/06/AOA_MEDJACK_LAYOUT_6-0_6-3-2015-1.pdf
http://www.itworld.com/article/2711468/security/employeesircumventit-
securitywherrit-slowsthem-down.html
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standardst I NI A Odzf N & SAGK NBaLISOG G2 AYiINRBRddzOAYy3 L
FRRAGAZ2Y NI GS YlIé 2FGSy SEOSSR GKS L¢ RSLINILYSYyYy
Change Management processes that integrate security chefakew systems/devices.

1 From an organisational perspective very importéthe behaviour of the usersvhichis a significant
vulnerability specifically in the case of healthcare. Prienary3 2+ f A & LI GASy G Qa al 7
take all the deisions needed on the spot to achieve this goal. Often this means that workaround solutions
will be followed. In a smart environment, wheeesecurity control is difficult to implement due tie
disperse nature of the setting, you cannot afford workarogotutions that can jeopardise the security level
achieved.These workaroundsften are neither documented nor tested comprehensivahd constitute a
core vulnerability

91 Due to clinical needsr due to lack of proper anfiguration management processesorfigurations of
systems or devices may not be in line with organisational or industry standhet of standard
configuration for similar devices across the board results in an ICT environment where there is no commor
point of reference when it comes t@surity vulnerabilities as the same devices may be exposed for different
reasons making both the discovery of vulnerabilities and the application of corrective measures very difficult
throughout the organisation.

The aforementioned vulnerabilities gendgatomprise technical aspects inherent to the ICT assets. Clearly some
vulnerabilities are more pertinent to certain types of ICT assets than others; for instance, vulnerabilities that are
related to lack of proper control of security aspects (e.g. unstepoor nonstandard system/devices) are more
relevant fornetworked medical devicesr mobile devices Buildingrelated functions such apower and climate
regulation or a door lock systegan be vulnerable too as they increasingly rely on ICT assets.

3.2 Threat analysis

This section discusses potential attack points and threat tygased on the key assets and a series of root causes
The root causes of threats faced by smart hospitals are malicious actions, human errors, system gouattthird
failures aml natural phenomena.

The threat taxonomy is focused on cyber security aspects with relevance to Bosaitals many of which also
generalise to any IT systems. The taxonomy was developed drawing on findings from the interviews and desktc
research. Prewus ENISA reports have also been employed as a basis for the taxonomy (including HEBAEA
Landscape and Good Practice Guide for Internet Infrastructure 20dENIS/Audy of IPT and smart grids in 2016
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3.2.1 Threats taxonomy

Smat Hospitals

An illustration providig an overview of the threats faced by smart hospitaliejsictedin Figure6.
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Boud service provider failure
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Power supplier blackout

Medical device manufacturer
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HUMAM ERRORS
Medical system
configuration error
Absence of audit logs

Unauthorised access contro
or lack of processes

Mon-compliance (BYOD)

Physician/ patient error

THREATS
TO SMART HOSPITAL

Figure6 Threats to smart hospitals

perspective of the affected organisation.

1 Malware has been identified by the respondents as a major threat for smart hospitals. Malware, which may
be more or less directed to specific organieat or types of organisations, is relevant because it allows
attacking a large number of organisations with rather low effort. In terms of specific malware concerns,

&
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Malware
Virus
Ransomware

Hijack
MNetwork/session
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Social engineering
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Device doning (RFID)
Theft
Device
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Medical device tampering
Skimming

Denial of service

!.i;’“‘
SYSTEM FAILURES

Software failure
Inadequate firmware

Device failure {or limited
capabilities)

Network components failure
Insufficent maintenance
COwerload

Communication betweesn loT
and non loT

November 2016

Malicious actionsare deliberate acts by personor anorganisation. Although both threaten smart hospitals, it
is important to distinguish malicious actions from other deliberate actions that bypass policies and procedures
without malicious intent A person carrying owt malicious action may be an external or an internal from the

ransomware has been identified as a major threat for healthcare organisations. Othgodateof malware
include worms (which spread between computersjiojans (which act covertly)viruses (which spread
internally), rootkits (which hide infection)exploitkits (which exploit vulnerabilities in clients to infect
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systems)botnets (which place many infected systems under control) and spyware (which monitor systems).
Malware is a major threat as it can infect a great number of end devices and the multitude and heterogeneity
of such devices in a smart hospital (from stationary devices and dengtio mobile devices and wearables)
result in a paticularly large attack surface;

Hijackingmay be performed at network level (network/session hijaclgidjT TP/TCOPor at device level. The
latter is of particular significance in the context of smart itas; TrapX Security recently introduced the

0 SNivedjgckk G2 NBFSNI (12 GKS KA2FIO1Ay3a 2F YSRA®DIf RS
Medical device tamperings anothercritical threat. Networked medical devices may be reprogrammed,
reconfigured by changing device settings or deactivated

Social engineering attackg.g. phishing, baiting) play a particular role in the context of smart hospitals.
Social attacks are popular as the human element is usually the weakest link in the defemcegzrasation;
Device and data theftare also relevant in the context of malicious attack® & | NJ*NBen | G
considering the volume some of the medical equipment might have. However when introducing sensors,
volume is not an issue anymore and the likelihood of this attack to be realised increases. Not having all the
interconnected devices in place might teto wrong data collection, wrong analysis thus wrong decision
making.

Skimmingis an eavesdropping attack on the high frequency RFID tékénsL (1 Qa | @SNE aLJS
however since RFID tags are used widely in the context of smart hospitgéds $ensors etc) this is very
relevant and needs to be taken into account as the protection from this kind of attacks relies more on
hardware investment.

Denialof-service attacksnight render a system or service altogether unavailable, which could patign

fully disrupt a patient care proces8s smart hospitals tend to rely on web or cloud resources more and
more, a DoS attack might, for instance, result in unavailability of patient data (e.g. if data is stored in a clouc
environment or if their coliction is Internetbased for remote patient care purposes).

2. Human errorsoccur during the configuration or operation of devices or information systems, or the execution of
processesHuman errors are often related to inadequate processes or insuffitiaiming. Examplesnclude:

T
T

Medical system configuration errathat may compromise either the operation or the cybersecurity posture

of the system, or both;

Absence ofudit logsto allow for appropriate controt e.g. of access to smart hospital resourcesnd/or
incident identification and assessment of corrective/improvement actions;

Unauthorised access contrar lack of processes is highly pertinent to smart hospitals particularly due to
the sensitivity of patient data involved and due to the factttttee medical processes involve roles with a
high level of specialisation in different domains.

Non-compliance especially in the Bring Your Own Device (BYOD) paradigm. This is especially pertinent fc
smart hospitals that rely on mobile applications than be accessible/installed (e.g. as mobile apps) in
personaldevices not explicitly approved (and thus testedadequately hardenedl 6 & (KS K2 a
department.

Physician and/or patient error@are a major threat in the context of a smart hospitdieve there is heavy
reliance on ICT assets but the users are not specifically IT experts (e.g. medical staéfjrd@sichay, for

https://securityledger.com/wp-

content/uploads/2015/06/AOA_MEDJACK_LAYOUT_6-0_6-3-2015-1.pdf
http://www.bbc.com/news/ukwales22109590
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instance, be the resulof fatigue and poor concentration due to long working hours, or shortcuts or
workarounds due t@olicies and procedures perceived as overly laborious or time consu(amilgthus as
hindering the patient care process)

3. System failuresare highly relevant in the healthcare context, particularly due to the increasing complexity and
dynamics of the systs. Examples include:

1

1

=

Software failuresthat impact or completely disrupt a medical (e.g. failure of a PACS) or administrative
process (e.g. patient data availability compromised);

Inadequate firmware particularly relevant for the multitude of networkeshedical devices in a smart
hospital,

Device failureor simplylimited/reduced capability may severely impact processes that rely, e.g. on the
reaktime collection of patient data, such as glucose measuring devices;

Network components failurecan cause g impact as the interconnected nature of 10T systems and the
need for resiliennetworkingis a core requirement for the functioning of a Smart Hospital;

Insufficient maintenancewvhich may leave operational issues undetected and unresolved, both in @rms
cybersecurity posture, but also in terms of patient care operations;

Overloadcan lead to unavailability of a system or seryice

Communication between IoT and neloT, particularly as the former grows in numbers, technology and
complexity faster than té latter.

4. Supply chairfailure is outside the direct control of the affected organisat@s it typically affects or falls under
the responsibility of a third partyAs smart hospitals are increasingly dependent on third parties, -hartly
failures mayhave farreaching consequences for them. Examples of third parties a failure of which would have
an adverse impact on smart hospital operation include:

T

T
T

Joud service providerdosting medical data, applications, systems, administrative ,dataote patient

data collection pointg and other Internetbased smart health applicatiomsc.;

Medicaldevicemanufacturerin cases of failure or nelability;

Network providers,such adnternet service providerfl SPs)that support wide area netwdr connectivity
FYRE G(GKdAaX I 00Saa G2 Ot2dzR RIFGEFX NBY23S LI GASYy (.
national systems (e.g-grescription or EHR);

Powersuppliers a high cross sector dependertbyat can be partially mitigated.

5. Natural phenomenamay also be the cause of incidents, particularly due to their disruptive or destructive impact,
particularly on the smart hospithlealthcarefacilities and ICT infrastructur®loreover, natural phenomena may
impact the provision of remotgatient care services even if their impact is not targeted to or impacting the
hospital itself (e.qg. if the metrevel network infrastructure is disrupted due to an earthquakgamples include:

)l
)l
T

Earthquakes;
Flood:;
Fires
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3.2.2 Threat modelling

In this sedbn we provide more information on the type of threat actors that can become potential attackers to a
smart hospital and the attack vectors they can affdeach of these threat actors have different attack surfaces
available within Smartospitals Threat actors itospitalsinclude:

T

Insider threats These ardospital staff(any role) with malicious intenThis could be physicians, nurses, or
even administrative staff thatas a malicious intent to harm the ICT systems. These can be poteritally t
mostharmfulactors.

Maliciouspatients and guests These actors are part of the hospital ecosystem (the patients mostly); they
might have a malicious intent which combined with the access they have in the smart hospital assets, cat
cause great impact.

Remote attackersin the case of smart hospitals, one of the objective is remote peseision. So use of
this equipment for malicious actions could be a possible scenario when the attacker is not physically in the
hospital.

Other causesEnvironmentabr accidental equipment/software failurer even external maintenance staff
can cause security incidents, yet have no active attacker.

Attack vectors in hospitals could be:

1 Physical interaction with IT asset®hysically present attackeysatients or phgiciang can directly interact

with devices that they have access Eor examplenetworked medical devicesy interconnectedclinical
information systems (like a smart pharmacy storing booth).

Wireless communication with IT assets very commornechnique for interception is to attack within range
of wireless technologieincluding:identification system®sr mobile devices

Wired communication with IT assetdAttackers withwired network communications (including access to
the Internet) can inteact with related IT assets including cloud services, and ohbadthcare information
systemsi.e. drug inventory, patient historyAttackers with physical presence may have direct access to
network infrastructure), that they can connect to in order tontmunicate with other connected smart
devices.

Interaction with staff { 2 OAFf Sy 3IAySSNAy3a [GidlFO01a FNB G3INE C
where ransomware starts from. Instead of targeting the system directly, the attacker focuses on
physician/nurse or patient (user with privileged acced’gflected attacks (such as CSRF or reflected XSS)
and social engineering attacks can involve ifaplor convincing a person to send commands or carry out
tasks on their behalf.
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3.2.3 Asset exposure to cyber threats
In this section the threat exposure of assets is presented.

Smart Hospitals
November 2016

CATEGORY THREAT ASSETS AFFECTED
Interconnected Clinicahformation Systems
Virus Mobile Client Devices
Data
Interconnected Clinical Information Systems
Ransomware Mobile Client Devices

Malicious Action

Data

Medical device hijack

Networked Medical Devices

Data

Session hijack

Remote Care System

Identification Systems

Interconnected Clinical Information Systems
Mobile Client Devices

Networked Medical Devices

Data

Remote Care Systems
Identification Systems

Networking Equipment

Device theft
Mobile Client Devices
Networked Medical Devices
Data
Data

Data theft

Interconnected Clinical Information Systems

Medical device tamperin

Networked Medical Devices
Identification Systems

Data

Skimming

Identification Systems

Data

Denial of service

Interconnected Clinical Information Systems

System Failures

Software failure

Interconnected Clinical Information Systems
Remote Care Systems

Mobile Client Devices
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Networked Medical Devices
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Inadequate firmware

Remote Care System
Identification Systems
Networking Equipment
Mobile Client Devices

Networked MedicaDevices

Device failure

Remote Care System
Identification Systems
Networking Equipment
Mobile Client Devices

Networked Medical Devices

Network components
failure

Networking Equipment
Remote Care System
Identification Systems

Mobile Client Devices

Insufficient maintenance

Networking Equipment

Interconnected Clinical Information Systems

Buildings
Overload Networking Equipment

Interconnected Clinical Information Systems
loT non I0T|

communication failure

Remote Care Systems

Mobile Client Devices

Human Errors

Medical system con
error

Interconnected Clinical Information Systems
Remote Care Systems

Networked Medical Devices

Absence of audit log

Networked Medical Devices

Networking Equipment

Interconnected Clinical Information Systems
Remote Car&ystem

Identification Systems

Mobile Client Devices

Unauthorised acces
control  (misuse of
authority)

Data
Interconnected Clinical Information Systems

Buildings
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Noncompliance  with
security policies

Data
Networked Medical Devices

Networking Equipment

Interconnected Clinical Information Systems

Remote Care System
Identification Systems

Mobile Client Devices
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Physician/ patient (user
error

Data
Mobile Client Devices

Networked medical devices

Supply chain failure

Cloud provider failure

Networked medical devices
Interconnected clinical info systems
Networking equipment
Identification systems

Data

Mobile client devices

Remote care system

Network provider failure

Networked medical devices
Interconnected clinical info systems
Networkingequipment

Identification systems

Data

Mobile client devices

Remote care system

Power supplier provider

Networked medical devices
Interconnected clinical info systems
Networking equipment
Identification systems

Buildings and facilities

Data

Medical device
manufacturer failure

Networked medical devices

Interconnected clinical info systems

Natural Phenomena

Fires
Floods

Earthquakes

Networked medical devices
Interconnected clinical info systems

Networking equipment
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Identification systems
Buildings andacilities

Data

3.2.4 Likelihood and criticality

The survey participants were asked to rate selected threat categories according tbkisigioodof occurrenceon

a scale from 1 (low likelihood) to 5 (high likelihoot@ihe results indicate that threats #&d on human errors and
malicious actions are perceived to have a particularly higlihoodof occurrence. Thiékelihoodof occurrence for
threats based on natural phenomena is perceivet@agconsiderably lower than the ones of the other categories.
The full results ardepictedin Figure?.

HUMAN ERROR

MALICIOUS ACTION 3,79

THIRBPARTY FAILURE 2,36

NATURAL PHENOMENF 1,14

=
N

3 4 5
Likelihood of occurence of the threat

Figure7 Likelihood of occurrence ahreats

Additionally the participants were asked to state which threats they consider to pose most risk to smart hospitals.

The risk posed bynalicious actionand human errorswas rated critical by approximately three quarters of the

respondents The agregation of the responses resulted in similar values for the two root causes of threats. With
respect to malicious actions, among others, the relevance of threats from malware, social engineering, hacking

denial of service and device tampering was hgjtied by respondents. Consequently, they are described in more

detail within the scope of the presentation of selected attack scenarios in section 6. With respect to human errors,

user errors, norcompliance with policies and procedures anddof hardwae, for instance, were perceived as

posing considerable risk to smart hospitals. Loss of hardware and other equipment is often considered to be the

consequence of theft. To shed further light on the circumstances of equipment theft, it was also selenteattask
scenario to be further investigated.
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Malicious actions and human errors are followed in terms of perceived riskdtym failureandthird-party failures
with some distance. Substantially more respondents underlined the relevance of systensfdiioteggh.To regard
system failurgin more detail the relevance of software bugs and softwaresaginfiguration was underlined

Natural phenomena were not periseed as posing considerable risk to smart hospitals by the participants.

Figure8 depictswhat threat categories the respondents considered particulariiical for smart hospitalsin the
sense that they pose a high righthough human errors are perceived to have a higdilketihoodof occurrence than
malicious actions, malicious actions are considered particutaitical for smart hospitals by a larger group of
respondents than human errors. A reason for this may be that malicious actions are perashadng a higher
impact on hospitals than human errors.

SUPPLY CHAIN FAILU

NATURAL PHENOMENA0%

0% 10% 20% 30% 40% 50% 60% 70% 80%
Respondents rating the threat critical for smart hospitals

Figure8 Threats critical for smart hospitals
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4 AttackScenarios

Five attack scenarios, which are considered particularly relevant for smart hospitals, are described in this sectior
The respondents were asked to name attack scenarios that they consider common for smart hdsigjtei=O
depictsthe results.In principle traditional hospitals may also be affected by each of the discussed attack scenarios.
For smart hospitals, however, it may not only much more difficult to pratesmselves from such attacks but also,
should they become victims, the consequences may be much more severe. Protection becomes difficult becaus
with the high number of networked devices, many potential points of attack are emerging. The consequences
become more severe because information systems and devices are more intensely connected within hospitals an
across organisational boundaries. Apart from that, the dependence on ICT is generally higher. This section pa
particular attention to the aspectait are characteristic of smart hospitals.

MALWARE 60%

TAMPERING WITH DEVIC 3%

1
I

SOCIAL ENGINEERI 23%

THEFT

I

0% 10% 20% 30% 40% 50% 60% 70%
Respondents rating the attack scenario common for smart hospitals

Figure9 Attack scenarios common for smart hospitals

As the concrete examples given in relation to the scenarios show, in practice, the various types of attacks typical
do not occur sparatdy from each other. For instance, social engineering attacks are often conducted to better
understand the target organisation, which may be a hospital, and to pave the way for-ighattacks Attacks that

are conducted to better understand the @&t are also referred to aseconnaissance attack# is also possible,
however, that social engineering attacks suffice to achieve the objectives of an attacker. Having a gooc
understanding of the target may facilitate not only tampering with or thefinedical devices but also attacks based

on the use of malware (e.g. ransomware). As a concrete example shows, evenrafegialice attacks may be
combined with other types of attacks such as social engineering.

The main stakeholders affected in the beldescribed scenarios are the patients and the hospital staff; with this
including both medical and nemedical staff. In some cases the manufacturers (i.e. of medical devices) are also
affected as the equipment they produce is deemed vulnerable to cylmrige attacks.
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4.1 SocialengineeringAttack on Hospital Saff

Social engineettypically aim to gather information, commit fraud or get access to syst8msetimes thegonduct
attacksto gain insights inta target organisation and to lay the foundationrffollow-up attacks, for instance, by
installing malware on a computer in the targeted organisation.

ATTACK SCENARIO 1

Type of attack Social engineering attack on hospital staff

Social engineering is the humaide of hacking. Attacks can b&ided into two categories:
humanbased social engineering, where sensitive information is gathered by p&wsc
person interaction exploiting human characteristics such as trust, fear or helpfulness
pretexting, eavesdropping, shoulder surfing, dating, dumpster diving), and compute
based social engineering, which is carried out with the help of computers (e.g. phi
o baiting).
Description ] - ) ) ) )
For a UW Medical hospital in Seattle, a social engineering attack ended with the acc

hackers to medical recordsf 90,000 patient®. An employee had opened annesail
attachment, which contained malware. The malware took control of the computer, which
patient data stored on itit is not known if the infected-enail used to attack UW Medical he
a spoofed sendeaddress. The likelihood that anreail is opened increases if the send
address seems familiar.

The assets primarily affected by social engineering attacks on hospital staff include:

Networked medical devices
Networking equipment

Identification components

Client devices

Clinical networked information systems
Enterprise information systems

Data Centre

Information

Staff

Buildings

Assets affected

=4 -4 -4 _-9_a_-9a_a_-9._-2-

=

Through social engineering, an attacker may get accedso$pital ICTassetsincluding
networked medical devices, identification components, client devices, clinical netwc
information systems and enterprise informati@ystems.With respect to noFICT assets
information and staff are affected. Information can be easily misused wittsadodCT asset
and social engineering would not be possible without the hospital staff playing its role.

High ¢ The criticality is high because of the broad range of follpnattacks that may be
possible after a successful social enginegrattack. The data breached at the hospital
Criticality Seattle, for instance, included sensitive information such as patient name, a medical t
number, demographic data including addresses and phone numbers, dates of service,
amounts for services recedd at the hospital, the social security number and the data of bi

High ¢ Social engineering has become a pivot point for attacks in the healthcare col
Likelihood t S2LX S FNBE O2yaARSNBR | LJ NI A Odzt I NHospitak
staff often lacks security awareness.

Cascading effects Social engineering can lead to the compromise of sensitive information, as it happened
case of the hospital in Seattle by means of a malware attack. Patient data and health r

23 Stu Sjouwerman: Social Engineering Causes Seattle Hospital 90K Datahttps:iiblog.knowbe4.com/bid/356162/SocigEngineeringCausesSeattle
Hospitat90kDatabreach
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ATTACK SCENARIO 1

as well as financial information may be the targ&ecause of the fact that informatiol
systems and devices are intensely connected in smart hospitals, a successful
engineering attack may jeopardize a big part of the infrastructure.

It is difficult to make a general statement about the recovery time and efforts after a s
engineering attack. Time and efforts depend a lot on the activities of an attacker after a
engineering attack has been successful. Detecting i@adting to an attack quickly i
important to keep recovery time and efforts manageable. It is not unlikely, however,
attacks are persistent and remain unnoticed for a long tiAtehe hospital in Seattle, IT sta
discovered the incident on the dafter the infected email attachment was opened by th
employee. The incident response team immediately took measures to prevent any ft
malicious activity.

Recovery time amhefforts

The key measures to be taken in connection with social engineering attatisspital staff
include:

i Trainings and awareness raising
I Policies and procedures

9  Security organisation

1 Audits

Good practices The most important way to protect against social engineering is staff training with freq
refreshers. Awareness for social engineering attacksaiticular and information security ii
general is essential. Additionally, clear policies regarding, for instance, request verific
the use of social media and the reporting of suspicious people or situations may redu
risk to become victim of successful social engineering attalgloreover, clear roles anc
responsibilities are important to avoid and quickly respond to social engineering att
Social engineering penetration tests may be a particularly effective way to create awar
for the threat.

Anyone, even security professionals, can become victims of social engineering attacks.
Challenges and gaps as there is a conscious interface between humans on the one side and systems and «
on the other side, social engineering hgérsist.

FigurelOillustrates the flow of a typical social engineering attdcksathering background information about the
organisation to be attacked is importanthe information does not only facilitate determining the best person to
approach but also planning the engagement. Before information can be extractedtaénlevel of intimacy needs

to be built with the victim.

24 The lllustration is based on previous work by Laildwtps://lailaek.wordpress.com/2010/12/08/protectingrganizationsfrom-sociatengineeringthreats-
3/).
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Figurel10 Social engineering attack on hospital staff
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