
 

www.enisa.europa.eu                    European Union Agency For Network And Information Security 

{ƳŀǊǘ IƻǎǇƛǘŀƭǎ 
Security and Resilience for Smart Health Service and 

Infrastructures 

 

 

 

 

 

NOVEMBER 2016 

http://www.enisa.europa.eu/


Smart Hospitals 
November 2016 

 
 
 
 

02 
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groups to develop advice and recommendations on good practice in information security. It assists EU member 
states in implementing relevant EU legislation and works to ƛƳǇǊƻǾŜ ǘƘŜ ǊŜǎƛƭƛŜƴŎŜ ƻŦ 9ǳǊƻǇŜΩǎ ŎǊƛǘƛŎŀƭ ƛƴŦƻǊƳŀǘƛƻƴ 
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Executive Summary 

In recent years, many pervasive systems for healthcare have been proposed, discussed and sometimes realised. 
Pervasive healthcare is highly multifaceted, with many applications focusing on interoperability with the legacy 
ƘƻǎǇƛǘŀƭ ŀǎǎŜǘǎΣ ǘƘŜ άǘǊŀŘƛǘƛƻƴŀƭ ƘƻǎǇƛǘŀƭέΣ ǘƘŜ ǎŜŎǳǊƛǘȅ ŀƴŘ ǇǊƛǾŀŎȅ ƻŦ ǎŜƴǎƛǘƛǾŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ǘƘŜ ǳǎŀōƛƭƛǘȅ ƻŦ ŜƴŘ 
users. The notion of smart hospitals is introduced when Internet of Things (IoT) components are supporting core 
functions of a hospital. Collaboration among various stakeholders, numerous interconnected assets and high 
flexibility requirements do not only lead to complexity and dynamics but also to blurred organisational boundaries. 
Due to the great number of significant assets at stake (patient life, sensitive personal information and financial 
resources) information security is a key issue for smart hospitals. 

Threats to smart hospitals are, however, not limited to malicious actions in terms of their root cause. Human errors 
and system failures as well as third-party failures also play an important role. The risks that result from these threats 
and corresponding vulnerabilities are typically mitigated by a combination of organisational and technical security 
measures taken by smart hospitals which comprise good practices. With respect to organisational measures, 
compliance with standards, staff training and awareness raising, a sound security organisation, and the use of 
guidelines and good practices are particularly relevant. Relevant technical measures include network segmentation, 
asset and configuration management, and network monitoring and intrusion detection. However, manufacturers of 
information systems and devices used in smart hospitals have to take certain measures too. Among them are, for 
instance, building security into products from the outset, adopting secure coding practices and extensive testing. 

Based on the analysis of documents and empirical data, and the detailed examination of attack scenarios found to 
be particularly relevant for smart hospitals, the study proposes key recommendations primarily for hospital 
executives. Namely hospitals should: 

¶ Establish effective enterprise governance for cyber security 

¶ Implement state-of-the-art security measures 

¶ Provide specific IT security requirements for IoT components in the hospital 

¶ Invest in NIS products 

¶ Establish an information security sharing mechanism 

¶ Conduct risk assessment and vulnerability assessment 

¶ Perform penetration testing and auditing 

¶ Support multi-stakeholder communication platforms (ISACs)  

The study also makes recommendations for industry representatives in order to enhance the level of information 
security in smart hospitals. Namely industry players should: 

¶ Incorporate security into existing quality assurance systems 

¶ Involve third parties (healthcare organisations) in testing activities 

¶ Consider applying medical device regulation to critical infrastructure components 

¶ Support the adaptation of information security standards to healthcare 
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1 Introduction 

The άLƴǘŜǊƴŜǘ ƻŦ ǘƘƛƴƎǎέ ƛǎ ŀ ǊŜǾƻƭǳǘƛƻƴ ŦƻǊ ǘƘŜ L/¢ ǿƻǊƭŘΦ 5ŜǾƛŎŜǎΣ ǎȅǎǘŜƳ ŎƻƳǇƻƴŜƴǘǎ ŀƴŘ ƴŜǘǿƻǊƪǎ ŀǊŜ ōŜŎƻƳƛƴƎ 
autonomous, ubiquitous and interconnected. When this technological advancement applies to the healthcare 
sectors, one of the most traditional critical sectors1 , the results are remarkable. Connected medical devices 
transform the way the healthcare industry works, both within hospitals and between different actors of the 
healthcare industry. Could yƻǳ ƛƳŀƎƛƴŜ ŀƴ ŜƭŜŎǘǊƻƴƛŎ ŘŜǾƛŎŜ ŎƻƭƭŜŎǘƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ ǇŀǘƛŜƴǘǎΩ Ǿƛǘŀƭ ǎƛƎƴǎ ōŜŎƻƳƛƴƎ 
άǎƳŀǊǘέΚ hǊ ƻƴŜ ǘƘŀǘ ƳƻƴƛǘƻǊǎ ƭƛŦŜ ǎǳǇǇƻǊǘƛƴƎ ƳŀŎƘƛƴŜǎ ǘƻ ōŜ ŀōƭŜ ǘƻ ǊŜŀŎǘ ƻƴ ŀƴȅ ŎƘŀƴƎŜ ƻŦ ǎǘŀǘǳǎΚ Connected 
medical devices can bring increased patient safety and efficiency, particularly if connected to Clinical information 
systems. ²ƘŜƴ ǘƘƛǎ ŀǇǇƭƛŜǎ ǘƻ ǘƘŜ ǿƘƻƭŜ ƘŜŀƭǘƘŎŀǊŜ ƻǊƎŀƴƛǎŀǘƛƻƴ ŜŎƻǎȅǎǘŜƳΣ ƛǘ ōŜŎƻƳŜǎ ŀ ά{ƳŀǊǘ IƻǎǇƛǘŀƭέ. 

However, the increased flow of information within and between hospitals brings risks that C-level professionals in 
the hospital (CIO, CISO etc.) need to address. The risks include possible harm to patient safety or loss of personal 
health information and may not only be caused by malicious actions but also by human errors, system or third-party 
failures and natural phenomena. As the attack surface increases with the introduction of connected devices, the 
attack potential grows exponentially.  

1.1 Objective and scope 
The objective of this study is to improve information security and resilience of hospitals to prevent disruptions to 
ǎƳŀǊǘ ŎƻƳǇƻƴŜƴǘǎ ǘƘŀǘ Ŏŀƴ ŎŀǳǎŜ ƎǊŜŀǘŜǊ ƛƳǇŀŎǘ ǘƻ ǇŀǘƛŜƴǘǎΩ ǎŀŦŜǘȅΦ ¢ƘŜ ǳƭǘƛƳŀǘŜ Ǝƻŀƭ ƛǎ ǘƻ ƻŦŦŜǊ ŜƴƘŀƴŎŜŘ ǇŀǘƛŜƴǘ 
safety.   

This study investigates the current status of Smart Hospitals and related information security issues, focusing on 
deployments in the EU. This involves determining the objectives achieved through άǎƳŀǊǘέ devices and systems, the 
assets that make up a Smart Hospital, the information security threats as well as the security measures available to 
address them. Through gap identification between current threats and existing measures, this study makes concrete 
recommendations to improve information security in smart hospitals. 

The focus of the study is the hospital itself and specifically on all the smart components that are offering value when 
built on top of already existing traditional systems, see Figure 1 .  

                                                             

1 http://www.csihshow.co.uk/  

http://www.csihshow.co.uk/
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Figure 1 Study perimeter: Traditional Hospital 

1.2 Methodology 
This report was developed using a combination of desktop research as well as information from interviews with key 
stakeholders. The document analysis focuses on scientific, as well as industry and policy material, related to 
information security in smart hospitals. The interviews and the survey were conducted to validate and extend the 
findings of the document analysis. 

The approach taken follows the ENISA methodology2 developed over the last three years based on the ENISA threat 
landscape approach, and involved: 

¶ Mapping assets and developing a threat taxonomy that covers possible attacks via desktop research, and 
validating or identifying further gaps through interviews with security experts working in the field of healthcare 
information security, focusing on Hospitals.  

¶ The assets are categorised based on their criticality, meaning the impact an incident in one of these could cause. 

¶ Enumerating possible attacks that target or affect smart components in hospitals. 

¶ Developing three attack scenarios with mitigation actions to provide information on practical examples of 
implementation, and validating these with security experts working in Hospitals. 

¶ Developing good practices and performing a gap analysis based on desktop research and interviews. 

¶ Proposing recommendations for future steps in information security for Smart Hospitals in Europe. 

                                                             

2 ¢ƘŜ ǘŜǊƳ άŀǎǎŜǘέ Ƙŀǎ ǘǿƻ ǎƭƛƎƘǘƭȅ ŘƛŦŦŜǊŜƴǘ ƳŜŀƴƛƴƎǎ ƛƴ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ǎŜŎǳǊƛǘȅ ŎƻƴǘŜȄǘΦ Lƴ ǎƻƳŜ ŎŀǎŜǎ ǘƘŜ ǘŜǊƳ ƛǎ ǳǎŜŘ ǘƻ Ǌefer to the mostly 
technical components of an organisational information system. Such components allow organisations to meet their objectives but differ from 
each other with regard to their criticality. In other cases, the term is used more broadly to refer to organisational values that need to be 
protected. The protection of such values is sometimes an objective in itself. 
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Thirty experts participated in the interviews and the survey. Participants were hospital representatives, industry 
representatives and policy makers. Figure 2 depicts the distribution of participants across the three groups. All were 
able to draw on several years of experience with Information and Communication Technology (ICT) in healthcare 
and held senior positions.  

 

Figure 2 Distribution of respondents 

1.3 Target Audience 
The target audience of this study is executives and C-level professionals from hospitals. The aim is to help them to 
understand which are the steps they need to take to ensure ƛƴŦƻǊƳŀǘƛƻƴ ǎŜŎǳǊƛǘȅ ǿƘŜƴ ŎƘƻƻǎƛƴƎ άǎƳŀǊǘέ ǎƻƭǳǘƛƻƴǎ. 
IT and security professionals are of particular relevance (e.g. Chief Medical Information Officers, Chief Information 
Security Officers (CISOs)). 

As a secure ά{ƳŀǊǘ ƘƻǎǇƛǘŀƭέ ŘŜǎƛƎƴ Ƙŀǎ ŜȄǘŜƴǎƛƻƴǎ to devices and systems security, this document could be useful 
also (but not only) for: 

¶ Industry representatives: Executives and professionals of manufacturers of connected devices for 
healthcare are relevant with respect to industry representatives as well as technology and consulting 
companies focused on information security. 

¶ Policy makers: Policy makers from Member States and the European Union (EU) are relevant if they are in 
charge of policies dealing with healthcare, critical infrastructures or information security. 

1.4 Structure 
The study is structured as follows: 

¶ Section 2 describes the smart hospital environment, paying particular attention to the definition of the term, 
the regulatory framework and guidelines related to information security, the objectives hospitals pursue 
ŀƴŘ ǘƘŜ ŜŦŦŜŎǘ ƻŦ ōŜƛƴƎ άǎƳŀǊǘέ ƻƴ ǘƘŜǎŜ ƻōƧŜŎǘƛǾŜǎΣ and the key assets to be protected. 

¶ Section 3 pursues an asset-centric approach to threat and risk analysis. Based on the key assets and a 
vulnerabilities, potential attack points and threat types are discussed. 

¶ Section 4 describes five attack scenarios ranging from social engineering attacks on hospital staff to 
distributed denial-of-service attacks on hospital servers. 

¶ Section 5 describes the control and recovery measures available to protect the smart hospital from the 
threats faced. A differentiation is made between measures to be implemented by hospitals and the industry, 
respectively. 

¶ Section 6 makes concrete and actionable recommendations aimed at hospital executives, industry 
representatives and policy makers. Additionally, examples of good practice are described. 

47%

27%

27%
Hospital
representatives

Industry
representatives

Policy makers
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2 Smart Hospitals 

This section is split in two parts. The first part describes the smart hospital environment, placing emphasis on the 
ŘŜŦƛƴƛǘƛƻƴ ƻŦ ǘƘŜ ǘŜǊƳ άǎƳŀǊǘ ƘƻǎǇƛǘŀƭέΣ ǘƘŜ ƻōƧŜŎǘƛǾŜǎ ƻŦ ƛƴǘǊƻŘǳŎƛƴƎ άǎƳŀǊǘƴŜǎǎέ ƛƴ ŀ ƘƻǎǇƛǘŀƭ ŜƴǾƛǊƻƴƳŜƴǘΣ the 
guidelines related to information security and the respective regulatory framework. The second part focuses on the 
ŀǎǎŜǘǎ ǘƘŀǘ ƛƴǘǊƻŘǳŎŜ άǎƳŀǊǘƴŜǎǎέ ƛƴ ǘƘŜ ƘƻǎǇƛǘŀƭ ŜƴǾƛǊƻƴƳŜƴǘ ŀƴŘ need to be protected due to their criticality for 
the operation of smart hospitals. 

2.1 The Smart Hospital Environment 
The overarching goal of smart hospitals is to deliver optimal patient care by making the most of advanced ICT. The 
availability of all relevant information when required; access to internal and external expertise when needed; and 
efficient and effective surgical/diagnosis processes that facilitates achieving this goal with low error rate and cost 
effectively.  

A definition ƻŦ ǘƘŜ ǘŜǊƳ άǎƳŀǊǘ ƘƻǎǇƛǘŀƭǎέ Ƴŀȅ ǘƘǳǎ ōŜΥ 

 ά! ǎƳŀǊǘ ƘƻǎǇƛǘŀƭ is a hospital that relies on optimised and automated processes built on an ICT environment of 
interconnected assets, particularly based on Internet of things (IoT), to improve existing patient care procedures 
ŀƴŘ ƛƴǘǊƻŘǳŎŜ ƴŜǿ ŎŀǇŀōƛƭƛǘƛŜǎέΦ  

What makes a hospital smart is, therefore, the availability and use of meaningfully interconnected systems and 
devices that lead to overall smartness. While legacy systems may indeed be an integral part of end-to-end smart 
processes, the emphasis of this study will be on new technologies, and particularly IoT components. 

In this document, the ǘŜǊƳ άtraditional ƘƻǎǇƛǘŀƭέ ƛǎ ǳǎŜŘ ǘƻ ǊŜŦŜǊ ǘƻ ƘƻǎǇƛǘŀƭǎ ǘƘŀǘ Řƻ ƴƻǘ Ŧŀƭƭ ƛƴǘƻ ǘƘŜ ƎǊƻǳǇ ƻŦ ǎƳŀǊǘ 
hospitals as defined above. The motivation behind moving to a smart hospital environment comprising optimised / 
automated end-to-end processes and IoT components is based on the improvement of existing hospital processes 
and the introduction of new capabilities in patient healthcare. However this migration comes with increased 
challenges related to the extended reliance on ICT. These two combine to define the Objectives of a smart hospital, 
depicted in Figure 3. 
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Figure 3 Smart Hospital Objectives 

As detailed below, type and extent of ICT usage significantly affects the objectives as well as related challenges and 
opportunities: 

¶ Improved diagnostics / surgical ability: ICT does not only enable new treatment methods (e.g. surgical 
robots can perform micro-surgery, which cannot be done by clinicians) but can also improve existing 
methods. Hospitals are increasingly able to mine patient data to help with diagnosis or choosing the best 
course of treatment, and sophisticated software solutions are allowing them to fine-tune their 
administrative processes. 

¶ Seamless patient flow: Efficient healthcare as well as efficient patient flow can reduce waiting times and 
the duration of hospital stays, reduce errors, increase revenues and boost patient (and employee) 
satisfaction. ICT can be deployed to identify, analyse and resolve bottlenecks and thereby contribute to 
efficient healthcare and patient flow. In smart hospitals, efficient healthcare and efficient patient flow may, 
for instance, be supported by automatic updates of medical information across networked devices and 
information systems. The resulting availability of patient information in all stages - from entry to exit ς and 
the optimisation of admission, scheduling and other processes around it result in seamless patient flow. 

¶ Remote medical care: One of the key objectives of introducing IoT devices in the healthcare context is the 
ability to extend the hospital borders and provide remote medical care. Various medical devices, e.g. 
implantable devices, wearable devices and other mobile devices introduce the ability to perform real-time 
patient monitoring through measurement of key vital signs and make these measurements readily available 
to hospital staff and systems via network connections. These remote patient care capabilities are 
augmented by several medical devices that offer the ability to act (e.g. administer a medical dose) on the 
patient depending on status or via remote controls. Hence, patient admission to hospitals can be limited to 
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those cases deemed necessary, resulting in reduced patient care costs and improved patient experience, as 
the patient can now receive treatment from his/her own home.    

¶ Enhanced patient safety: Enhancing healthcare delivery and patient flow also increases patient and clinical 
safety. It is important though that healthcare delivery and patient flow do not improve at the expense of 
safety. Without doubt, properly used, devices collecting data about patient vital signs and medication 
intake, or monitoring life support machines, can lead to increased patient safety if they are connected and 
able to provide timely warning. 

¶ Cyber Resilience: Cyber Resilience refers to the ability of a hospital to ensure the availability and continuity 
of its services that rely on ICT assets. Higher ICT penetration inevitably leads to greater ICT dependency, 
which, in turn, increases the relevance of information security for smart hospitals. In some European 
countries, the health sector is considered a critical infrastructure to be particularly protected3. Healthcare 
actors including hospitals need to anticipate, prepare for, and respond and adapt not only to incremental 
change but also to sudden disruption. In smart hospitals, achieving this is more challenging than in 
traditional hospitals because the number of components that could lead to and be affected by service 
unavailability is much higher. 

¶ Trustworthiness: Being perceived as trustworthy and having a good reputation is a competitive issue in 
areas where choosing between different providers is an option. Trustworthiness also affects adherence to 
medications and continuity of care, which has implications for the outcomes a hospital can achieve. Being 
at the forefront in terms of ICT usage clearly provides reputational advantages. At the same time, patient 
safety and privacy must not be put in jeopardy to avoid damaging reputation. 

 

The survey respondents confirmed that with respect to all objectives presented above hospitals benefit from an IoT 
implementation. Every single participant stated, for instance, that an IoT implementation results in additional 
opportunities regarding patient/clinical safety and almost three quarters of the respondents expected benefits for 
resilience. 

With respect to the regulatory framework, national information security and e-health strategies, as well as related 
legislation, are of particular relevance. Neither of them, however, pays particular attention to the specifics of smart 
hospitals. Nevertheless, these documents need to be taken into account by hospital executives and industry 
representatives.  

There are several white papers, mainly provided by industry representatives (manufacturers of medical devices as 
well as technology and consulting companies focused on information security such as IBM4, Symantec5, Deloitte6 or 
ReedSmith7), which may serve as rough guidelines for hospital executives. However, they typically do not go into 
detail when it comes to specific threats faced by smart hospitals and relevant security measures. 

                                                             

3 THREATS: An Analysis of Critical Infrastructure Protection Measures Implemented within the European Union: Identifying 
which European Union Member States includes the Health Sector as part of Critical National Infrastructure and which facets of 
Health Infrastructure are considered Critical, http://www.threatsproject.eu/WP1%20D1%20final.pdf, 2014. 
4 IBM Global Business Services: The Digital Hospital Evolution: Creating a Framework for the Healthcare System 
of the Future, https://www.ibm.com/smarterplanet/global/files/whitepaper_-_the_digital_hospital_evolution.pdf, 2013. 
5 Symantec: An Internet of Things Reference Architecture, https://www.symantec.com/content/dam/symantec/docs/white-papers/iot-security-reference-
architecture-wp-en.pdf, 2016. 
6 Deloitte: Networked Medical Device Cybersecurity and Patient Safety: Perspectives of Health Care Information Cybersecurity Executives, 
http://www2.deloitte.com/content/dam/Deloitte/us/Documents/life-sciences-health-care/us-lhsc-networked-medical-device.pdf, 2015. 
7 ReedSmith: Cybersecurity for Medical Devices: A Risk Mitigation Checklist for In-House Counsel, https://www.reedsmith.com/files/Publication/65d1e359-
2168-44e9-9b78-980ea2ebc0e8/Presentation/PublicationAttachment/45e57ded-d467-40e9-a2fa-9d3895d63788/alert15247.pdf, 2014. 

https://www.ibm.com/smarterplanet/global/files/whitepaper_-_the_digital_hospital_evolution.pdf
https://www.symantec.com/content/dam/symantec/docs/white-papers/iot-security-reference-architecture-wp-en.pdf
https://www.symantec.com/content/dam/symantec/docs/white-papers/iot-security-reference-architecture-wp-en.pdf
http://www2.deloitte.com/content/dam/Deloitte/us/Documents/life-sciences-health-care/us-lhsc-networked-medical-device.pdf
https://www.reedsmith.com/files/Publication/65d1e359-2168-44e9-9b78-980ea2ebc0e8/Presentation/PublicationAttachment/45e57ded-d467-40e9-a2fa-9d3895d63788/alert15247.pdf
https://www.reedsmith.com/files/Publication/65d1e359-2168-44e9-9b78-980ea2ebc0e8/Presentation/PublicationAttachment/45e57ded-d467-40e9-a2fa-9d3895d63788/alert15247.pdf
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The International Organisation for Standardisation (ISO) published several standards focusing on health informatics. 
IEC 80001-18, for instance, which deals with the application of risk management to networks incorporating medical 
devices, provides the roles, responsibilities and activities necessary for risk management, and is particularly relevant 
in the context of smart hospitals and information security. ISO also published a series of technical reports with 
different emphasis, which provide guidance for the implementation of IEC 80001-1. The ISO/IEC 2700x series of 
standards, which deals with information security management, is relevant for smart hospitals as well as for all types 
and sizes of organisations. 

New medical systems and devices need to be classified according to their risk before they can be certified and 
conformity with the Medical Devices Directive9 (MDD), the In Vitro Diagnostic Device Directive10 (IVD) or the Active 
Implantable Medical Device11 (AIMD) Directive can be confirmed. Conformity with the MDD is also applicable to 
certain ICT products used in hospitals ƳŜŀƴƛƴƎ ǘƘŀǘ ǘƘƛǎ Ŏŀƴ ƘŀǾŜ ƛƳǇƭƛŎŀǘƛƻƴǎ ǘƻ ǘƘŜ ǳǎŜ ƻŦ ŀƴȅ άǎƳŀǊǘέ ŘŜǾƛŎŜ ƛƴ ŀ 
hospital. 

  

                                                             

8 http://www.iso.org/iso/catalogue_detail.htm?csnumber=44863 
9 https://ec.europa.eu/growth/single-market/european-standards/harmonised-standards/medical-devices_en  
10 http://eur -lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A31998L0079  
11 https://ec.europa.eu/growth/single-market/european-standards/harmonised-standards/implantable-medical-devices_en  

http://www.iso.org/iso/catalogue_detail.htm?csnumber=44863
https://ec.europa.eu/growth/single-market/european-standards/harmonised-standards/medical-devices_en
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A31998L0079
https://ec.europa.eu/growth/single-market/european-standards/harmonised-standards/implantable-medical-devices_en
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2.2 Assets 

2.2.1 Overview of Smart Hospital Assets 
Hospitals have a wide range of assets that are essential for their operation and thus need to be protected. While 
some smart hospital assets are also relevant in traditional hospitals, others are quite characteristic of smart hospitals 
since they are intelligently connected and able to take decisions autonomously. Among these assets are, for instance, 
mobile client devices, identification systems and interconnected clinical information systems. The specific assets 
that characterise smart hospitals are at the focus of this section.  

1. Remote care system assets comprise the ICT ecosystem that allows the smart hospital to extend its borders and 
provide healthcare services to patients at remote locations (e.g. at home):  
 

¶ medical equipment for tele-monitoring and tele-diagnosis (e.g. measurements of blood pressure, heart rate, 
glucose measurements, ECG and other remote physiological measurements, threshold-triggered alarm 
generators etc.), such equipment may take the form of wearable or implantable devices etc. ; 

¶ medical equipment for distribution of drugs (automated dosing equipment) or to administer treatment; 

¶ telehealth equipment, such as cameras, sensors and telephone/internet connections; telehealth computer 
system for patients to register their physiological measurements themselves (including patient-side 
application/software if applicable) 
 

2. Networked medical devices whose extensive use typically characterises smart hospitals and also enable remote 
patient monitoring, which is a key service that smart hospitals can provide to healthcare management at a 
national level, compared to traditional hospitals. Moreover, modern implantable devices such as pacemakers can 
be updated, reducing the number of reasons for replacement. Stationary as well as mobile devices have also been 
used a lot in traditional hospitals. In the smart hospital context, however, they are intelligently connected with 
identification components and clinical information systems increasing the automation level and the decision 
making ability. Examples include: 
 

¶ mobile devices (e.g. glucose measuring devices)12;  

¶ wearable external devices (e.g. portable insulin pumps, wireless temperature counters);  

¶ implantable devices (e.g. cardiac pacemakers); 

¶ stationary devices (e.g. computer tomography (CT) scanners, life support machines, chemotherapy 
dispensing stations); 

¶ supportive devices (e.g. assistive robots).  
 

3. Identification systems are used to track and authenticate patients, staff or hospital equipment such as beds. In 
smart hospitals, the biometric scanners do not only read the identification systems but are also intelligently 
networked with devices and information systems. Moreover, closed-circuit security systems play a key role 
regarding authentication ς and subsequently also authorisation (e.g. allowing access to specific areas) ς in smart 
hospitals. Examples include: 

¶ Identification systems items such as tags, bracelets, labels and smart badges (e.g. ultrasound-enabled); 

¶ Biometric scanners; 

                                                             

12 The devices categorised as remote care provision devices can also be used in the hospital as a networked medical device. 
However sometimes sophistication of the device is different (usability, data collection and analysis), this is why we separate in 
two categories.  
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¶ RFID systems with location services (software components) to assess and monitor relative movement of 
assets/patients/staff etc.; 

¶ CCTV (video surveillance) with recognition/authentication capabilities 
 

4. Networking equipment provides the connectivity backbone to support smart hospitals. The equipment required 
is not different than standard equipment used in a traditional hospital, but it is characterised by its enhanced 
features (e.g. routing protocols, bandwidth). Examples include: 
 

¶ Transmission media; 

¶ Network interface cards; 

¶ Backbone network devices (e.g. hubs, switches, routers etc.); 

¶ IoT Gateways which further analyse data collected by devices and send them to a data centre or the cloud 
 

5. Mobile Client devices are intelligently integrated in smart hospitals to make the right information available at 
the right place at the right time and to facilitate mobility of staff and patients. Examples include: 
 

¶ Mobile clients (e.g. laptop computers, tablets, smartphones, pagers); 

¶ Mobile applications for smartphone and tablets; 

¶ Alarm and emergency communication applications for mobile devices. 
 

6. Interconnected clinical information systems are deployed in smart hospitals jointly with medical devices and 
identification components to enable smart end-to-end patient care processes. Moreover, the clinical networked 
information systems in smart hospitals are increasingly able to take decisions autonomously. Examples include: 

¶ Hospital information systems (HIS); 

¶ Laboratory information systems (LIS); 

¶ Radiology information systems (RIS); 

¶ Pharmacy information system (PIS); 

¶ Pathology information system; 

¶ Blood bank system; 

¶ Picture archiving and communication systems (PACS); 

¶ Research information system. 

7. Data are often considered important assets from an information security perspective. Mainly decisions a smart 
device will take is based on the analysis of collected data. Examples include: 

¶ Clinical and administrative patient data (e.g. health records, tests results, contact details); 

¶ Financial, organisational and other hospital data;  

¶ Research data (e.g. clinical trial reports) and data intended for secondary use;  

¶ Staff data; 

¶ Tracking logs; 

¶ Vendor details (e.g. contact details, products used).  

8. Buildings and facilities, includeend-to-end smart processes that manage various functions are critical for the 
operation of smart hospitals. A number of crucial functions related to patient safety rely on the capabilities of 
intelligent facility management systems. Examples include: 

¶ Power and climate regulation systems, including smart ventilation systems; 

¶ Temperature sensors; 
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¶ Medical gas supply; 

¶ Smart patient room operation and management systems, including smart boards, patient screens, medical 
staff screens etc.;  

¶ Automated door lock system including smart locks (e.g. interconnected locks, wireless locks etc.), lock 
management applications/tokens (e.g. proximity unlocking via mobile device) and lock management 
software 

An illustration providing an overview of the key assets is depicted in Figure 4. 

 

 

Figure 4 Smart Hospital Assets 
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2.2.2 Criticality of Smart Hospital Assets 
In this large ecosystem called smart hospital, not all assets have the same criticality for the normal operation and 
service offering. An asset is designated as critical when any interruption or malfunction would have great impact to 
the operation of the overall system but also to the patients. The assets as presented above were assessed based on 
the impact any interruption of their service could cause, namely their criticality.  

Figure 5 depicts which assets are considered most critical for the operation of a smart hospital, based on empirical 
data collected during interviews and survey.  

 

Figure 5 Assets critical for smart hospitals 
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The most critical smart assets in the context of a smart hospital are the interconnected clinical information systems 
and networked medical devices. This may be explained by the outstanding role they play in smart hospitals. The 
presence of intelligently connected clinical information systems and increasingly autonomous medical devices is 
among the most obvious changes during a hospitalΩǎ digital transformation to a smart hospital. The achievement of 
many of the key objectives associated with smart hospitals depends strongly on the availability of reliable and 
networked clinical information systems and medical devices. Moreover, in order to achieve improved medical care 
and enhanced diagnostic capabilities, the IoT components and devices replace legacy systems that are of vital 
importance to the function of the hospital; this renders them directly critical not only for the patient safety but also 
for the overall hospital function.  

Networking equipment is considered critical as it is the backbone of the Smart Hospital; without solid network 
architecture, increased capabilities in the context of bandwidth or interoperable solutions the IoT components 
ǿƻǳƭŘƴΩǘ ŦǳƴŎǘƛƻƴ ǇǊƻǇŜǊƭȅ. More specifically, information gathered by medical devices or end components needs 
to be analysed and combined with other medical information. This is typically held by the interconnected clinical 
information systems of the hospital as well as by third parties. Most of the analyses, however, are neither conducted 
by the medical devices nor by the clinical information systems but rather in a central system which is equipped with 
the technology to aggregate and analyse data from different internal and external sources efficiently. Networking is 
indispensable in order to get the data from the information systems and medical devices to this system taking the 
important decision (vital signs in a smart hospital room indicate the need of revision of the drug prescription). 

One of the major objectives of the Smart Hospital is to be able to offer remote care services; to achieve this the 
hospital systems need to connect to the remote care systems at the patientsΩ end. The difficulty that arises from this 
setting is that in case of a malfunction or a disruption the device/system will be restored by the respective vendor, 
as it falls outside the responsibility of the hospital. This explains the small rating in the criticality matrix, despite the 
importance of the data these system collect for diagnosis and drug prescription  

Next in ranking come the data (research data, data logs etc), the mobile client services and the identification systems. 
Although these are very important assets for the functioning of a smart hospital, as they do not support the core 
functions (their use can span from awareness raising purposes to remote diagnosis or access) any disruption 
ǿƻǳƭŘƴΩǘ ŎŀǳǎŜ ŀ ƳŀƧƻǊ ƻǳǘŀƎŜ ǘƻ ǘƘŜ ǇǊƻǾƛǎƛƻƴƛƴƎ ƻŦ ǘƘŜ ƘƻǎǇƛǘŀƭ ǎŜǊǾƛŎŜǎΦ 

Last in the ranking comes the building and facilities. In this case the impact of an interruption would occur is very 
ōƛƎΣ ƘƻǿŜǾŜǊ ŀǎ ǘƘŜ ƭƛƪŜƭƛƘƻƻŘ ƛǎ ǾŜǊȅ ƭƻǿ όŀ άōƭŀŎƪ ǎǿŀƴέ ŎŀǎŜΣ ŀǎ ǇŜǊ ǘƘŜ ƻŦŦƛŎƛŀƭ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ǘŜǊƳύΣ ƛǘ ŎƻƳŜǎ 
last in ranking. Studies, however, have shown that cyber-attacks targeting facility systems (climate regulation, power 
provision etc.) are not so common, since, on the one hand, they require high expertise and sophistication and, on 
the other, the result would not provide any financial benefit to the maleficent attacker (like in the case of 
ransomware). 



Smart Hospitals 
November 2016 

 
 
 
 

18 

3 Threat and risk analysis 

3.1 Emerging vulnerabilities 
This chapter details the most common vulnerabilities that need to be taken into account by smart hospitals. The list 
is not comprised only by technical vulnerabilities but extends to organisations and social aspects. Threats typically 
exploit vulnerabilities attributed to ICT assets and people. With respect to people, the most relevant groups are an 
organisationΩǎ ǎǘŀŦŦ ŀƴŘ ƳŀƴŀƎŜƳŜƴǘΦ !ǎ ǘƘŜ ǎǘŀŦŦ ŀƴŘ ƳŀƴŀƎŜƳŜƴǘΣ ǊŜǎǇŜŎǘƛǾŜƭȅΣ ǇǊƻŎǳǊŜΣ ƳŀƴŀƎŜ ŀƴŘ ƻǇŜǊŀǘŜ L/¢ 
assets such as systems and devices, the two groups are closely related. 

In general, security must be comprehensive; otherwise, attackers simply exploit the weakest link13. There are, 
however, several serious vulnerabilities that come with the use of IoT14 in healthcare that are difficult to address. A 
key problem of smart hospitals is that personal health information is considered even more valuable than financial 
information by criminals. Apart from access to sensitive information, access to prescription drugs may also be 
considered worthwhile by attackers. When implementing IoT solutions the components are chosen for their low 
cost and specific capabilities; however, the capabilities are significantly below what might be justified when the 
assets protected are human life, and security costs may be a significant portion of the cost, or even greater than the 
cost of the components. Prevalent vulnerabilities, however, do not only facilitate malicious actions, they may also 
increase the likelihood and impact of human errors and system failures.  

¶ IoT devices, including networked medical devices, are highly interconnected and some devices even have 
the ability to automatically connect to other devices. Consequently, security decisions made locally for a 
specific device can have global impacts15. In many cases medical devices were designed without the specific 
intent to be connected to a network (sometimes specifically intended to remain isolated) - that requirement 
came later and was bolted on. The communication between smart devices and legacy systems can also 
create gaps and give space for malicious attackers to gain illegal access to systems and data. The introduction 
of new components introduces a new attack surface. 

¶ IoT devices are dispersed everywhere in the hospital (from sensors in the patient rooms to CCTV and RFID 
readers that provide access control). This means that physical security is practically impossible for all 
components. Protecting the perimeter is minimising this vulnerability however more protection is needed. 

¶ Most medical device design intentionally avoids threat modelling activities. Devices are built based on 
άƛƴǘŜƴŘŜŘ ǳǎŜέ ŎŀǎŜǎ, and what a reasonable person might do. Hacking and other network-borne accidents 
ŀǊŜ άǳƴƛƴǘŜƴŘŜŘ ǳǎŜέ ƻǊ άŀōǳǎŜέ ŎŀǎŜǎΦ ¢Ƙƛǎ ǇƻǎǘǳǊŜ ƭŜŀŘǎ ǘƻ ŀ ƴǳƳōŜǊ ƻŦ ǎȅǎǘŜƳƛŎ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ŀƴŘ Ǌƛǎƪǎ 
throughout the healthcare ecosystem.  

¶ There is a mass-scale deployment of homogeneous IoT devices, which makes it appear worthwhile to 
investigate viable attack paths. While device manufacturers and security companies need to remove all 
vulnerabilities, criminals only have to find one. It is virtually impossible to patch all vulnerabilities for all 
devices16. At the same time, however, if a specific vulnerably is removed, it is typically not very difficult for 
criminals to find another viable attack path. 

                                                             

13 Symantec: An Internet of Things Reference Architecture, https://www.symantec.com/content/dam/symantec/docs/white-papers/iot-security-reference-
architecture-wp-en.pdf, 2016. 
14 Internet Society: The Internet of Things: Understanding the Issues and Challenges of a More Connected World, 
https://www.internetsociety.org/sites/default/files/ISOC-IoT-Overview-20151014_0.pdf, 2015. 
15 Internet Society: The Internet of Things: Understanding the Issues and Challenges of a More Connected World, 
https://www.internetsociety.org/sites/default/files/ISOC-IoT-Overview-20151014_0.pdf, 2015. 
16 EY: Cybersecurity and the Internet of Things, http://www.ey.com/Publication/vwLUAssets/EY-cybersecurity-and-the-internet-of-things/$FILE/EY-
cybersecurity-and-the-internet-of-things.pdf, 2015. 

https://www.symantec.com/content/dam/symantec/docs/white-papers/iot-security-reference-architecture-wp-en.pdf
https://www.symantec.com/content/dam/symantec/docs/white-papers/iot-security-reference-architecture-wp-en.pdf
https://www.internetsociety.org/sites/default/files/ISOC-IoT-Overview-20151014_0.pdf
https://www.internetsociety.org/sites/default/files/ISOC-IoT-Overview-20151014_0.pdf
http://www.ey.com/Publication/vwLUAssets/EY-cybersecurity-and-the-internet-of-things/$FILE/EY-cybersecurity-and-the-internet-of-things.pdf
http://www.ey.com/Publication/vwLUAssets/EY-cybersecurity-and-the-internet-of-things/$FILE/EY-cybersecurity-and-the-internet-of-things.pdf
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¶ Specifically for medical devices, their life span is a very important drawback to consider. IƻǎǇƛǘŀƭǎ ŘƻƴΩǘ 
change CAT scanners or MRI machines every 3 years and when they buy the devices might already be 
outdated (it takes almost 3 years from design to testing and production of a medical device based on EU 
legislation). The same applies in the case of smart hospitals as usually IoT components are built on top of 
the already existing infrastructure. 

¶ IoT devices run embedded operating systems and applications with little if any malware detection or 
prevention capabilities17. The small size and limited processing power of many connected devices often 
inhibits measures such as encryption or other robust security measures. Moreover, it is often difficult or 
impossible to reconfigure or upgrade devices. 

¶ There is an increasing level of dependence on IoT devices, which are not known for being particularly 
resilient. Our dependence on connected technology is growing faster than our ability to secure it - in areas 
affecting human life and public safety a higher standard of care is warranted. This is particularly true for 
some medical devices that are vitally necessary for the survival of patients. 

¶ The actual user has little or no insight into the internal functioning of the devices or the precise data streams 
they produce. With respect to medical devices, clinical staff, IT staff and the patient have little or no such 
insight. Risk decisions made by the manufacturer are not disclosed in any meaningful way to the healthcare 
provider, physician, or patient. This not only makes understanding potential threats but also reacting in a 
timely manner in case of an incident very difficult.  

¶ There is often no clear way to alert the user when a security problem arises. This may result in a security 
breach that persists for a long time before being detected and remediated. It has already been shown, 
however, that compromised medical devices acted as bridgeheads for further malware proliferation in 
hospitals18. Lƴ ƘŜŀƭǘƘŎŀǊŜ ǘƘƛǎ ƛǎ ŜǎǇŜŎƛŀƭƭȅ ƛƳǇƻǊǘŀƴǘΣ ōŜŎŀǳǎŜ ǘƘŜ ǘǊŀŘƛǘƛƻƴŀƭ ǎŜŎǳǊƛǘȅ ƳŜŎƘŀƴƛǎƳǎ Ƴŀȅ άfail 
ŎƭƻǎŜŘέ ōȅ ŘŜƴȅƛƴƎ ŀŎŎŜǎǎ - ōǳǘ ǘƘŀǘ Ƴŀȅ Ǉǳǘ ǇŀǘƛŜƴǘ ǎŀŦŜǘȅ ŀǘ Ǌƛǎƪ ƳƻǊŜ ǘƘŀƴ άŦŀƛƭ ƻǇŜƴέ ǿƘƛŎƘ ƎǊŀƴǘǎ Ŧǳƭƭ 
access. 

¶ Access control is very important in the smart hospital environment as a lack of authorisation policy can cause 
unauthorised users to gain access through an end device to a critical system. Issues may be related to 
authentication or authorisation of staff that handles medical devices; in some cases the άƴŜŜŘ-to-ƪƴƻǿέ 
basis or the understanding of the implications from cyber security perspective is missing.  

¶ Despite being well-trained and aware, staff members may circumvent security measures such as policies 
and procedures if they are perceived as unnecessarily inconvenient or slowing them down19. In the hospital 
context, clinical staff may circumvent measures simply because of time pressure or because of conflicts with 
other objectives including efficient healthcare/patient flow, pleasant patient experience or 
patient/employee privacy. 

¶ In a Smart environment, physicians or patients can make use of personal devices (mobile, wearables etc); 
lack of a clear and strict BYOD policy can be great vulnerability. Strengthening procedures compliant to the 
ƘƻǎǇƛǘŀƭΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ǎŜŎǳǊƛǘȅ ǇƻƭƛŎȅ ǎƘƻǳƭŘ ōŜ ƻōƭƛƎŀǘƻǊȅ ŦƻǊ ǘƘŜ ǳǎŜ ƻŦ any external device. In many cases, 
the IT department is not even aware that such systems or devices are being used, while in other cases, the 
business need of introducing a new system/device to support the medical process does not allow sufficient 
time foǊ ǇǊƻǇŜǊ ǘŜǎǘƛƴƎ ƻŦ ǎŀƛŘ ǎȅǎǘŜƳκŘŜǾƛŎŜ ŦƻǊ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǘƘŜ ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ ǊŜǉǳƛǊŜƳŜƴǘǎΦ  

¶ Due to clinical needs it is possible for systems or devices to be used that do not meet organisational or 
industry standards. In such cases, the IT department is usually aware of the use of the system or device. 
Quite a few IoT devices that may be used in the healthcare context do not fit well with current organisational 

                                                             

17 CISCO: The Internet of Things: A CISO and Network Security Perspective, http://www.cisco.com/c/dam/en_us/solutions/industries/docs/energy/network-
security-perspective.pdf, 2014. 
18 TrapX Security: Anatomy of an Attack. MEDJACK (Medical Device Hijack), https://securityledger.com/wp-

content/uploads/2015/06/AOA_MEDJACK_LAYOUT_6-0_6-3-2015-1.pdf, 2015. 
19 Andy Patrizio: Employees circumvent IT security when it slows them down, http://www.itworld.com/article/2711468/security/employees-circumvent-it-
security-when-it-slows-them-down.html, 2013. 

http://www.cisco.com/c/dam/en_us/solutions/industries/docs/energy/network-security-perspective.pdf
http://www.cisco.com/c/dam/en_us/solutions/industries/docs/energy/network-security-perspective.pdf
https://securityledger.com/wp-content/uploads/2015/06/AOA_MEDJACK_LAYOUT_6-0_6-3-2015-1.pdf
https://securityledger.com/wp-content/uploads/2015/06/AOA_MEDJACK_LAYOUT_6-0_6-3-2015-1.pdf
http://www.itworld.com/article/2711468/security/employees-circumvent-it-security-when-it-slows-them-down.html
http://www.itworld.com/article/2711468/security/employees-circumvent-it-security-when-it-slows-them-down.html
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standards. tŀǊǘƛŎǳƭŀǊƭȅ ǿƛǘƘ ǊŜǎǇŜŎǘ ǘƻ ƛƴǘǊƻŘǳŎƛƴƎ Lƻ¢ ƛƴ ǘƘŜ ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ L/¢ ŜƴǾƛǊƻƴƳŜƴǘΣ ǘƘŜ ŀǎǎŜǘ 
ŀŘŘƛǘƛƻƴ ǊŀǘŜ Ƴŀȅ ƻŦǘŜƴ ŜȄŎŜŜŘ ǘƘŜ L¢ ŘŜǇŀǊǘƳŜƴǘΩǎ ŎŀǇŀŎƛǘȅ ǘƻ Ŧƻƭƭƻǿ ŀǇǇǊƻǇǊƛŀǘŜ !ǎǎŜǘ aŀƴŀƎŜƳŜƴǘ ŀƴŘ 
Change Management processes that integrate security checks of new systems/devices. 

¶ From an organisational perspective very important is the behaviour of the users, which is a significant 
vulnerability specifically in the case of healthcare. The primary Ǝƻŀƭ ƛǎ ǇŀǘƛŜƴǘΩǎ ǎŀŦŜǘȅ ŀƴŘ ǇƘȅǎƛŎƛŀƴǎ ǿƛƭƭ 
take all the decisions needed on the spot to achieve this goal. Often this means that workaround solutions 
will be followed. In a smart environment, where a security control is difficult to implement due to the 
disperse nature of the setting, you cannot afford workaround solutions that can jeopardise the security level 
achieved. These workarounds often are neither documented nor tested comprehensively and constitute a 
core vulnerability. 

¶ Due to clinical needs or due to lack of proper configuration management processes, configurations of 
systems or devices may not be in line with organisational or industry standards. Lack of standard 
configuration for similar devices across the board results in an ICT environment where there is no common 
point of reference when it comes to security vulnerabilities as the same devices may be exposed for different 
reasons making both the discovery of vulnerabilities and the application of corrective measures very difficult 
throughout the organisation.  

The aforementioned vulnerabilities generally comprise technical aspects inherent to the ICT assets. Clearly some 
vulnerabilities are more pertinent to certain types of ICT assets than others; for instance, vulnerabilities that are 
related to lack of proper control of security aspects (e.g. unsupported or non-standard system/devices) are more 
relevant for networked medical devices or mobile devices. Building-related functions such as power and climate 
regulation or a door lock system can be vulnerable too as they increasingly rely on ICT assets. 

3.2 Threat analysis 
This section discusses potential attack points and threat types based on the key assets and a series of root causes. 
The root causes of threats faced by smart hospitals are malicious actions, human errors, system and third-party 
failures and natural phenomena.  

The threat taxonomy is focused on cyber security aspects with relevance to Smart hospitals, many of which also 
generalise to any IT systems. The taxonomy was developed drawing on findings from the interviews and desktop 
research. Previous ENISA reports have also been employed as a basis for the taxonomy (including ENISA Threat 
Landscape and Good Practice Guide for Internet Infrastructure 2015, and ENISA Study of IPT and smart grids in 2016). 
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3.2.1 Threats taxonomy  
An illustration providing an overview of the threats faced by smart hospitals is depicted in Figure 6. 

 

Figure 6 Threats to smart hospitals 

 

1. Malicious actions are deliberate acts by a person or an organisation. Although both threaten smart hospitals, it 
is important to distinguish malicious actions from other deliberate actions that bypass policies and procedures 
without malicious intent. A person carrying out a malicious action may be an external or an internal from the 
perspective of the affected organisation.  

¶ Malware has been identified by the respondents as a major threat for smart hospitals. Malware, which may 
be more or less directed to specific organisations or types of organisations, is relevant because it allows 
attacking a large number of organisations with rather low effort. In terms of specific malware concerns, 
ransomware has been identified as a major threat for healthcare organisations. Other categories of malware 
include worms (which spread between computers), trojans (which act covertly), viruses (which spread 
internally), rootkits (which hide infection), exploitkits (which exploit vulnerabilities in clients to infect 
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systems), botnets (which place many infected systems under control) and spyware (which monitor systems). 
Malware is a major threat as it can infect a great number of end devices and the multitude and heterogeneity 
of such devices in a smart hospital (from stationary devices and computers to mobile devices and wearables) 
result in a particularly large attack surface; 

¶ Hijacking may be performed at network level (network/session hijacking ς HTTP/TCP) or at device level. The 
latter is of particular significance in the context of smart hospitals; TrapX Security recently introduced the 
ǘŜǊƳ άmedjackέ ǘƻ ǊŜŦŜǊ ǘƻ ǘƘŜ ƘƛƧŀŎƪƛƴƎ ƻŦ ƳŜŘƛŎŀƭ ŘŜǾƛŎŜǎ ǘƻ ŎǊŜŀǘŜ ōŀŎƪŘƻƻǊǎ ƛƴ ƘƻǎǇƛǘŀƭ ƴŜǘǿƻǊƪǎ20; 

¶ Medical device tampering is another critical threat. Networked medical devices may be reprogrammed, 
reconfigured by changing device settings or deactivated; 

¶ Social engineering attacks (e.g. phishing, baiting) play a particular role in the context of smart hospitals. 
Social attacks are popular as the human element is usually the weakest link in the defence of an organisation; 

¶ Device and data theft are also relevant in the context of malicious attacks; itΩǎ ŀ ǊŀǊŜ ŀǘǘŀŎƪ21 when 
considering the volume some of the medical equipment might have. However when introducing sensors, 
volume is not an issue anymore and the likelihood of this attack to be realised increases. Not having all the 
interconnected devices in place might lead to wrong data collection, wrong analysis thus wrong decision 
making.  

¶ Skimming is an eavesdropping attack on the high frequency RFID tokens22Φ LǘΩǎ ŀ ǾŜǊȅ ǎǇŜŎƛŦƛŎ ǘȅǇŜ ƻŦ ŀǘǘŀŎƪ 
however since RFID tags are used widely in the context of smart hospitals (tags, sensors etc) this is very 
relevant and needs to be taken into account as the protection from this kind of attacks relies more on 
hardware investment.  

¶ Denial-of-service attacks might render a system or service altogether unavailable, which could potentially 
fully disrupt a patient care process. As smart hospitals tend to rely on web or cloud resources more and 
more, a DoS attack might, for instance, result in unavailability of patient data (e.g. if data is stored in a cloud 
environment or if their collection is Internet-based for remote patient care purposes).  

 

2. Human errors occur during the configuration or operation of devices or information systems, or the execution of 
processes. Human errors are often related to inadequate processes or insufficient training. Examples include: 

¶ Medical system configuration error that may compromise either the operation or the cybersecurity posture 
of the system, or both; 

¶ Absence of audit logs to allow for appropriate control - e.g. of access to smart hospital resources ς and/or 
incident identification and assessment of corrective/improvement actions; 

¶ Unauthorised access control or lack of processes is highly pertinent to smart hospitals particularly due to 
the sensitivity of patient data involved and due to the fact that the medical processes involve roles with a 
high level of specialisation in different domains. 

¶ Non-compliance, especially in the Bring Your Own Device (BYOD) paradigm. This is especially pertinent for 
smart hospitals that rely on mobile applications that can be accessible/installed (e.g. as mobile apps) in 
personal devices not explicitly approved (and thus tested or adequately hardenedύ ōȅ ǘƘŜ ƘƻǎǇƛǘŀƭΩǎ L¢ 
department.  

¶ Physician and/or patient errors are a major threat in the context of a smart hospital where there is heavy 
reliance on ICT assets but the users are not specifically IT experts (e.g. medical staff). Such errors may, for 

                                                             

20 TrapX Security: Anatomy of an Attack. MEDJACK (Medical Device Hijack), https://securityledger.com/wp-

content/uploads/2015/06/AOA_MEDJACK_LAYOUT_6-0_6-3-2015-1.pdf, 2015 
21 http://www.bbc.com/news/uk-wales-22109590  
22 Skimming attack can also be linked to credit card fraud, however in this case it focused on the RFID tokens eavesdropping 
attack.  

https://securityledger.com/wp-content/uploads/2015/06/AOA_MEDJACK_LAYOUT_6-0_6-3-2015-1.pdf
https://securityledger.com/wp-content/uploads/2015/06/AOA_MEDJACK_LAYOUT_6-0_6-3-2015-1.pdf
http://www.bbc.com/news/uk-wales-22109590
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instance, be the result of fatigue and poor concentration due to long working hours, or shortcuts or 
workarounds due to policies and procedures perceived as overly laborious or time consuming (and thus as 
hindering the patient care process). 

 

3. System failures are highly relevant in the healthcare context, particularly due to the increasing complexity and 
dynamics of the systems. Examples include:  

¶ Software failures that impact or completely disrupt a medical (e.g. failure of a PACS) or administrative 
process (e.g. patient data availability compromised); 

¶ Inadequate firmware, particularly relevant for the multitude of networked medical devices in a smart 
hospital; 

¶ Device failure or simply limited/reduced capability may severely impact processes that rely, e.g. on the 
real-time collection of patient data, such as glucose measuring devices; 

¶ Network components failure can cause great impact as the interconnected nature of IoT systems and the 
need for resilient networking is a core requirement for the functioning of a Smart Hospital; 

¶ Insufficient maintenance which may leave operational issues undetected and unresolved, both in terms of 
cybersecurity posture, but also in terms of patient care operations; 

¶ Overload can lead to unavailability of a system or service; 

¶ Communication between IoT and non-IoT, particularly as the former grows in numbers, technology and 
complexity faster than the latter. 

 

4. Supply chain failure is outside the direct control of the affected organisation as it typically affects or falls under 
the responsibility of a third party. As smart hospitals are increasingly dependent on third parties, third-party 
failures may have far-reaching consequences for them. Examples of third parties a failure of which would have 
an adverse impact on smart hospital operation include: 

¶ Cloud service providers hosting medical data, applications, systems, administrative data, remote patient 
data collection points ς and other Internet-based smart health applications etc.;  

¶ Medical device manufacturer in cases of failure or non-liability; 

¶ Network providers, such as Internet service providers (ISPs), that support wide area network connectivity 
ŀƴŘΣ ǘƘǳǎΣ ŀŎŎŜǎǎ ǘƻ ŎƭƻǳŘ ŘŀǘŀΣ ǊŜƳƻǘŜ ǇŀǘƛŜƴǘǎΣ ǎȅǎǘŜƳǎ ƘƻǎǘŜŘ ƻǳǘǎƛŘŜ ǘƘŜ ƘƻǎǇƛǘŀƭΩǎ Řŀǘŀ ŎŜƴǘǊŜ ƛƴŎƭǳŘƛƴƎ 
national systems (e.g. e-prescription or EHR); 

¶ Power suppliers, a high cross sector dependency that can be partially mitigated. 

 

5. Natural phenomena may also be the cause of incidents, particularly due to their disruptive or destructive impact, 
particularly on the smart hospital healthcare facilities and ICT infrastructure. Moreover, natural phenomena may 
impact the provision of remote patient care services even if their impact is not targeted to or impacting the 
hospital itself (e.g. if the metro-level network infrastructure is disrupted due to an earthquake) Examples include: 

¶ Earthquakes; 

¶ Flood; 

¶ Fires.  
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3.2.2 Threat modelling  
In this section we provide more information on the type of threat actors that can become potential attackers to a 
smart hospital and the attack vectors they can affect. Each of these threat actors have different attack surfaces 
available within Smart hospitals. Threat actors in hospitals include: 

¶ Insider threats: These are hospital staff (any role) with malicious intent. This could be physicians, nurses, or 
even administrative staff that has a malicious intent to harm the ICT systems. These can be potentially the 
most harmful actors.  

¶ Malicious patients and guests: These actors are part of the hospital ecosystem (the patients mostly); they 
might have a malicious intent which combined with the access they have in the smart hospital assets, can 
cause great impact.  

¶ Remote attackers: In the case of smart hospitals, one of the objective is remote care provision. So use of 
this equipment for malicious actions could be a possible scenario when the attacker is not physically in the 
hospital.  

¶ Other causes: Environmental or accidental equipment/software failure or even external maintenance staff 
can cause security incidents, yet have no active attacker. 

Attack vectors in hospitals could be: 

¶ Physical interaction with IT assets: Physically present attackers (patients or physicians) can directly interact 
with devices that they have access to. For example: networked medical devices, or interconnected clinical 
information systems (like a smart pharmacy storing booth).  

¶ Wireless communication with IT assets: a very common technique for interception is to attack within range 
of wireless technologies, including: identification systems or mobile devices.  

¶ Wired communication with IT assets: Attackers with wired network communications (including access to 
the Internet) can interact with related IT assets including cloud services, and online healthcare information 
systems i.e. drug inventory, patient history. Attackers with physical presence may have direct access to 
network infrastructure), that they can connect to in order to communicate with other connected smart 
devices. 

¶ Interaction with staff: {ƻŎƛŀƭ ŜƴƎƛƴŜŜǊƛƴƎ ŀǘǘŀŎƪǎ ŀǊŜ ǾŜǊȅ ŎƻƳƳƻƴ ƛƴ ǘƘŜ ƘŜŀƭǘƘŎŀǊŜ ǎŜŎǘƻǊΣ ƛǘΩǎ ǳǎǳŀlly 
where ransomware starts from. Instead of targeting the system directly, the attacker focuses on 
physician/nurse or patient (user with privileged access).  Reflected attacks (such as CSRF or reflected XSS) 
and social engineering attacks can involve fooling or convincing a person to send commands or carry out 
tasks on their behalf.  
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3.2.3 Asset exposure to cyber threats 
In this section the threat exposure of assets is presented.  

CATEGORY THREAT ASSETS AFFECTED 

Malicious Action 

Virus 

Interconnected Clinical Information Systems 

Mobile Client Devices 

Data 

Ransomware 

Interconnected Clinical Information Systems 

Mobile Client Devices 

Data 

Medical device hijack 
Networked Medical Devices 

Data 

Session hijack 

Remote Care System 

Identification Systems 

Interconnected Clinical Information Systems 

Mobile Client Devices 

Networked Medical Devices 

Data 

Device theft 

Remote Care Systems 

Identification Systems 

Networking Equipment 

Mobile Client Devices 

Networked Medical Devices 

Data 

Data theft 
Data 

Interconnected Clinical Information Systems 

Medical device tampering 

Networked Medical Devices 

Identification Systems 

Data 

Skimming 
Identification Systems 

Data 

Denial of service Interconnected Clinical Information Systems 

System Failures Software failure  

Interconnected Clinical Information Systems 

Remote Care Systems 

Mobile Client Devices 
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Networked Medical Devices 

Inadequate firmware 

Remote Care System 

Identification Systems 

Networking Equipment 

Mobile Client Devices 

Networked Medical Devices 

Device failure 

Remote Care System 

Identification Systems 

Networking Equipment 

Mobile Client Devices 

Networked Medical Devices 

Network components 
failure 

Networking Equipment 

Remote Care System 

Identification Systems 

Mobile Client Devices 

Insufficient maintenance 

Networking Equipment 

Interconnected Clinical Information Systems 

Buildings 

Overload Networking Equipment 

IoT non IoT 
communication failure 

Interconnected Clinical Information Systems 

Remote Care Systems 

Mobile Client Devices 

Human Errors  

Medical system conf 
error 

Interconnected Clinical Information Systems 

Remote Care Systems 

Networked Medical Devices 

Absence of audit log 

Networked Medical Devices 

Networking Equipment 

Interconnected Clinical Information Systems 

Remote Care System 

Identification Systems 

Mobile Client Devices 

Unauthorised access 
control (misuse of 
authority) 

Data 

Interconnected Clinical Information Systems 

Buildings 
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Non-compliance with 
security policies 

Data 

Networked Medical Devices 

Networking Equipment 

Interconnected Clinical Information Systems 

Remote Care System 

Identification Systems 

Mobile Client Devices 

Physician/ patient (user) 
error 

Data 

Mobile Client Devices 

Networked medical devices  

Supply chain failure 

Cloud provider failure 

Networked medical devices  

Interconnected clinical info systems 

Networking equipment 

Identification systems 

Data 

Mobile client devices 

Remote care system 

Network provider failure 

Networked medical devices  

Interconnected clinical info systems 

Networking equipment 

Identification systems 

Data 

Mobile client devices 

Remote care system 

Power supplier provider 

Networked medical devices  

Interconnected clinical info systems 

Networking equipment 

Identification systems 

Buildings and facilities 

Data 

Medical device 
manufacturer failure 

Networked medical devices 

Interconnected clinical info systems 

Natural Phenomena 

Fires 

Floods 

Earthquakes 

Networked medical devices  

Interconnected clinical info systems 

Networking equipment 
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Identification systems 

Buildings and facilities 

Data 

 

 

3.2.4 Likelihood and criticality 
The survey participants were asked to rate selected threat categories according to their likelihood of occurrence on 
a scale from 1 (low likelihood) to 5 (high likelihood). The results indicate that threats based on human errors and 
malicious actions are perceived to have a particularly high likelihood of occurrence. The likelihood of occurrence for 
threats based on natural phenomena is perceived as being considerably lower than the ones of the other categories. 
The full results  are depicted in Figure 7. 

 

Figure 7 Likelihood of occurrence of threats 

 

Additionally, the participants were asked to state which threats they consider to pose most risk to smart hospitals. 

The risk posed by malicious actions and human errors was rated critical by approximately three quarters of the 
respondents. The aggregation of the responses resulted in similar values for the two root causes of threats. With 
respect to malicious actions, among others, the relevance of threats from malware, social engineering, hacking, 
denial of service and device tampering was highlighted by respondents. Consequently, they are described in more 
detail within the scope of the presentation of selected attack scenarios in section 6. With respect to human errors, 
user errors, non-compliance with policies and procedures and loss of hardware, for instance, were perceived as 
posing considerable risk to smart hospitals. Loss of hardware and other equipment is often considered to be the 
consequence of theft. To shed further light on the circumstances of equipment theft, it was also selected as an attack 
scenario to be further investigated. 
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Malicious actions and human errors are followed in terms of perceived risk by system failures and third-party failures 
with some distance. Substantially more respondents underlined the relevance of system failures, though. To regard 
system failures in more detail, the relevance of software bugs and software misconfiguration was underlined. 

Natural phenomena were not perceived as posing considerable risk to smart hospitals by the participants. 

Figure 8 depicts what threat categories the respondents considered particularly critical for smart hospitals in the 
sense that they pose a high risk. Although human errors are perceived to have a higher likelihood of occurrence than 
malicious actions, malicious actions are considered particularly critical for smart hospitals by a larger group of 
respondents than human errors. A reason for this may be that malicious actions are perceived as having a higher 
impact on hospitals than human errors. 

  

Figure 8 Threats critical for smart hospitals 
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4 Attack Scenarios 

Five attack scenarios, which are considered particularly relevant for smart hospitals, are described in this section. 
The respondents were asked to name attack scenarios that they consider common for smart hospitals. Figure 9 
depicts the results. In principle, traditional hospitals may also be affected by each of the discussed attack scenarios. 
For smart hospitals, however, it may not only much more difficult to protect themselves from such attacks but also, 
should they become victims, the consequences may be much more severe. Protection becomes difficult because, 
with the high number of networked devices, many potential points of attack are emerging. The consequences 
become more severe because information systems and devices are more intensely connected within hospitals and 
across organisational boundaries. Apart from that, the dependence on ICT is generally higher. This section pays 
particular attention to the aspects that are characteristic of smart hospitals. 

 

Figure 9 Attack scenarios common for smart hospitals 

As the concrete examples given in relation to the scenarios show, in practice, the various types of attacks typically 
do not occur separately from each other. For instance, social engineering attacks are often conducted to better 
understand the target organisation, which may be a hospital, and to pave the way for follow-up attacks. Attacks that 
are conducted to better understand the target are also referred to as reconnaissance attacks. It is also possible, 
however, that social engineering attacks suffice to achieve the objectives of an attacker. Having a good 
understanding of the target may facilitate not only tampering with or theft of medical devices but also attacks based 
on the use of malware (e.g. ransomware). As a concrete example shows, even denial-of-service attacks may be 
combined with other types of attacks such as social engineering. 

The main stakeholders affected in the below described scenarios are the patients and the hospital staff; with this 
including both medical and non-medical staff. In some cases the manufacturers (i.e. of medical devices) are also 
affected as the equipment they produce is deemed vulnerable to cyber security attacks. 
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4.1 Social Engineering Attack on Hospital Staff 
Social engineers typically aim to gather information, commit fraud or get access to systems. Sometimes they conduct 
attacks to gain insights into a target organisation and to lay the foundation for follow-up attacks, for instance, by 
installing malware on a computer in the targeted organisation. 

ATTACK SCENARIO 1 

Type of attack Social engineering attack on hospital staff 

Description 

Social engineering is the human-side of hacking. Attacks can be divided into two categories: 
human-based social engineering, where sensitive information is gathered by person-to-
person interaction exploiting human characteristics such as trust, fear or helpfulness (e.g. 
pretexting, eavesdropping, shoulder surfing, tailgating, dumpster diving), and computer-
based social engineering, which is carried out with the help of computers (e.g. phishing, 
baiting). 

For a UW Medical hospital in Seattle, a social engineering attack ended with the access of 
hackers to medical records of 90,000 patients23. An employee had opened an e-mail 
attachment, which contained malware. The malware took control of the computer, which had 
patient data stored on it. It is not known if the infected e-mail used to attack UW Medical has 
a spoofed sender address. The likelihood that an e-mail is opened increases if the sender 
address seems familiar. 

Assets affected 

The assets primarily affected by social engineering attacks on hospital staff include: 

¶ Networked medical devices 

¶ Networking equipment 

¶ Identification components 
¶ Client devices 

¶ Clinical networked information systems 

¶ Enterprise information systems 

¶ Data Centre 
¶ Information 

¶ Staff 

¶ Buildings 

Through social engineering, an attacker may get access to hospital ICT assets including 
networked medical devices, identification components, client devices, clinical networked 
information systems and enterprise information systems. With respect to non-ICT assets, 
information and staff are affected. Information can be easily misused with access to ICT assets 
and social engineering would not be possible without the hospital staff playing its role. 

Criticality 

High ς The criticality is high because of the broad range of follow-up attacks that may be 
possible after a successful social engineering attack. The data breached at the hospital in 
Seattle, for instance, included sensitive information such as patient name, a medical record 
number, demographic data including addresses and phone numbers, dates of service, charge 
amounts for services received at the hospital, the social security number and the data of birth. 

Likelihood 
High ς Social engineering has become a pivot point for attacks in the healthcare context. 
tŜƻǇƭŜ ŀǊŜ ŎƻƴǎƛŘŜǊŜŘ ŀ ǇŀǊǘƛŎǳƭŀǊƭȅ ǿŜŀƪ ƭƛƴƪ ƛƴ ŀƴ ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ ǎŜŎǳǊƛǘȅ ŎƘŀƛƴΦ Hospital 
staff often lacks security awareness. 

Cascading effects Social engineering can lead to the compromise of sensitive information, as it happened in the 
case of the hospital in Seattle by means of a malware attack. Patient data and health records 

                                                             

23 Stu Sjouwerman: Social Engineering Causes Seattle Hospital 90K Databreach, https://blog.knowbe4.com/bid/356162/Social-Engineering-Causes-Seattle-
Hospital-90K-Databreach. 

https://blog.knowbe4.com/bid/356162/Social-Engineering-Causes-Seattle-Hospital-90K-Databreach
https://blog.knowbe4.com/bid/356162/Social-Engineering-Causes-Seattle-Hospital-90K-Databreach
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ATTACK SCENARIO 1 

as well as financial information may be the target. Because of the fact that information 
systems and devices are intensely connected in smart hospitals, a successful social 
engineering attack may jeopardize a big part of the infrastructure. 

Recovery time and efforts 

It is difficult to make a general statement about the recovery time and efforts after a social 
engineering attack. Time and efforts depend a lot on the activities of an attacker after a social 
engineering attack has been successful. Detecting and reacting to an attack quickly is 
important to keep recovery time and efforts manageable. It is not unlikely, however, that 
attacks are persistent and remain unnoticed for a long time. At the hospital in Seattle, IT staff 
discovered the incident on the day after the infected e-mail attachment was opened by the 
employee. The incident response team immediately took measures to prevent any further 
malicious activity. 

Good practices 

The key measures to be taken in connection with social engineering attacks on hospital staff 
include: 

¶ Trainings and awareness raising 

¶ Policies and procedures 

¶ Security organisation 

¶ Audits 

The most important way to protect against social engineering is staff training with frequent 
refreshers. Awareness for social engineering attacks in particular and information security in 
general is essential. Additionally, clear policies regarding, for instance, request verification, 
the use of social media and the reporting of suspicious people or situations may reduce the 
risk to become victim of a successful social engineering attack. Moreover, clear roles and 
responsibilities are important to avoid and quickly respond to social engineering attacks. 
Social engineering penetration tests may be a particularly effective way to create awareness 
for the threat. 

Challenges and gaps 
Anyone, even security professionals, can become victims of social engineering attacks. As long 
as there is a conscious interface between humans on the one side and systems and devices 
on the other side, social engineering will persist. 

Figure 10 illustrates the flow of a typical social engineering attack24. Gathering background information about the 
organisation to be attacked is important. The information does not only facilitate determining the best person to 
approach but also planning the engagement. Before information can be extracted, a certain level of intimacy needs 
to be built with the victim. 

                                                             

24 The illustration is based on previous work by Lailaek (https://lailaek.wordpress.com/2010/12/08/protecting-organizations-from-social-engineering-threats-
3/). 

https://lailaek.wordpress.com/2010/12/08/protecting-organizations-from-social-engineering-threats-3/
https://lailaek.wordpress.com/2010/12/08/protecting-organizations-from-social-engineering-threats-3/
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Figure 10 Social engineering attack on hospital staff 

 

 

  














































