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The United Nations Counter-Terrorism Implementation Task Force (CTITF) was
established by the Secretary-General in 2005 to ensure overall coordination and
coherence in the counter-terrorism efforts of the United Nations system. CTITF
is chaired by a senior United Nations official appointed by the Secretary-General
and consists of 30 United Nations system entities and INTERPOL.

The United Nations Global Counter-Terrorism Strategy, which brings together
into one coherent framework decades of United Nations counter-terrorism policy
and legal responses emanating from the General Assembly, the Security Council
and relevant United Nations specialized agencies, has been the focus of the work
of CTITF since its adoption by the General Assembly in September 2006 (General
Assembly resolution 60/288).

The Strategy sets out a plan of action for the international community based
on four pillars:

Measures to address the conditions conducive to the spread of terrorism;
Measures to prevent and combat terrorism;

Measures to build States’ capacity to prevent and combat terrorism and to
strengthen the role of the United Nations system in this regard;

Measures to ensure respect for human rights for all and the rule of law as
the fundamental basis of the fight against terrorism.

In accordance with the Strategy, which welcomes the institutionalization of
CTITF within the United Nations Secretariat, the Secretary-General in 2009 estab-
lished a CTITF Office within the Department of Political Affairs to provide support
for the work of CTITF. Via the CTITF Office, with the help of a number of thematic
initiatives and working groups, and under the policy guidance of Member States
through the General Assembly, CTITF aims to coordinate United Nations system-
wide support for the implementation of the Strategy and catalyse systemwide,
value-added initiatives to support Member State efforts to implement the Strat-
egy in all its aspects. CTITF also seek to foster constructive engagement between
the United Nations system, international and regional organizations, the private
sector, and civil society on the implementation of the Strategy.
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Countering the Use of the Internet for Terrorist Purposes




In the Global Counter-Terrorism Strategy, adopted by the General
Assembly in September 2006, Member States pledge to “coordinate
efforts at the international and regional level to counter terrorism
in all its forms and manifestations on the Internet”. The Strategy
also highlights the need to do so “with due regard to confidentiality,
respect for human rights and in compliance with other obligations
under international law”. United Nations Security Council Resolu-
tion 1624 (2005) calls upon states “to take measures that are neces-
sary and appropriate, and in accordance with their obligations under
international law, to prohibit by law incitement to commit terrorist
acts and to prevent such conduct”. And the report of the Secretary-
General of the United Nations ‘Uniting against terrorism: recom-
mendations for a global counterterrorism strategy’ of 27 April 2006,
argues that Resolution 1624 provides a basis for criminalizing such

acts committed through the Internet.

The Working Group on Countering the Use of the Internet for Ter-
rorist Purposes, which is one of the eight Working Groups of the
United Nations Counter-Terrorism Implementation Task Force
(CTITF) that aim to enhance coordination and coherence of the
United Nations counter-terrorism efforts, has sought to establish
what instruments (laws and conventions), programmes, resources, as
well as technical means are used to counter the use of the Internet for
terrorist purposes and identify areas where future engagement may

be necessary.

To assist Member States in identifying challenges and opportuni-
ties in countering the use of the Internet for terrorist purposes,
the CTITF Working Group undertook a three-stage project from
October 2009 to April 2011 researching and analyzing legal, tech-

nical, and counternarrative aspects. To this end, the Working



Group—working with senior research advisors—facilitated debate
within a multi-disciplinary expert group that included experts from
governments, regional organizations, academia, civil society, and the

private sector.

The recent project undertaken by CTITF Working Group served as
a follow-up to the group’s initial report released in February 2009,
which broadly addressed issues related to terrorist use of the Internet
for the purposes of fundraising, training, recruitment, secret com-
munication, data mining, propaganda and radicalization, as well
as cyber attacks. The earlier report concluded that terrorist use of
the Internet should be addressed via a multi-disciplinary approach
involving experts in counter-terrorism, technology, law, public pol-

icy, law enforcement and human rights.

To effectively take stock and assess the various legal approaches
employed in countering the use of the Internet for terrorist pur-
poses, the Working Group sent a questionnaire to experts from vari-
ous countries and institutions. Those approaches were the subject of
discussion during a conference hosted at the German Foreign Min-
istry (Auswirtiges Amt) in Berlin in January 2010. Chapter I of this
publication aims to provide an overview of the challenges related to
legal solutions and highlight different approaches developed at the
international, regional and national level. The unabridged version
of this report on legal aspects is available at www.un.org/terrorism/

internet.

The Working Group recognizes that the use of the Internet for ter-
rorist purposes can not be addressed nor resolved solely through
legal solutions alone: any effective approach must include a solid
understanding and appreciation of the technical aspects of ICT
(information and communications technology). In order to ensure
such a comprehensive approach, the Working Group held a second
workshop of international experts in Redmond, Washington (USA)
in February 2010 which was hosted by the Microsoft Corporation.
Chapter Two of this publication summarizes the findings of the
Working Group on the technical challenges and solutions available

for countering the use of the Internet for terrorist purposes.



The UN Global Counter-Terrorism Strategy includes a second refer-
ence to the role of the Internet in counter-terrorism. Specifically, it
describes Member States’ commitment to “use the Internet as a tool
for countering the spread of terrorism.” The third stage of the CTITF
Working Group project thus focused on ways to use the Internet in
countering the appeal of terrorism. To this end, the Working Group
organized a major conference in Riyadh, Saudi Arabia, in January
2011, which brought together around 150 policy makers, experts
and practitioners from the public sector, international organisations,
industry, academia and the media. Several States participated at
ministerial or ambassadorial level. Policy recommendations and the
conference summary are also available at www.un.org/terrorism/
internet. The Working Group is currently undertaking an in-depth
study on this topic which will be available in the latter half of 2011.

Background
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Special Rapporteur on Promotion and Protection of Human Rights
While Countering Terrorism

United Nations Educational, Scientific and Cultural Organization (UNESCO)
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Preventing as well as investigating terrorist use of the Internet
requires adequate legislation as well as effective technical solutions.
The challenges presented differ in important ways from those identi-
fied in the fight against more traditional terrorist activity. As a result
of the available network technology and the multitude of Internet-
based services, these challenges range from preventing the availabil-
ity of instructions on how to commit terrorist acts to monitoring the

use of encryption technology in terrorist communications.

There has been a wide range of legal responses to these phenomena.
Not only do the formulation of criminal legislation and procedural
instruments vary, but so too does the strategic approach. It is possible

to identify three key trends:

some countries apply existing cybercrime legislation to terrorist

use of the Internet;

some countries apply existing counter-terrorism legislation to

Internet-related acts; and,

some countries have enacted specific legislation on terrorist use

of the Internet.

While (¢) is certainly the most advanced approach, the domi-
nant solutions are currently (2) and (b), though many legal frame-
works addressing terrorism were developed during a time when the
threats relating to terrorist use of the Internet were not immediately

apparent.



Rapid developments in technology represent both a challenge and a
tool for global efforts to counter terrorism. While the vast number
of peaceful social causes and political organizers have benefited from
new technologies, evidence shows that terrorist groups do exploit
social media communities, including for recruitment, fundraising,

and propaganda.

As terrorist groups turn to technical tools to organize, plan, run,
finance and support their activities, their increasing reliance on
technology also makes them vulnerable to government scrutiny.
Governments are developing increasingly sophisticated techniques
to identify and track potential terrorists. Rapid advances in technol-
ogy also permit non-governmental organizations and researchers
to detect and monitor the online activities of suspected terrorists
in cyberspace. Thousands of suspected terrorist websites have been

catalogued by various entities around the world.

Technology alone is no panacea for combating terrorism, includ-
ing terrorist use of the Internet. Technical approaches should be
enshrined in appropriate legal frameworks, which — in turn — should
be part of a comprehensive public policy response that support and
clarify the role of technology in combating and countering terrorist

activity on the Internet.

There is a need for enhanced cooperation between the public and
private sectors; as most of the technical infrastructure upon which
terrorists are planning, financing and supporting their illegal activi-
ties is owned wholly or in part by private entities, there is a strong
need for leveraging existing expertise within the private sector and
for increased information-sharing among stakeholders. Most experts
agreed that greater progress could be made against terrorist use of
the Internet, and cyber-security issues in general, with closer coop-

eration between the public and private sectors.

There is an important role for technology not just in the identifi-
cation of and response to terrorist use of the Internet, but also in

countering the narratives of terrorist groups. The wide variety of



technological tools, such as social media networks and online video
and chat rooms, offers opportunities to engage with vulnerable com-
munities and potential sympathizers and dissuade them from pursu-

ing a path of violent extremism.
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The Internet has innumerable positive features, but also provides a
platform for illegal activities,” terrorism among them. In the 1990s,
the main concern was that terrorist organizations might launch net-
work-based attacks against critical infrastructure, such as transporta-
tion and energy supply (“cyber terrorism”).” This view of terrorist use
of the Internet began to change after the 2001 attacks in the United
States. Although the 9/11 attacks were not cyberattacks, the perpe-
trators used the Internet extensively in planning and financing the
operation and in communicating with the Al-Qaida leadership.** In
addition to these uses of the Internet by terrorists, the March 2009
Report of the CTITF Working Group on Countering the Use of
the Internet for Terrorist Purposes lists training, recruitment, data-

mining, propaganda and radicalization.

The measures discussed to address these issues are as diverse as the
terrorist activities themselves. As the Internet is based on technol-
ogy, the debate has tended to focus on technical countermeasures
such as the blocking of websites; but it goes beyond that. As under-
lined in the 2009 Report of the CTITF Working Group, there are
also legal aspects to consider. Apart from fundamental problems of
defining “terrorism” and “terrorist intent”, issues such as the protec-

tion of human rights, the legality of investigative instruments and

This chapter would not have been possible without the research, expert interviews,
and careful analysis by Dr. Marco Gercke, Director of the Cybercrime Research Institute in
Cologne, Germany. The Working Group is also grateful to the numerous experts from Mem-
ber States, international and regional organizations, non-governmental organizations, aca-
demia, and the private sector who have contributed to this chapter with providing their
insights and comments.



the applicability of criminal law provisions in counter-terrorist work,
are also relevant. This report considers some of these legal issues asso-

ciated with dealing with terrorist use of the Internet.

Strategies to fight cybercrime in general and terrorist use of the
Internet in particular currently attract a lot of attention. The reason
for this is not just that some of the methods are new and therefore
require intensive research, but also that the investigation of crimes
involving network technology—such as use of the Internet for ter-

rorist purposes—presents particular difhculties.

Some of these arise from the ability of offenders to use software
tools’—such as those designed to locate open ports or break pass-
word protection—while committing an offence.” In addition, an
offender who plans an attack can find detailed information on the
Internet that explains how to build a bomb.” Although information
like this was available before the Internet was developed, it was much
more difficult to access. Discussion on the correct legal response
ranges from a criminalization of the production, sale or even posses-
sion of tools primarily designed to commit sophisticated computer

attacks,'® to criminalizing the publication of critical information.

Another challenge is related to the identification of suspects.
Although users leave multiple traces while using Internet services,
offenders can hinder investigations in particular by disguising their
identity. Some countries address these challenges by implement-
ing legal restrictions'” (for example Italy, where public Internet
access providers are required to identify users before allowing them

access).

Finally, offenders can use automation to scale up their activities,
such as through hacking attacks.”* Up to 80 million hacking attacks
occur every day'” as a result of the availability of software tools'® that
can attack thousands of computer systems in hours.'” But it is not
only automation that causes difficulties in investigating and prevent-

ing such attacks. Offenders can use “botnets” to commit powerful



attacks—illustrated for example by the attack against computer sys-
tems in Estonia in April 2007.'% Analysis of the attacks suggests that
they were committed by thousands of computers within a “botnet”,

or group of compromised computers running programs under exter-

nal control.

While the 2009 Report of the CTITF Working Group identified
several possible terrorist activities involving the Internet,”’ a legal
response is relevant to four: Internet-related attacks, illegal content,

communication and financing of terrorism.

The popularity of the Internet has had a significant impact on the
development of societies worldwide.”” There is a global procession
of countries that are either becoming, or have already become infor-
mation societies.”” The transition process is in general characterized
by an emerging use of information technology to access and share
information.”* This process has increased the vulnerability of critical
infrastructure, as demonstrated by the Stuxnet Computer Worm,
discovered in 2010, which focuses on computer systems that control
critical infrastructure. Several computer-related attacks have been
detected in the last years that—based on the context—could be
characterized as politically motivated. The best known are attacks

against computer systems in Estonia (2007)° and Georgia (2008).

The legal response to Internet-related attacks is mainly linked to
criminalizing the relevant acts. Two different approaches exist: the
application of cybercrime provisions to terrorist-related acts, and the
implementation of specific legislation focusing on terrorist attacks
only. Regional legal frameworks?’, such as the 2002 Commonwealth
Model Law on Computer and Computer Related Crime,** the Euro-
pean Union Framework Decision on Attacks against Information

Systems and the Council of Europe Convention on Cybercrime



all contain provisions that can be used to prosecute offences such
as interference with computer systems. Some of the regional legal
frameworks extend criminalization to data interference®” and even to
the production of tools that may be used to commit such offences.
Such provisions not only criminalize non-terrorist-related acts but
are also applicable to terrorism. However, other countries and model
laws include specific legislation dealing with terrorist-related attacks
against computer systems. Examples are Section 66F of the Indian
Information Technology Act 2000, amended in 2008, and Section
4f of the Draft ITU Cybercrime Legislation Toolkit.

The discussion during the working group meeting highlighted that,
in general, applying existing legislation was a better option than
designing specific laws from scratch. An advantage of the more gen-
eral approach is that it is not necessary to prove the intent to commit

an act of terrorism in order to prosecute an offender.

An evaluation of the attacks in Estonia leads to several additional
conclusions related to procedural law. One aspect is the need for
effective instruments that enable competent authorities to collect
quickly the evidence required to determine the extent of the attack,
identify offenders and end ongoing attacks. Another potential issue
revealed by analysis of the response to the attack against Estonia is
the fact that procedural instruments were related to the specific com-
munication. An investigation into botnet attacks involving various
computer systems on both the offender’s side as well as the victim’s
side can lead to difliculties as it might not be possible to determine

two partners that define a specific communication.

While activities like recruitment, publication of propaganda mate-
rial or the collection of information about potential targets appear at
first sight to be substantively different, in all cases material is either
made available or obtained through impersonal as well as personal
communication. The working group emphasized the importance of
balancing preventing and investigating offences linked to terrorist

use of the Internet with the need to protect freedom of speech.



Legal approaches to criminalize the publication of propaganda

should not interfere with the right to freedom of expression.

There are different approaches to this issue and a basic distinction
between the application of non-Internet specific legislation to ter-
rorist-related material made available online and the development
of Internet-specific legislation. Furthermore, while some countries
focus on criminalizing the publication of material others focus
on the effect by criminalizing incitement. One example of a non-
Internet-specific approach is Article 10 of the Russian Federal Law
149-FZ of 27.07.2006 on Information, Information Technologies
and Protection of Information. It is again possible to distinguish
between Internet-specific and technology-neutral approaches. One
example of an Internet-specific approach is Article 5 of the Chinese
Computer Information Network and Internet Security, Protection

and Management Regulations.

The investigation of the 9/11 attacks found that the terrorists had
used e-mail to coordinate their attacks.”” As means of communi-
cation for terrorist organisations exist equally outside the Internet,
the use of communication systems does not seem to be an Internet-
specific topic. However the debate within the working group high-
lighted that certain Internet-specific challenges might require spe-
cific responses. The focus of the discussion in this context concerned
the variety of services available, traceability, interception of commu-

nications and encryption.

Following the attacks of 11 September 2001, tracing terrorists’ finan-
cial transactions became a key task.”” Here too the Internet plays a
role. Discussion during the expert workshop, however, highlighted
the uncertainty concerning the scope and extent of the use of the
Internet for terrorist ﬁnancing purposes, as many experts believe
that funds transfers for terrorist purposes continue to be made pre-

dominately in cash.



However, as terrorist organisations and their financiers seek ways to
disguise and conceal the source of terrorist financing, Internet pay-
ment systems will likely play a greater role as they offer a number of
advantages to terrorist financiers.*¢ For example, terrorist organiza-
tions can make use of electronic payment systems to enable online
donations.”” In addition, they can use websites to publish informa-
tion on how to make donations.** Such publication of information is
addressed, for example, by United Arabic Emirates Federal Law No
2 02006 on Prevention of Information Technology Crime. Instru-
ments to enable competent authorities to confiscate property of value
are contained, for example, in the Council of Europe Convention on
Laundering, Search, Seizure and Confiscation of the Proceeds from

Crime and the Financing of Terrorism.

States have adopted three different approaches when addressing the

specific challenges of terrorist use of the Internet:

There are three aspects in this context that need to be taken into

consideration.

Substantive criminal law provisions introduced to cover non-
terrorist-related acts such as data interference’® or system inter-
ference’' may apply to terrorist-related cases, but the range for
sentencing will differ from convictions under specific terrorism

legislation.

The deployment of cybercrime-specific investigation instru-
ments in cases of terrorist use of the Internet (such as the expe-
dited preservation of computer data’”) can be advantageous as

most countries do not limit the application of sophisticated



investigation instruments to traditional cybercrime offences

but include any offence involving computer data.

Regional instruments developed to address the challenge of
cybercrime, but not specifically terrorist use of the Internet,
often contain exemptions for international cooperation. One
example is Art. 27, paragraph 4 (a), of the Council of Europe

Convention on Cybercrime.

One example of a traditional instrument is the Council of Europe
Convention on the Prevention of Terrorism from 2005.% The Con-
vention defines several offences such as public provocation to com-
mit a terrorist offence” and recruitment for terrorism“® but does
not, for example, contain provisions criminalizing terrorist-related

attacks against computer systems.

One example is Section 4f of the ITU Cybercrime Legislation
Toolkit. The International Telecommunication Union (ITU) is the
United Nations organization that has most responsibility for practi-
cal aspects of cybersecurity.”” The aim* of the Toolkit, presented in
draft in 2009 and revised in 2010, is to give countries sample lan-
guage and reference material for the development of national cyber-
crime legislation, so as to assist, according to the Toolkit’s developers,
the “establishment of harmonized cybercrime laws and procedural
rules”.”” It aims to be a fundamental resource for legislators, policy
experts and industry representatives in order to provide them with
a pattern for the development of consistent cybercrime legislation.
In addition to traditional approaches, the Toolkit contains several

specific terrorist-related offences.



Discussions within the working group and the expert workshop
highlighted the importance of well-balanced legal approaches that
take into consideration the most efficient way of criminalizing cer-
tain conduct or providing the competent authorities with tools to
carry out investigations or prevent activity while at the same time
protecting fundamental rights. This is especially relevant with regard
to procedural instruments. One example is Sec. 53 of the United
Kingdom’s Regulation of Investigatory Powers Act 2000,”" which
addresses the increasing use of encryption technology by obliging the
suspect of a crime to support the work of law enforcement agencies
by disclosing the key. While this appears to be a legal solution to the
challenge, there are concerns that the obligation is in conflict with

the fundamental protection of a suspect against self-incrimination.

Also, while it is theoretically broadly possible to criminalize propa-
ganda material, the debate about the criminalization of xenophobic
material highlights the potential difficulties of a broader application.
One of the main difhculties related to provisions criminalizing xeno-
phobic material is to keep a balance between ensuring freedom of
speech” on the one hand and preventing the violation of the rights
of individuals or groups on the other. The difficulties over the negoti-
ation of the Council of Europe Convention on Cybercrime** and the
need for and subsequent status of the signatures/ratifications of the
Additional Protocol*> demonstrate that the need to protect freedom
of expression would hinder a number of countries from undertaking

such an approach.

While further research would enable an evaluation of the efficiency
of the varying approaches to the problem, these conclusions and rec-

ommendations are limited to the issues discussed above.

Addressing terrorist use of the Internet presents challenges that

develop in line with the technology. The problem is not static and



legal measures will generally follow technical developments rather
than foresee them. The working group recommends careful analy-
sis of current challenges and future trends to ensure that any legal
response to terrorist use of the Internet remains effective. In this
respect, given the nature of the Internet, global initiatives are likely

to have most impact .

Unlike computer and network technology, which is to a large degree
globally harmonized already enabling users around the world to
access the same services over the Internet,”® cybercrime legislation
and other specific legal responses to terrorist use of the Internet lack
a common approach.”” The issue of harmonization of legislation is
highly relevant as a large number of countries base their mutual legal
assistance regimes on the principle of “dual criminality”.** The trans-
national dimension of terrorism highlights difficulties in coopera-
tion—especially with regard to illegal content. Member States may
therefore wish to consider implementing existing regional instru-
ments (such as the Commonwealth Model Law on Cybercrime and
the Council of Europe Convention on Cybercrime) as well as rel-
evant international initiatives such as the United Nations Conven-

tion against Transnational Organized Crime.

The use of traditional cybercrime legislation as well as non-Inter-
net-specific anti-terrorism legislation to address terrorist use of
the Internet gives rise to several potential problems. In addition to
implementing legislation on cybercrime and traditional forms of ter-
rorism, States may wish to consider—if gaps are discovered—devel-
oping specific legislation to address terrorist use of the Internet while
avoiding criminalizing conduct that is not criminalised outside the
Internet. States may wish to pay special attention to seeking a har-

monized approach in order to facilitate international cooperation.

As investigations today benefit from more sophisticated technology,
legal safeguards become more important. The need for well-balanced
legal approaches that take into consideration the most efficient way
of criminalizing certain conduct or providing the competent authori-
ties with the tools to carry out investigations while protecting fun-

damental rights is self-evident. Thus, States may wish to take into



consideration the importance of a measured approach with regard to
technical solutions, procedural instruments as well as criminal law

provisions.

Technical solutions for the removal and prevention of terrorist post-
ings on the Internet, whether incitement or instruction, must also
benefit from adequate legal provisions. These are unlikely to exist
without international agreements on definitions and on mutual assis-
tance. In the absence of such agreements, and given the ability of ter-
rorist groups to ensure the resilience of their Internet presence, infor-
mal agreements between States and between national authorities and
Internet service providers in the private sector are likely to have more

effect in the short to medium term than any legal provisions.

This report is informed by the discussions and outcomes of a workshop on “Countering
Terrorist Use of the Internet” with a focus on legal issues, organized in Berlin, Germany
(January 2010) by the CTITF Working Group on Countering the Use of the Internet for Ter-
rorist Purposes. The workshop was co-organized and supported by the German Federal
Foreign Office.
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While it would be wrong to make broad generalizations about the
technical skills of terrorists, there is evidence to suggest that many
terrorists in organizations such as Al-Qaida, are well-educated and
trained in the use of computer systems. Participants noted that ter-
rorist websites were increasing in technical sophistication, moving
well-beyond basic HTML, to include widespread use of other script-
ing languages and web applications such as PHP, ASP and JSP.

There is now little difference between the technical sophistication of
Middle Eastern terrorist websites and those of the U.S. Government,
except that terrorist websites take greater advantage of multimedia

techniques, including embedded audio and video files.

The rapid development of new technologies and their adaptation by
terrorists pose significant public policy and legal challenges for law
enforcement. International law and public policy remain far behind
the pace of technological development. As prior CTITF efforts
have specifically addressed issues of law and policy, this report will
focus on the technologies themselves and how terrorists are exploit-
ing them to their advantage. Of course technology itself is neither
good nor evil: it can be used for both positive and negative objec-

tives; therefore, when applicable, this report also aims to address

This chapter would not have been possible without the research, expert interviews,
and careful analysis by Marc Goodman, Director of the Future Crimes Institute in San Fran-
cisco, USA. The Working Group is also grateful to the numerous experts from Member States,
international and regional organizations, non-governmental organizations, academia, and
the private sector who have contributed to this report with providing their insights and com-
ments.



the counter-measures that governments, the private sector, and civil
society/academia can take against the use of Internet technology by

terrorist organizations.

Evidence suggests that a number of terrorist organizations fund
their activities by engaging in traditional forms of online criminal-
ity, such as credit card fraud and intellectual property theft. In June
2007, three British residents, Tariq al-Daour, Waseem Mughal, and
Younes Tsouli, were charged with using the Internet to incite murder.
Evidence presented showed that the men had used stolen credit card
information to purchase goods such as night vision goggles, global
positioning devices, airplane tickets and prepaid mobile phone cards
to provide direct tactical support for terrorist operations. The trio
reportedly made fraudulent charges totaling more than 3.5 million
U.S. dollars and was in possession of a database containing nearly
40,000 stolen credit card accounts.” In another case, Bali Bomber
Imam Samudra funded his attack in which more than 200 people
were murdered with an estimated $150,000 US, which he obtained
by hacking into Western bank accounts and credit lines.” Moreo-
ver, Samudra wrote a book while in jail in which he shared his hack-
ing and “carding” techniques with his disciples, encouraging them

to take their “holy war” to cyberspace by committing credit card

fraud.

Participants noted the existence of the vast, organized, cybercrime
underground—one which was willing to sell its services to the high-
est bidder, regardless of ideology or agenda. Thus there was nearly
unanimous concern rcgarding terrorist organizations lcvcraging the
technical talents of existing organized cyber criminals. Organized
cybercrime groups, particularly those in Eastern Europe and parts
of Asia, widely advertised sophisticated cyber attacks tools, such as
“botnets” for rent or sale on the Internet, (see section 5.9 for fur-

ther detail on botnets). While this remained a concern, there was



no publicly available evidence presented to prove that terrorists had
already hired hackers from organized crime groups or that they had
rented a massive botnet army to conduct an advanced technical
attack against a target of interest. That said, there was a high degree
of agreement among participants that the offensive cybercrime tools
developed by organized crime would make a powerful addition to
the arsenal of terrorist tools and it was merely a matter of time before

terrorists took advantage of these capabilities.

The globally distributed net-
work has created new opportunities for terrorists to research a poten-
tial target. For example, it is often possible to find for free on the
Internet detailed building schematics, photographs and even satellite
imagery. In 2006 an organization linked to Al-Qaida reportedly pro-
duced a 26-page manual providing detailed instructions on how best
to exploit the Google search engine.” According to media reports,
duringa 2007 operation in Basra, Iraq, British Army officials discov-
ered numerous Google Earth printouts which showed in great detail
buildings inside the British base in Basra, with tented accommoda-
tions, lavatory blocks and light armored vehicles clearly marked.
Based upon further evidence uncovered, British officials deduced the
information was being used to plan an attack on their base. In other
cases, such as the 2007 planned attempt by terrorists to blow up fuel
tanks at New York’s John F. Kennedy International Airport, court
records indicate that terrorists utilized Google Earth as a means of
obtaining detailed aerial photographs of their intended target.'" Fur-
thermore, evidence from the 2009 attacks in Mumbai, India indi-
cated that terrorists used a wide variety of open source Internet tools,
including Google Earth and Maps to plan their assault on the city.
Terrorists can also mine a variety of other sources, such as social

networking sites, to uncover the names and addresses of individuals



afhiliated with a target, such as hotel or embassy staff, as well as data

on their family connections and their networks.

The emergence of the Internet has allowed both
the public and private sector to put vast amounts of information
online. While doing so has provided significant cost savings, it has
also created significant opportunities for terrorists and others to con-
duct data mining operations, searching out with precision, the exact
details needed to conduct or facilitate a terrorist attack. In a January
2003 report, the United States Secretary of Defense warned his per-
sonnel that at least 700 gigabytes of Defense Department data was
publicly available on government websites and that one needed to
assume that this data was being accessed by terrorists to gain insight
into the department’s plans, programs and activities.'* Moreover, an
Al Qaida training manual uncovered in Afghanistan advised ter-
rorists that by “using public sources openly and without resorting
to illegal means, it is possible to gather at least 80 percent of infor-
mation about the enemy.”’* In addition, incidents such as the 2011
“Wikileaks” disclosures, which unveiled more than 250,000 diplo-
matic cables, provide government assessments on the state of terror-
ist organizations, their plans and intentions, and therefore reveal the

extent of their knowledge.

Some counterterrorism experts have
referred to the Internet as a “terrorist university,” a place where ter-
rorists can learn new techniques and skills to make them more effec-
tive in their attack methodologies. Widely available online are docu-
ments such as the “Mujahideen Poisons Handbook” that contains
various “recipes” for homemade poisons and poisonous gases.'® Simi-
lar information on hostage taking, bomb making and guerilla tactics
is also available in a wide variety of other sources such as the “Anar-
chist Cookbook” and the “Sabotage Handbook.”” The 600 page
“Encyclopedia of Jihad” is also widely available online and includes
chapters such as ““how to kill,” “explosive devices,” “manufactur-
ing detonators” and “assassination with mines.” On-line magazines,
such as Inspire, and many terrorist websites also provide training

and ideas for terrorist attacks, and the development and widespread



availability of the Internet has made it possible to create readily

accessible “virtual training camps”.

All participants recog-
nized the dual positive and negative effects of Internet technologies.
For example, high quality 3-D maps might be of value to terrorists,
but they had infinitely greater positive applications. In addition, par-
ticipants noted that terrorists were not merely consumers of digital
content, but were increasingly becoming content producers as well.
Numerous governments, security services and NGOs frequently
accessed the data disseminated on terrorist websites and leveraged it

for intelligence and law enforcement purposes.

In 1993, during the early days of the Internet, cartoonist Peter Steiner
famously drew a cartoon for the New Yorker magazine of two dogs
sitting in front of a computer screen. One dog, touting the advan-
tages of the new medium, happily told the other “On the Internet,
nobody knows you're a dog.”'® The cartoon demonstrates one of the
primary advantages and disadvantages of Internet communication:
anonymity. The anonymous nature of the Internet has been a boon
for people all over the world seeking or posting political, religious, or
even medical information and many view anonymity on the Internet
as promoting freedom of speech and human rights. Conversely, both
criminals and terrorists have used the anonymity of the net to their

full advantage, often with impunity.

Today’s online identity challenges stem from the fact that when the
original Internet architecture was conceived and constructed, no rig-
orous means of identification was engineered into the network itself.
However, the Internet does provide for a means of numeric identifi-
cation via an Internet protocol address, a unique identifier which is
transmitted with every step taken on the Internet and which allows
the Internet to route traffic to the appropriate destination.'® Just
as each telephone has a unique numeric identifier, so too does each

Internet connection. Thus for example, an Internet protocol address



is routinely attached to an email to show the source network and user
from whom the email is sent. By visiting sites such as www.whois.
com, it is possible to do a “whois lookup” and determine for example
that the Internet protocol address 157.150.34.32 is registered to the
United Nations.

From an investigative perspective, it is of course useful to know the
Internet protocol address of an email sent, as it can potentially lead
to the real-world location of a criminal or terrorist. Unfortunately,
knowing that an email may have originated from any particular
domain does not tell investigators who may have sent that email.
Further information would be required, such as the network logs
showing the individual who was logged into a particular computer
at the time. Due to the high storage costs involved, these logs are
only kept for a limited period and in some case, are not kept at all.
Without the specific computer logs, counter-terrorism investigators
might be able to determine that a message was sent from a particular
computer host in a particular country, but would not be much fur-

ther along in identifying the individual concerned.

Many terrorists are well aware of the Internet protocol addressing
system and take steps to ensure their location data is not transmitted
as part of their online activities. Simple solutions are to send emails
from anonymous cyber-cafes, unsecured wireless access points, or
through previously hacked or compromised computers belonging to
third parties. Often criminals and terrorists will purposefully route
their Internet trafhic through multiple countries and jurisdictions,

making their communications nearly impossible to trace.

Many more sophisticated methods exist to remain anonymous online,
including through the increasing number of cost free anonymization
services such as the I2P Network and the Tor Project, each of which
uses a variety of peer-to-peer and encryption technologies to hide
Internet protocol addresses.”” These anonymization services utilize
a proxy server computer that acts as an intermediary and a privacy
shield between the client computer and the rest of the Internet.”' In
effect, the proxy acts on the original user’s behalf to protect any per-

sonal information from being shared with destination points on the



Internet beyond the proxy, and as such, users are able to “spoof” or
alter their IP address. These proxy services have increased in sophisti-
cation in recent years and now often utilize a peer-to-peer networking
approach to prevent the user’s identity from remaining in any single

central third-party site that could disclose a user’s identity.

Participants additionally identified two emerging technologies as
potential targets for terrorist abuse: the growing use of mobile com-
puting technologies and the rapid spread of “cloud computing.”

More and more mobile phones are providing access to the Internet
and the wide availability of non-registered SIM cards in many coun-
tries allows users to make phone calls, send text messages and surf
the Internet without any form of identification required. In addi-
tion, the wide availability of “bullet-proof” hosted cloud computing
resources means that terrorists are able to host their propaganda and
digital content online with little fear of identification or reprisal.
Bullet-proof domain hosting companies are “legitimate businesses”
that primarily sell their services to illegitimate organizations. They
primarily locate their businesses in jurisdictions with little interna-
tional law enforcement cooperation and routinely and deliberately
ignore any international legal requests for information about their
clients. Bullet-proof hosts allow their customers great flexibility in
the material hosted, whether spamming or pornography, and as such
they have become the preferred option for international organized
crime groups. Participants assessed terrorists would increasingly avail
themselves of bullet-proof hosting services as a means of protecting

their identities and ensuring the distribution of their online content.

Anonymity in cyberspace makes it vastly more difficult to attribute
criminal or terrorist activities to any one group or individual. The
lack of attribution techniques was viewed as one of the major obsta-
cles in effectively responding to terrorist use of the Internet. Without
attribution, it was impossible to determine if a particular cyber attack
or intrusion was the work of a lone teenage hacker testing his skills,
an international organized crime group seeking to commit a major
financial fraud, a terrorist entity launching a denial of service attack

against a vital critical infrastructure or a nation-state engaging in



cyber-warfare. In this regard, participants agreed that more trustwor-
thy forms of identity in cyberspace would be required in order to have
any deterrent effect on terrorist use of the Internet. Several proposals
for more robust identity systems were put forward, but participants
noted the need to balance carefully requirements for identification in

cyberspace with relevant human rights and data privacy concerns.

Countermeasures and opportunities: Participants noted a variety
of policy and legal measures that could enhance the ability of com-
petent authorities to respond to the challenges posed by terrorist
anonymity on the Internet. These varied from some jurisdictions
requiring identification from those using a cyber café or purchasing
a SIM card, though it was noted that determined terrorists could
readily obtain false identification documents. Another was to imple-
ment mandatory requirements for data retention, such as the March
2006 European Union directive 2006/24/EC which requires that
EU communications providers retain certain data necessary to iden-
tify and trace the source of a particular electronic communication.

From a technical perspective, several tools were discussed, such as
those developed by the Dark Web Terrorism Research project which
allowed investigators to use artificial intelligence and language
analysis techniques to improve identification of terrorists in online

forums.

Terrorists additionally use widely available technical tools, such as
data encryption, to obscure and protect their activities.”” For exam-
ple, Ramzi Yousef, convicted for his involvement in the first World
Trade Center Bombing in 1993, used encryption to hide details of
a plot to destroy U.S. airliners. Police discovered the encrypted files
on a computer in his Manila apartment in 1995.7° Another terrorist,
Wadih EI Hage, who was indicted for the 1998 bombings of two
United States embassies in East Africa sent encrypted e-mails to
associates in Al-Qaida according to court papers. In the Yousef case,
it took law enforcement authorities more than a year to break the

encryption algorithm used by the terrorist.”” Since the early 1990,



the availability of encryption has become much more widespread
and its use far easier, removing the barrier to entry for less techni-
cally sophisticated terrorists. Online email services, such as Hush-
mail, seamlessly permit users to utilize encryption services in an easy

to use webmail interface.

More recently, terrorist encryption techniques have become decid-
edly more technically complex and sophisticated. Encryption key
lengths have increased since the days of Ramsey Yousef and 256 bit
encryption keys are now widely available as part of the Advanced
Encryption Standard (AES). The longer the encryption key, the
longer it would take competent authorities to “brute-force” the
decryption of any encoded terrorist message. For example, using a
computer capable of guessing 10' potential keys per second, it would
still take a super-computer 3x10°' years to find the key necessary to
read the message. To put the amount of time and computing power
required into perspective, 3x10° years is longer than the age of our

solar system.

Terrorists can also use other data encryption techniques to keep their
communications secret, such as multiple encryptions of the same
files. Much like a Matryoshka doll, an encrypted file can be contained
within an encrypted file, hidden within another encrypted file, mak-
ing decryption all but impossible. Former British Airways employee
Rajib Karim who allegedly exchanged electronic messages with an
Al-Qaida cleric in Yemen in 2010 utilized such a technique.”” Karim
plead guilty in November 2010 to a variety of terrorist charges and
was reported to have used multiple encryption techniques to pro-
tect 320 gigabytes of data files, including the use of complex ciphers,

nested-encryption and data-obfuscation.

Evidence has shown that terrorist organizations are somewhat dis-
trustful of commercially available encryption technologies. To this
end, many encryption programs have been made available as “open
source” downloads, allowing terrorists to check the software for
hidden backdoors that might assist law enforcement authorities
to identify them.*® In addition, some terrorist groups have started

to compile their own encryption products and advertise them as



programmes for secure communications through networks with the

highest technical level of encoding.”

Several terrorist groups, including Al-Qaida have been reported to
be utilizing steganography techniques®” to provide a degree of com-
munications security to their operational activities.** Steganography,
derived from the Greek for “hidden-writing”, allows an electronic
message to be hidden inside another type of computer file. For exam-
ple, a word document containing the planning details of an immi-
nent attack could be hidden in a digital photograph of the Eiffel
Tower or the latest Star Wars movie file, the presence of which would
likely be highly undetectable by authorities. The advantage of steg-
anography over encryption is that law enforcement authorities read-
ily recognize encrypted files and are willing to dedicate resources to
attempt decryption, while with steganography, police are unlikely
even to realize that a hidden file exists.”* Commonly available steg-
anography programs include Hiding Glyph, Vecna, TrueCrypt, F5,
mp3stego and Steganos Privacy Suite. Law enforcement officials are
attempting to improve their skills in Steganalysis, the craft of uncov-
ering and revealing the use of steganography, but so far there is no
consistently available tool for detecting the use of steganography in

a computer file.

Another online technique terrorists can utilize to their advantage
is the growing number of places to hide on the Internet. In other
words, the sheer volume of data being produced every day is so large,
with so many new programs, websites, chat program and micro-
blogging sites emerging, that it has become increasingly easy merely
to hide within the noise. Recently, a senior executive of Google Inc.
noted that humanity created more data every two days in 2010 than
it had from the dawn of time through 2003.*> Much of this data
is coming from user-generated content sites such as YouTube, Twit-
ter, Facebook, Flickr and the like. As the number of gaming sites,
auction sites, virtual worlds, instant messaging services, VoIP (Voice
over IP) services and micro-blogging services continue to expand,
terrorists will have more places to hide and law enforcement officials
will have vastly expanded areas in which to look for signs of terrorist

activity online.



Countermeasures and opportunities: While certain technological
developments could in theory help break computer encryption more
rapidly, the time required to brute-force attack a lengthy encryption
cipher would still be in the billions of years. As such, competent
authorities needed to explore other techniques for obtaining a terror-
ist’s pass-phrase, whether compelling disclosure in a legal proceed-
ing, or using innovative investigative techniques and social engineer-
ing to determine the cipher key. Overall, the techniques available to
law enforcement are limited in their effectiveness and thus, for the
foreseeable future, terrorists will continue to benefit from data hid-

ing techniques such as encryption and steganography.

Terrorists have become adept and leveraging the Internet as a tool for
propaganda, radicalization, recruitment and psychological warfare.
The ability of terrorists to spread their propaganda via technological
tools is nothing new and prior to the widespread use of the Inter-
net many terrorist organizations produced CDs, DVDs and other
media to get their message out. Some, such as Hezbollah, began pro-
ducing video games long ago, including the 2003 program “Special
Force” which encouraged players to assassinate the then Israeli Prime
Minister Ariel Sharon. The game reportedly sold more than 10,000
copies throughout the Middle East and Europe and was available in
English, French, Arabic and Farsi. A member of the game’s design
team noted that the game was created to spread the organization’s

values and ideas.

Since then, numerous terrorist organizations have taken their mes-
sage to cyberspace. By the late 1990s, Al-Qaida already had launched
its first website.”” According to one noted cyber terrorism expert, the
number of terrorist websites grew in the ensuing decade from fewer
than 100 to nearly 5,000.** While exact statistics are not available,
the University of Arizona’s Dark Web project has reported collecting
data from more than 10,000 unique terrorist or terrorist-afhiliated

websites”® and all major groups have established them including



Aum Shinrikyo, Ansar al Islam, the Japanese Red Army, the Popular
Front for the Liberation of Palestine, the al Aqsa Martyrs Brigades,
Hezbollah, Hizb-ul Mujehideen in Kashmir, the Liberation Tigers
of Tamil Eelam, the Irish Republican Army, the Shining Path (Send-
ero Luminoso), the Basque ETA Movement and FARC (the Armed

Revolutionary Forces of Colombia).

Terrorists continue to improve the quantity, quality and sophisti-
cation of their Internet propaganda and recruitment efforts. One
report noted that in 2002, the Al-Qaida media arm As-Sahab had
issued only six audio or video web messages. By 2007, the number
had increased to nearly 100 multimedia files.”" Increasingly vio-
lent and explicit videos of suicide bombings and other attacks were

posted online, having a noted propaganda effect.

Often terrorist websites enable chat or commenting technologies
which allow individual visitors to post information, pose questions,
or suggest topics for discussion. While many of these sites are open to
the general public, others require passwords or introductions by other
members in order to be admitted. The vetting process can continue
and as users rise in the ranks or show particular aptitude or com-
mitment, they can access increasingly restricted portions of the site.
Often communication is moved from the web forum to other com-
munications channels, such as IRC (Internet Relay Chat) forums,
VoIP/mobile phone conversations or in-person meetings. Of course
the webmasters of these sites can lurk in the background, monitoring
all the activity of those accessing their sites and thus can flag particu-
lar individuals, often young and idealistic, for recruitment or other

operational activity in support of the terrorist cause.
Countermeasures and opportunities:

While the growing web presence of terrorist organizations
poses a variety of public safety and security challenges, it also
creates opportunities for competent authorities to gain insights
into their activities. However, participants were divided on the
best approach to take in response to violent or criminal con-

tent posted by terrorists in cyberspace. Some countries and



jurisdictions are adamant that the content should be taken
down and access blocked, but while blocking access to content
within one’s own jurisdiction may be feasible and legal, doing

so internationally is more complicated.

Whether through legal processes served on the web host-
ing company or via other technical means, some participants
argued for an active means of blocking public access to terror-
ist websites. One of the available technical tools for doing so
is by establishing a national firewall system,*” But although
a national firewall and content filter could in theory prevent
access to a wide variety of offensive content ranging from
child pornography to explicit beheading videos, the distrib-
uted nature of the Internet makes this approach imperfect and
raises a number of privacy and human rights concerns. Also the
material could be posted on multiple sites around the world,
cach with a slightly different name, making content blocking
a challenge, or it could be moved onto closed or password-
protected forums. Moreover, by using any number of widely
available proxy-servers and anonymizers, it is often possible to

bypass national content filtering systems.

In addition, the growing availability of “fastflux” (for fast
fluctuation) hosting techniques makes it nearly impossible for
national authorities to block access to terrorist or other mali-
cious content with complcte assurance.”” Fast flux is a tech-
nique which continuously moves the location of a website,
email or domain name system server from computer to com-
puter in an effort to hide its activity and make detection more
difficult. In such cases, any “black list” of offensive sites would
be rendered useless. Even more advanced website hiding tech-
niques, such as “double-flux” allow the domain name servers
(DNS) which resolve web host names to be moved rapidly from
server to server, so although the website visitor is able to view
the desired content, intermediary proxies prevent visitors from
knowing the actual web server hosting the content. To com-
plicate matters further, it is also possible to encrypt the various

systems in use as a means of further frustrating investigators



and authorities attempting to block or limit access to these
sites. From 2009-2010, the Internet Corporation for Assigned
Names and Numbers (ICANN) studied the problem of fast-
flux technologies, noting their ability to assist criminals and

terrorists in cyberspace.

Given the significant impediments to blocking terrorist con-
tent in cyberspace, some participants raised the possibility of
utilizing even more active measures, such as the launching of
distributed denial of service (DDOS) attacks against terrorist
websites.”> Doing so, however, has many challenges. First, the
legality of such an approach under international law is highly
suspect. Second, given the lack of robust attribution tools, it
is quite possible that any DDOS attack might be misdirected
at an innocent party. For example, hundreds of companies or
organizations can be hosted on any particular web server, thus
legitimate businesses, NGOs and medical providers could share
asame server with a terrorist organization and so suffer from an
attack directed against it. In addition, terrorists and criminals
often use hacked and compromised websites of third parties to
host their content. Doing so has many benefits, including frus-
trating attempts at attribution and avoiding the actual costs of
web hosting, which can be high given the volume of multime-
dia content on terrorist websites. The experiences of one com-
pany in California are typical: the firm had no idea it was host-
ing video content of an Al-Qaida beheading until its hosting

costs sky-rocketed due to frequent downloads of the video.

Given the aforementioned difhiculties in blocking terrorist con-
tent in cyberspace, many participants preferred to monitor the
online activities of terrorists and exploit them for intelligence
and law enforcement purposes. Some participants also noted
that allowing terrorist websites to remain operational provided
anopportunity to influence the discussion in online forums,and

use them as avenues fOI‘ COU.IlteI‘iI‘lg terrorist narratives.

A number of projects had been undertaken in this field and
several were presented at the CTITF Expert Workshop. For



example, in 2009, Interpol launched a new unit known as
“Monitoring Assessment and Partners” (MAP) whose goal
was to monitor terrorist websites and disseminate any valu-
able information uncovered to national police forces around
the world. Certain governments had also initiated their own
specialized efforts, including the Federal Republic of Germany
which had established its “Joint Internet Centre” (Gemeinsames
Internetzentrum—GIZ), a multi-agency effort to gather infor-
mation on terrorist activities in cyberspace. In addition, in May
2007, the European Union’s European Police Office (Europol)
established a secure online portal known as “Check the Web”
which allows police officials to share data uncovered online on
individual terrorists and terrorist organizations.”” The secure
site is available to police services in all 27 EU member states and
includes links to monitored websites, as well as to a database of
police officials with expertise in examining these sites, including

their language capabilities and technical expertise.

Social networkingsites, such as Facebook, YouTube, Myspace, Bebo,
Hi5, Habbo, Orkut, Badoo, QZone, Renren and Twitter are expe-
riencing massive increases in membership worldwide.”” Facebook
alone has over 500,000,000 members.*° Social networking services
such as these are used by all age groups, but younger people tend to
use them at a much higher rate.”’ Research indicates that social net-
working sites, leveraged by tech-savvy terrorist organizations, have
a particular appeal among this demographic, and groups associated
with Al-Qaida have made clear their intention to use social net-
working to spread their message.”” By some estimates, nearly 90 per
cent of online terrorist activity takes place using some form of social
networking tools, whether independent bulletin boards, Paltalk or
Yahoo Groups.

A U.S. Department of Homeland Security report from late 2010
uncovered numerous cases of suspected terrorists sharing opera-

tional data in multiple languages on social networking sites, such as



methods for building improvised explosive devices (IEDs).>> Social
networking services have all the features of standard websites, and
more, allowing terrorists to use them for propaganda, training,
recruitment, fund raising, secret communication, data mining and
radicalization. Some terrorist groups, however, remain suspicious
of social networking sites such as Facebook, and have specifically
warned fellow extremists to avoid organizing on the site for fear of

detection.

In a prescient October 2008 report, one country’s military intelli-
gence officials noted the possibility for terrorists to exploit micro-
blogging sites such as Twitter, to aid them in conducting real-time
terrorist operations.”® Just one month later a group of terrorists
attacked numerous locations in Mumbai, India, and used all the
advanced information technologies available to them in an attempt
to gain an operational advantage over police, the military and their
victims. As well as using Google Earth satellite imagery and handheld
GPS devices to plan and perpetrate their attack,’” reports indicate
that they received live updates from their handlers on their Black-
berry mobile phones with regard to the location of hostages, espe-
cially foreigners.”* The Mumbai attacks were also noteworthy for the
vast use of social media by the public to document the event. Almost
immediately thousands of Twitter “Tweets” began to describe what
was happening; photos of the incident were posted on Flickr; a live
map of affected areas was generated on Google Maps, and a Wikipe-
dia page dedicated to the attack was published and updated in near
real time. The level of tactical detail, including photographs and
location data, provided instantaneously by members of the public
could have greatly assisted the attackers. Concerned about that pos-
sibility, a Tweet was posted: “Indian government asks for live Twitter
updates from Mumbai to cease immediately. ALL LIVE UPDATES
—PLEASE STOP TWEETING.”

Social networking services can provide significant intelligence to
terrorists in cyberspace. Users freely share vast amounts of personal
information in social networking spaces making it easy to find many

targets of interest, such as the names of diplomats working at an



embassy, as well as their pictures and those of their spouses and chil-
dren. In response, numerous governments, especially military offi-
cials, have issued warnings to their personnel to be circumspect con-

cerning data they reveal on Facebook, Twitter, and other networks.

Countermeasures and opportunities: Just as social networks provide
rich target data to potential terrorists, so too can they yield numer-
ous leads for law enforcement and security officials. Terrorists who
participate in social media sites subject themselves to potential social
network analysis techniques in which an entire network of friends,
family and contacts can be mapped out by officials for identifica-
tion,*” providing a powerful tool in the fight against terrorism, espe-
cially when used in combination with large data sets of terrorist
Internet activity such as Europol’s “Check the Web” project or the
University of Arizona’s “Dark Web” program. Moreover, govern-
ments can also leverage social media to their advantage as a means of
delivering a counter narrative to the terrorist and extremist ethos, as

does one noted program in Indonesia.

The Internet has provided terrorists new ways of raising, spending
and hiding money. Terrorists use a variety of techniques to raise
funds online for their extremist activities. Following a popular busi-
ness trend, many have turned to e-commerce, selling CDs, DVDs,
T-shirts and books as a means of raising cash.®* An even easier
approach is merely to “accept donations” and many terrorist organi-
zations have added links to their sites which advise visitors how to
donate funds electronically via bank transfer (IBAN, SWIFT and
BIC account numbers provided), via credit card or even by Pay-
Pal.> Many terrorist organizations also create so-called “charitable
organizations” through which they solicit funds promising to use the
money to feed and cloth the poor, though their true intent is to use
the money to fund acts of violence.®® Increasingly, many social net-
working services, such as Facebook, Myspace and Youtube also allow
charities to raise and solicit funds via their sites.®” Moreover, the new

trend in mobile software applications (apps) for cellular telephones



has not gone unnoticed by charities and there are numerous char-
ity apps available for download or as plug-ins for social networking
sites.”® Several terrorist organizations are already using social net-
working applications as the latest method for raising money for their

activities.

Cybercrime as a means of fundraising. There is substantial evidence
that terrorist organizations are using the proceeds from traditional
cybercrime, such as online credit card fraud, identity theft and tel-
ecommunications fraud to fund their operations. Even in the dawn
of the Internet revolution, terrorists were exploiting technology as a
means of fundraising. In one early case from 1997, the Tamil Tigers
compromised a computer system at Sheffield University in England
and captured the user IDs and passwords of faculty members. They
then used the compromised accounts to send out messages asking
donors to send money to a charity in Sri Lanka.®® In another case,
according to the U.S. Federal Bureau of Investigation, a terrorist
cell based in Spain with ties to Al-Qaida used stolen credit cards for
numerous purchases of logistical items for the cell.”® They also report-
edly used stolen telephone and credit cards to communicate with afhil-
iated groups in Pakistan, Afghanistan and Lebanon. Terrorists also
use phishing scams to defraud innocent parties into providing their
credit card details. In another documented case from 2003, an email
arrived in a victim’s inbox advising her to update her eBay account
information. Upon doing so, the victim unwittingly provided credit
card details to an Al-Qaida affiliate in the UK, Tariq al-Daour, who
committed fraud with the card. Al-Daour later pleaded guilty to a
terrorism charge of using the Internet to incite murder.”’ As noted
previously in section 4.1 of this report, the terrorist bombings in Bali
were also funded partially via online credit card fraud.”” For further
examples of cybercrime funding terrorist activities, see “Terrorist

Financing and the Internet” in Studies in Conflict & Terrorism.

Money Laundering and Alternative Payment Systems: Emerging
technologies are also making it easier for terrorists to hide and move
money around the world. Though unsubstantiated, news reports have

indicated that terrorists may be using online gambling sites as a means



of laundering funds.”* Another terrorist technique for transferring
and laundering money discussed by participants was the exploitation
of stored-value cards which were anonymous, untraceable, reusable
and universally accepted. These cards could be transported across
borders, with little difficulty and settlement was instantaneous, with-
out any required intermediary. Participants also expressed concern
regarding the potential abuse of emerging payment systems, such as
mobile phone payments (m-pay), which could also potentially facili-

tate terrorist financing and money laundering,

Countermeasures and opportunities: While the Internet and alter-
native payment systems made it easier for terrorists to fundraise,
commit crimes and launder funds, participants also noted that at
least some of these activities leave behind valuable clues that could be
exploited by law enforcement. By bringing terrorist finance online
and away from more traditional systems, such as Hawala, there was
the potential for greater transparency in these financial transac-
tions.”® That said, many of the new forms of payment and money
remain unregulated by international authorities and thus often

remain difficult to detect.

Emerging technologies were making it easier and cheaper for ter-
rorists to communicate and increasingly difficult for authorities to
monitor these communications for public safety reasons. Email, chat
rooms, mobile phones, SMS, VoIP, social networks, virtual worlds
and micro-blogging sites were creating enormous volumes of com-
munications data, allowing terrorists to hide among the noise. In
addition to the numerous communications protocols themselves,
there was a significant proliferation of devices: conversations could
take place on cell phones, laptop computers, computing tablets, con-
sumer electronics and gaming devices, many of which were obtained
without providing any subscriber information. Mobile phone usage
had climbed to nearly 4.6 billion subscriptions at the end of 2010,

and some predictions suggest that the number of Internet-connected
devices will top 50 billion by 2020.”* While the overwhelming



majority of these devices will be used for peaceful and legal purposes,
the sheer volume of alternative places and methods that terrorists
can use to communicate with one another will continue to present a

significant challenge.

Given the online communication options, terrorists may achieve
a significant level of operational security by limiting their interac-
tion to cyberspace. To protect their identities and security online,
terrorists have developed an elaborate layered security approach to
ensure only trusted and vetted individuals are admitted. While the
general public can visit many terrorist related websites, those seek-
ing to volunteer or support the “cause” are directed to more secure
chatrooms. After proving themselves in these secured spaces, they
may eventually be granted access to an even more select and vetted
forum. The process continues on and on, frequently with required
recommendations from trusted members of a terrorist cell for partic-
ipation. Naturally, only vital operational issues are discussed in the
most secured spaces, posing a challenge for law enforcement ofhcials

hoping to infiltrate these virtual communities.

Countermeasures and opportunities: In theory, less person-to-per-
son communication and more online communication might provide
authorities with additional opportunities to detect and respond to
terrorist activities. As noted previously, however, the sheer volume is
overwhelming and provides a significant challenge to timely analy-
sis. Participants noted that there was great opportunity for member
states to leverage communications technologies to allow for better
information sharing amongst governments, NGOs and the private

sector in an effort to improve data sharing among the parties.

Many incidents have shown that terrorist groups are capable of uti-
lizing hacking skills, to gain unauthorized access to the information
systems of others. Software vulnerabilities, poorly chosen passwords
and social engineering techniques provide ample opportunity for
terrorists to attack the confidentiality, integrity and authenticity of

data systems. One such terrorist-hacker, Younis Tsouli, was arrested



by British authorities in October 2005.” Tsouli hacked under the
pseudonym/online name “Irhabi007,” Arabic for terrorist 007.
Tsouli used his hacking skills to break into university and govern-
ment systems around the world, posting terrorist content, such as
beheading videos, on the websites of unwitting parties, such as the
State of Arkansas, in the United States. Moreover, Tsouli actively
taught others the art of hacking as well as provided information to
terrorists on how to maintain their own information security and
anonymity online. He posted a training seminar on hacking websites
to the “Ekhlas” forum and provided details on dozens of vulnerable
websites that others could hack to further various terrorist purposes.
While it might be easy to dismiss Tsouli as a mere “geek” or com-
puter specialist, in fact, he was actively engaged in a variety of real
world terrorist activities and was lauded by Abu Musab al Zarqawi,
then the leader of Al-Qaida in Iraq, as an essential fighter for the
cause. Ultimately he was charged by police in the UK with offenses
including conspiracy to murder, conspiracy to cause an explosion,
conspiracy to obtain money by deception and offences relating to the

possession of articles for terrorist purposes and fundraising.

The tools: Terrorist hackers have access to the same toolset as other
members of the hacker underground. The terrorists often do not
require high levels of sophistication to be successful. They need not
develop their own software attack tools, but can merely use the tools
created and freely shared by others. These include a wide variety of
computer viruses, Trojans, worms, sniffers, spyware, keystroke log-

gers, network vulnerability analyzers and rootkits.

The purpose: Terrorists engage in hacking activities for a wide vari-
ety of reasons, including committing cyber crime for financial gain,
to vandalize the pages of others for the purposes of propaganda, to
host media-rich content on the servers of others without cost and to
destroy the data of perceived enemies. In addition, hacking the sys-
tems of others can provide valuable insight into a target in the lead-

up to a real-world kinetic attack.

Hacktivism: This word is an amalgam of the terms “hacking” and

“activism” and takes a variety of formats, such as the defacement of



targeted websites or blocking their access by the general public.

These types of attacks, though not particularly high-level or terror-
ist in nature, can cause significant disruption and embarrassment
to the affected party. Hacktivism has often been called politically
motivated cybercrime and has occurred often in regional political

disputes.

The Insider Threat: Hacking need not occur over great distances via
the Internet, but can also be accomplished by trusted insiders as well.
There are documented cases of terrorists or their affiliates obtain-
ing trusted positions within organizations and using their access to
facilitate unauthorized activities. One such example occurred when
members of the Japan-based Aum Shinrikyo cult—the same group
that was responsible for the gassing of the Tokyo subway in 1995—
obtained a sub-contract to provide technical support to the Tokyo
Metropolitan Police Department. Their insider status gave them
access to sensitive data and could have been further exploited to vio-

late the integrity of police databases.

Countermeasures and opportunities: Given the current level of inse-
curity in today’s information systems, participants assessed that ter-
rorists would continue to employ hacking techniques well into the
future. Yet, as terrorists themselves began to rely increasingly on
information and communications technologies, there were opportu-
nities for government authorities under the appropriate rule of law to
gain remote access to terrorist information systems as well. In addi-
tion, relevant competent authorities could also use computer “hon-
eypots” to detect terrorist hacking methods and use the knowledge
to improve computer security, particularly in high-value information

systems.

While terrorists have demonstrated their abilities to gain unau-
thorized access to individual computer accounts or even into mul-
tiple computer hosts, there is potential for them to do significantly
« . . » . .
greater damage through the “weaponization” of information sys-

tems. A widespread computer network attack could disrupt, deny,



degrade, manipulate or destroy any information resident on a tar-
get computer network, or even the entire network itself. As nations
around the world have come to rely upon information systems for
their daily survival, an attack against these systems could have dev-
astating effect. In particular, critical information infrastructures—
such as energy, water supply, telecommunications, government and
emergency services, health care and banking—would make attrac-
tive targets for any terrorists intent on doing serious and widespread
damage.®” While much attention has been paid to a wide scale criti-
cal infrastructure attack, none has occurred to date. That said, there
have been many reported incidents of isolated, non-terrorist attacks

against specifically targeted critical infrastructure.

The “Botnet” Threat: Botnets, or “Bot Networks,” are made up of
vast numbers of compromised computers that have been infected
with malicious code, and can be remotely-controlled through com-
mands sent via the Internet.?” Tens or even hundreds of thousands
of these infected computers can be controlled and directed to dis-
rupt or block Internet trafhc for targeted victims.*® Botnets are also
commonly used to distribute spam, viruses and other forms of mali-
cious computer code and are the tool of choice for transnational
cybercriminals in the digital underground. Botnets work by inun-
dating targeted computers with hundreds of thousands of requests
for information, more requests than could possibly be handled, in so
called “distributed denial of service” (DDOS) attacks, thereby pre-

venting access by legitimate users.

Attacks Against Nation States—The Case of Estonia: In the Spring
of 2007, a massive botnet attack took place in which government
and private sector computer systems in Estonia became widely una-
vailable.®® ®* In the early days of the cyber attack, government web-
sites that normally receive around 1,000 visits a day reportedly were
receiving 2,000 visits every second and according to the Estonian
Defence Minister, more than one million computers worldwide were
engaged in the attack.”® The Estonia case was notable as it represented
asignificant paradigm shift in offensive cyber operations: though the
nation was clearly being attacked, it was not clear whether the attack

was a case of cyber crime, cyber terrorism or cyber warfare due to



a lack of decisive attribution techniques. What is clear, however, is
that a determined individual or group of individuals can have a sig-
nificant disruptive effect on the national critical infrastructures of a

nation state.

Attacks for Rent: One of the key features of botnet attacks is that
one need not build or own the botnet in order to mount an attack.
Botnets are widely available for rent in the digital underground at
rates from $200-300 US per hour, making them available to even
the poorest terrorist organization.”’ The price of a botnet increases
significantly with its size, for example, the Shadow botnet, created by
a 19 year old hacker from the Netherlands comprising over 100,000
infected computes, was put on sale for $36,000 US.*” The wide avail-
ability to terrorists and criminals of this attack mechanism allows
them to cause significant damage with limited resources and without
the need to own any of the attack vehicle. Rather, through the clever
insertion of malware, they can get innocent parties to attack one

another by focusing the force of a botnet against an intended target.

SCADA/Industrial Control System Vulnerabilities: Supervisory
Control and Data Acquisition (SCADA) systems are the computers
that monitor and regulate the operations of most critical infrastruc-
ture sectors such as power generation and water delivery. SCADA
systems automatically monitor and adjust switching, manufactur-
ing, and other process control activities, based on digitized feedback
data gathered by sensors.”” SCADA systems are computers that
control physical things, such as the pressure levels in a pipeline or
whether or not a dam is open or closed. While many of these systems
use older, proprietary technologies, they are increasingly being con-
nected to the Internet, thereby providing terrorists a potential ave-
nue of attack against critical information infrastructures. SCADA
attacks are not theoretical; they have already occurred. For example,
in 1997, a hacker was able to access the communication systems at
the airport in Worcester, Massachusetts, in the United States, dis-
rupting telephone service to the airport control tower and disabling
the ability of approaching aircraft to turn on the runway landing

lights.”” In another instance, a former employee of an Australian



waste management utility accessed the computer systems of the
utility to release thousands of liters of raw sewage in Queensland,
destroying both flora and fauna and causing evacuations of the gen-
eral public.”> Not surprisingly, terrorists are also exploring attacks
against SCADA and other critical infrastructure systems. For exam-
ple a computer seized at an Al-Qaida office in Kabul, Afghanistan,
contained models of a dam, made with structural architecture and
engineering software that enabled the planners to simulate its cata-
strophic failure. The U.S. Federal Bureau of Investigation has uncov-
ered numerous instances of Al-Qaida conducting online target
research and surveillance on emergency telephone systems, electrical
generation and transmission plants, water storage and distribution

facilities, nuclear power plants and gas storage networks.

Countermeasures and opportunities: Counter measures for DDOS
and botnet attacks are difficult to achieve, especially as perpetra-
tors adjust their methods of operation. For example, first generation
botnets organized themselves with central command and control
locations, allowing security officials to go after a central node and
potentially disarm the botnet. In response, botnet criminals adjusted
their operations and migrated towards “peer-to-peer” botnets, which
due to their decentralized architecture, were much more resilient
against mediation efforts undertaken by security oflicials.”” Partici-
pants again raised the issue of possibly “hacking-back” as a means
of responding to botnet attacks. Yet as noted elsewhere, the practice
is complicated by the difficulty of correct attribution of the source
and because most of the machines in the botnet are unwitting and

unwilling participants in the attack.

This report has focused on technologies that are widely used today
and those that have already been exploited, at one level or another, by
terrorists. Participants in Redmond, however, noted that technology
is far from static; in fact its development proceeds at an exponential
pace. While these technologies may be distributed unevenly around

the world, the trend is for them eventually to be accessible to a broad



section of the global population, as may be seen in the enormous
growth in mobile telephony. Coming developments in robotics,
genetic engineering, virtual reality, cloud computing, nanotechnol-
ogy and artificial intelligence, to name a few, will likely effect the way

of life of large numbers of people in the 21st century.

Virtual Worlds: Advancing developments in virtual reality have been
cited often as of potential value to terrorists, whether using virtual-
ized 3D versions of buildings and cities to practice and rehearse their
operational plans or as a means of communication. The same could
readily be said of many online gaming systems and massively multi-
player online role-playing games (MMORPGS).”” While the extent
of the threat has been debated, many see the potential for abuse, with
the United States Congress holding public hearings on Al-Qaida’s
reported use of “Second Life.”’°° In 2007, the director of Australia’s
High Tech Crime Centre (AHTCC) noted that terrorists can gain
training in games such as World of Warcraft in a simulated environ-
ment, using weapons that are identical to real-world armaments.

The AHTCC director further noted a new form of “terrorism” in
which new terrorist organizations, such as the “Second Life Lib-
eration Army,” were being created in purely virtual worlds to com-
bat a whole new set of perceived grievances. Thus virtual “terrorist
organizations” have been established to throw virtual bombs at vir-
tual buildings—causing real damage to virtual code.'”” While the
extent of the risk from virtual world terrorist activities is debated,
the vast growth of virtual economies (those selling purely virtual
goods and services) is agreed to be valued at a minimum $5 billion
US annually.'** Virtual worlds often have their own virtual curren-
cies such as Linden dollars, QQ coins and World of Warcraft gold
which are openly traded (with little or no regulation) in exchange
for hard currencies such as the Renminbi, Pound or Euro.'** Given
the opportunities, it would not be surprising to see terrorists in the
future exploiting new forms of money for the purposes of fundrais-

ing, terrorist finance and money laundering,

Robotics: Though once the province of science fiction, robots are

increasingly appearing in various contexts around the world. There



are robots that help care for elderly people in Japan, robots that vac-
uum the floors in houses in the United States and robots that kill
terrorists around the world. In fact, many military services have
embraced robotics and there are thousands of ground-based robots
systems and unmanned aerial vehicles (UAVs) on patrol in combat
or post-war environments. These machines are well-armed,
lethal and have killed hundreds. As robots continue to proliferate
in society, participants assessed they could potentially become yet
another technological attack tool for terrorists. In a recent article
on robotics and crime, authors demonstrated numerous examples
of organized crime groups using home made robots to commit a
variety of offenses, including drug smuggling.®® YouTube is replete
with hobbyists showing home made robots that perform elaborate
tasks such as tracking and shooting people with paint balls or water
pistols—a pastime ideal for terrorist adaptation. iPhone controlled
micro-UAVs could be built for very small sums of money and read-
ily fly over any crowd to deliver a biological, chemical or explosive
device.'” Unfortunately, terrorist interest in robotics is not merely
theoretical: in December 2009, terrorists were able to hack into
sophisticated American military UAVs as they patrolled the skies
over Iraq.""? Incredibly, they were able to do so with a piece of soft-
ware they purchased on the Internet for a mere $26 US. The software
allows terrorists to intercept video feeds emanating from the classi-
fied Predator drones, though apparently does not give them control

over the device’s weapons systems (at least, not yet).

Countermeasures and opportunities: Technology is constantly on
the march, with newer and cheaper devices being introduced all the
time. As such, it is not surprising that terrorists will attempt to use
them in novel and innovative ways. Responsible authorities will have
to remain vigilant to these developments and study their potential
terrorist abuses for planning and contingencies purposes. If not,
nation-states may be caught off-guard by a new and unexpected

application of technology that could cause serious public harm.



Technology proves to be a double-edged sword in the fight against
terrorism. Terrorists have realized its potential and use technological
tools for their communications, training, propaganda, recruitment,
fundraising and operational planning. Conversely, government secu-
rity and law enforcement officials can leverage these tools as well to

gain greater insight into terrorist activities.

Privacy and Human Rights: As more and newer electronic devices
enter our lives, they have the potential to be a great force for good as
well as for harm. Proliferating and ubiquitous mobile phone, CCTV
systems, RFID tags, location-based services, laptops, i-tablets, wire-
less gaming systems, smartroadways, GPS enabled cars and elec-
tronic financial transactions can provide near-universal situational
awareness for those capable of leveraging these technologies to their
advantage. Participants believed it important to ensure a balance
between human rights and public safety in the use and exploitation

of these tools, with vigorous and open public debate.

Public Private Partnerships: Given that the majority of the infra-
structure that underpins global information and communication
systems is owned and managed by the private sector, governments
should consider partnering with the private sector in formulating
strategic responses to the terrorist threat. Participants from both
government and the private sector noted that national governments
often asked for information and assistance from the private sector,
but shared precious little information in return. Hence, govern-
ments may wish to consider exploring opportunities to improve
information-sharing, both between the public and private sectors
and with relevant non-governmental/research organizations. This
is particularly an issue as more and more civil society institutions
develop expertise in penetrating terrorist chat rooms and tracking
the online activities of terrorists in cyberspace. Some participants
suggested considering a broader strategy in combating terrorist use of
technologies, to include a public health model employed by entitles
such as the World Health Organization—one where information is

shared among all parties, public and private, rich and poor to ensure



that attacks against our common global information infrastructure

are limited in frequency and severity.

A Multi-Pronged Approach: Terrorists have considerably updated
their modus operandi to leverage technology to their full advantage.
While the purpose of this report has been to address technical issues
in countering terrorist use of the Internet, technology alone will not
solve this problem. Even when the right technical tools are in place,
further human analysis is required to respond to terrorist activ-
ity in cyberspace. For these reasons, a multi-pronged approach will
undoubtedly be required to deal with terrorist use of the Internet.
As noted in other CTITF research studies, there is a critical need for
international law and public policy to respond to an ever-evolving
terrorist threat. Moreover, technical and legal approaches should be
combined with effective counter-narratives aimed at discrediting ter-
rorist rhetoric and countering the appeal of terrorism altogether (see
Report on the CTITF Conference on Counter-Narratives of Febru-
ary 2011 for more detail''?). In order to counter the use of the inter-
net for terrorist purposes more effectively, governments may wish to
consider an approach that combines legal, technical and ideological
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