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Global cyber maturity curve: Collective action and milestones
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Awareness
Level1 Level2 Level3 Level4 Level5 Cyber security cannot be achieved through technology alone. It requires a cultural under-
2012 2013 2015 2017 2019 2020 standing and a widespread willingness to demonstrate secure behaviors consistently.
Governance Legal Technical Resources Awareness

«  Establish a coordinating agency

«  Develop international policy framework

+  Coordinate international approach and efforts on
deterrence and incident response

«  Define global and regional responsibilities and

«  Formulate a structure to enforce cyber laws

+  Define normative behavior in cyber space

+  Establish proactive and preemptive cyber practices
and protocols

«  Address the privacy issues associated with attribution

«  Develop and establish technical standards
and guidelines for secure products

«  Form public-private partnerships

«  Address the technical issues associated
with attribution

+  Set qualification standards for cyber
security professionals

«  Make funding arrangements

+  Stimulate exchange of information

+  Build commitment
«  Promote development of capacities
+  Sponsor cyber security programs

alignment
National «  Appoint a national coordinator and prepare a +  Reexamine statutes governing investigations «  Improve market incentives for secure and | «  Incorporate education programs from | «  Initiate public awareness and
governments strategy +  Designate a privacy and liberties official resilient hardware and software products early education on to expand and education program for children,
*+ Incent (critical) industry security «  Create legal standards for securing critical cyber «  Establish standard certification metrics train workforce adults, elderly, and others
+ Enforce information sharing on incidents infrastructure «  Expand on research and development | = Initiate national helpdesk for
programs companies
«  Conduct initiatives to attract people |«  Stimulate research and development
to cyber security as a career
Private «  Establish consultative structure to agree on +  Sector/industry agree on legal standards for services +  Sector/industry agree on security «  Participate in national initiatives «  Stimulate industries to educate the
sector and sector/industry standards and products standards for cyber security products +  Retool existing workforce workforce, particularly in critical
industry sectors
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