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Building an Effective
European Cyber Shield
Taking EU Cooperation to the Next Level

Breaches of sensitive data, mass disinformation campaigns, cyberespionage and attacks on critical
infrastructure – these are no longer futuristic threats, but real events that affect individuals, businesses
and governments on a daily basis. Yet they remain largely unprosecuted. Though so far below the threshold
of outright war, cyber aggression is emerging as a major new vector that can be activated to
achieve strategic superiority, destabilise states, and cause large-scale economic damage.
2016 marked a turning point in the offensive use of cyber power. The United States formally
accused Russia of sponsoring cyberattacks against the Democratic National Committee with a view to
interfering with the US Presidential election, while media reported a ‘record year for data breaches’.1
In this rapidly evolving context, the European Union and its Member States need to anticipate
and plan for hitherto unimaginable scenarios in which they would be put under severe attack.
Given the non-territorial nature of cyber threats and their increasingly disruptive effect, it is urgent to build
up cyber resilience in each Member State and scale up European cooperation.

Entering a new cyber reality

Europe is insufficiently prepared

Citizens, companies, governments and, increasingly,
underlying critical infrastructures are all at risk.
Yet the scale and rapidly changing nature of
digital security risks have not been fully grasped
by European society. As a result, forward-looking
policies and investments have been lacking. Actions
towards updating and retaining skill sets and
strengthening the European digital industry will be
crucial for the future.

Cyberattacks are already occurring on a daily basis – in
some cases even recognised as state-sponsored. Such
aggressions are likely to be used with greater intensity
and accuracy in the future, moving ever closer to the
sphere of cyber wars that could fall within the remit of
Article 5 of the NATO Treaty. In this context, building up
Europe’s cyber capabilities is a major priority.

Institutional collaboration must
be ramped up

New public policies and partnerships

The EU’s recent Directive on Security of Network and
Information Systems2 paves the way for stronger
cooperation on cybersecurity. A swift roll-out of this new
framework will be key. But given the intensification of
threats, the EU and Member States must already consider
practical ways to further enhance competence sharing –
one option would be to establish a European Cybersecurity
Coordination Platform.

Cybersecurity must be prioritised in public policies and
backed up with appropriate resources. Joint European
risk strategies and coordinated political responses
against large-scale attacks are urgently needed. New
forms of collaboration should be investigated with
industry and civil society, as well as with third countries,
to close the loopholes in Europe’s cyber shield.

EPSC Strategic Notes are analytical papers on topics chosen by the President of the European Commission. They are produced by the European Political
Strategy Centre (EPSC), the European Commission’s in-house think tank.
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New tools, new risks

Cyberfighters and cyberterrorists are now active in
addition to more ‘conventional’ cyberspies, while
cybercrime ‘as a service’ – cybercriminals selling their
services over the dark net – is developing rapidly.3 As a
consequence, the lines between the different types of
threats and attackers are increasingly blurred.

Although the shift towards a digital world offers huge
opportunities, it also comes with new types of risks and
threats. As all sectors of our lives increasingly depend on
cyber activity, any one of them could be targeted by a
cyberattack (Figure 1).

At the same time, the spread of the ‘Internet of Things’
means the vulnerability to cyberattacks now extends
beyond digital assets to physical assets, including
critical infrastructure, such as household appliances,
transport systems and communications networks.4

These attacks can be carried out at the micro level,
targeting individual citizens and businesses, or – as is
increasingly the case – at the macro level, with a view to
destabilising governmental institutions and state
security, public policies and entire economies.

Until recently, cyberespionage was largely confined to
the economic domain, used by large corporations – in
some cases, with states sponsoring them – to gain unfair
advantage over their competitors. The main risks, from
a business perspective, pertain to intellectual property
infringements, disclosure of trade secrets, and economic
espionage. In this particular field, China is still widely
perceived to be the main player.5

Attacks can stem from various sources, using multiple
vectors and taking different forms. New vulnerabilities
appear constantly and cyber threats evolve very quickly
to take advantage of them. Traditional vectors of attack,
such as spam and adware – seen as major threats just
a few years ago – are rapidly being replaced by more
complex threats. These include sophisticated denial of
service attacks or ransomware, i.e. a type of malicious
software designed to block access to a computer system
to extort or blackmail the victim.

However, cyberspace is now also increasingly being
used for political purposes.

Figure 1: No critical sector escapes the cyber threat
This figure features only a small selection of incidents that took place in 2016. Many more attacks occur every day all over the world.
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NHS hospitals
Hospital machines were frozen to
demand ransom cash; at least four
NHS (National Health Service) funds
were attacked

rvi

ces

Energy

n
unicatio

Comm

October 2016
Domain name provider Dyn
A distributed denial of service attack
resulted in the break-down of some of
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Reddit, Airbnb and CNN
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November 2016
Deutsche Telekom
900,000 (or about 4.5 percent of
its 20 million ﬁxed-line
customers) suﬀered Internet
outages over two days

IT

Democratic
institutions

November 2016
Tesco Bank
Around £2.5 million was stolen from
around 9,000 customers in this
hack, the largest on a UK bank

November 2016
Yahoo
Data breach of 1 billion accounts

December 2015 & December 2016
Power grid in Ukraine
230,000 people were leﬅ without power for up
to 6 hours; ﬁrst time that a cyber-weapon was
successfully used against a nation's power grid
February 2016
Central bank of Bangladesh
USD 81 million were lost and a further
USD 850 million in transactions were
prevented from being processed
February 2016
FBI and Homeland Security
Personal details of over 20,000
employees of the Federal Bureau of
Investigation and 9,000 of the
Department of Homeland Security
were accessed
April 2016
Philippines’ Commission on
Elections (COMELEC)
Personal information of every single
voter in the Philippines — approx. 55
million people — was compromised
by Anonymous

April 2016
Democratic National Committee
Publication of 20,000 e-mails stolen
from the Democratic National
Committee

Source: European Political Strategy Centre, based on media reports
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Cyberattacks are emerging as a new instrument
for both state and non-state actors to pursue
specific geostrategic interests. They represent a new
‘hybrid threat’, i.e. a ‘mixture of conventional and
unconventional, military and non-military, overt and
covert actions that can be used in a coordinated
manner’.6

Whether aimed at gathering sensitive information for
propaganda and smear campaigns, or at disrupting critical
infrastructures, these attacks perniciously seek to
challenge and undermine the very functioning of,
and trust in, Western democracies.
In this context, attacks targeting Western economies’
critical infrastructures, including their democratic
institutions, are likely to continue in 2017, with growing
intensity and accuracy. And, as these infrastructures
become increasingly interconnected and interdependent
(e.g. with communication networks or oil and gas pipelines
spanning across Europe), the risk of incidents evolving
and cascading into large-scale events affecting several
Member States becomes all the more real.15

North Korea7 and Russia8 are regularly pointed out as the
main countries actively sponsoring cyberattacks, with the
world’s most effective hackers said to be located in Russia.9
Although Russia has not openly admitted to interference
in foreign affairs, there is increasing evidence of the
involvement of Russian hackers in many strategic attacks.
In fact, for many countries, as well as non-state actors
such as Daesh or al-Qaeda, cyber tools offer an
attractive weapon: cheap, effective, high-impact,
difficult to predict, and hard to trace.10 In Russia’s
case, cyber warfare appears to be becoming a fullyfledged component of an aggressive foreign policy – a
new ‘fifth domain’, after land, sea, air and space.11

Tip of the iceberg?
The costs related to cybercrime and data breaches
are thought to be significant and growing fast as
digitalisation spreads into all spheres of our lives.

In this context, critical infrastructure is increasingly drawing
the attention of politically-driven cyberattackers because
of the potential for destabilising or harming large parts of
the population.12 In fact, attacks on critical infrastructure
have been rising fast in Europe and in the US (Figure 2).13

A 2014 study estimated the economic impact of
cybercrime in the Union to stand at 0.41% of EU GDP
(i.e. around 55 billion euro) in 2013; with Germany
being the most affected Member State (1.6% of GDP).16
Europol currently estimates the cost at 265 billion euro
per year.17 And the trend is set to rise. A recent study
forecasts that the economic cost of data breaches will
quadruple by 2019, to reach 2 trillion euro worldwide.18

Figure 2: Attacks on critical infrastructure
are on the rise in the US
Number of reported cyber incidents against US critical infrastructure
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The most affected sectors are financial services, energy,
technology, services, industry and defence.19 At the
level of individual companies, various studies relating
to French, German and UK-based enterprises have
found the economic impact of cybercrime to range
from 100,000 euro per year per affected company to
as much as 20 million euro, depending on the type of
attack.20 These figures are likely to increase as more
and more economic infrastructures become connected.21
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Source: Department of Homeland Security, 2015

One of the main reasons why it is so difficult to
estimate the financial cost of cyberattacks is that many
companies are guarded about sharing information on
the number of attacks they face and the extent of
the losses they incur, for fear of reputational damage.
This is particularly true for companies whose business
models are built around trust in the protection of private
data. The LinkedIn and Yahoo breaches illustrated
the vulnerability of such companies, as well as the
potentially important detrimental impact on image and
long-term business perspectives of such attacks.

To date, such state-sponsored cyberattacks have mostly
been used to test the waters and see how affected
governments and organisations would react. The
manipulation of the Ukrainian power grid in 2015, for
instance, came across as primarily designed to signal
and demonstrate an ability to disrupt.14
Nonetheless, recent high-profile attacks, such as those
against the German Parliament in 2015, against Chancellor
Angela Merkel’s Christian Democratic Union party in 2016,
or against the US Democratic National Committee in 2016,
are a clear sign that politically-motivated cyberattacks
are gaining in scale, hostility and sophistication.

In light of such considerations, a significant
proportion of incidents and related costs are
never reported to the competent authorities.22
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Figure 4: Change in behaviour of Internet
users due to security concerns

Other factors of corporate under-reporting include
reluctance of IT management teams to inform senior
management; lawyers advising their clients against
reporting; or those affected simply not knowing who to
turn to in the event of an attack.23

Responses from Internet users to the question: ‘Has concern about
security issues made you change the way you use the Internet in any
of the following ways?’

Oct 2014

Under-reporting appears to be particularly prevalent
in Europe, where, so far, very few large companies
have publicly acknowledged a cyber breach. This is
partially due to the fact that, contrary to the US, there
is currently no provision at EU level mandating the
disclosure of cyberattacks.24 The entry into force of both
the General Data Protection Regulation (GDPR)25 and the
national implementation of the Directive on Security of
Network and Information Systems (‘NIS’ Directive),26 as
of May 2018, will subject certain companies to reporting
requirements and should increase public awareness.

May-June 2013

You have installed anti-virus soﬅware
You do not open emails from people you don’t know
You are less likely to give personal
information on websites
You only use your own computer
You only visit websites you know and trust
You use diﬀerent passwords for diﬀerent sites
You regularly change your passwords*
You have changed your security settings (e.g. your
browser, online social media, search engine, etc...
You are less likely to buy goods or services online

Lack of reporting and information-sharing relating to
cyber incidents represents a major hurdle to better
understanding and addressing cyber threats and provides
scope for new vulnerabilities to spread more widely.

You are less likely to bank online
You cancelled an online purchase because of
suspicions about the seller or website
Other (SPONTANEOUS)
None (SPONTANEOUS)

Adapting mindsets

Don’t know
Total ‘Yes’

Despite this, security is still far from being a first-hand
consideration for many Europeans. Businesses, public
organisations, law enforcement authorities, and
individuals remain largely unprepared for many
of the potential new dangers of the cyber world.
Although 9 out of 10 Europeans are changing the way they
use the Internet to address security concerns,30 many still
consider security measures to be more of a burden than
an indispensable necessity and only take the most limited
action to counter the hazards (Figure 4). A recent business
survey also saw 45% of respondents declare themselves
‘under-prepared’ to handle a targeted cyberattack, while
30% had still not fully implemented anti-malware software,
let alone any additional measures.31

Average cost to SMEs and to businesses, in thousands of euro

Larger businesses
Small and medium-sized enterprises
808k €

800 000
600 000
400 000
200 000
0

840k €

1020k €

519k €
367k €
25.7k €
Almost
instant

(Detection
System in Place)

58k €
Within a
few hours

68k €
Within
a day

73.8k €

98k €

Several
days

Over
a week

88%
81%

In fact, the time lag between cyber intrusions and
their detection is estimated to be as much as three
times longer in Europe than in the rest of the world.29
And, according to experts, the financial impact of cyber
breaches can increase by as much as a factor of four when
undetected for seven days, compared to the cost of it being
detected instantly (Figure 3).

Figure 3: Financial impact of cyber
breaches according to detection time

1 000 000

18%
16%
13%
17%
12%
15%
7%
6%
1%
1%
11%
18%
1%
2%

* New item
Source: Special Eurobarometer 423 on Cybersecurity, February 2015

Often enough, under-reporting actually results from an
unawareness of breaches and other intrusions due to
a lack of detection capabilities. Many types of breaches
take weeks or months to detect; a fair number may never
be detected at all.27 This is particularly the case in small
and medium-sized companies and organisations with low
levels of cyber protection. But larger government bodies can
also be affected. A recent intrusion into the Czech Foreign
Ministry’s email servers went on for months before it was
discovered.28

1 200 000

61%
46%
49%
40%
38%
34%
38%
26%
36%
32%
31%
24%
27%

Yet, new digital technologies are emerging on a daily basis
and citizens and organisations often adopt them without
due caution. These are frequently designed without security
in mind, as evidenced by the widespread hijacking of new,
connected ‘Internet of Things’ devices.

Notes: Survey of 4,000 business representatives from 25 countries.
Source: Kaspersky Lab, ‘Measuring Financial Impact of IT Security on
Businesses’, 2016
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Figure 5: Level of information among EU
citizens regarding the risks of cybercrime

Even where organisations are aware of the potential risks
and vulnerabilities linked to the increasing spread of digital
technologies, the tools and policies they put in place do not
necessarily match the speed and creativity of attackers. In
most places, cybersecurity is approached as a ‘technical
problem calling for technical solutions’.32 Cybersecurity
strategies remain confined to IT departments, with little
involvement of senior management. The strategic nature
of cybersecurity on organisations’ operations and the
rapidly changing nature and scale of digital security risks
have not yet been fully apprehended.

Responses from EU citizens to the question: ‘How well informed do
you feel about the risks of cybercrime?’
3

Very well informed
Fairly well informed
Not very well informed
Not at all informed
Don’t know

10

21
37

Similarly, cybersecurity is still not adequately enshrined
in public policies, nor is it on the radar of many public
administrations. Many states consider that the situation
remains within their ‘tolerance threshold’ affecting
less then 2% of their GDP.33 The discrepancy between the
gains generated by digital technologies, which are visible on
a daily basis, and the potential losses, which are more diffuse
and less tangible, results in inertia and a passive acceptance
of the risks linked to the growing digitalisation of society.

29

Source: Special Eurobarometer 423 on Cybersecurity, February 2015

Dependence on external technologies
Another key feature of the European cyber landscape is
its reliance on externally-developed technologies.37 Most
hardware and software are built outside the EU. Although
the largest global suppliers (Microsoft, IBM, CISCO and
Symantec) and companies managing large flows of data
(Google, Facebook) currently originate from North America,
China is also a rapidly growing player in this domain.

Skills matter
95% of successful hacks are said to be enabled by ‘some
type of human error’ – intentional or not.34 The fact that
there is such a strong human factor at play means that
a significant share of cyberattacks could be prevented or
countered by means of prudence. In this regard, merely
sensitising private users and offering basic training to
employees and public officials could have a significant
impact. This is true, for instance, of the most common
and successful technique used, which is phishing, i.e. the
fraudulent practice of sending emails to induce individuals
to reveal personal information, such as passwords or credit
card numbers.

Aside from having developed a small niche market in
the defence sector thanks to specific public procurement
restrictions limiting external competition, the European
cyber industry remains fragmented and highly
dispersed. There are no major market players, while as
many as 600 small European companies are currently
active in providing support to critical infrastructures and
public authorities in Europe.

Today though, individuals in Europe do not feel
sufficiently informed of, or prepared for, cyber
threats (Figure 5). Until they do – and even then – human
failure will remain a critical factor, especially as the levels
of sophistication of attacks increase. Indeed, lack of digital
skills will be one of the major challenges for the future.
Demand for highly-skilled ICT staff today far exceeds
availability on the labour market. The European private
sector is already facing serious shortages in this regard:
41% of EU enterprises that recruited or tried to recruit ICT
specialists in 2015 reported difficulties in filling vacancies.35

The dominance of the US is partly the result of an
impressive cybersecurity investment strategy that saw
federal funding raised to 19 billion US dollars in 2017 – a
35% increase compared to 2016.38 European ambitions
in this domain are only just starting to materialise. In July
2016, the European Commission signed an agreement
with key cybersecurity market players, represented by the
European Cybersecurity Organisation (ESCO), in the hope
of triggering 1.8 billion euro of investment in research and
innovation by 2020.39 The EU will itself invest 450 million
euro from its research and innovation programme Horizon
2020 in this new contractual public-private partnership,
which should become operational in the first half of 2017.

The situation is predicted to get much worse.36 The public
sector, and in particular law enforcement authorities –
where specialists are increasingly needed at all levels to
ensure sufficient levels of cyber and data protection, and
guarantee the independence of our democratic institutions
– are especially disadvantaged. European governments
will have to find solutions to ensure they are able to hire
and retain skilled ICT professionals as they risk drifting off
towards better-paid, more competitive private firms.

Although the limited European offering is primarily a matter
of economic competitiveness, the EU’s 2013 Cybersecurity
Strategy40 also underlines an additional aspect, namely the
‘risk that Europe not only becomes excessively dependent
on ICT produced elsewhere, but also on security solutions
developed outside its frontiers’.
5
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Box 1: Where does data protection fit in?
The EU is a global front runner in the field of data protection. To uphold citizens’ rights to privacy, the Union
has set up a comprehensive regime in the form of the General Data Protection Regulation (GDPR)41, which sets
free flow of data as a principle and protects personal data (i.e. data linked, or linkable, to a specific person)
while it is being processed. Controllers and processors of personal data will have the obligation to implement
‘appropriate’ safeguards to ensure a level of security appropriate to the risk. This may include pseudonymisation
and encryption of personal data.42 They will also be required to disclose any personal data breaches to their
supervisory authorities and, in some cases, to those affected by the breaches.
The European Commission also proposed a new Regulation on Privacy and Electronic Communications, in January 2017,
reviewing its former ‘ePrivacy’ Directive.43 While guaranteeing the free movement of electronic communications data,
the proposal aims to ensure ‘the protection of fundamental rights and freedoms, in particular the respect for private life,
confidentiality of communications and the protection of personal data in the electronic communications sector’.
However, these guarantees become meaningless if personal data can, at any time, be accessed, hacked into and
exploited by third parties. Therefore, increasing cybersecurity at all levels – from those who collect data, to those
who transmit it, process it, store it, and use it – will be crucial to offering the envisaged level of protection of
personal data at European level.
There is, however, a growing tension between ensuring adequately high levels of cybersecurity and personal data
protection, and broader security concerns that can lead national authorities to seek bulk access to data or
to attempt to bypass encryption in the course of their investigations. These frictions have been reflected in
high-profile disputes, such as the one pitting the US Federal Bureau of Investigation (FBI) against Apple.44
More recently, in December 2016, the European Court of Justice (ECJ) ruled against the UK’s Investigatory Powers
Act that provides UK security services and police with powers to hack into computers and phones and to collect
communications data in bulk, saying it could ‘not be considered to be justified within a democratic society’.
These cases reveal a shift in the debate from a focus on privacy to a broader understanding that encryption is
also critical for security. Backdoors created for security investigations can be discovered and misused
and this risk has to be carefully weighed against any potential benefits. With this in mind, the High Level
Group of the European Commission’s Scientific Advice Mechanism advises against any weakening of encryption
and recommends that ‘cryptographic standards in the EU reach and remain at state-of-the-art levels’.45

Europe’s fragmented
cybersecurity environment

draws on the expertise of the whole of the European
Commission to reflect on future needs and opportunities to
improve internal security.

Building on the European Agenda on Security, adopted
in April 2015, the European Commission put forward a
new Communication in April 2016 aimed at paving the way
towards an effective and genuine Security Union. It sets out
a roadmap for achieving a common European approach to
security, underscoring that transnational threats cannot be
addressed effectively by the Member States individually.
‘In the area of security, as in many other areas in
Europe, fragmentation is what makes us vulnerable,’
European Commission President Jean-Claude Juncker
stressed when presenting the Communication.46

Cybersecurity is an essential component of the Security
Union and of the Commissioner’s portfolio.47 The European
Directive on Security of Network and Information Systems
(‘NIS’ Directive), adopted in July 2016, and which is to
be implemented by Member States by 9 May 2018 is
therefore an integral part of the strategy.48 It aims to bring
cybersecurity capabilities to the same level of development
in all Member States, to reinforce trust and confidence
among them and ensure that information exchange
and cooperation are efficient, including at cross-border
level. To achieve this, it establishes a new, multi-level
governance structure for European cyber protection
(Figure 6).

Confirming the importance of the security agenda, a new
Commissioner’s portfolio was created, charged with the
delivery of an operational and effective Security Union. Sir
Julian King was appointed to this function in September
2016. He is assisted by a cross-cutting Task Force that

Finally, the 2015 Digital Single Market Strategy also aims to
make the EU a stronger player in digital technologies, while
acknowledging the importance of trust and security in order
for digital goods and services to flourish across Europe.
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Within this regulatory and policy framework, four
different constituencies are currently engaged in
cybersecurity at European level, respectively covering IT
security; law enforcement; intelligence; and diplomacy and
defence-related aspects.

is, however, a victim of its own success. Given the
importance and recognition it has gained, it would need
to see its resources significantly reinforced.
3. Intelligence services mostly operate at the national
level, although there is cooperation at European level.
The main connection point to the European institutions
is the Intelligence Centre (INTCEN – 3 people),
located in the European External Action Service (EEAS).

1. From the general IT security perspective, the
frontline actors are the Computer Emergency
Response Teams (CERTs) or Computer Security
Incident Response Teams (CSIRTs)49 that exist both
at EU level and at national level to respond to concrete
information security incidents and cyber threats. The EU
response team (CERT-EU) has limited resources (30
people) and provides its services to EU institutions only.
At national level, the structures of these teams diverge
significantly both in form and functioning. Although
there is some level of technical cooperation among
European CERTs via the European Government CERTs
group (EGC group), only 10 Member States are currently
represented in this restricted circle, alongside the CERTEU and respresentatives of Norway and Switzerland.
New members are accepted only on application and if
deemed to have sufficiently developed capabilities.50

4. Finally, the diplomacy and defence-related services
consist of a team of 3 people in the European
External Action Service that focuses on diplomatic
responses to coercive cyber operations and capabilitybuilding in third countries, as well as a team of 3
people in the European Defence Agency (EDA)
that supports cyber defence capability development in
Member States and greater cooperation in this field. In
addition, the EU Military Staff (3 people), also in the
European External Action Service, brings cyber expertise
to military strategic planning of Common Security and
Defence Policy (CSDP) operations and missions.
Not only are resources limited but interactions between
these different constituencies continue to prove
difficult for institutional, technical, legal, budgetary and
cultural reasons. In addition, the existence of different
regulations and approaches towards cybersecurity and the
heterogeneity in the levels of maturity of cybersecurity
in Member States present a further hurdle to effective
collaboration – as is, for instance, evidenced by the limited
number of Member States participating in the European
Government CERTs group.

In addition to these operational teams, the EU
has established an Agency for Network and
Information Security (ENISA), which acts as a centre
of expertise dedicated to enhancing network and
information security within the Union. With a staff of
65, the Agency’s main aim is to raise awareness of
cybersecurity issues in the Member States, support the
development of European and national cybersecurity
strategies and facilitate capacity-building and
cooperation.

The predominance of silos is a major limitation in
the fight against sophisticated cyberattacks. For
example, while IT response teams faced with an attack will
focus primarily on the compromised systems themselves
– and only on those in their geographical remit – in many
cases, the involvement of police or law enforcement
services, or of IT response teams from other Member
States would help to solve the incident.

2. From the law enforcement perspective, Europol’s
European Cybercrime Centre (EC3 – 52 people)
provides important operational support to national
authorities in Member States in the fight against
cybercrime and has become a key hub of expertise on
cybercrime operations, e.g. facilitating international
information exchange, and providing cyberintelligence,
forensic analysis, legal assistance and specialist support.

Towards a cybersecure Europe

In the four years since its creation in 2013, the
European Cybercrime Centre has helped to dismantle
numerous cybercrime operations, from financial
fraudsters to child sexual exploitation networks. In
November 2016, it contributed to taking down the
major international criminal infrastructure platform
‘Avalanche’, responsible for mass global malware
attacks, operating as many as 500,000 infected
computers in over 180 countries, and thought to
have caused hundreds of millions of euro in damages
worldwide – of which 6 million euro in concentrated
cyberattacks on online banking systems in Germany
alone.51 In this regard, the European Cybercrime Centre

From technical to political cooperation
The Directive on Security of Network and
Information Systems (NIS Directive) represents a
first key step towards strengthening trust and
cooperation between countries and constituencies.
It seeks to upgrade national cybersecurity capabilities
with a view to creating a more level playing field, for
instance by requiring that all Member States designate
national response teams (CSIRTs) and equip them
with ‘adequate’ resources to carry out their tasks and
responsibilities effectively.
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It seeks to reinforce technical cooperation across borders
via a novel ‘CSIRT network’, while a ‘Cooperation Group’,
composed of representatives of Member States, the
European Commission and the Agency for Network
and Information Security (ENISA), is also established to
facilitate strategic cooperation and exchange of best
practices (Figure 6).52

to improve the cyber resilience of Member States should
also be scaled up at a similar pace and with appropriate
resources. It should therefore be assessed whether
a system based on loose cooperation of national
authorities and mostly voluntary exchanges will
suffice to make the EU cybersecure.
Beyond creating a network of capable national structures
and boosting technical cooperation across borders,
there is a need to further develop political cooperation
among Member States and to build up capabilities at
European level. EU tools and responses should complete
and broaden national capabilities in responding to cyber
threats – especially those sponsored by states – so as to
maximise the deterrent effect.

Because the cooperation network set up by the Directive
on Security of Network and Information Systems (NIS
Directive) is still very new, the immediate focus should
be on accelerating the roll-out of this novel
framework and fully exploiting all possibilities
for effective collaboration. However, given the rapid
acceleration and intensification of cyber threats in the
short time since the Directive was adopted, ongoing work

Figure 6: Directive on Security of Network and Information Systems foresees new
cooperation structure on cyber
Coordination Group
representatives of Member States,
European Commission, ENISA

ENISA
strategic
guidance

Art 11 Cooperation Group

report /
1,5 years

CERT-EU & CSIRTs
+ secretariat by ENISA
+ Commission as observer

Art 12 CSIRTs network

EU
Member
States

Art 8(3) Single point
of contact
Art 8(1) Competent authority/ies
Art 9(1) CSIRT (s)
Art 8(6) Cooperation with
national law
enforcement &
data protection

MS-MS
ART 14 (5)

Operators of
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(Annex II)
Digital service
providers (Annex III)

Private
/ Public
Sector

Others - voluntarily
notifying (Article 20)
Source: European Political Strategy Centre
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Towards a European Cyber
Coordination Platform

Counterterrorism Coordinator – by creating a European
Cybersecurity Coordinator. This person could report to
the Council, similarly to the European Counterterrorism
Coordinator. Alternatively, given the nature of the
competences that need to be coordinated, there is
clearly scope for such a Coordinator to be placed
under the authority of the European Commission,
or at the very least, to work in close consultation with the
Commissioner for the Security Union. Indeed, the portfolio
would involve not only defence and diplomacy-related
policies, but also shared competences such as security and
justice or the internal market, and would involve technical,
digital, and research aspects, as well as ensuring the
protection of EU institutions and agencies. In any case, the
function would have to draw on existing in-house skills
and resources – in particular those of the EU’s Computer
Emergency Response Team (CERT-EU) and the Agency for
Network and Information Security (ENISA).

Recognising that the European cyber environment is
evolving fast, the European Commission plans to publish
a proposal for a ‘cooperation blueprint’,53 encouraging
Member States ‘to make the most’ of the collaboration
mechanisms foreseen in the Directive on Security of
Network and Information Systems (NIS Directive) in order
to be in a position to handle large-scale cyber incidents
on an EU level.54 The hope is that this might facilitate
and accelerate a more systematic sharing of information
between national response teams (CSIRTs).55
The creation of a European Cybersecurity Coordination
Platform could give a greater impulse to these efforts.
Such a platform could take on different forms. One
option would be to mirror the position of the European

Box 2: Vision of stronger cooperation is backed up by EU legal framework
Member States are traditionally reluctant to share competences on matters relating to security and the European
regulatory framework is not necessarily conducive to stronger cross-border cooperation. Article 4(2) of the
Treaty of the European Union, in particular, notes that the EU shall respect ‘essential State functions, including
[…] maintaining law and order and safeguarding national security. In particular, national security remains the sole
responsibility of each Member State’.
However, this clause need not be an insurmountable barrier. Indeed, Article 4(2) TEU refers only to ‘national security’.
In this regard, the abolition of internal borders between Member States and the establishment of the area
of freedom, security and justice are strong arguments in favour of measures relating to safeguarding
‘Schengen security’, defined by the cross-border effects of internal security. These arguments are in particular
supported by Article 4(2)(j) of the Treaty on the Functioning of the European Union (TFEU), which lists the area of
freedom, security and justice as a ‘shared competence between the Union and the Member States’.
This is precisely the logic of the Security Union, proposed by President Juncker in March 2016, which is based on the
assumption that freedom and security are two sides of the same coin and that the EU and its Member States must act
jointly to uphold them (see EPSC Strategic Note: ‘Towards a ‘Security Union’). Cooperation will make Europe stronger:
whereas national security remains firmly the responsibility of each Member State, threats to safety and wellbeing are
transnational and multifaceted. No Member State, even the biggest or the most powerful, can face them alone.
In fact, the EU has already acted in the field of cybersecurity based on the competences enshrined in the Treaties.
Once when adopting the Directive on Security of Network and Information Systems (NIS Directive), using the
legal basis for the internal market (Article 114 TFEU), and again when adopting the Directive on attacks against
information systems,56 using the legal basis to establish minimum rules on the definition of criminal offences and
sanctions in the areas of particularly serious crime with a cross-border dimension (Article 83(1) TFEU).
With regard to possible further coordination at European level, a more general legal basis is provided for in Article
74 TFEU, which calls for the adoption of ‘measures to ensure administrative cooperation between the relevant
departments of the Member States’.
As with all EU legislative initiatives, legislation based on this provision would have to carefully follow the limitations
set by the principles of subsidiarity and proportionality (Article 5 TEU). In this context, it is interesting to note
that the European legislator acknowledged that the Directive on Security of Network and Information Systems
(NIS Directive) complies with the principle of subsidiarity. This in justified by the cross-border nature of European
network and information systems, and the interdependencies among them, which make deeper cross-border
cooperation, based on a level playing field, indispensable. In this sense, there is still margin to manoeuvre for
future European legislation.
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Yet, to be effective, such a coordination function
would probably merit a stronger structure. With this
in mind, the ongoing review of the ENISA mandate,
for which a public consultation was launched in January
2017,57 presents a clear window of opportunity
that could be seized in light of the new challenges
faced by the EU in the cybersecurity field. ENISA could
be transformed into a fully-fledged European
Cybersecurity Coordination Platform, equipped
with adequate resources and executive competences
to guarantee the speed, accuracy, efficiency and
effectiveness of European cyber responses.

of critical infrastructures, raising the awareness of
administrative staff at EU and Member State levels
(e.g. by means of compulsory training); and promoting
education and training would all be part of the strategy.
c. Cooperation: facilitating synergies between internal
and external security by working closely with the Council
(especially the European Counter-Terrorism Coordinator),
the European External Action Service (especially the
Intelligence Centre INCENT), the European Defence
Agency on defence capability-building (training and
exercise, and research) and with NATO (building on the
technical agreement signed between EU-CERT and
NATO in February 2016). In this context, any European
Cybersecurity Coordination Platform should also be able
to rely on a military EU cyber command, potentially
hosted by the EU Military Staff in the European External
Action Service. Such a command function would
facilitate interactions with defence ministries, help to set
up and protect secured networks and assets deployed in
the framework of EU-led military and civilian operations,
and enable, through close coordination with NATO,
the development of doctrine and close inclusion of
cyber defence in national defence planning. In parallel,
centralised coordination could also be facilitated through
the deployment of a highly-secured network among
relevant EU institutions, allowing for plug-ins with
national secured communication systems for the
exchange of classified information.

ENISA currently works under a safety mandate, not a
security one, and the review could provide an impetus
to enlarge the Agency’s competences in the future.
Developing a coordination function on the basis of such
a revised mandate would also require an extensive and
thorough review of ENISA’s governance structure and
competences if it were to be in a position to undertake
this function effectively.
While various options are available, Member States and
EU institutions will have to decide together where,
how and to which extent they are willing to set up
further cooperation. Since the cyber domain is so closely
linked to national security, this must be a joint decision
– just as it will have to be followed by joint efforts and
joint resources so that both greater vertical (with Member
States) and horizontal cooperation (across EU institutions,
entities and Directorate-Generals) can be achieved.

d. Protection: providing robust support to EU institutions,
including EU delegations; and establishing a framework
for greater cooperation among Member States to
enable coordinated responses to large-scale EU
cyberattacks that remain under the threshold of Article
5 of the Washington Treaty. Although an EU protocol
for countering hybrid threats was agreed in July
2016,59 outlining specific steps to be followed (including
coordination with the Council via the ‘Integrated Policy
Crisis Response’60 and NATO), there is still a need to
develop a shared protocol in case of large-scale
cyber incidents. This could build on the diplomatic
cyber toolbox developed by the European External
Action Service, which includes a variety of responses
and instruments to be activated depending on the
severity of the attack; ranging from official statements
to sanctions. This protocol should also foresee the
possibility to pool resources and skills at European
level to provide assistance to overwhelmed Member
States or groups of Member States, or in cases of
attacks against critical European infrastructures. The
roles and responsibilities of respective bodies should
be identified and tested as part of this protocol. Such a
European mechanism could possibly build on the legal
framework of Article 222 TFEU (‘Solidarity clause’).61
It is also worth noting that enhancing protective
measures would ultimately have a deterrent effect and
therefore increase cyber resilience.

Responsibilities of a European Cybersecurity Coordination
Platform could, for instance, include improving capabilities
in the following areas:
a. Detection: acting as a focal point for the collection and
oversight of relevant information and data channelled
by EU entities or Member States. Data would still be
collected by different authorities but brought together
under the authority of a European Cybersecurity
Coordination Platform so as to better connect the
dots. In this context, interoperability through taxonomy
and a joint sharing mechanism would be of high
importance.58 In fact, this would already be useful now to
facilitate information sharing between law enforcement
authorities and the European CSIRT community.
b. Prevention: providing strategic risk assessments of
cyber threats on the basis of gathered information and
data analytics; developing European deterrence and
counter-strategies; monitoring the implementation
of current and future European legislation at Member
State level; mapping and monitoring the development
of national cybersecurity capabilities, including against
benchmarks such as the percentage of the GDP spent
on cybersecurity; conducting stress-tests and friendly
hacking exercises to assess the cyber resilience
10
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e. Prosecution: Although this should remain within
the remit of the Member States and Europol, a
European Cybersecurity Coordination Platform could
contribute to ‘spanning the lifecycle of an incident
from prevention to prosecution’.62 Europol’s European
Cybercrime Centre (EC3) – representing the law
enforcement side – already engages in an exchange
with CSIRTs and ENISA via joint conferences and

advisory groups. In implementing the Directive
on Security of Network and Information Systems
(NIS Directive), cooperation will also be needed
on a national level, as national authorities in the
CSIRT community ‘shall, whenever appropriate
and in accordance with national law, consult and
cooperate with the relevant national law enforcement
authorities and national data protection authorities’.63

Box 3: Increasing Euro-Atlantic resilience through closer EU-NATO cyber cooperation
Cyber defence is a priority in EU-NATO cooperation. In their joint declaration of July 2016, European Commission President
Juncker, European Council President Tusk and NATO Secretary-General Stoltenberg agreed to ‘expand their cooperation on
cybersecurity and defence, also in the context of EU and NATO missions and operations, exercises, education and training’.
Cyber defence has been established as a core task of collective defence since the NATO Wales Summit in September
2014, where – driven by the recurrent use of cyberattacks – the international community recognised cyber as a
domain of military operation, along with air, land and sea, meaning that Article 5 of the Washington Treaty could
potentially be invoked following a cyberattack as part of the offensive actions of Member States.
Against this backdrop, NATO has developed a cyber defence policy, which is now included in the NATO defence
planning process, to enhance cyber defence of national networks and infrastructures; develop the NATO cyber
defence capability to protect NATO’s own network and operations; and closely partner with industry. To this end,
NATO has 100 members of staff dedicated to protecting NATO-owned infrastructures and networks.
On the EU side, the main objectives are to develop cyber defence capabilities of Member States, including through
research and technology, reinforce the protection of communication networks for Common Security and Defence
Policy (CSDP) structures, missions and operations; and raise awareness through training and exercises.
Greater cooperation in the field of cybersecurity, namely in the form of information exchange and operational
cooperation, should ultimately be a cornerstone of ongoing efforts to increase resilience in both organisations.

Securing the value chain,
closing the loopholes

purchasing a connected car, an intelligent fridge, a
smart meter or a router, and regardless of where
these products are made. This could provide a strong
competitive advantage to European products proven to
be cybersecure. It would also ultimately facilitate crosssectorial business endeavours between sectors that are
traditionally more cybersecure (e.g. finance) and those
where cybersecurity has typically been less of an issue
(e.g. transport). Any EU-wide certification system should
encourage cybersecurity by design in industrial
processes and should cover even the most critical
hardware and software, such as aircraft technologies.
Steps are already being taken in this direction64 and the
European Commission intends to present a proposal
for a ‘European ICT security certification framework’ by
the end of 2017.65 This represents a real opportunity
to shape global standards relating to digital
safety and security. Such standards will be needed
in order to fully exploit the economic benefits of the
digital age.66 It is, however, questionable whether the EU
can achieve such influence through the voluntary and
loose approach that is currently applied (cf. Article 19
of the Directive on Security of Network and Information
Systems or ‘NIS Directive’).

Making Europe cybersecure requires the
involvement of all actors in the growing digital
community. Many essential services are nowadays
operated by private companies or public-private
partnerships rather than public authorities. Civil society and
private citizens are also becoming key players in a world
that is increasingly dominated by the ‘Internet of Things’.
Against this backdrop, the EU and its Member States must
develop public policies that take into account the different
actors of the cyber landscape at all levels.
a. Raising security levels and boosting
competitiveness through standardisation and
certification: Governments, businesses and consumers
increasingly rely on electronic devices in their everyday
activities. Yet, the ‘Internet of Things’ currently pays
scant attention to security and data protection aspects.
Developing an EU-wide certification system, based
on minimum thresholds and mutual recognition of
national certificates and labelling systems, would allow
public and private actors alike to make a conscious
choice in favour of increased digital security – whether
11
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b. Strengthening the European cyber industry and
moving towards digital autonomy in strategic
areas: In addition to developing certification and
setting minimum security standards, the protection of
Europe’s strategic interests requires a certain degree
of industrial autonomy in critical hardware, software
and services. Having trusted tools, as well as the
right skills at hand to fend off cyber threats is a key
element of any cybersecurity strategy. This means
strengthening the European cybersecurity industry
(covering hardware, software and services) and
enabling the development of European supply chains,
as well as expanding skill sets through education,
training and certification. This should be accompanied
by policies aimed at ensuring security of supply of
critical components and addressing the question of the
foreign acquisition of strategic cybersecurity assets.

Ongoing initiatives such as the European Cloud Initiative,
aimed at providing a European, world-class, online
infrastructure to securely store and manage data, or
the establishment of the public-private partnership
(PPP) between the European Commission and the
European Cybersecurity Organisation (ECSO) to boost
investments in cyber research and innovation, present a
good start. Building on this, consideration could be given
to establishing a cybersecurity Joint Undertaking
under the next Multiannual Financial Framework
to help defragment markets and supply chains, enhance
collaboration at European level and stimulate scientific
excellence and innovation in the cyber domain. In the
shorter term, other forms of incentives could be used to
dynamise European market players and speed up the
development of new skills, such as the organisation of
challenges, competitions, hackathons and prizes.

Box 4: Safe cyber infrastructure – a pipe dream?
The spokesperson of an influential hackers club once compared the world’s digital infrastructure to a poorly
maintained system of water pipes in a developing country megalopolis. Leaks can be found in every nook and
corner; technicians try to plug the holes 24/7 – but all they have is duct tape.67
What is often lost on the end users of the Internet is the nature of the network itself – a complex infrastructure
that includes physical elements (from the ‘traditional’ infrastructure, such as cabling and power supply, to the
hardware servers and devices), but also the software that runs the hardware; the services provided (e.g. routing);
the protocols setting the rules of the game; as well as human resources – from administrators to end users.
It is widely acknowledged that the factors that made the Internet a success in its early days – the loose
governance and bias towards technologies that facilitated quick adoption rather than security –
are what laid the ground for critical vulnerabilities in later years. Some core features of the Internet
included unfortunate compromises, e.g. the omission of encryption in the basic communication language of the
Internet (the Transmission Control Protocol/Internet Protocol or TCP/IP), partly due the poor performance of early
computers.68 Others were introduced as temporary, imperfect fixes but are yet to be replaced, e.g. the Border
Gateway Protocol (BGP) routing protocol created in 1989.69
The lukewarm attitude to security of many software producers (most notably in the 1990s and 2000s) did not
help either. For a long time, the market pushed developers to put quick feature development ahead of security
concerns. The term ‘patch-and-pray’ (a play on ‘plug-and-play’) describes well the dominant attitude of these
times. Perhaps ironically, instead of governments leading the way on security, it seems to have been revelations
of mass government surveillance that may have tipped the balance. Encryption became widespread around
2013, made visible by the ‘https://’ prefix users now see when visiting most major websites.
There are two distinct approaches to fixing the Internet’s underlying infrastructure:70 A ‘clean-slate’ approach,
according to which existing networks should be completely redesigned, using revolutionary models, such as
decentralised, resilient peer-to-peer networks, inspired by technologies such as BitTorrent or the blockchain,71
or a more evolutionary approach, building on the existing Internet infrastructure to find safe solutions that
provide comprehensive fixes rather than temporary patches. The two approaches do not necessarily have to be
at odds with each other and the EU should continue and scale up investments in research in both directions.
In addition, Europe should support a drive towards higher standards of due care with regard to the Internet –
as it has done in many other fields, from the authorisation of vehicles and transport, food safety or
environmental protection – the Internet has carelessly been left in a security limbo despite the fact that it has
become the very foundation of most of people’s lives and livelihoods.
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c. Bridging the gap between industry and public
entities for a more proactive detection of
threats: To best anticipate and respond to potential
cyberattacks, a multidisciplinary, cross-sector
approach based on consistent information sharing
is required. The challenge is to detect cyberthreats
early on; to isolate them in the system under attack;
and to best understand their nature and potential
impacts before reacting. For this, the involvement of
industry is a prerequisite. This is particularly true as
regards critical infrastructures.

themselves, but also with government and private
sector partners.72 In the EU, similar initiatives are also
emerging. Information-sharing networks covering
critical infrastructures in energy and finance have
been created, while others are being considered in
the field of transport.73 And the demand for such
member-driven networks is increasing. Following the
cyberattacks against the UK’s Tesco bank in November
2016, the European Banking Federation called on the
European Commission to facilitate the establishment
of a cross-border information hub within the banking
industry to combat the threat of cyberattacks.74 Going
forward, the primary focus should be on those sectors
identified in the Directive on Security of Network and
Information Systems (NIS Directive), e.g. energy,
transport, banking, health, finance, but also on
other critical sectors, such as defence and telecoms.

To this end, the EU should accelerate the
establishment of ‘ISACs’ or ‘Information
Sharing and Analysis Centres for critical
infrastructures’. First launched at the end of the
1990s at the request of the US federal government,
ISACs are sectorial member-driven organisations set
up to collect, analyse and disseminate information
on cyberthreats to help critical infrastructure owners
and operators protect their facilities, personnel and
customers from cyber and physical security threats.
The objective is neither to regulate nor to control the
information, but to organise a structured dialogue
among key actors in the sector. Today, there are
24 such organisations in the US, covering sectors
such as automotive, aviation, IT, communications,
electricity, gas, financial services, healthcare and real
estate. These sector-based organisations collaborate
and coordinate with each other within a National
Council of ISACs – a cross-sector partnership,
providing a forum for sharing cyber and physical
threats and mitigation strategies among ISACs

d. Opening up a channel for reporting small-scale
cyber incidents affecting civil society, small
businesses and individuals: Reporting of even the
smallest incidents should be facilitated in order to
build up sufficient awareness of the cybersecurity
landscape in Europe and of the emergence of new
vulnerabilities and threats. Protocols to support
victims of cyberattacks should also be established.
A European Cybersecurity Coordination Platform
could guide Member States in establishing national
helpdesks and developing such protocols. Incidents
could then be reported back centrally, on a regular
basis, to the European Cybersecurity Coordination
Platform.

Box 5: What is a critical infrastructure?
The way in which critical infrastructure is defined can have an impact on the breadth of the cybersecurity
measures that states put in place to defend themselves against attacks.
In a world of rapidly evolving cyberthreats, this concept must be understood in a dynamic and broad manner.
Critical infrastructure will increasingly extend to the tools and mechanisms underpinning our democratic systems
and everyday life, as state-sponsored interference in political matters and national elections grows.
The US Department of Homeland Security already defines critical infrastructure as ‘the assets, systems, and
networks, whether physical or virtual, so vital to the United States that their incapacitation or destruction
would have a debilitating effect on security, national economic security, national public health or safety, or any
combination thereof’.75
The EU’s Directive on Security of Network and Information Systems (NIS Directive) also recognises the
critical role of operators of essential services76 and therefore sets up obligations for them to take certain
preventive security measures and, under certain circumstances, to notify incidents that have an adverse effect
on the security of their networks and information systems to their national authorities.77
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The international dimension
of cybersecurity

Yet, there remains a gap between the level of maturity
of cyber threats and that of worldwide norms and
definitions in the cyber context (e.g. what is an ‘attack’
in cyberspace?).

Digital security will always be a global issue and
Europe cannot be a digital fortress. Making Europe
more resilient through internal capacity-building will
be of the essence, but the EU must also contribute
to the building an international framework on
cyberspace that helps to strengthen trust among
all stakeholders.

It will be indispensable to establish an agreed
international regime, underpinned by three principles:83
(i) applicability of international law to cyberspace,
just as to land, air or sea; (ii) agreement of norms
concerning acceptable behaviour of states in
times of peace, voluntarily adhered to by states (e.g. no
deliberate action against critical infrastructures); and (iii)
confidence-building measures to build trust, reduce
risks and increase transparency.

An important shift in the global governance of the
Internet already took place in October 2016, when the
US handed over control of the domain naming system
to the non-profit Internet Corporation for Assigned
Names and Numbers (ICANN).78 This organisation is now
accountable to a global multi-stakeholder community,
whose members include private sector representatives,
technical experts, academics, civil society, governments
and individual Internet end users. The move seeks
to ensure that the Internet will be accountable to
the people, businesses and organisations that use it
worldwide, marking a shift towards a shared governance
that should reinforce confidence in the openness and
neutrality of the Internet. Governments will be a voice
at the table – but not the only one. And not a controlling
one, amid fears that more interventionist governments,
such as China or Russia, would have attempted to
interfere in online content management had the
governance been handed over to an inter-governmental
organisation such as the United Nations.79

On all these questions, Europe’s internal cyber set-up –
as well as its ultimate resilience to cyberattacks – will
define its credibility and weight in the global arena.

Conclusions
The past two years have seen a clear demonstration
of the potentially disruptive effects of cyberattacks on
all critical sectors. Loose coordination and soft policies
are a first step but will clearly be insufficient to face
new, complex and cross-border threats. Cybersecurity
needs to become a political priority. Anticipating and
planning for the worst should drive the next steps
at European level. Robust policies on cybersecurity
and the development of European capabilities,
underpinned by significant EU funding, should form
the basis of a European cyber shield to defend EU
institutions, Member States, businesses and citizens.

With regard to cybersecurity more specifically,
the United Nations had already set up a Group of
Governmental Experts in 2004 with the aim of
examining ‘existing and potential threats from the
cybersphere and possible cooperative measures
to address them’.80 The Ministerial Council of the
Organisation for Security Cooperation in Europe (OSCE)
also approved an initial set of confidence-building
measures for cyberspace in December 2013,81 and
additional measures were put forward in March 2016.82
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