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Gelismis Siber Tehdit (APT) Nedir? " @
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Gelismis (Advanced) Tehdit (Threat)

* Sifirinci gin agikliklan * Organize ¢alisma
- » Ozel hazirlanmig saldiri .» Yiiksek motivasyon
teknikleri -+ lyi finanse edilme

» Gerektigi kadar karmasik

| APY

- Kalic (Persistent)
Hedefli
Bitun zayif noktalari arama

- »_Uzun siire sistemde kalma
iz birakmama
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APT Nedir? — Siber Sayilar "

“If you know the enemy and know

yourself, you need not fear the of breaches are
result of a hundred battles.” 0/ reported by a
0 3ra party

preTeTeTIRTITITIRIINI

PRt EFEEQINS S
“ e e 41 6 days
average time Lo detect breach

CU S——— T | "ovod Pt bt
of breaches
/ occur at the Since 2010, time to resolve an attack has grown
0 application layer 0
71% ( ' )

o o

* Art Gilliland, RSA Conference
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APT Saldiri Yasam Donguisu *

Move
E B Laterally
Maintain
Presence

" - : Internal
Initial Initial Establish Escalate Recon Complete

Recon Compromise Foothold Privileges Mission

*Mandiant, «“APT1Exposing One of China’s Cyber Espionage Units” »
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Gelismis Siber Tehdit (APT) saldirilarinin genel karakteristigi *

Kesif **

Eposta listeleri, sosyal ag madenciligi, konferanslar, beseri
istihbarat, vs...

Siber Silah ...............................................................................................................

Gonderim Stratejik web saldirisi, hedefli eposta saldirisi ile gonderilen

Sémiiri Kodu/Yﬁntemi 0. gin tarayici/uygulama acikliklari, sosyal mihendislik

Yiikleme _araclar, iyi-yapim hedefli solucanlar

Ozel/standart gomiili kodlu HTTP, acik HTTP, sifreli
haberlesme, tam SSL kripto, tek kullanimlik C2 digim

Komuta Kontrol

*FireEye, « World War C: Understanding Nation-State Motives Behind Today’s Advanced Cyber Attacks Report»
** Lockhead Martin, «Intelligence-Driven Computer Network Defense Informed by Analysis of Adversary Campaigns and Intrusion Kill Chains»
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APT Nedir? — Neden Kolay? "

Savunma teknolojilerinin maliyeti *

Ortalama bir siber silah S1M
Tomahawk (Tactical) fuzesi S1.45M
Patriot fuzesi S4.54 M
Stuxnet S5M -S10 M
15 MH-60S helikopter §19.7 M
Siber ordunun yillik maliyeti * S49 M
F35(A) ucagi S$107 M
DDG-51 Guided Missile Destroyers $1.100 M

* Charlie Miller, How to build a cyber army to attack the U.S
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Unit 61398

e 2006 yilindan bu yana

— 20 sektoru kapsayan ¢alisma
— 141 kurumda APT tespiti

* Yuzlerce terabyte veri
e Ort. kurumda kalis stiresi: 356 giin
* Enuzunsure: 1,764 gun

* Bir kurumdan 10 ayda ¢alinan veri: 6.5

terabyte

* Cin Telekom tarafindan 6zel fiber

altyapi ve 1000 civari sunucu

* Hedefler: Cin’in 12. kalkinma planinda

yer alan oncelikli 7 sektorden 4’0

"»_a — it

*Mandiant, «“APT1Exposing One of China’s Cyber Espionage Units” »
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Yontemleri
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Geleneksel glivenlik mekanizmalari

Giivenlik Duvari (FW) “Saldiri Tespit/Engelleme Sistemi (IDS/IDS)

* IP/Port engelleme  : i * Imza tabanli
* Kural tabanli ' :

icerik Kontrolciisii (Proxy)
: * HTTP, FTP, SMTP, POP3 filtreleme
t o Kelime veya konu-tespiti

@Fﬁ{r

_Son Kullanici Saldin Tespit Sistemi (HIDS)
i« Kural tabanli

Anti-Viris (AV)
----------- - Zararh yazihm engelleme
* imza tabanli

11
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APT Savunma ve Tespit Yontemleri

Gelismis Siber Casusluk Tehdidi’ne karsi yeni nesil coziimler *

Calistirilir
Dosya

Ug Bilgisaya

o Ag Trafik Analizi (NTA) gercek-zamanli

e Gercek zamanl tespit (anomali/protokol/icerik analizi)
e Ag Forensik Analizi (NF)

e Tim paketleri yakalama ve saklama (yeniden akitma)

—— ——

e Calistiritlir Dosya/Dokiiman Analizi (PA) gercek-zamanli
e Kumhavuzunda (sandbox) calistirip davranis yoluyla tespit

. Ug Bilgisayar Davranis Analizi (EBA) gercek-zamanli

e Uygulama sinirlama, hafiza izleme, sistem ayar/proses izleme
e Ug Bilgisayar Forensik Analizi (EF)
e Ug bilgisayar izleme ve slipheli olay takibi

* Gartner: Five Styles of Advanced Threat Defense

v

TUBITAK
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APT saldirilarinin genel karakteristigi *
Geleneksel Yeni Nesil

Kesif **

Siber Silah

Gonderim

Somiirii Kodu/Yontemi

Yukleme

Komuta Kontrol

*FireEye, « World War C: Understanding Nation-State Motives Behind Today’s Advanced Cyber Attacks Report»
** Lockhead Martin, «Intelligence-Driven Computer Network Defense Informed by Analysis of Adversary Campaigns and Intrusion Kill Chains»



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Cuckoo’s Egg " ‘@

' TUBITAK

= 1980’lerde Bati Almanyali hackerlar tarafindan California’da bulunan Lawrence Berkeley
Ulusal Laboratuvari hatlari kullanilarak cesitli Amerikan kamu kurum ve kuruluslarinin
bilgisayarlarina izinsiz erisim saglanmasi

= Lawrence Berkeley Ulusal Laboratuvari’nda calisan Clifford Stoll adindaki bir sistem
yoneticisi tarafindan fark edilmistir.

= Bati Almanya’da Markus Hess adindaki bir 6grencinin bilgileri Sovyet KGB’ye sattigi
tespit edilmistir.

15
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= 1998’de Amerikan askeri sistemleri, NASA, Universiteler ve laboratuvarlar gibi kritik
kurumlardan bilgi calinmasi.

= ATI-Corp sirketinde bir teknisyenin Pazar sabah 03:00’te kendi aglarindan Wright
Patterson Hava Kuvvetleri Ussii’ne bir baglanti farketmesi.

SR

University Hop Points
jsbach.harvard.edu
unixs2 cis. pitt.edu
oit1.iusb.edu

sunmib.new.fit. edu London Hop Point
serendip.brynmawr.edu
jsbach.harvard. edu

. i0.harverford.edu
newvortex.ama.caltech.edu
net.cs.utexas.edu
bme-www. egr.duke edu
Victims cartman.aticorp.org
NASA More...
Department of Energy -
Wright Patterson Airforce Base
Los Alamos
Sandia national laboratory Moscow Internet Connections
Air Force Institute of Technology

Army Research Laboratory
Maval Research Institutions
More...

https://medium.com/®@chris_doman

gloce

¥ MG RO 16
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= 2003’te farkedilen ve en az 3 yil sirdugi tahmin edilen ve Amerikan savunma sirketleri
basta olmak Uzere ulusal laboratuvarlar ve NASA gibi kuruluslari da kapsayan bir APT
saldirisi.

= Cin mensei oldugu tahmin edilmektedir.
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= 2006’da Adobe Reader and Acrobat acikliklarina kullanarak sistemlere erisim
saglanmasi.

= Cogunlukla Amerikan ve ingiliz savunma, telekomiinikasyon firmalari hedef alinmistir.

= Genel olarak phishing.ile bulasmistir.

18
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= 2009’da sistemlerin ses ve goruntu kayit aygitlarini kullanmak Gzere enfekte edilmesini
kapsayan APT saldirilari.

= Cin mensei oldugu degerlendirilmektedir.
= Genellikle buyUkelcilikler gibi diplomatik temsilciliklere yonelik gerceklesmistir.
= 100 ulkede etkili olmustur.

* E-mail Uzerinden phishing ile yayilmistir.
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= 2010'da iran’in niikleer tesislerine yonelik yapilan ve sadece devlet aktérlerinin
yuklenebilecegi seviyede karmasik bir saldiridir.

= |Internet baglantisi olmadan Windows makinelere USB bellekler ile bulasacak ve
programmable logic controller (PLC) cihazlarini etkileyecek sekilde tasarlanmistir.

mumm HOW STUXNET WORKED

UPDATE FROM SOURCE 7
@
oeo
5 | ekl
o = . ooB =
—»—»-» 7 <7 = o EE]
= =
S N (2 ==\ =N =y
y/———N\
1. infection 2. search 3. update
Stuxnet enters a system via a USB stick and Stuxnet then checks whether a given |fthe system isn't a target,
proceeds to infect all machines running machine is part of the targeted indus- Stuxnet does nothing; if itis,
Microsoft Windows. By brandishing a digital trial control system made by Siemens. the worm attempts to
certificate that seems to show that it comes Such systems are deployed in Iran to access the Internet and
from a reliable company, the worm is able to run high-speed centrifuges that help download a more recent
evade automated-detection systems. to enrich nuclear fuel. version of itself.

oo
— m
= e

s =] =y
4. compromise 5. control 6. deceive and destroy
The worm then compromises the In the beginning, Stuxnet spies on the Meanwhile, it provides false feed-
target system's logic controllers, operations of the targeted system. Then it back to outside controllers, ensur-
exploiting “zero day” vulnerabilities- uses the information it has gathered to ing that they won't know what's
software weaknesses that haven’t take control of the centrifuges, making going wrong until it’s too late to do
been identified by security experts. them spin themselves to failure. anything about it.

http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet
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= 2015’te A.B.D. Personel Yonetim Ofisi’ne ( US Government's Office of Personnel
Management) yonelik bir APT saldirisidir.

= Gizli servis ¢alisanlari da dahil olmak Gizere 4 milyon ¢alisanin bilgileri ele gecirilmistir.

21
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Ag Trafik Bilgisayar
Analizi Analizi

AP ANALIZI

Zararh Yazilim
Analizi

Hafiza Analizi
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Ag Analizi

Zararh Yazilim Biiyiik Veri Bilgisayar

Analizi Analizi Analizi

Acik
LEVOELU Karaliste
Aracglar

Hafiza Analizi
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~ 300.000 Dosya

Veri toplama

Anti-Virus Taramalari
Ele Gegirme Gostergeleri (10C)

Otomatik Hafiza Analizi

Sistemde Kalicilik Tespiti

Yari-

Otomatik Paketlenmis Dosya / Entropy Analizi

Log Analizi
Zaman Cizelgesi ile Analiz

Toplanan Verilerde Korelasyon

Manuel

Manuel Hazifa Analizi
Siipheli Dosya

MFT Anomalileri

~ 1- 4 Dosya

*https://blogs.sans.org/computer-forensics/files/2012/06/SANS-Digital-Forensics-and-Incident-Response-Poster-2012.pdf

30
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i Saldiri imza ve Karalisteleri

5

l Alarm Uretilmesi |

I Siipheli Dosya Antiviriis Taramasi
| Ag Akis Bilgisi Elde Edilmesi

I Ag Trafik Ozeti Cikarilmasi (HTTP, DNS, FTP, vb. ) |

I Istatistiksel Tablo ve Gorsel Arayiizler

| Nitelikli Sorgular ve Korelasyonlar e — ‘ A
“

I Anomali /Tehdit Tespiti

L R
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APT Analiz Teknikleri

Calisan uygulamalarin kurdugu baglantilarin tehdit puanlari

TUBITAK

New Search SaveAs~ | Close
sourcetype=mir_ports | dedup PortItem.remoteIP, host | lookup threatscore clientip as PortItem.remoteIP |
search threatscore!=0 | sort threatscore | reverse | table threatscore, host, PortItem.remotelP,
PortItem_remotePort, PortItem_path H 171 1 1 v r
Report | Objects | Timeline | Canvas | Binary: APT.img | Digital DNA  Script
6 events (before 2/19/14 3:53:52.000 PM ) | I L I I | = | -
1@ & @ @0 @ ) ® & @ "=t
Events Statistics (6) Visualizatiol Digital DNA Sequence | Name Process Mame Size Severity ¥ | Weight j GxOTBTCH] *
5| -5 S S - 1
" 042D970F 163... . explorer.exe 4096 .
20 Per Page ~ Format = Preview %
! ) | OUB4EEDOCTC... vk, 1 iexplore.exe wsst NI 2| ||| Summary
i 452 .
e host F'OI"N'IEI‘] O0B4EEDOCTC. . !r\,'kmmi\mdﬂ svchost.exe 36864 111111 SLISP'IC'IOLIS Modules )
01685A0F6F0...  irykmmww.dl vmwaretray.exe 49152 111111 436
40 10.50.0.99 8819108 01685A0F6F0....  irykmmww,dl vmwareuser exe 49152 {11111} 436 Suspicious Module:
T . f 152 L1} 386 irykmmww. dll
» Elesgecirilme gostergesi-(JOC) taramasi = .
Fi T o 152 [L[111]] : _
e 1 : - _ SUSPICIOUS MODULE - g
26 p: -= - *
MFE_Operation_Troy+ 0211918e Kimsucky .
Ponmocup DLL imports+ 32a6b675
Kuluoz_Malware+ 356ad262 Description .
, Kimsucky- (UID: 4849849b S !ﬁ
C:\Projeler\ [ =i sy W Audits\Audits7 1\ ELIRH 18 =4 —
e e e mir.w32apifiles.72771707.xml onas
Size in pdated 01:08:20. 3
Full Path Bytes MD5 Definition - ’ﬁ
W R © 1193472  c54e2e5M35ece 1b57c36ee935080f3f B Serviceltem/name is ' WebClientManager
sm\1\taskmgr.exe - 5 .
Serviceltem/name is ' Remote Access Service
\Windows\Temp\SETUP 184 244c242627d00819dd5b79ef5da17 SIAND: 3
C:\Windows\Temp\SETUP.LOG 0 0244c242627d00819dd5b79ef5da175 R FiSTtony FisPath contabi - aratemaa: e

® OR:

C:\Projeler\iist il _SillAudits\Audits71\#8 20 0.00. /&l
\F BT \mir.w32apifiles.49522907.xml
C:\Projelersinmmm A udits\Audits71\ 9l s ™
= = e B EFmir.w32apifiles.5b5e280e.xml

Event #136+
Event #137+
Event #139+
Event #744+
Event #780+
Batchwiper+
zwshell+
puQu+ 53dd2090

Ramnit+ 5c03d9%e7

Generic Process Path Indicator+ 7fe9ed86
Troian-Bredolab+ 100D facdpQRh2 Y

4ffeb060
4ffeb539
4ffec233
525bb51c
527a00cc
548cfc54
592¢059¢

kbdlv2.dil'
auto.dll’
netsvcs.exe]

FileItem/FileName is '
Fileltem/FileName is '
FileItem/FileName is '
Fileltem/FileName is '
netsves_ko.dll'
FileItem/FileName is '
FileItem/FileName is '
svcsmon.exe'
Fileltem/FileName is '
svesmon_ko.dll
FileItem/FileName is

vcmon.exe'

wsmss.exe’

FileItem/FilePath contains ' winnt'
FileItem/FilePath contains *
windows'

Fileltem/FileName is '
taskmgr.exe'

FileItem/FileName is ' setup.log’
FileIltem/FileName is ' winlog.txt'
Fileltem/FileName is ' update.log’

Trait:

Description:

Trait:

Description:

Trait:

Description:

Trait:

Description:

Trait:

Description:

Trait:

El
.&lr

68 5A

Protected storage COM
interface DLL - could indicate
scanning for
username/passwords

6F OE

Program is accessing a
Protected Storage Registry Key
for Outlook Express

A9 DS

Program installs hooks into the
windows messaging chain.
Thiz is very commaon with
keyloggers, but can be used for
any windows message type.

D336

Program is accessing a
Protected Storage Registry Key
far FTP, Front Page, passward
protected web sites

49 C1

Program is accessing a
Protected Storage Registry Key
for Internet Explarer

47 28 3

IS TR R
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En ¢ok baglanilan 50 HTTP baglantisi ve lilkelere dagilimi
HTTP Requests - by COUNTRY TOP 50 HTTP Connection [without Turkey]
Country - | DestinationlP : Ur - count - ‘ percent -
other (27) .
P Germany 46.165.232.90 www.ekoayrinti.com 1307261 35187992
zZech Republic
Europe United States 108.162.199.143 iShabercom 66001 1.776572 .
Uk Kingdom messaes GOK:UZUNIuktaki sipheli.DNS istekleri
Ukraine Sweden ) . . . . . .
N Too many same-sized DNS requests from an internal host (Indicating a possible exfiltration)
ranse United States United States
Ireland Url | Length
Europe
Olgfaz1iGnlg4uwk10i1axg7017538531c29Thi6d4aezb642621h5a6. bulgaristandaegitim.web.r 83
France
Netherlands 012027765deat3f3391c-46328848ae1 2523547681 ecbd06246c9.r37 cf 1 rackcdn.com 73
United States
112a292dcal422269d30-0b7el 1361 5eebf298677542280795c6C.55].cf1.rackcdn.com 73
United States
by 285beB4fb617dbd13607-633e79af860eefofa3040b8a041250956.r50 cf2 rackcdn.com 73
34a7a1f9164c45c1b611-84378afed 3d6d6b04d T 78690 Th49ff0e 551 cf2rackcdn.com 73
3bfbfci1c85711918629-084aee1731863a8c068bb2ceT331d518.55l.cf1 rackedn.com 73
3; 4—24—(:::!093186!@13 gcl4ﬂEb9TDcf5 Dﬁdﬁaﬁﬁ éﬂt}# r3g. rrackcdn com 73
bg¥ﬂalde g];.ui QJ‘LQ ﬂtn I Aaarkcdn com 73
T 73
Save As v Close
73

source="/usr/local/bro/logs/http_filtered.log" | search SourceIP!="11l1 ''*" | search DestinationIP!=" S|
gl iplocation DestinationIP | streamstats current=f last(_time) as next_time by DestinationIP | eval gap = next_time
- _time | stats count avg(gap) var(gap) by Url, DestinationIP, SourceIP, Country | sort + var(gap)

antime~  Q

Job~ |Paused 3 .ﬂ B Verbose Mode v

Your search is paused.

Events (1,237,004) Statistics (9,072) Visualization

100 Per Page = Format = Preview = «Prev. 1 2 3 4 5 6 7 8 9 Nextr
url DestinationlP SourcelP Country count avg(gap) var(gap)
0.gravatar.com 68.232.35.121 102225 United States 1 . 35.099330 0.000000
01 creativecdn.com 37.140.238.34 102.81 Netherlands 1 0.999793 0.000000
1-ps.googleusercontent.com 173.194.11212 102.161 United States 1 188.184411 0.000000
1-ps.googleusercontent.com 173.194.112139 102.30 United States 1 102594054 0.000000

33

1-ps.googleusercontent.com 173194112139 102.38 United States 1 2117.476816 0.000000
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I\\? APT, lilke ve kurumlar igin buyuk bir tehdit
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Tesekkurler
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