Uygulama 5 - Wireshark ile SSL Sifre C6zme

On Bilgilendirme
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e Bu uygulama istemci “egitim_tcp_ip” sanal makinasinda gerceklestirilecektir.
o ‘“egitim_tcp_ip” sanal makinasinda Ubuntu isletim sistemi kuruludur.

Komut Satirinin A¢ilmasi

s BB 7TRH oXem?

Terminal Emulator

Use the command line

C3640-JK.BIN

XP

Uygulama Adimlari
1. Terminal acarak komut satirindan calisiniz.
2. Wireshark yazilimini aginiz.

3. Sertifikaya ait .pem uzantili gizli anahtar dosyasi Wireshark’a verilerek sifreli SSL trafiginin

cozlilmesi saglanabilir.

4. “Paketler” klasori icindeki “sslwithkey” klasori altindaki “ssl.key” dosyasindaki anahtar ile

“ssl.pcap” dosyasindaki SSL trafigini okuyabilmek igin litfen sirasiyla adimlari takip ediniz.
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Stream Content

| 5 7ExcHange7aa Tan/1nbox/ "CRa=CONTents HITP/1
hccept: fmage/gif, imge/x-xbimap. ‘lmage/jpeg inuge/pjpeg. application/x-shockwave-flash,
hp 11cation sword,

Referer: https: //owa carbomdnd net /Exchange/

ccept-Language: en-us

jccepr-gncoding: ?:ip. deflate

Jser-Agent: Mozilla/4 0 (compatible; MSIE 6.0; windows NT 5.1; svi)

Most: owa. carbonwing,

-onnection: Keep-AH

lCookie: sessionide6cdfansa-6202-4035-3d77~e15F00112a32:0x409;

)-adat a883F B4 6A2E814ACL G61CBECRCBEEBDI3 = "2250a6f 90-0444 -400d-27C6-b7f8384441 CL2RIWNK ZQUIPRTAAD
;infm?xu ;7);;«; g TODOY0OZPWSVILHZ P+LY x+GHyUNY S ZyTAAOK 1T pHHEIMQE+ 3B65hr EL § yZa0KhoQLyVPwULN/
UriMaxfsIB2ry N"

HTTP/1.1 200 OK

connection: Keep-aAlive

pate: Thu, 09 Apr 2009 17:36:06 GMT
ontent-Type: text/html

Server: M crosoft ns/e 0

j<-Power ed-

MS- websxorage 6. 5. 7638
-ache-control: no-cache
rransfer-gncoding: chunked
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<! -~Copyr ight (<) 2000-209\3“04;?050\‘! corporation. All rights reserved.-->
not

ll. Win=64240 Len=0
Il win=64240 Len=0

9 win=63022 Len=0
est., EML?Cmdereplys
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-

ymsword, */“\r\n

<! «~CURRENT FILE== "IE6" eviaw --> )
<! -~CURRENT TEMPLATE == IPF,NOTe.00000002 --> »l
[KHTML xmIns :MSIE DIRLTR>
lOML :namespace prefixe"wm">
[<HEAD> ]
[UETA WTTP-EQUIV~Content-Type” CONTENT="text/html; CHARSET-utf-8"> |
| | 3l
End | save as | ree | Enewe conversation (191050 bytes) v | ascu  ecoic © Hexoump C Chnsys G Row
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