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Zararli Yazilm Analizine Giris " @

araril yaziim nedir:

e Bilgisayarin calismasini bozan,
Backdoor

Adware 2,2?%”‘-59%-\

Spyware 0,08%
Others 4 18% uzaktan erigsim saglayan veya

Worms 7,77% hassas bilgilerin toplanmasinda

kullanilan program

* Baslica zararh yazilim turleri
— Virls (Virus)

— Solucan (Worm)

— Truva ati (Trojan)

— Arka kapi (Backdoor)

— Spyware

— Adware

— RoPtkit
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araril yazinim analizi neair:

* Naslil calistigl, nasil tespit edilip,

engellenebilecegini anlamak lzere zararl

~ G
yazilimin detayli olarak incelenmesi -‘rQ
4

et

Zararli yazilim analiz yontemleri

T 3

e Statik analiz

— Zararh yazilimin ¢alistirnlmadan analiz edilmesi

* Dinamik / davranissal analiz

— Zararl yazilimin ¢alistirilarak analiz edilmesi
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3asit statik analiz

* Asil komutlarina bakmadan calistirilabilir dosyayi

incelemek \-«,
~
« Dosyanin dzet bilgisi -‘rq
. ¥4
* Icerdigi sozcukler,

* Dosya yaplisl, vs.. i

eri statik analiz

T 3

e Zararh yazilimin i¢ yapisina ve komutlarina bakarak tersine mihendislik yoluyla

incelenmesi

* Uzmanlasmis bilgi gerektirir
— isletim sistemi prensipleri

— Kod yapilar
— Disassembly, vs..
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e Zararh yazilimin biricik olarak taninmasi icin kullanilan kimliklendirme yontemi

e Cok kullanilan 6zet alma yontemi: MD5 , SHA-1 '1 tOtal

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, frojans, and all kinds of malware

e Farkh kaynaklardan arama imkani saglar
et C:AWINDOWS\system32\cmd. exe

[ File Q@ URL Q Search

Enter Term

C:*Documentz and SettingssAdministratorsDesktopimdbsum.exe defref.exe
15hbad?ad453a87ac?2111083d77079cd6| #defref .exe

7 BinText 3.0.3 =13

Search | Fiter | Help |
File to zcan |E:\Documents and Settings\administrator\ DesktophTinb Browse
. e \J e . . . . e .
* Yazilimin icerdigi karakter dizgilerini gosterir A e Time taken: 0000 secs Textsize: 760 bytes (0.74K)
File poz | tMem pos | 0] | Text | -~
A 000000003B6E  00000040476E 1] P
- st epan edlien Tk jg S | S
etfoduleHar
m p O r ex p 0 r e I e n O n S Iyo n a r A 000000003F7C  00000040517C 1] GetPrivateProfileString4 B
A 000000003F38 000000405155 1] Wirtaldlloc
A 000000003FA8 000000405145 1] ‘WirtalPratect
I . . kl . k I I o A 000000003FE4 000000405184 O Istrlerd,
[ ] A 000000003FC4  0000004051C4 1] kermel32.dl
Ya ZI I m Sozcu e rl u a n I rl ege r A 000000003F0 4 000000405104 1] CreatetwindowE st
A 000000003FEE  0000004051EG 1] DeffindowProcd
IP adresi / URL adresine bagl k A CO000D0ANCA ODONODAORZOA D Emibin
—_— ndDialog
a reSI a re SI n e a g a n a Ca Sa ’ A 000000004016 000000405216 1] GetClientRect
lirli bir dizi K | K A DODDODOD40ZE 000000405226 10 GetDlglitem v
- Be Ir I Ir IZIne opya ama yapaca Sa’ Ready AN B8 LIk 11 RS: 0 Find Save
— Ozel bir mesaj yayinlayacaksa, vs.. —

(cc) WSIE)

E% MG MDD 8
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PE basliginin incelenmesi

e PE: yazihmin isletim sistemi tarafindan dizgun bir sekilde yuklenip

calistirllabilmesi icin gerekli bilgileri barindiran yapi —

* Kullanilan DLL ve fonksiyonlarin listesi I

* Yazilima ait bolim (section) isimleri PE signature Headers

File header

CFF Explorer VIl - [defref.exe]

File Settings ? Olptional header
H < defref_exe b4 = -
- Py t Wal H
- ety ale Section headers
= ﬂFﬂBZ defref.exe File Mame C\Documents and SettingsiadministratorDeskboptdefref. exe
— [ Dos Header File Type Portable Executable 32
[E] MtHeaders
[ File Header File Info Microsoft Yisual C++ 5
[ Optional Header File Size 429,50 KB (439808 bytes)
IZ) Data Directaries [«] PE Size 429,50 KB (439808 bytes) text section
— = Section Headers [+] Created wednesday 17 July 2013, 10.19.28 {code)
— (= Import Directary — -
| S Resource Directary Modified Fridaw 12 July 2013, 11.34.00 8 .
L CRelacation Directary Accessed Thursday 22 August 2013, 09.55.40 ‘data section ectlons
— %Addless Converter MDS 1566409445345 7RCO211 10307 707ICDE
— :,, Dependency Walker SHa-1 £4157F8990359CBa3CE3043FA36EDE 31 3CFEERLC .
— “dvHex Editor other sections
— ﬁ;,ldentlher
— % Import Adder Property Valus
— *ﬁ;ﬂuick Disazsembler CompanyManme Hex-Rays 54
— 2..- Rebuilder FileDescription The Interactive Disassembler
B ‘5’3;;";"‘3""‘ Editor File¥ersion 6.1.11,315
— ility
InternalMams The Interactive Disassembler Data [:]th =18 Ij ata
LegalCopyright Hex-Rays 54
CriginalFilename idag.exe @ @ @
ProductMame The Interactive Disassembler EY M HD 9
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Paketleyici tespiti
* Gizlenmis yazilim |
— Yazilimin ¢alismasinin gizlenmesi

e Paketlenmis yazilim
— Sikistirilmis ve analiz edilemeyen yazilim
UPX PECompact FSG ASPack WinUPack  YodaCrypt Themida
Sikistirma (1 Tond @) Headers Tersine
> Mihendisligi
Code
section Enge"eme
! %
" Data N
section \
—T—

-

Original PE
file

Compressed PE Execution of
file Compressed PE

file
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pIDA - G
File Edit Jump Search | View Debugger Options Windows Help

58 -~ || T 3 vty o+ >
& Graphs » 59 Hexdump =
5| % -
Bae A% Toctbars , s 8nE e
B En | 2 27 F M Cakulator... Shifte/ | Erports Eluwm/zasayas
P B | 5B DR Printsegment registers  CtrleSpace TR [T mid
= ~1-f i Printintemal flags F | N Names Shift+F4 | ]
et :—l - Num. | " Functions ShifteF3 — 1. I
Functions window ide b 15 Swings ShiftoF12 £ B Erume | X B Impocts | X 3 Expots |
:“"“”"“"" @ Hide all & Segments ShifteF7
;»WMM!.!AJ] 4P Unhide all B, Segment registers  Shift+F8
") NPWincProc(x X xx) by B e
i1 _securty_check_cockielx]
:,.__“. Setup hidden items @ Sputes o
41 StingCehPrintfw T Typelibraries ShifteF11
) sub_1001620 public _WinMainCRTStartup
:v'CheckSavc{x) B Structures Shift+F9 WinMainCRTStartup proc near
) En Enumerati o
\'»tlvides.&ms«[xl .:‘ ugid Sht O ; FUNCTION CHUNK AT 01001601 SIZE 00000034 BYVES
£ o o """"“‘I"”‘“‘] & Localtypes S+l ; FUNCTION CHUNK AT 01004368 SIZE 00886024 BYTES
&) NPCommandiu ] A ION CHUNK AT B1006C10 SIZE 00000058 BYTES
| i) SaveGiobals() :‘dc"’“'““““ : 10N CHUNK AT 81006097 SIZE 00000010 BYTES
::'Fwebedl i Function calls ; FUNCTION CHUNK AT 01006CBB SIZE 00000012 BYVES
7 sub_1001A4D E2
) _SEH_epdogd_GS 2ZJ Notepad call  __ security_init_cookie
AT Assaerntd ) Problems push  Sen
> NPl xx) push  offset dword_10037a0
ol call  _ SEM_prologh
) _SEH_eplogd xor ebx, ebx
JDNPSaelxx) nou [ebp-1Ch], ebx
o _memcpy moy [ebp-4], ebx
iy Setlitiel) lea eax, [ebp-68h)
72 StringCehCopyWix.x.x) push  eax ; lpStartuplnfo
) SkipBlanks(x) call  ds:__imp_ GetStartupInfoA@h ; GetStartupInfoA(x)
¥ o pesoe noy dword ptr [ebp-4], OFFFFFFFER
\;A:"“j‘::f "'] nou dword ptr [ebp-a], 1
DiProcess pbona{x.x) mov eax, large fs:18h
D nb_10026%9 ov esi, [eax+h]
‘A‘Cledefta[x.xl moy edi, offset native startup lock
| ¥ CheckWindowsGenuineStatus()
:4'_cuulk 2
Do) i Nid \
10000%  (392-40) (2286) 00002489 01003689 WinMainCRTStartup
| [ Ouput window Graph overview

Loading Tile 'C:\windows\notepad.exe' into database...
Detected file format: Portable executable for 80386 (PE.
0. Creating a new segment o:omooo-omxooog
1. Creating a new segment (0100C000-0100F000!
Reading imports directory...
tem32\comct132.d11 15 used for module COMCTL32...
crama>ialannt1s A1) ic nead far madila ArEAITI2

oK
oK

TUBITAK

Derlenmis calistirilir dosyalari

assembly komutlarina cevirir.

Program kodunun gorinmesini

saglar
Debugger 6zelligi bulunur

Ozel betik calistirilabilir

— IDC
— Python

Ticari Grindir
— Ucretsiz stirimii
— Kisith deneme strimiu
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L Load a new file EJ

Load file C:\Documents and Settings\eleancriDeskiopihello. exe as
| Portable sxecutable For 80386 (PE) [pe.ldw]

M5-DCS emecutable (EXE) [dos.ldw]

Einary File

Processor bype
:Inl:al BiecB6 processors: mekapc

Loading segment | 000000000
Loading offset | 000000000

COpitiores

Create segments
[] Load resources
Rename DLL entries
[] HManual load

Fill segment gaps
[ Make imparts segment
] Create FLAT group

DLL direchory | C:\WINDOWS

Anahysis

[#] Enabled
[#] indicator enabled

Kernel options |

Kerreel oplions 2

Processor options

| ok

|| cancel

N4

' TUBITAK

Calistirilabilir dosyayi yukleme

— Portable executable
* |DA tanir ve uygun sekilde
eslestirir
— Binary file
* ilave veri yiklenmez

— Shellcode, sifreli
parametreler vb.

— Islemci tir
* ARM vb.
— Elle yiukleme

gloce

¥ MG RO 13
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4 IDA - C\Documents and Settings\user\Desktop\tnnbtib.exe
File Edit Jump Search View Debugger Options Windows Help

|2 R er= ][ 5|4 w@e]dadetd~#wX]p 00N
I o [ i

M Library function Datz [l Regular function Unexplored I Instruction External symbol

[F]Functions wi.. O & X | (TZ] 1A View-a £ | [T Hexview-a (] | [E] structures [7] | [Elenums (] | & mmports [
Function name UPX: DAL 08760
. ] UPX1:00408768 ; -============== S UB R OUT I HE =========-
tart UPX1: 00408768

UPX1: 00408760

UPX1:00408760 public start

UPX1:0804087608 start proc near

UPX1:00408760 pusha

UPX1:80408761 mov esi, offset word_A4878Ak
UPX1: 0808488766 lea edi, [esi-6BAEh]
UPX1:08488760 push edi

UPX1: 088488760 or ebp, BFFFFFFFFh
UPX1:88488778 jmp short loc_488782
UPX1:0808408778 ;

UPX1 - 88LBB772 align 8

UPX1: 00408778

UPX1:088408778 loc_4BB778: ; CODE
UPX1:00408778 mov al, [esi]
UPX1:0040877R inc esi

) _p| oooo0196c [0040876C: start+C

Line 10f 1 < |

i IDA - G\Documents and Settings\user\Desktop\tnnbtib.exe

File Edit Jump Search View Debugger Options Windows Help
R e[t &] 3 w]|E Q] daa F~#wX]| > OO
I I m .

M Library function Data [l Regular function Unexplored [ Instruction External symbal

Funchonswi.. [miy X| IDAWEW-\A@ | [S] Hex view-a B I [A] structures [x] | [E]enums B8 | Impcrtsl
™ e
Function name
. start
public start
start proc near
pusha
nou esi, offset word_4870AE
lea edi, [esi-68AEN]
push edi |
‘ _'I or ebp, OFFFFFFFFh
4 | jmp short loc_4@8782
Line 1of 1 T
A Graphoverv.. O & X [ ]
E "=
loc_4BB782:
nov ebx, [esi
sub esi, BFFFFFFFCh
1o0.00% [(-33,7) [(295,29) [0000136C [0040876C: start+C

TUBITAK

Arayuz

— Metin gorunumu
— Grafik gorinimu
— Ek ayarlamalar
* Satir numarasi gosterimi
— General > Line prefixes
* Islem kodu gosterimi

— General > Number of
opcode bytes: 6

T 14
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* Pencereler

5 IDA - C\Documents and Settings\user\Desktop\tnnbtib.exe

File Edit Jump Search Wiew Debugger Options | Windows Help - F U n Ct I O n S
E?E“JQ- @vmﬁhﬁh% %|@E|E|Loaddesktop E’@X“Jblm
5 Save desktop... I N [ F —_ Names
) ; ; |E_Zf Delete desktop...
Library function Data [ Regular function Feeetrieskion mbol _ St ri n gs
Functionswi.. 0 & X | IDA View-A || | e —_— ll I [3 Enums | | Imp
Function name Add Ordi Liby
e T o — — Imports
Next window F& KERNEL32
Previous window Shift+Fa KERNEL32 —
Close window Alt+F3 ADVAPIZ2 EX po rts
Focus command line . CRTDLL
USER.32 —
Output window Alt+0 WINIMNET St r u Ct u re S
Functions window Alt+1 wsock32
IDA View-A Alt+2
(3] Hex View-A Alt+3
Structures Alt-+4
[Ej Enums Alt+5
Imparts Alt+6
(%] Exports Alt+7
- vl
L = _ -

E"" H‘E: [ le] 15
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e Baglantilar
— Sublinks

DA View-A [ | Strings window || I @] Hexviewa [ I Structures || I H PY Fonksiyon baslanglClna
Pun- A0 proe mear baglanti (printf, sub_xxx,
var_4= dword ptr -4
push ebp etc')
mou ebp, esp .
push oo — Loc links
call Gei_:[:ummandLinen o
23; E;té ;i:f [edi], 22h e Atlama noktasina baglantl
jnz short loc_ 481994
X (loc_xxx)
—— ;sj - 22h : val — Offset links
loc_461994: ) nov eax, edi . o
or " eax, eax Lo push  eax ; str » Bellekteki offsete baglanti
jz short loc_4B19a0 call strchyr
add esp, &
mouv [ebp+var_4], eax
jz shm:t loc_4819AF

gloce

¥ MG RO 16
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x|
Jump address || ll
Ok Cancel Hel .
l >  Arama (search) ve atlama (jump)
x| — Atlamalar (jumps)
o = « Operand’a gitmek (G)
pParameters =y Diecton * Dosya offset’ine gitmek (-)
e {+ Search Down
i - — Aramalar (searches)
[T Regular expression Search Up

» Siradaki kod (Alt + C)
* Metin (Alt +T)
™ Find all occurences ® Byte d|Z|S| (Alt + B)

[ 1dentifier

x Cacel_| e Capraziliskiler (Cross-

_ioix
e references, Xrefs)

|->=- Up r start+5A push dword_403020

OK I Cancel Search Help

— Xref’ten operand’a gitmek (X)
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5
Address: Ox401960
Name | sub_401950s =l I . .
* |IDA kullanimi gelistirmek icin;
Maximum length of new names 15 -
Local name prefix oo B — Anlamli isimler koyma (N)

— Yorum ekleme
[~ Local name

* Tekil yorum ekleme (:)

W Indude in names list

™ Public name e Tekrarl yorum ekleme (,)

[T Autogenerated name . 9 (99 00 .09
— Turleri donustirme

™ Weak name
[~ Create name anyway * Ondalik (H)
oK Cancel | v | e Onaltilik (Q)
» Karakter (R)
= * |kilik (B)

Enter repeatable comment

* Adresten sayiya (O)
* Yapi offseti (T)

my comments

Ok Cancel Help



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Statik Analiz " @

' TUBITAK

ANadlizae aepugger Kulianmanin yeri

T E

e Calisirken kodun icine adim atin
* Belirli dallanmalari incelemek icin, break point koyarak yazilimi durdurun
e Calisma ortamini inceleyip, degistirin
* OllyDbg bu isleri yerine getiren faydali ve Ucretsiz bir debugger
* Immunity Debugger, vb.

——

Yaygin OllyDbg komutlari

1 E

* F7ile koda adim atin
* Her komut adim adim calistirilir
* F8ile koda adim atin
* Fonksiyon cagrilarinin icine girilmez
* F9ile bir sonraki breakpoint’e kadar calistirin
e Ctrl+F9ile prosediir sonuna kadar galistirin
e Ctrl+N ile kod icindeki sembolik isimleri listeleyin

— —
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Window  Help

File  Wiew Debug  Plugins

Bux| »N

Cpkions

* Yazilim debug ederken, vaktin

cogu CPU penceresinde gegirilir

BO4BETEC| - SHORT tnnb (b, 06405700 i
BE4BE7EE| HORT tnnbet ib. 06405 LFD ~ [Heaisrers [FRL)
Bo4857FE| . BELE Efi, DUGRD. PTR" 031 EG1 ) ek e
Ahdanrre| | Eox £ EDX 7C9BEAF4 nedlL.KiFsstsys c
M e — ¢ saiorrcs * CPU penceresi bir ¢cok alt alana
=L ==
BRABEEAE| o BD142F LEA ED,OWORD PTR DS: [EDI4EEF] S0 B GRE o plEtiER
80485502 . S3FD FC P EEF, -4 _ EIP BB488768 tnnbet ib.<Madu Le 20 1169 e
e e bélinmiistiir:
BO4BESOF| . 42 C ECH i
BO4EEE10 BYTE PTR D5:[E0LT, AL 8 53 Ha Sl aAaAAs
ppiaiel | £ 28 E2 g ooy rrroEese! » Disassembler: debug edilen
TR A e | R SRR TaRSAES SO 38 mceer e ' 8
- tnnbkib. 06 LastErr ERROR_NO_IMPER: .

PR B oo Er, DUORD PR 06 CEDK] 5| e caeanzas o e, E o, s, yazilimin assembly kodunu verir
S| o B B ED=, 4 ST empty —UMORM EDEC G1GE6:
Bo4a5321| . 8907 MOU DWORD PTR DS:[EOI1,EAX I ey DO B . . . .
BeqmsEzs| . 83Cr B4 EOI, 4 - ° R t . I t I
Go4pEcze| . BIED B4 E ECH,d 15 chots 2-2 egisters: 1siemci registeriarinin
Bo4BEEEa| L7y F1 JA_SHORT tnnbt ib. BE4BS31C =l ci [
BO4BEEZE| . BICF ADOEDI, ECH S T ok c eMa o o -
| GC1EE SEAAAAAT ||efiln oG e v |78 enpty 1. oopEEREEEREREGE; Iicerigini gOSte rir
BB4BETOO=tnnbt Lb. BB4EETOD SN G SaltEgE

FST 4828 Cond 1 @ @@ E 2 q ’

D AR RN el R * Information: disassembler’da
Address ~ FCE17VEEY | RETURN_to kernel32. ?CSer . .
Gaazrnan Aleicreo) rosiadss/ neail. csi658 secilen komutun argimanlarini
N e
o aLs BE1EFFOS| BB1ZFFCE goste rir
R B212FFOC| 9332568 _
i BOISEEES| PhbooRCE| SE hondlon o
b BE1ZFFES| 7CB17078| kerns |32, FLa17E70 ° Dump: bellek veya dosyan|n
BRG] BO1EFFEC| BEDEE0EE
s S eriBin odster:
e BE1ZFFFS| BB4BE768| tnnbt ib. <Modu LeEntryFain Icerigini gOStenr
R BO1ZFFFE| BBOEOOED
BO4EA7E v c eMo o o .

° k:
Badusars Stack: yigitin icerigini gosterir
BO4E035
BO4E309E
BO4EI035
BO4EI0AR
Bo402050 v v
— — s - =

E"" H‘E: [ le] 20
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Basit Dinamik Analiz

e Calistirllabilir dosyanin kum havuzunda (sandbox) analizi

Comodo Instant Malware Analysis

Automated Analysis System Analysis Report for server-noanti.exe Comment on this repert
Summary:
Ifyou have a suspicious file, please submit it online by using the form below. Once e pizn Rk
System will scan it and repor back its findings .
Write to foreign memory areas: This executable tampers with the execution of anather process. @
Performs File Modification and Destruction: The executable modifies and destructs files which arenot )
: . temporary.
File to scan: | :
| Elloosele | Mo flle chasen Autostart capabilities: This executable registers processes 1o be executed at system start. This could @
result in unwanted actions to be performed automatically.
[ 1agree with the Terms and Conditions Changes security settings of Internet Explorer: This system alteration could seriously affect safety [}
EE—— surfing the World Wide Web.
Upload File Creates files in the Windaws system directory: Makware often keeps copies of itssif in the Windows @
P | directory to stay undetected by users.
- v — 3 ®

Dinamik Analiz Araclan

— Process Explorer / Process Hacker

— Process Monitor
— Regshot

— CaptureBAT

— Autoruns

— Wireshark

(S

= MG RO
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Process Explore Brnats: www Brnals.co L »
g rocess Explorer
e 10 e ’—‘ ]
; H 'ﬁ = 5 SRl Image Performance Performance Graph Disk and Metwork it
Process PO O Threads ‘ TCP/IP Secrity Environment Strings e . . . . e e e
i [ * Gelismis gorev yoneticisi
T Inkeinupts nfa <l TID C CSwitch...  Start Address A
[ [smss.exe 632 7% <00 270 procesp.exe+DsTHIED rafian o .
[Mesrss.ene 04 1104 <00 i) ewe+ e ab] ratian ) ( - )
=] n winlogon, exe 728 o D s ral?on P ro S e S a ga C I p a re nt C h I | d
o[ services exe m %0 <0.01 76 procesp.eke+(kTable ratian
B%"mahcm:ﬂe“e ggg B o 1 ADVAPIZ2 2845 [_ R k |
i DS. e 256 <om 1 procesp.exe+(sfable ré ?on L] e n Vu r u a rl
Qs | % | o T 8
E svchostpexe : 10 260 kemel32.di+{x106e3 calion
=[] swchost.exe 1148 2<B4 ole32 kT e | ® & ratian - Red . P roses SO n Ia n d l
[ wsentivexs 428 = = ratian .
Jwectee | 2| om0 | — Green: Yeni proses
%sw:m:e"e Egg Start Time: 1430 AM 82013 'a:!°”
wwchost sxe ration .. ol e sy
Fgwosee | w1 | ¥ Ready Baebrinty: 13 il — Blue: Bazi glivenlik icerigi
™ . mtoolsd exe a4 Kernel Time: 0:00:01.890 Dynamic Priority: 15
[ imapiese 1392 User Time: 0:00:00.015 ration . W| N d OWS Sservisi
Elﬁalgm ‘?sg Context Swikches: 6,669 rlion
[sass.ene ration . . .
: E — Purple: Paketlenmis imaj
’ Permissions ] l kil ] ’ Suspend ] i
i), Sysinter. = Ao
e Detayli proses bilgisi
CPUUsage: 1,56% | Commit Charge: 6,.93% | Procesest oo Tre oans c2com

— imaj (imza durumu, baslama
zamani, versiyon, ¢alisma
konumu)

— TCP/IP (aktif uc bilgisayar)
— Strings

- = -

E"" H‘E: [ le] 23
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=l Process Monitor - Sysil i com - O B
File Edit Event Filter Tools Options Help

[SH | ABE | A | B | A48 | (#B[0W

Process Monitor

ProcessName  PID Operstion Path Resut Detail Al E
aEelorerEXE 4780 Bk ClossFils Gl uss\App Data'Lo Wiindows..SUCCESS
Explorer EXE B or...C:\Users\markruss\AppData\\Local \Microsoft Windows. . SUCCESS AllocationSize: 354,544, EndCfFile: 362,088, NumberOfLin..
- Explorer EXE a for...Ci\L uss\AppData'Local .SUCCESS AllocationSize: 6,291,456, EndOfFile: 6,291,456, NumberCX .. . . . . . o
- Explorer EXE a for...C:\Lk uss\AppDatatLocal Windows...SUCCESS AllocationSizs: 364,544, EndOfFile: 362,088, NumberOfLin °
Explorer EXE B or...C:\Users\markruss\AppData\\Local \Microsoft Windows. . SUCCESS AllocationSize: 6,291,456, EndOfFile: 6,291,456, NumberCF... I S e l I I a IVI e e rI n I I Z e r
Explorer. EXE Q for...Ci\L uss\AppDataLocal \Mi i .SUCCESS AllocationSize: 6,291,456, EndOfFile: 6.291.456, NumberCX...
2 Explorer EXE ACreateFile C:\Usershmarkruss'\App Data'\Roaming' Microsoft\Wind .. SUCCESS Desired Access: Generic Read, Disposiion: Open, Options
aBplorerEXE 472D B\ FieSystemControl  C:\Users\markruss'App Data' Roaming* Microsoft\Wind .. CANCELLED Cortrol: FSCTL_REQUEST_OPLOCK
. aBplrerEXE 4780 EERegQuerKey HKCLScftware \Classes SUCCESS Query: Name
“aBolrerEXE 4780 #RegQuenKey HKCUNSoftware'\Classes SUCCESS Query: HandieTags. HandieTags: &) H H
aBplrerEXE 4720 @ RegQuerykey HKC LM Software'\Classes SUCCESS Query: HandieTags, HandieTags: x0 —_— osya S I S e I I I I
. [aBplorerEXE 4780 @8 RegOpenKey HKCUNScftware\Classes\CLSID\{D0021401-0000-0000...NAME NOT FOUND Desired Access: Read
aBplorerEXE 4780 @ RegCpenKey HKCR\CLSIDA{00021401-0000-0000-C000-000000000... SUCCESS Desired Access: Read
aBplorerEXE 4780 @ RegQueryKey HKCRN\CLSIDA{000214D1-0000-0000-C000-000000000... SUCCESS Query: Name
= Explorer EXE ® RegQueryKey HKCRM\CLSIDA(00021407-0000-0000-CO00-000000000... SUCCESS Query: Handie Tags, Handie Tags: (0 A
i Explorer EXE HKCUNScftwars\Classes\CLSID\(00021401-0000-0000...NAME NOT FOUND Desired Access: Madmum Alowed — a y I t e t e r l
- Explorer EXE HKCR\CLSIDA{00021401-0000-0000-C000-00000000D... NAME NOT FOUND Length: 144
. [ Explorer EXE C:\Users\markruss'\App Data'Roaming Microsoft\Wind... SUCCESS Desired Access: Generic Read, Disposition: Open, Options:..
Explorer. EXE T uss\AppData\RoamingMicrosoft\Wiind... SUCCESS AllocationSize: 408, EndCfFile: 407, NumberOfLinks: 1, Del...
2 Explorer EXE C:\Usersmarkruss'\App Data'\Roaming' Microsoft\Wind .. FILE LOCKED WITH ONLY .. SyncType: SyncTypeCreateSection, PageProtection
C:\Usersmarkruss'\App Data'Roaming' Microsoft \Wind .. SUCCESS AllocationSize: 408, EndGiFile: 407, NumberOfLinks: 1, Del. — roses

\AppData\Roaming\Microsoft Wind
Explorer EXE C:\Users'\markruss'App Data\Roaming' Microsoft \Wind... SUCCESS
asnagnednurm 6844 (3 NotfyChangeDirect..C% SUCCESS Fiter: FILE_NOTIFY_CHANGE_FILE_NAME

i EolrerEXE 4720 @%RegQueryKey HKCU\Scftware'\Classes SUCCESS Query: Name pd pd
SEhrerEXE 4780 @ RegGueyKey  HKCUNSofware\Classes SUCCESS Query: HandisTags, HandisTags: B — a a nt | S |
Exlorer EXE 478D @& RegQueryKey HKCUNSoftware'\Classes SUCCESS Query: Handis Tags, Handie Tags: x0

4780 #% RegOpenKey HKCUNSaftware \Classes\CLSID\{031E4825-7894-4DC... NAME NOT FOUND Desired Access: Read

Process Monitor

Dizplay entries matching these conditions:

[F'mc:ess Hame V][is V] u then [Inc:lude V]
ComExec.exe
[ ] cales ene
Rezet Explorer EXE j Remowve
Showing 200,645 d InaT azk. exe

; lzass. exe
Column Relation 'm
lzm.eme i

* Gelismis filtreler girilebilir

* Proses agaci gorluntulenebilir

@ Process Name s nD-'EIDTali_rS-SEEEXE

QF‘mcess Name is ' = _ a .o Q

Goin e IO Prosesin yasam suresi
Operation begins wi earchFilterH
Path EER Il Process Tree

@ Path ends wit

€3 Path ends wit|] (] Only show processes still running at end of current trace

€ Path ends wit Timelines cover displayed events only

5 Ptk ands wit

Process Description Image Path Life Time Company
—1ide 0 e )
= T Swstem (4) System
1 T]smss.exe (632) Windows NT Ses.. CAWINDOWSAS.. I Microsoft Corporat.
csiss.exe (704) Client Server Runt.. CNWINDOWShsy... IR Microsoft Corporat.
= {8 winlogon exe [728) Windows NT Log... C:NWINDOWShsy. . Microsoft Corporat.

= : services exe [772] Sevices and Cont... C:NWINDOWShsy. _ Microsoft Corporat.
T vmacthip.exe (340) |VMware Activatio... C:\Program Files' .. [ Vidware, Inc.
= TJsvchostexe [952) | Generic Host Proc... CAWINDOWS\sy... I Microsoft Corporat.
" wmiprvse.exe (17w C:AWINDOWS sy, Microsoft Corporat.
: wniprvse exe [31) Wil CwWINDOW Shay. . Microsoft Corporat.
< 2 <€
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* Kayit defteri ve dosya sisteminin

anhk goruntusi alip, karsilastirir

Elo&X

15k shak

[t
|

I Regshot 1.8.2

I Regshot 1.8.2

Compare logs save as:

* Plain TXT " HTML document

Iv scan dir1[;dir2;...;dir nn]:
| v

Qukput path:
CHDOCUME~ 1 ADMINI~1Y

Add comment into the log:

Compare logs save as:

* Plain TXT " HTML document

oo |

v Scan diri[;dirz;...;dir nn]:
(a5}

Qukput path:

CHDOCUME~1\ADMINI~1Y

¥ Scan diri[;dirz;...;di B
&dd comment inko the log: el A 2oL ]
| (s8]
Qutpuk path:
CADOCUME~ 1N ADMINI~1Y .,

Add comment into the log:

Dirs: 1050

Il Regshot 1.8.2

Compare logs save as:

* Plain TXT " HTML document

Dirs: 1050 Files:13413

Files:13413

[

compare

Clear

Cuit

About

ik

English -

Time: 15297 ms

TUBITAK

* Proses / Kayit defteri / Dosya sistemi

/ Ag baglantisi aktivitelerini kaydeder

WINDOWS\system 32\emd.exe - CaptureBAT.exe -n -c -l sonuc. txt

Microsoft Windows XP [Ue n 5.1.26881
{C> Copyright 1985-2801 Microsoft Corp.

“Documents and Settings“Administratoricd..
“Documents and Settings>cd..

C:
C:
C:~>cd "Program Files"
IC:~Program Files>cd Capture
C:“Program Files“Capture>GaptureBAT.exe|-n —c¢ —1|/sonuc.txt
Option: Capturing network packets
Option: Collecting modified files
Option: Logging system events to sonuc.txt
Driver already loaded: CaptureProcessMonitor
Driver already loaded: CaptureRegistryMonitor
Loaded filter driver: CaptureFileMonitor
Creating network dumper
Loading network packet dumper
network adapter found: 192.168.91.138

L ]
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= Autoruns [OSOZER2-BD611 89k dministrator] - Sysinternals: www.sysinternals.com |Z||E|fg| ¢ S i Ste m a gl I IS' n d a ( b OOt/ I Ogo n )

File Entry Options User Help

diE A

calisan programlari gosterir
& ‘winsack Providers i Print Monitars @ L34 Providers £ Network Providers
: Codecs E BootExecutEa E Image Hijacks 1% Applnit 1% KnownDLLs n Winlogon

D7 Everything | é Logan ré Explorer & Intemnet Explorer [,j Scheduled Tasks % Services Drivers

Autorun Entry Description Publizher Image Path » i H e r b a § I a n g I g katego r i S i fa r k I I

@)
Whware Uzer ... WMware Tools Core Service Whware, Inc. c:\program fileshwmwaretwmware toolshwmtoolsd exe
ﬁ‘ HELMYSOF T'WARE SMicrosoftéctive Setuphinstalled Components §

[T Address Book & Outlook Express Setup Library—— Microsoft Corporation c:hprogram fileshoutlook, expresshsetupSl.exe S e kl I I e d e b u I u n u r

E Microzoft Outlo... Outlook Express Setup Library Microzoft Corporation c:\program fileshoutlook expressheetuphll exe
@’ HKCUNSOFTWARE \Microsoftinteret ExploreriDesktop\Components
o File: ot found: About:Hame

ﬁ’ HELk S oftwaretClassesh 4 ShellE s\ ContexttenuH andlers L i I ave fi It re s e ge n e kI e ri gi ri I e b i I i r

é] winFaR WwinFAR shell extension Alexander Roshal c:\program filestawinrararest. di
@’ HELMS oftwareh\Classes\Folder\ShellE x\ContextenuH andlers

é] WinFAR WinFAR shell extension Alexander Roshal c:hprogram fileswinrarirarest. di — KO d i m za Ia rl n I n d Oé r‘ u Ia n m a SI

ﬁ’ HELk S oftwarehClassesiFolderyShellEshDragCropHandlers

é] WinRAR WinRAR shell extension Alewander Roshal c:vprogram fileswinarsrarest, i . . . . . . .
@’ HKLMAS oftwarehMicrozofti nternet ExplorerE stensions — M I C rOSOft gl rd I Ie rl n I n g I Z I e n m eSI
ﬂ Windows Mess... Windows Messenger Microzoft Corporation c:hprogram files\messengerimamags. exe
ﬁ’ HELk S pstemiCumentControlS et Services
. A P e and dillrums b manbirs beaffic on this Riverhed Techenalamn e r-hrranramn filesbwinneanh e and s > b

T 26
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Capturing from eth0 [Wireshark

(v « e
Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help Ag pa ket ana||2|
el C RIS w F ¥
Filter: [ ‘ v | Expression...

No. Time Source Destination Pratacol | Info = Ka psa m I I fi It re Se ge n e k I e ri

227.382169 feB0::al74:a032:f3(ffo2
328.382261 feB0::al74:a032:f3(ff02
4 30.382167 feB80::al74:a032:f3tffo2::
5 34.382395 feB0::al74:a032:f3ffo2::
6 42.382658 fe80::al74:a032:f31ffo2

)
[ ]

2 DHCPVE Solicit XID: ©x674c06 CID: 000180011950a90dadb3cc295052
2 DHCPvE Solicit XID: 0x674c06 CID: 000100011950a90dadb3cc295052
52 DHCPVE Solicit XID: Ox674c06 CID: 000100011950a90dadb3cc295052
52l DHCPVE Solicit XID: 0x674c06 CID: 000100011950a90da0b3cc295052
2
2
B

Canli ya da kayith trafik analizi

DHCPvE Solicit XID: Ox674c06 CID: 000100011950a90dadb3cc255052
7 58.383192 feB0::al74:a032:f3(ff02 DHCPvE Solicit XID: 0x674c06 CID: 000100011950a90da0b3cc295052 £}
67.718777 fe80::al74:a032:f3ffo2::1: LLMNR  Standard query A wpad
8 67.719273 192.168.91.1 224,0.0.252 LLMNR  Standard query A wpad
10 67.918948 192.168.91.1 192.168.91.255 NBNS Name query NB WPAD<0O0=
11 68.668323 192.168.91.1 192.168.91.255 NBNS MName query NB WPAD<=Q0>
12 69.418393 192.168.91.1 192.168.81.255 NENS Name query NB WPAD<QO=

] n mB

D Frame 1: 243 bytes on wire (1944 bits), 243 bytes captured (1944 bits) B

P Ethernet II, Src: 00:50:56:¢0:00:01 (00:50:56:c0:00:01), Dst: ff:ffsiffsiffsff:ff (ff:ffiffiffiff:ff)

b Internet Protocol Version 4, Src: 192.168.91.1 (192.168.91.1), Dst: 192.168.91.255 (192.168.91.255)

P User Datagram Protecel, Sre Port: 138 (138), Dst Port: 138 (138)

I MetRTOS Dataaram Service

ooceo  ff ff ff ff ff ff 00 50 56 c0 00 01 08 @0 45 00 ....... PV.eooa.

0010 00 e5 01 Sc 00 00 80 11 00 1b cO a8 Shb 01 cO a8

0020 Sb ff 00 823 00 8a 00 d1 9d 35 11 02 b6 8a c0 a8 P~ TR

0030 Sb 01 00 8a 00 bb 00 G0 20 45 42 45 4d 45 4a 45 | I EBEMEJE

0040 44 45 42 45 4f 43 de 46 41 45 44 43 41 43 41 43 DEBEOCNF AEDCACAC

0050 41 43 41 43 41 43 41 43 41 00 20 46 48 45 50 46  ACACACAC A. FHEPF

00E0 43 45 4c 45 48 46 43 45 50 46 46 46 41 43 41 43 CELEHFCE PRRFACAC

0070 41 43 41 43 41 43 41 43 41 42 4f 00 ff 53 4d 42  ACACACAC ABO..SMB

0080 25 00 00 0O OO OO 00 00 OO0 Q0 00 00 QD 00 00 00  %....... .

0050 00 00 00 00 00 00 OO G0 OO 00 00 00 11 00 00 21  ........ A

0020 00 00 00 00 G0 00 00 G0 OO0 28 03 00 G0 G0 00 0O ........

ocho 00 08 00 21 00 56 00 03 00 01 00 00 G0 02 00 32 LV L .

(O etho: <live capture in progress> Fil... = Packets: 19 Displayed: 19 Marked: 0 Prefile: Default

(<]

) (<]

<1
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*Hizl ve nispeten kolay
*Sadece tek calisma yolu gorilebilir

-y S g \g—— ]

Statik Analiz |

*Daha ayrintili inceleme mumbkiin
*Yavas ve zor

L&V

Sonuc olarak

Hepsini birlikte kullanmak gerekli!
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