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* Zero-knowledge (Black-Box)
* Partial-knowledge (Gray box)

* Full-knowledge (White Box)
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Dis Ag
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* Web Uygulamalari
 Kablosuz Ag
* Sunucular
e Aktif cihazlar
* \Veritabani
 Uygulamalar
e Sosyal mihendislik
* DDoS
* Fiziksel givenlik ....
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* Kapsam (Scope)

e Zaman -
e
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e Erisim (sunucu agl,intranet) r‘;‘

e Method M
(Atak teknikleri)

Ornek: Brute force yapilmasin!
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(Reconnaisance) (Scanning) (Exploit)
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Temizlik Raporlama

Sistemde Kalici Olma

‘ Baska Sistemlere Sizma
Hak Ylkseltme

‘ Sistemde Hak Elde Etme

O Zafiyet Tarama
® Ag Topolojisi Clkarma

® Bilgi Toplama
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 Get Out of Jail Free Card
(Hapisten kurtulus belgesi) @"""'“"""46”'“‘ _

GET OUT
* NDA (Non Disclosure Agreement)  OF JAIL, FREE
G|Z|I|Ik 562|e§mesi THIS CARD MAY BE KEPT UNTIL NEEDED OR SOLD

 ROE (Rule of Engagement Kurali)
Pentest Kapsami, yasal izinler ve yaptirimlar
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Security
Standards Councn

* OWASP

* PTES

* OSSTMM

* NIST SP 800-115
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e Nmap
e Hping
e Scapy...

e Cain & Abel

Sniffer e Tcpdump

e Wireshark...

e Nessus

VN SHELE 1 E R - vetasploi

e Immunity Canvas

e Hydra
1O Fe) o= « John the Ripper

e Cain, Ophcrack...

* Burp
e Acunetix
* Net Sparker...
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