Uygulama 5- Cis - Cat

Onbilgilendirme

e Bu uygulama etki alani denetleyicisi (WGE-PC) ve istemci Uzerinde gerceklestirilecektir.
e Buuygulama, etki alani denetleyicisi lizerinde Administrator, istemci lizerinde Yerel Yonetici
kullanicisi oturumu agikken gerceklestirilecektir.

CIS-CAT ile Tarama

D:\Uygulamalar\CIS-CAT klasoru altindaki CIS-CAT.BAT betigi baslatilir.

i
6 (:)v” .+ Computer = Uygulamalar (D:) = Uygulamalar = CIS-CAT - | - m I Search CIS-CAT E‘
Organize v |%|Open v Mew folder 4= E:l @
J' Favorites Name « | Date medified | Type | Size | |
Bl Desktop . benchmarks 4/19/2013 2:06 AM File folder
8 Downloads | custom 4/19/2013 2:06 AM  File folder
=2 Recent Flaces | docs 4/18/2013 2:06 AM il folder
= Libraries b 4/19/2013 2206 AM  File folder
3 Documents | misc 4/19/2013 2:06 AM File folder
o Music CIS-CAT.BAT 4/19/2013 2206 AM  Windows Batch File KB
] Pictures B ciscat e 4/19/2013 :06 AM  JAR File 1,050 KB
& videos || cI5-cAT.sh 4/19/2013 2206 AM  SH File 1KB
~ |£:] JAVA.EXE 522013 3:19 AM Application 32,344 KB
M Computer

&, Local Disk (C:)

__w Uygulamalar (D:)

—a Local Disk (E:)

% DVD Drive (F:) 20130%

Sekil - 1: CIS-CAT Uygulamasinin Baglatiimasi

Not: Java yiikli degilse, ayni klasor icerisindeki JAVA.exe kullanilarak yikleme islemi gerceklestirilir.

Gelen kullanim s6zlesmesi kabul edilir.



x

Terms of Use:

foregaoing grant is subject to the terms of such Member's membership
arrangement with C13 and may, therefore, be modified or terminated by
CIS at any time.

[ b

Choice of Law; Jurisdiction; Venue

We acknowledge and agree that these Agreed Terms of Use will be governed
by and construed in accordance with the laws of the State of Maryland,
that any action at law or in equity arising out of or relating to these
Agreed Terms of Use shall be filed only in the courts located in the
State of Maryland, that we hereby consent and submit to the personal
jurisdiction of such courts for the purposes of litigating any such
action. If any of these Agreed Terms of Use shall be determined to be
unlawful, vaid, ar for any reason unenforceable, then such terms shall
be deemed =severable and shall not affect the validity and enforceability
of any remaining provisions.

]

Accept i| Decline
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Denetimi yapilacak isletim sistemi segilir.

.Configuratiun Assessment Tool o ] B |
File Options Help

the CENTER for

INTERNET SECURITY Configuration A nent Too

Platform: Windows Server 2008 R2 AMDG4 version 6.1 JRE: Oracle Corporation 1.7.0_21

Select Benchmark

CIS Benchmarks:|CIS Microsoft Windows Server 2008 Benchmark |'v

C15 05X 10.6 Benchmark

Looking for anoth{CIS Debian Linux Benchmark

CI5 HP-UX 11i v3 Update 2 Benchmark
CIS AlX 4.3.2, 4.3.3, 5L, 5.1 Benchmark

Benchmark Descleg a1 5.3 and AlX 6.1 Benchmark !

[T e

This document, S4CIS Windows Server 2003 Benchmark
guidance for estalcls Microsoft Windows Server 2008 Benchmark |
guide was tested \r g picrosoft Windows 7 Benchmark |
please visit hitp. Cree Ty Oy T o0 TTEvE qUESTONTS, COTTITTTETINS, OT TTave TOETIITE D Ways [0 TEToveE TS guide, |
please write us at feedback@cisecurity.org

Next
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Profil secimi gerceklestirilir.

.Conﬁguration Assessment Tool =] x|
File Options Help

the CENTER for

INTERNET SECURITY Configuration ssment Tool

Platform:; Windows Server 2008 R2 AMDG64 version 6.1 JRE: Oracle Corporation 1.7.0_21

Select Profile

Profile(s): Enterprise Domain Controller -

Profiles

Enterprise Domain Controller|
Enterprise Member Server
This profile is use|ssLF Domain Controller

this level are desit s 5| F member Server

is not required. It SSSUTMTTES ITAT A OPETAMTY SYSTETITS WITTTT UTE ETETETTSE ale WITIUWSs AF SF3 0T TdET armd
Windows Server 2003 3P2 of later. In such environments, these Enterprise-level settings are not likely to affect the
function or performance ofthe OS5, However, one should carefully consider the possible impact to software
applications when applying these recommended technical contrals.

Profile Descriptio
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Denetim baslatilir.

onfiguration Assessment Tool ] 3
File Options Help

the CENTER for

INTERNET SECURITY Configuration Assessment Tool

Platform: Windows Server 2008 R2 AMDG64 version 6.1 JRE: Oracle Corporation 1.7.0_21
Review Assessment Settings

Benchmark: CIS Microsoft Windows Server 2008 Benchmark

Profile: Enterprise Domain Controller

Start Assessment
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Tarama islemi tamamlanmasiyla sonraki adima gegilir.

[Bl configuration Assessment Tool = |0 x|
File Options Help

the CENTER for

INTERNET SECURITY Configuration A nent Tool

Platform: Windows Server 2008 R2 AMDE4 version 6.1 JRE: Oracle Corporation 1.7.0_21

Benchmark Execution Status

Mumber Title Time Result
1511166 |MSS: (TecpMaxDataRetransmissions) How many times unacknowledged data is...|=1 second |Fail -
152166 M55 (WarningLevel) Percentage threshold for the security event log at which th... |=1 second |Fail |
153166 \M55: (DizablelPSourceRouting IPvE) IP source routing protection level (protects ...|=1 second  |Fail
154/166 |M35: (TcpMaxDataRetransmissions IPvG) How many times unacknowledged d... |=1 second  |Fail
1556/166 |Always prompt for password upon connection =1 second |Fail
156/166 |Set client connection encryption level =1 second |Fail
157166 |Do not allow passwaords to be saved =1 second |Fail
158166 (Turn off downloading of print drivers over HTTP =1 second |Fail
159/166 |Turn off the "Publish to Web” task for files and folders =1 second |Fail
160/166 | Turn off Internet download for Web publishing and online ordering wizards =1 second |Fail
161/166 [Turn off printing over HTTP =1 second |Fail
162/166 [Turn off Search Companion content file updates =1 second |Fail
163166 [Turn off the Windows Messenger Customer Experience Improvement Program  |=1 second  |Fail
164/166 (Turn off Autoplay =1 second |Fail | |
165/166 [Require trusted path for credential entry. =1 second |Fail =
166/166 |Disable remote Deskiop Sharing =1 second |Fail -
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Denetim sonucunda istenilen formatta rapor olusturulabilir.

.Conﬁguration Assessment Tool - | Ellil
File Options Help

the CENTER for
INTERNET SECURITY Configuration A nent Tool

Platform: Windows Server 2008 R2 AMD64 version 6.1 JRE: Oracle Corporation 1.7.0_21

Report Generation
Report Output Options

HTML Reportl []TextReport [ ]XMLReport []CSVReport
Include Applicable Tests Onlyl

|Saving To: CiUsers\Administrator'My Documents\CIS-CAT Results\DC-20130503T093227Z

Change Save Location

Generate Report(s)

Sekil - 7: Tarama Sonug Raporunun Olusturulmasi

ister ara yiizden ister raporun kaydedildigi dizine gidilerek rapor sonucu incelenebilir.



.Conﬁguration Assessment Tool - |E||5|
File Options Help

the CENTER for

INTERNET SECURITY Configuration Assessment Tool

Platform: Windows Server 2008 R2 AMDG4 version 6.1 JRE: Oracle Corporation 1.7.0_21

Report Generation
Report Output Options

HTML Report [] Text Report [ ] XML Report [ ] C5V Report
Include Applicable Tests Only

Saving To: C\lUsers\AdministratoriMy Documents\CIS-CAT Results\DC-20130503T093227Z

Change Save Location

Generate Report(s) | | View Report(s)
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HTML formatindaki rapor asagidaki gibidir.



f- Benchmark Result cis_microsoft_windows_2008_server_benchmark-result-2013 ] 87 - |EI|5|

—

ey Iﬁ, C:\Users\Administrator \My Documents\CIS-CAT Results‘,DEj 4| K I,:f Bing 2

1’:‘? Favorites | ‘i.s &€ | Suggested Sites + @ | Web Slice Gallery -

/& Benchmark Result ds_microsoft_windows_2008_serv... | | ﬁ & - Eéé ~ Page ~ Safety ~ Tools - '@"
T

Assessment Results

-l  Benchmarkltem _______|Resulf
1 Recommendations
1.1 Account Policies
10.0 1.1.1 Enforce password history
10.0 1.1.2 Maximum Password Age
10.01.1.2 Minimum password age

10.0 1.1.4 Minimum password length

10.0 1.1.5 Password must meet complexity requirements

10.0 1.1.6 Store passwords using reversible encryption
10.0 1.1.7 Account lockout duration

10.0 1.1.8 Account lockout threshold

10.0 1.1.3 Reset account lockout counter after

10.0 1.1.10 Enforce user logon restrictions

10.01.1.11 Maximum tolerance for computer clock synchronization
10.0 1.1.12 Maximum lifetime for service ticket

10.0 1.1.13 Maximum lifetime for user ticket renswal

10.0 1.1.14 Maximum lifetime for user ticket
1.2 Audit Policies
10.0 1.2.10 Audit: Shut down system immediately if unable to log security audits

10.0 1.2.11 Audit: Force audit policy subcategory settings (Windows Vista or later]) to override audit policy
*" category settings

1.2 Detailed Audit Policy

10.0 1.3.1 Audit Policy: System: IPsac Driver

10.0 1.2.2 Audit Policy: System: Security State Change
10.0 1.2.2 Audit Policy: System: Security System Extension
10.0 1.2.4 Audit Policy: System: System Inteqgriby

10.0 1.2.5 Audit Policy: Logon-Logoff: Logoff

10.0 1.3.6 Audit Policy: Logon-Logoff: Logon

10.0 1.3.7 Audit Policy: Logon-Logoff: Special Logon

10.0 1.2.8 Audit Policy: Object Access: File Systam

10.0 1.2.9 Audit Policy: Object Access: Registry

10.0 1.2.10 Audit Policy: Privilege Use: Sensitive Privilege Use
10.0 1.2.11 Audit Policy: Detailed Tracking: Process Creation
10.0 1.3.12 Audit Policy: Policy Change: Audit Policy Change

[Done R I I O ™Y

{Bs Computer | Protected Mode: OFf |5 - [ ®m75% -~ 4
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