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‘Server Authentication’ Ozelligi " @

TUBITAK

* Sunucu Erisim kontrold i¢in 'Windows kimlik
dogrulama modu' 6zelligi secilmel

* Windows, SOL Server'dan daha kuvvetli bir
kimlik dogrulama mekanizmasi sunmaktadir.

* Varsayilan olarak Windows Kimlik Dogrulama
Modu secilidir.

* Asagidaki sorguyu calistirarak denetimi
saglayabilirsiniz.

xp_loginconfig 'login mode’;
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‘Server Authentication’ Ozelligi " ‘@'

' TUBITAK

* Eger varsayilan degeri degistirilmisse;
— SQL Server Management Studio araciacilr.

— Object Explorer sekmesi acilir ve ilgili veritabani instance’a
baglanilir.

— Instance name Uzerinde sag tiklayip 6zelliklere gelinir.

— Guvenlik sayfasinda sunucu kimlik dogrulama ayarlarindan
‘Windows Authentication’ modu secilir.

3_1_login-mode.sq...4C28CVN\user (58))* X ~ Properties

o ¥
28=--3.1 Server Authentication login mode A

®==
34 | 7* [ @=
4 | Default: Windows NT Authentication Sta
58 | =2
6 4 Server Properties - Wi BT BB EN
7 I xp_loginconfig 'login mode'; I e
af apage ( S -
8 o Script ¥ Hell
g 8 2 General ,_:S i u ;
10 2 Memory
' Processors Server authentication
i _|
E)
2! Connections (® Windows Authentication mode
%4 Database Settings -
00% ~ <| " A Advanced (O SQL Server and Windows Authentication mode
7 Resuts |73 Messages | %4 Pemissions
name config_value Login audting -
1 login mode i Windows NT Authentication O None
(®) Failed logins only
(O Successful logins only 3
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 Hem Windows hem de SQL Server hesaplari
(SQL login’leri) kullanilr.

* SQL login sifreleri network Uzerinden iletildigi
icin (encrypted gonderilmesine ragmen) daha
guvensizdir.

* MUmkun olan her yerde Windows authentication
tercih edilmelidir. Boylece single sign on
saglanmis ve login yonetimi basitlesmis olur.
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Eger Mixed Mod gerekli ise;

* SQL Server hesaplarinin password ozellikleri ve
kilitleme ozellikleri (lock, expire ...) lokal veya
domain grup politikalari ile dUzenlenmeli

* Mixed Mode Authentication secilirse sa
kullanicisiicin bir password verilmeli

* Busifrenin de yeteri kadar gucli bir sifre olmasi
gerekmektedir (Her iki modda da).

* Password policy force secilmisse zayif sifreleri
kabul etmeyecektir.
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* master, msdb ve tempdb hari¢ tum SQL Server
veritabanlarina misafir kullanici (quest user)
hesaplari Uzerinden erisim izinlerini iptal edilmelidir.

* Asagidaki sorgu intance’daki her veri tabani igin
calistinlmali, sonu¢ donmemeli.

USE ‘[database name];
GO

SELECT DB _NAME() AS DBName, dpr.name,
dpe.péermission_name

FROM sys.database permissions dpe

JOIN sys.database principals dpr

ON dpe.grantee principal id=dpr.principal id
WHERE dpr<name="guest’

AND dpe.permission. name="CONNECT";
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Misafir Kullanici iptali | A4

' TUBITAK

* Sorgu cevap donerse ilgili veritabanina misafir kullanici

erisimini (CONNECT hakki) kaldirmak icin;

USE [database_name];
GO

REVOKE CONNECT. FROM guest;

LJ o ‘ Database Properties - TestDB -|0 -.
58 scipt + [ Help
* Varsayilan S e |
5 s . Database name: | [Testoe | | §
O | a ra k h e r ye n I inriz i Users or noles:
eklenen . =] =
veritabaninda
misafir kullanici
hesabi varama —
‘C O N N E CT’ :';:nne;:m N Grantor GlantD With Gat | Dery |~
R N e m |
hakki yok. C §
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Sahipsiz Kullanicilarin Kaldirilmasi "
TUBITAK

* Yanlis bir sekilde kullanilmalarini 6nlemek igin

potansiyel risk-olan Sahipsiz (Orphan) kullanicilar
SQL Serververitabanlarindan kaldiriimali.

* Bu tarz kullanicilarin tespiti icin asagidaki T-Sql
sorgusu kullanilabilir. Hicbir sonu¢ donmemeli.

EXEC sp_change_users_login @Action='Report’;

23 | EXEC sp_change_users_login (@Action="Report’;

100% ~ < m

= Results __; Messages
UserName UserSID
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Sahipsiz Kullanicilarin Kaldirilmasi " ‘@

* Sorgu sonrasi bulunan Sahipsiz Kullanicilarin
kaldinlabilmesi icin;

DROP USER <username>;
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Ik Parolanin Degistirilmesi || @

TUBITAK

Object Explorer
Connect~ %3 %) m 7 2] .5
[ WIS Bs YN (SQL Server 11.0.3000 - WIN-6 A
= [ Databases
# [ System Databases
# [ Database Snapshots
= 1_} ReportServer
# | | ReportServerTempDB
@ | J TestDB
= 3 Security
;5; ##MS_PolicyEventProcessinglogin®#
&, #EMS_PolicyTsqlExecutionLogin®
NT AUTHORITY\SYSTEM
NT Service\MSSQLSERVER
NT SERVICE\ReportServer
NT SERVICE\SQLSERVERAGENT
NT SERVICE\SQLWriter
& NT SERVICE\Winmgmt
&8 New Login...
A WIN-€
# [ Server Rol
3 Credentia Policies 3
3 Coptogra - pcers
[ Audits
[ Senzer Aiu Start PowerShell Y;
1] >

Reports

v 1 X W 4 password-polic

* Parolasi guncellenen
kullanici ilk oturum actiginda
SQL Server tarafindan
verilen parolanin
degistirilmesi istenmel

bbbk

* Parola degistirilmeye
zorlanir ve boylece yonetici
veya baska birisi tarafindan
hesaba erisimi engellenmis
olur.

Script Login as »

Show output from: i_ Rename

Auto-attach to Delete IN-6I"E= VN’ on

The thread 'WIN dc) has exited with
The thread 'WIN Refresh dc) has exited with
The program '[1 Properties CVN: WIM & mcv

@080 ..

E% MG MDD
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_llkParolanin Degistiriimesi [\

* '‘MUST_CHANGE' opsiyonu butun Sql Erisim
KontrolU login‘leriiicin *ON’ olmal..

* Bu konfigurasyonu ilgili kullaniciya-atamak igin;

ALTER LOGIN-Kullanici WITH PASSWORD = €‘geciciparolal23’
MUST_CHANGE;

* Varsayianda ‘ON’ seklindedir.

* Ayrica ‘CHECK_POLICY' ve *CHECK_EXPIRATION'
opsiyonlarrda etkinlestirilmis olmakhdir.
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_llkParolanin Degistiriimesi [\

* SQL Server Management Studio araci Uzerinden
Object Exploreracilir ve hedefinstance’a baglanilir.

* ‘Logins’ sekmesine gidilir, istenilen‘login’inin
ozellikleri bolumunde ilgili ayarlar atanir.

Selecta page V y =
X '\ Script ¥ §/:3 Hel
A General <5 Serpt v [ Help
%A Server Roles '
27 User Mapping Login name: |Test Login | Search...
4 Securables 2%
Z@ Status 'f:) Windows authentication
(® SQL Server authentication
Password: |ooooooooo |
Confirm password: | ooooooooo |

Enforce password policy
Enforce password expiration
User must change password at next login
() Mapped to certificate

(O Mapped to asymmetric key
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* Kaba kuvvet saldirilarina karsi sysadmin haklariyla gergeklestirilen
login’lere parola degistirme sikhgiayari girilmelidir.

* AsaqidakiT-Sqgl sorgusu ile ‘CHECK_EXPIRATION' parametresi
‘off’ olan sysadmin-login’leri bulabiliriz;

SELECT 1.[name], 'sysadmin membership' AS 'Access Method'
FROM sys.sql logins AS 1

WHERE IS SRVROLEMEMBER( 'sysadmin',name) = 1

AND 1.is expiration_checked <> 1

UNION ALL

SELECT 1.[name], 'CONTROL SERVER' AS 'Access Method'
FROM sys.sql- logins AS 1

JOIN sys.server permissions AS p

ON l.principalsid = p.grantee principal id

WHERE p.type = 'CL' AND p.state IN ('G', 'W")

AND 1.is expiration®checked <> 1;
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Parola Omru Politikasi

N4

TUBITAK

* Sonucu ‘off’ olanlari tavsiye edilen seklinde ‘on’ yapmak

ICIN;

ALTER LOGIN [login name] WITH CHECK_EXPIRATION =

ON;

* BirSQL, SSMSile olusturulduysa ‘CHECK_EXPIRATION'

degeri varsayillanda ‘on’ degerindedir.

Object Explorer ~ L X W 4 password-policie..4C28CVN\user (53))* X
Connect~ 3 %) m [ (2] .5

1 IALTER LOGIN [sa] WITH CHECK_EXPIRATION = ON; I
LB WSS N (SQL Server 11.0.3000 - WIN-6 A

~ Properties

Current connection parameters

Yl =

= [ Databases lﬂ

Login Properties - sa

+ [4 System Databases

# [ Database Snapshots
# | J ReportServer

+ U ReportServerTempDB

Select a page
2 General
| 3 Server Roles

- = 24 User Mapping
[+ l_j TestDB _&f Status
=) [ Security
= 3 Logins

&, #2MS_PolicyEventProcessingLogin##
&, #2MS_PolicyTsqlExecutionLogind#
A NT AUTHORITY\SYSTEM

A NT Service\MSSQLSERVER

A NT SERVICE\ReportServer

A NT SERVICE\SQLSERVERAGENT

A NT SERVICE\SQLWriter

A NT SERVICE\Winmgmt

T OWMIND ADD SO O e

0W0% ~ <| "

_'_) Messages
ICommand(s) completed successfully.l

5 Scipt ~ |74 Help

Login name: .
Password: XTI YYYYYYYYY Y
Confirm password: ssecsescssecnee

[T] Specify old password

Enforce password policy
I Enforce password expiration l

oecel

= MG RO
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* BUtUn SQL kimlik dogrulama girisleriicin
‘CHECK_POLICY' degeri‘on’ olmali.

* Karmagsik parola kullanima zorlanmasi kaba kuvvet
saldirllarinin 6nlenmesinde 6nemlidir.

* Asagidaki sorguda sifir degeri ‘off’, bir degeri ‘on’
manasina gelir.

— Higbirsatir dondirmezse ya hi¢ SQL kimlik dogrulama
girisi olusturulmamistir ya da hepsi ‘on’ degerindedir.

SELECT"name, is disabled
FROM sys<sqgl logins
WHERE is policy checked = 0;
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* 'CHECK_POLICY' degerini ‘on’ yapmak icin;

ALTER LOGIN [login name] WITH CHECK _POLICY = ON;

* Buayar varolan zayif parolalar Uzerinde bir. degisiklik
yapilmasiicin zorlama yapmiyor.

* Varsayilanda bu deger ‘on’ degerindedir.

4 | --Check_password complexity policy
5 [FISELECT name, is_disabled
6 | FROM sys.sql logins
7 | WHERE is_policy checked = 0;
3
100% ~ <| n

2 Results | [J3 Messages
name is_disabled

Higbir deder dondurmed

17
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Karmasik Parola

:%_‘-jl = |

Share

Shortcut Tools  Administra

View fManage

aL

y i E::] « System and Security » Admninistrative Tools

#F Quick access

I Desktop
‘ Downloads

Documents
[&] Pictures

J"J Music
B Vvideos

@ Onelrive

[ This PC

% % N %

Mame B

:f’- Component Services

',f' Computer Management

":.'i- Defragrment and Optirmize Drives
#m Disk Cleanup

£H Event Viewer

£% i5CS| Initiator

% Local Security Policy

%% ODBC Data Sources (32-bit)

%% ODBC Data Sources (64-bit)

50 Performance Meniter
-

TUBITAK

i Local Security Policy
File Action View Help

&« | 1E X2 HE

_::_.LI Security Settings

'

WOoW WY WY

4 Account Policies
g Password Policy

» [ g Account Lockout Policy
4 Lecal Pelicies
[ Windows Firewall with Advanced Sec
[ | Metwork List Manager Policies
[ | Public Key Policies
[ Software Restriction Policies
[ | Application Control Policies
@ IP Security Policies on Local Compute
[ | Advanced Audit Policy Configuration

Policy

1y Enforce password history

12| Maximum password age

1) Minimum password age

Lzl Minimurn password length

assword must meet complexity requirements

17y Store passwords using reversible encryption

@080

E% MG MDD
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_ Hata Log DosyasiOSIRNRG—— 4

* SQL Server hata log dosyalari sayisi 12 ve Uzeri
olmalidir.
— Varsayilanda bu deger 6 dir.

* Log sayisinin artirimi ile Uzerine yazma islemi
azaltilmis olur.

* Ayrica login olamama kayitlari daha fazla
tutulmus olur.
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Hata Log Dosyasi Sayisi " ‘@'

' TUBITAK

* Varsayilan 6 degerini tavsiye edilen 12 degerine
cikarmak igin;
— SSMS Uzerinden Object Explorer acilir ve hedef
instance’ye baglanilir.

— Sql Server Log’lar Uzerinde sag tiklayip
konflgurasyonlar seglllr ve gerekli degisiklikler yapilr.

SEmgTpEmaster <J|0 pyEXecute v -
d Conflgure SQL Server Error Logs == -
Object Explorer v B X Q5[ - —
Connect~ % %) u 7 2] '3 ?Zﬂ“ﬁ:"e 5 scipt ~ 74 Help
+ [ Database Snapshots A
& ‘—j ReportServer Limit the number of emor log files before they are recycled
@ | J ReportServerTempDB [
# | TestDB Maximum num ber of emorlog files: 3
+ [ Security
& [ Server Objects Value must be between 6 and 99.
# [ Replication
3 AlwaysOn High Availability
# ' Policy Management =
% [j) Data Collection 2
) _U Res
% [ Ext d dE nts
e | Malnt eeeeee Plans
2 ;J
] Current - 4/8/2016 12:11:00 PM
4] Archive #1 - 4/8/2016 1:42:00 PM
4] Archive #2 - 4/8/2016 12:14:00 PM Connection
§4] Archive #3 - 4/8/2016 12:14:00 PM Server:
4] Archive #4 - 4/8/2016 12:13:00 PM WIN-S07BAC23CVN
ﬁ Database Mail C ect
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Veritabani Aktivitelerinin Izlenmesi " ‘@'

' TUBITAK

* Veritabani Uzerinde hesap olusturma hak yukseltme ve
Database Console Commands (DBCC) komutlari
calistirma aktivitelerinin kayit altina alinmasi

» ‘'Default trace enabled’ degeri ‘12’ olmahdir.
— Varsayilan degeri ‘1" dir.

* Asagidaki T-SQL sorgusu sonucu bitin sutunlar '1’
degerini gostermelidir.
1 --Set Detault Trace Enabled

[FISELECT name,
4 | CAST (value as int) as value_configured,

SELECT nane, [
CAST(value as 1nt) as value_configur‘ed, ; | WHERE ?;ar;e = ’gefault trace enabled';
CAST(value_in use_as+int) '

as value in_use % i<k =

FROM sys.configurations 3 Resuts | [1y Messages |

WHERE name = 'Default trace-enabled'; namo value_configured | value_in_use

1 | default trace enabled : 1 1 |
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Veritabani Aktivitelerinin Izlenmesi " ‘@'

' TUBITAK

* Asaqidaki T-SQL komutu ile de ayar yapiimis olur;

EXECUTE _.sp configure 'show advanced options'y 1;
RECONFIGURE;

EXECUTE “sp _configure 'Default trace enabled'; 1;
RECONFIGURE;

GO

EXECUTE sp configure 'show advanced options', 0;
RECONFIGURE;

23
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_ Hatali ogin KSyHTSEGG—G—— 4

* ‘Login Denetimi’ olarak hatali login secilmeli ve
yanls parola denemeleri kayitaltina alinmali.
— Varsayilanda bu ayar vardir.

* Boylece parola tahmini saldirilari tespit edilmis
olur.

* Bu konfigurasyona erisebilmek igin;

— SSMS araci Uzerinden hedef instance Uzerinde sag
tiklayip ozellikler sonra guvenlik sekmesi secilir.

— llgili instance restart edilmelidir. > |x¢_1oginconfig ‘audit 1evel’:

100% ~ < m

 Results | ]y Messages
name config_value
1 audit level : failure

XP_loginconfig "audit level';
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Hatali Login Kaydi

Object Explorer

Connect~ 3¢ % m [ (2] .4
SRTY Wis N (SQL Se
# [ Databases Connect...

TUBITAK

# [ Security Disconnect
+ [_‘] Server Objects Register...
# [ Replication

# [ AlwaysOn High Availal New Query
# [ Management

Activity Monitor

Server Properties - Wi s S

# [ Integration Services Ca
 SQL Server Agent (Age Start

= fﬂ Wl YN (Micre Stop
Ca Databasgfs Paiia
# [ Assemblies
= [ WebsleTRacaNsN (Repol | ReSUme
[ Jobs Restart
& D ULy, Policies
| Shared Schedules
Facets
Start PowerShell
Reports
Refresh
Properties

R s Ssomt - 3 et

Server authertication

= ®) Windows Authentication mode
1% Database Settings

;gli Advanced () SQL Server and Windows Authentication mode
% Pemissions

Login auditing

) None

(®) Failed logins only
() Successful logins only
() Both failed and successful logins

Server proogy account
[ ] Enable server proxy account

oecel

= MG RO
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* Sql Server Denetimi, hem basarili hem de hatall
kuIIan|C| girislerini tespltl ve denetim politikalarini
degistirme girisimlerini log’'lamaktadir.

* 'ERRORLOG’ larin azaltilmasi ile DBA'lar icin daha
okunur hale getirmektedir.

* SIEM orunleriicin de uyumlu ¢ikti saglamaktadir.

 3farkh yerden birisine kaydeder.
— Uygulama olaylari kayitina
— Guvenlikolaylari kayitina
— Dosya sistemine
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* Sql Server Denetimi ayarina ulasabilmek igin;
— SSMS Uzerinden Sqgl Server, sonra Guvenlik Dosyasina gelinir.
— Denetim dosyasindan sag tiklayip Yeni Denetim secilir.
— Server Denetimi igin isim verilir, ayarlar sonrasi kaydedilir.

— Server Denetimi Uzerinde sag tiklayip yeni Server Denetimi
Ozellikleri segilir ve isimlendirilir.

— Denetim igcinde sadece Server Denetimi olusturulmasi secilir.

— Denetim Aksiyon Tiplerinde AUDIT_CHANGE_GROUP,
FAILED_LOGIN_GROUP ve SUCCESSFUL_LOGIN_GROUP secilir.

— Yeni Server Denetim Ozellikleri Gzerinde sag tiklayip etkinlestirilir.
— Yeni Server Denetimi Uzerinde sag tiklayip etkinlestirilir.
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SQL Server Denetimi

i34 9L | |master 1 kxecute B Udim 5 5 5
l l s Create Server Audit Specification == -
Object Explorer ~ 3 xps5n
1;4 gd 7 |j S @Ready
Connect = -] B3
= - Select a page 8 Seript ~ | [y Help
= [ W B ) (SOL Server 11.0.3000 - WIN-6) A General
3 Databases
= [ Security Mame: ServerAuditSpecification-Testtest |
[ Logins | -
[ Server Roles Audit: Audit- Test I ~'|

3 Credentials

[ Cryptographic Providers

|E| § Tuds | Audit Action Type Object Clas
& Audit-Test 1 [AUDIT_CHANGE GROUP v

L3 Server Audit Specifications 2 |FAILED_LOGIN_GROUP v
3 Server Objects

Actions:

- b 3 JSUCCESSFUL_LOGIMN_GROUP
[ Replication
3 AlwaysOn High Availability = hd
3 Management 100
[ Integration Services Catalogs
[£ SQL Server Agent (Agent il — - -
Object Explorer ol > Audit-and-leggi.. 4C28CVNYuser (37))% X B
- d | I - +
Connect~ 3 3 = 1 [2].5 14 | --5.2 sql Server Audit
B [ W BSTREC A0 N (SOL Server 11.0.3000 - WIN-6 15 ~
3 Databases 16 EISELECT
= £3 Security 17 | S.name AS "Audit Name'
. 18 , CASE 5.is state enabled
# [ Logins _state_
B3 s Roles 19 WHEM 1 THEN 'Y
Erverne 26 |WHEN @ THEN 'N' END AS 'Audit Enabled’
3 Credentials ) ] 21 , S.type_desc AS 'Write Location’
3 Cryptographic Providers 22 |, SA.name AS 'Audit Specification Name'
= L Audits 23 |, CASE SA.is_state_enabled
\2& Audit-Test 24 WHEN 1 THEN "¥°'

= 3 Server Audit Specifications 25 WHEN @ THEN 'N' END AS 'Audit Specification Enabled’
I“: ServerAuditSpecification—TesttestI 26 |, 5AD.audit_action_name
£ Server et 27 , SAD.audited_result
o 28 | FROM sys.server_audit_specification_details AS SAD
[ Replication 29 | JOIN sys.server_audit_specifications AS SA

3 AlwaysOn High Availability 3@ | ON SAD.server_specification_id = SA.server_specification_id

3 Management 31 | JOIN sys.server_audits AS S

[J Integration Services Catalogs 32 | ON SA.audit_guid = S.audit_guid

SOL Server Agent (Agent XPs disabled) 33 |WHERE SAD.audit action_id IN ('CnAU', 'LGFL', 'LGSD');
W
3
Audit Name A, Wriit...  Audit Specification Name Audit Specification Enabled  audit_action_name audited_result

T N FILE  ServerAudtSpecification-Testtest Y AUDIT_CHANGE_GROUP SUCCESS AND FAILURE
2 Audit-Test N FILE  ServerfuditSpecification-Testtest Y FAILED_LOGIN_GRCUP SUCCESS AND FAILURE
3 Audit-Test N FILE  ServerfudiSpecification-Testtest Y SUCCESSFUL_LOGIN_GROUP | SUCCESS AND FAILURE

< m
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* Veritabani ve Uygulama kullanici girisleri olasi *sql injection’
saldirilarina karsi temizlenmesi/filtrelenmesi

— SQL Injection Prevention Cheat Sheet
https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_
Sheet

* T-SQL ve uygulama kodlari incelenmeli/teftis edilmeli

* Sunucuya kullanici girisi gondermek icin sadece minimum
ayricaliklrhesaba izin verilmeli

* Saldirilart minimuma indirmek icin parametreli komutlar
(parameterized commands) ve sakli prosedurler (stored
procedures) kullaniimal.
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* Kullanici girisleri her zaman dogrulanmali ve kesinlikle
dogrudan sqgl cimlecikleri (sql statements) olarak
kullanilmamali

* Asagidakiturdeki kullanici girisleri iceriyorsa
reddedilmeli:
— Ikili veri (binary data)
— Ozel karakterler (escape sequences)
— Komut karakterleri
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* Simetrik anahtar sifreleme algoritmasi olarak sadece
AES-128 bit sifreleme ve Uzeri kullanilmalidir.

* RC2,RCq4, RC4_128, TRIPLE_DES_3KEY (DESX) ve
TRIPLE_DES algoritmalari zayif olduklari igin
onerilmemektedir.

* Varsayilanda sifreleme bulunmamaktadir.

* Eger veritabanlarinda sikistirma kullaniliyorsa once
sikistirilip'sonra sifrelenmelidir. CUnkd sifrelenmis veri
sikistirilamaz.
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* Her kullanici vertabani icin asagidaki denetim yapilabilir;

USE [dbname]

GO

SELECTrdb_name() AS Database Name, nameCAS Key Name
FROM sys.symmetric_keys

WHERE algorithm desc NOT IN
("AES_128',"AES 192', 'AES 256")

AND db id() > 4;

GO

* Denetim sonucu hicbir satir dondirmemelidir.
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Sol Server asimetrik sifreleme algoritmasi olarak RSA, sifreleme
anahtari olarak guvenli olmasindan dolayi 2048 bit tavsiye
edilmektedir.

Varsayilanda sifreleme ayarlanmamistir.

Her kullaniciveritabani icin asagidaki denetim yapilabilir;

USE [dbnhame]

GO

SELECT 'db_name() AS Database Name, name. AS Key Name
FROM sys.asymmetric keys

WHERE key length < 2048

AND db .id¢)s> 4;

GO
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