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_ NetworkErisimi [\

* TCP 1433 ve TCP 1434 numarali portlar Sql server’in
default portlarn oldugundandegistirilmeli

* Named instancelar icin Dynamic port numarasi
verilmemeli

* Dinamik port, SQL Server servisi basladiginda 1433
numarali port baska bir uygulama tarafindan
kullaniliyor ise clientlarin erisiminde problem
yasanmamasi icin dinamik port atamasina dayanan
bir mimariye dayanir

* Fakat kurumsal yapilarda SQL Server sunucu
adanmis makine olacagindan dinamik portalar
ihtiya¢ olmaz
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Y

Sql Server sunucusu Guvenlik Duvari ile korunmali

* Veritabani sunucusu DMZ yerinei¢.aga konulabilir.

Ic agda da sunucu guvenlik duvari ile korunmahdir

— Bu gUvenlik duvari sadece uygulama sunucusundan
gelen(veya orta katman) trafige izin vermeli

* Toplam 3 adet Guvenlik duvari kullanimi idealdir

1. DMZ 6nundeki Guvenlik Duvari

2. lgadin ontndeki Guvenlik Duvari(Veritabani sunucusu da
bunun arkasinda)

3. Sadece veritabani sunucularini koruyan Givenlik Duvari
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Gereksiz SQL Server Protokolleri " ‘@'

* MS SQL Server bircok protokole destek
saglamaktadir.

— Shared Memory
— Named Pipes

— TCP/IP

— VIA

* Kullanilan protokol seviyesi ihtiyaca gore
minimum seviyede tutulmalidir.

* Az sayida protokol kullanimi SQL sunucu
Uzerindeki saldiri yUzeyini azaltir

* Uzak saldirilara karsi koruma saglar
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Gereksiz SQL Server Protokolleri " ‘@'

* SQL Server Configuration Manager igerisinde,
SQL Server Network Configuration Ozellikleri
gerekli olanlarin aktif halde tutulmasi
gerekmektedir

* Gerekliolmayan protokoller kapatilmali

* Database engine, degisikliklerin aktif hale
gelebilmesi icin yeniden baslatilmalidir.
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B Y

Ozet

* Desteklenennetwork protokollerini sinirlayin

* Gerekmedikge network protokollerini enable
etmeyin

* SQL Server ¢alisan bir sunucuyu dogrudan
iInternete agmayin

* Namedinstancelaricin TCP/IP icin dinamik port
yerine belirli port kullanimini saglayin.
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Katalog (Schema) Guvenligi " ‘@'

TUBITAK

* Veritabanlari, tablolar ve diger objeler icin bilgi(metadata)
sistem kataloglarinda saklanir.

e Bu metadata master veritabaninda ve kullanici
veritabanlarinda bulunur.

* Bu metadata tablolarini gormek icin metadata viewlar
bulunmaktadir.

* SQL Server 2000'de bu sistem metadata tablolari public
olarak okunabilir idi. Istenirse bu tablolar yazilabilir olacak
seklilde de ayarlanabilir.

* SQL Server 2005'ten sonra bu sistem metadata tablolari
readonly dir ve yapilari degismistir.

* SQL Server 2005'ten sonra bu metadatalar sys semasinin
altinda toplanmistir.

* Gegmise yonelik uyumlulukiicin de bazitablolarin yapisi
korunmustur.



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Katalog (Schema) Givenligi " A4

' TUBITAK

e SQL Server metadata master veritabani
altinda bulunan sistem viewlarinda bulunur.

* Bu kataloga Information_Schema denir.

= [ W&l e 20N (SQL Server 11.0.3000 - WIS-&" " " YN\user)
= 0@ Databases
=1 (@ System Databases
=1 [J master
1 Tables
= 3 Views
=1 (3 System Views

£ dbo.spt values
INFORMATION_SCHEMA.CHECK_CONSTRAINTS
INFORMATION_SCHEMA.QOLUMMN_DOMAIN_USAGE
INFOEMATION SCHEMA.QOLUMMN_PRIVILEGES
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Katalog (Schema) Guvenligi

SQL Server 2005 ve sonrasinda tUm metada viewlari
default'ta guvenlidir. Gerekmedikce ayarlari
degistirilmemelidir;

— Yeni metadata viewlari(ornek sys.tables, sys.procedures)
— INFORMATION SCHEMA Viewlari

Sistem metadata viewlarindaki bilgiye erisim row
bazli yetkilendirilmistir.

Yani bir kullanicinin bir objenin metadatasini
gorebilmesi icin, kullanicinin o obje Uzerinde baz
haklara sahip olmasi gerekmektedir.

Ornek: dbo.authors tablosunun metadatasini
gorebilmekiicin tablo Uzerinde select hakki verilmesi
gereklidir.

v

TUBITAK
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Medyalarin Tutulmasi (Media Retention) "

* Backup medyasini
elde tutma suresi,
elde full backup!
bulunduracak en az
gune ayarlanmah

* Ideali, kaynaklar izin
verdigi ol¢Ude yUksek
olmasidrr.

* Yedeklerin tutulmasi
ayari bakim
planlamasinda
kurulmasi gerekir.
Varsayilanda
veritabani yedekleri
silinmez.

Select a page

2 General

= Memary

1 Processors

& Security

1 Connections

2 Database Settings
1 Advanced

! Permissions

Connection

Server:
Wik u Y

Connection:
WIN-B07B4C28CVM\user

24 View connection

Progress

Ready

8 Script « I Help

Default index fill factor:
0 ¢

Backup and restore

D L)

Default backup media retention (in days):

0 <

|_| Compress backup

Recovery

Recovery interval (minutes):
0 &

Database default locations

Data: |C:1F‘r0gram Files\Microsoft SQAL ServerMSS
Log: |C:1Pr0gram Files\Microsoft SQAL ServerMSS
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Database Mall " ‘@'

' TUBITAK

* Mesajlasma gerekmiyorsa “"Database Mail” kapatiimal
* Database Mail, SQL Mail'in yeni versiyonudur.

-] L3 Management
# ¥ Policy Management
~4 Data Collection
+ (%] Resource Governor
# [=] Extended Events
3 Maintenance Plans
+ [ 5QL Server Logs

éﬁ Database Mail

&ﬂ Distributed Transaction Coordinat
+| (A Legacy
* Varsayilandakapaldir.
* Veritabani posta etkin olup olmadigini belirlemek icin;

2  EXECUTE sp_configure 'Database Mail XPs';

100% ~ | < 1]
[ Results |3 Messages

name minimum  madamum  config value  run_value
1 Database Mail XPs { 0 1 0 0

11
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Trace Messages

TUBITAK

* Error Log/Include execution trace messages = off olmali

* Diski doldurmayir hedefleyen Servis Digi Birakma(DOS)
saldinlarricin'bir onlemdir.

File Edit View Project Debug Tools = . =
- - S H SQL Server Agent Properties - WEJ 0Bl BR5iN | — -
Pl - (G i o | Sl New Query () .
. Select a page 5 Seript v 3 Help
=T 3 ¥ | master | ! || # General
% Advanced )
Object Explorer > Q] 4 AlertSystem EETEELEE
# Joh System Service state: Running
Connect ~ y S’J‘ w7 &ﬂ £ g‘: Conngcﬂon .
— = Auto restart SQL Server if it stops unexpectedly
+ [ Local Subscriptions & History
3 AlwaysOn High Availability Auto restart SQL Server Agent if it stops unexpectedly
-] [@ Management Enmmion
+ 2% Policy Management File nlame:
=3 Data Collection [C\Program Files\Microsoft SQL Server\MSSQL11.MSSQLSERVERIMSS |

+| 53] Resource Governor -
:j IE Include execution trace messaqesl
+ [#] Extended Events —a

3 Maintenance Plans o -
+ [ SQL Server Logs
4 Database Mail |

Net send recipient:

Connection
«§ Distributed Transaction Coordinatd
# 3 Legacy S
1 Integration Services Catalogs Connection:
| = B saL server Agent | WS B I N\user
+ (3 Jobs 2 View connection
i Job Activity Monitor
+ [ Alerts RGeS
+ 3 Operators Ready
+ [ Proxies

+ [3 Error Logs

oK || Cancel |

< 1 >
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Kullanici Tanimli Stored Procedure’ler " @

* Kritik olan kullanici tanimli(User-defined) stored
prosedurleri encrypt edilmelidir.

* Hassas bilgiicerebilirler
* CREATE PROCEDURE #EncryptSP WITH ENCRYPTION

— Execution Plan olusturmaz

salaerytsal-wi.4czscunser 62 [

1 EISELECT

2 | IsEncrypted = OBJECTPROPERTY(OBJECT _ID, 'IsEncrypted’),
3 | 0ObjectMName = OBJECT MNAME(OBIECT ID)

4 | FROM sys.sql modules;

100% - < m

[ Results | [’y Messages

IsEncrypt... ObjectName
1 0 sp_MSrepl_startup

2 0 sp_MScleanupmergepublisher
3 0 spt_values
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Sistem SP’lerinin Sinirlandiriimasi || @

* SQL Server bazi yonetimsel task’larigin xp_ veya sp_
onekle sistem stored procedure’leri kullanir;
— Mail gonderme ve COM component call edilmesi gibi.
— SQL Server instance’l disindaki kaynaklara erismek.

* Sistem SP (Stored Procedure)’leri;

— Prosedirun iginde bazi givenlik kontrolleri yapar.

— Gorevini yerine getirmek icin login olunan Windows kullanicisini
taklit ederek (impersonate) islem yapar.

— Alt seviye isletim sistemi fonksiyonlarini kullanir.

* Bazi SP'ler, isletim sistemi ile etkileserek ve SQL Server
permissionlaridisinda kod ¢alistirabildiginden risklidir.
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Kapatilacak Extended Stored Procedure’ler " ‘@'

» Kapatilirken uygulamalarin ihtiyaclari
gozetilmelidir.

* Baziuygulamalar veri import ve export islemleri
icin bazi extended stored procedure’lere ihtiyag
duyar.

* Kapatilmayan stored procedureleri dokimante
edilmeli ve exception olarak not edilmelidir.
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Kapatilacak Ext. Stored Procedure’ler " ‘@'

xp_cmdshell en kritik extended stored procedure

Varsayilanda kapalidir.

SQL Server icinden, isletim sistemi fonksiyonlarini ¢alistirir.

Isletim sistemine erisme ve ag saldirlari potansiyeline sahiptir.

1 EXECUTE sp_configure 'show advanced options',1
2  RECONFIGURE WITH OVERRIDE

3 EXECUTE sp_configure 'xp_cmdshell’

100% ~|< m
d Results | [3 Messages

name minimum  maxmum config_value run_value

1 xp_cmdshell : O 1 0 0
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Kapatilacak Ext. Stored Procedure’ler " @

TUBITAK

Extended Stored Procedure Adi

Xp_available_media Xp_getnetname
xp_dirtree Xp_logevent
Xp_dsninfo xp_loginconfig
Xp_enumdsn Xp_msver
Xp_enumerrorlogs Xp_readererrorlog
Xp_enumgroups Xp_servicecontrol
Xp_eventlog Xp_sprintf
xp_fixeddrives Xp_sscanf
xp_getfiledetails Xp_subdirs

REVOKE EXECUTE ON <Extended Stored Procedure Adi> TO PUBLIC;

17
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Kapatilacak SQLMail Extended Stored Procedure’leri " @
| TiBiTAK

Varsayilanda hepsi kapalidir.

xp_deletemail
xp_findnextmsg
Xp_get_mapi_default_profile
Xp_get_mapi_profiles
Xp_readmail

Xp_sendmail

Xp_startmail

Xp_stopmail

EXECUTE sp_configure 'show advanced options’, 1
RECONFIGURE WITH OVERRIDE

EXECUTE sp_configure 'SQL Mail XPs',0
RECONFIGURE WITH OVERRIDE
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Kapatilacak WebTask Extended Stored Procedure’leri " @
| TiBiTAK

Varsayilanda hepsi kapalidir.

Xp_cleanupwebtask
Xp_convertwebtask
Xp_dropwebtask
Xp_enumcodepages
Xp_makewebtask
Xp_readwebtask
Xp_runwebtask

EXECUTE sp_configure 'show advanced options’, 1
RECONFIGURE WITH OVERRIDE

EXECUTE sp_configure 'web assistant procedures’,0
RECONFIGURE WITH OVERRIDE
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Kapatilacak Registery Erisim Extended Stored Procedure’leri " @

' TUBITAK

* Varsayilanda tumu kapahdir.

Extended Stored Procedure Adi

Xp_regaddmultistring
Xp_regdeletekey
Xp_deletevalue
Xp_enumvalues
Xp_regremovemultistring
Xp_regwrite

REVOKE EXECUTE ON <Extended Stored Procedure Adi> TO PUBLIC;

20
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SQL Server Tarayici Servisi

TUBITAK
« SQLS B isi kapatilmal
erver orowser servisi Kapatiimall
Y landa kapahd
darsaylianda Kapalidir.
(¥ . v
« SQALS B kapatildiginda clientlara baglant
erver orowser Kapatiidaiginda ciientiara baglanti
Id t sagl hd
1T hg= I Services -0 X |
“Jjuﬂ File Acti Vi Hel ~
e ion view e SQL Server Browser Properties (Local Computer) X
R = E 0ok Emn >ann !
Connect 7 | % Services (Local) Q) Services (Local) General |L°g on l Becoler l Dependencies | ]
SQL Server Browser Name - Service name: SQLBrowser |
o & Spat Verifier Display name: SQL Server Browser
Description: 55 5QL Full-text Filter D i S i i
Pro\.riclesT SQL Server_ %.5QL Server (MSSQLS Description: E{;::li&taeerSQL Server connection information to client | - (
connection information to . P : w c
client computers, % SAL Server Agent (M i
5: 5QL Server Analysis 9 Path to executable: k
I _:;.} SQL Server Blowserl "C:\Program Files (x36)\Microsoft SQL Server\30\Shared\sglbrowser.exe"
. 5QL Server Distribute Startup type: |Disab|ed v i
5. 5QL Server Distributeg
%4 50L Server Integratid |
= Run - £ SQL Server Reporting _ i
%SQL Server VSS Writg | Scrvicestatus: - Stopped [
/7= Type the name of a program, folder, document, or % SSDP Discovery Start Stop Pause Resume c
' Internet resource, and Windows will open it for you. “ Storage Tiers Manag ] _
. You can specify the start parameters that apply when you startthe service from
4 Superfetch here. k
Open: services.msc W 4 System Event Notific
=P | < m Start parameters: N
‘ OK ‘ ‘ Cancel ‘ ‘ Browse... ‘ | oK | | Cancel | Apply i
21
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SQL Server Tarayici Servisi " @'

' TUBITAK

* |lk kurulumda ‘default instance’ izerinde sq
server tarayici servisi kapali olmakta. Yalniz
‘named instance’ kuruldugunda baslangicta
otomatik ayarlanabilmektedir.

* Bu servisin kullanilmasi tavsiye edilmemekte.

Sql Server Configuration Manager - | O
File Action View Help

o #H E= H

48 SOL Server Configuration Manager (Local) MName State Start Mode Log On As Process ID Service Type
[EL_SQL Server Services| ﬁ SOL Server Integration Services 11.0 Running Automatic MNT ServicehMsDts5.. 960
L. SOL Server Netwerk Cenfiguration (32bit|| 4 SOL Full-text Filter Daemon Launcher (MSSQLSERVER) Running Manual NT Service\MSSOL... 1032
b 8. SQL Native Client 11.0 Configuration (32| £,50L Server (MSSQLSERVER) Running Automatic NT Service\MSSQL.. 1036 SOL Server
b H. SQL Server Network Configuration [73)SOL Server Analysis Services (MSSQLSERVER) Running Automatic NT Service\MSSQL... 1084 Analysis Server
b -- SQL Native Client 11.0 Configuration SOL Server Reperting Services (MSSOLSERVER) Running Automatic MNT Service\Report5.. 1144 Report Server
0 SQL Server Browser Stopped Other (Boot, Syste..  NT AUTHORITYALO...
& S0OL Server Agent (MSSOLSERVER) Stopped Manual MT Service\SOLSER.. 0 S0L Agent
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