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Introduction

In 2009, the NATO Cooperative Cyber Defence Centre of Excellence
(NATO CCD COE), an international military organization based in
Tallinn, Estonia, and accredited in 2008 by NATO as a ‘Centre of
Excellence’, invited an independent ‘International Group of Experts’ to
produce a manual on the law governing cyber warfare.” In doing so, it
followed in the footsteps of earlier efforts, such as those resulting in the
International Institute of Humanitarian Law’s San Remo Manual on
International Law Applicable to Armed Conflicts at Sea® and the Harvard
Program on Humanitarian Policy and Conflict Research’s Manual on
International Law Applicable to Air and Missile Warfare> The project
brought together distinguished international law practitioners and
scholars in an effort to examine how extant legal norms applied to this
‘new’ form of warfare, Like its predecessors, the Manual on the Inter-
national Law Applicable to Cyber Warfare, or ‘Tallinn Manual, results
from an expert-driven process designed to produce a non-binding docu-
ment applying existing law to cyber warfare.

Cyber operations began to draw the attention of the international legal
community in the late 1990s, Most significantly, in 1999 the United
States Naval War College convened the first major legal conference on
the subject,’ In the aftermath of the attacks of 11 September 2001,
transnational terrorism and the ensuing armed conflicts diverted atten-
tion from the topic until the massive cyber operations by ‘hacktivists’

! The NATO CCD COE is neither part of NATO's command or force structure, nor funded
by NATO. However, it is part of a wider framework supporting NATO Command
Arrangements. Located in Tallinn, its prescnt Sponsoring Nations arc Estonia, Gerimany,
Hungary, Italy, Latvia, Lithnania, the Netherlands, Poland, Slovakia, Spain, and the United
States.

2 SN REMO MANUAL.  ° AMW Manuar.

4 The proceedings were published as CoMPUTER NETWORK ATTACK AND INTERNATIONAL
Law, 76 NavAL WaR COLLEGE INTERNATIONAL Law Stuoies (Michael N. Schmitt and
Brian T. O'Donnell eds., 2002).



2 INTRODUCTION

against Estonia in 2007 and against Georgia during its war with the
Russian Federation in 2008, as well as cyber incidents like the targeting
of the Iranian nuclear facilities with the Stuxnet worm in 2010.

These and other events have focused the attention of States on the
subject. For instance, in its 2010 National Security Strategy the United
Kingdom characterized ‘cyber attack, including by other States, and by
organised crime and terrorists’ as one of four “Tier One’ threats to British
national security, the others being international terrorism, inter |
military crises between States, and a major accident or natural hazard.®
The United States’ 2010 National Security Strategy likewise cited cyber
threats as ‘one of the most serious national security, public safety, and
economic challenges we face as a nation® and in 2011 the US Depart-
ment of Defense issued its Strategy for Operating in Cyberspace, which
designates cyberspace as an operational domain.” 1n response to the
threat, the United States has now established US Cyber Command te
conduct cyber operations.

During the same period, Canada launched Canada’s Cyber Security
Strategy,” the United Kingdom issued The UK Cyber Security Strategy:
Protecting and Promoting the UK in a Digitized World,® and Russia
published its cyber concept for the armed forces in Conceptual Views
Regarding the Activities of the Armed Forces of the Russian Federation
in Information Space.'® NATO acknowledged the new threat in
its 2010 Strategic Concept, wherein it committed itself to ‘develop
further our ability to prevent, detect, defend against and recover from
cyber attacks, including by using the NATO planning process to
enhance and coordinate national cyber-defence capabilities, bringing
all NATO bodies under centralized cyber protection, and better inte-
grating NATO cyber awareness, warning and response with member
nations’.!!

> HM Government, A Strong Britain in an Age of Uncertainty: The National Security
Strategy 11 (2010).

The Whitc House, National Secunsty Strategy 27 (2010).

Department of Defense, Strategy for Operating in Cyberspace (2011).

Government of Canada, Canada’s Cyber Security Strategy (October 2010).

HM Government, The UK Cyber Security Strategy: Protecting and Promoting the UK in
Dagitized World (2011).

Russian Federation, Conceptual Views Regarding the Activities of the Armed Forces of the
Russian Federation in Information Space (2011).

NATO, Active Defence, Modern Engagement: Strategic Concept for the Defence and
Security of the Members of the North Atlantic Treaty Organization: Active Engagement,
Modern Defence 16-17 (2010).
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One of the challenges States face in the cyber environment is that the
scope and manner of international law’s applicability to cyber operations,
whether in offence or defence, has remained unsettled since their advent.
After all, at the time the current international legal norms (whether
customary or treaty-based) emerged, cyber technology was not on the
horizon. Consequently, there is a risk that cyber practice may quickly

i ¢ agreed understandings as to its governing legal regime.

The threshold questions are whether the existing law applies to cyber
issues at all, and, if so, how. Views on the subject range from a full
application of the law of armed conflict, along the lines of the Inter-
national Court of Justice’s pronouncement that it applies to ‘any use of
force, regardless of the weap ployed’,? to strict application of the
Permanent Court of International Justice’s pronouncement that acts not
forbidden in international law are generally permitted.'* Of course, the
fact that States lack definitive guidance on the subject does not relieve
them of their obligation to comply with applicable international law in
their cyber operations.™*

The community of nations is understandably concerned about this
normative ambiguity. In 2011, the United States set forth its position on
the matter in the International Strategy for Cyberspace: “The development
of norms for State conduct in cyberspace does not require a reinvention
of customary international law, nor does it render existing international
norms obsolete. Long-standing international norms guiding State
behavior ~ in times of peace and conflict ~ also apply in cyberspace.*®
Nevertheless, the document acknowledged that the ‘unique attributes of
networked technology require additional work to clarify how these
norms apply and what additional understandings might be necessary to
supplement them’.'®

This project was launched in the hope of bringing some degree of
clarity to the complex legal issues surrounding cyber operations, with

Nuclear Weapons Advisory Opinion, para. 39.

The Permaneni Court of Inlernational Justice famously asserted that “The rules of law
binding upon States ... emanate from their own free will as expressed in conventions or
by usages generally accepted as i inciples of law and established in order to
regulate the relations between these co-existing independent communities or with a view
to the achievement of common aims.” Lotus case at 18.

For the view that the law of armed conflict applics to cyber warfare, sec International
Compmittee of the Red Cross, International Humanitarian Law and Challenges of Con-
temporary Armed Conflicts, ICRC Doc. 311C/11/5.1.2 36-7 (October 2611).

'S White House Cyber Strategyat 9. '® White House Cyber Strategy at 9.
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particular attention paid to those involving the jus ad bellum and the jus
in bello. The result is this ‘Tallinn Manual'.

Scope

The Tallinn Manual examines the international law governing ‘cyber
warfare’.'” As a general matter, it encompasses both the jus ad bellum,
the international law governing the resort to force by States as an
instrument of their national policy, and the jus in bello, the inter-
national law regulating the conduct of armed conflict (also labelled
the law of war, the law of armed conflict, or international humanitarian
law). Related bodies of international law, such as the law of State
responsibility and the law of the sea, are dealt with in the context of
these topics.

Cyber activities that occur below the level of a ‘use of force’ (as this
term is understood in the jus ad bellum), like cyber criminality, have not
been addressed in any detail. Nor have any prohibitions on specific cyber
actions, except with regard to an ‘armed conflict’ to which the jus in bello
applies. For instance, the Manual is without prejudice to other applicable
fields of international law, such as international human rights or tele-
communications law. The legality of cyber intelligence activities is exam-
ined only as they relate to the jus ad bellum notions of ‘use of force’ and
‘armed attack’, or as relevant in the context of an armed conflict
governed by the jus in bello. Although individual States and those subject
to their jurisdiction must comply with applicable national law, domestic
legislation and regulations have likewise not been considered. Finally, the
Manual does not delve into the issue of individual criminal liability under
either domestic or international law.

In short, this is not a manual on ‘cyber security’ as that term is
understood in common usage. Cyber espionage, theft of intellectual
property, and a wide variety of criminal activities in cyberspace pose real
and serious threats to all States, as well as to corporations and private
individuals. An adequate response to them requires national and inter-
national measures. However, the Manual does not address such matters
because application of the international law on uses of force and armed
conflict plays little or no role in doing so. Such law is no more applicable
to these threats in the cyber domain than it is in the physical world.

17 The term ‘cyber warfare’ is used here in a purely descripave, non-normative sense.
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The Tallinn Manual's emphasis is on cyber-to-cyber operations,
sensu stricto. Examples include the launch of a cyber operation against
a State’s critical infrastructure, or a cyber attack targeting enemy com-
mand and control systems. The Manual is not intended for use in
considering the legal issues surrounding kinetic-to-cyber operations,
such as an aerial attack employing bombs against a cyber control centre.
1t likewise does not address traditional electronic warfare attacks, like
jamming. These operations are already well understood under the law of
armed conflict.

Finally, the Manual addresses both international and non-
international armed conflict. The Commentary indicates when a
particular Rule is applicable in both categories of conflict, limited to
international armed conflict, or of uncertain application in non-
international armed conflict. It should be noted in this regard that the
international law applicable to international armed conflict served as the
starting point for the legal analysis. An assessment was subsequently
made as to whether the particular Rule applies in non-international
armed conflict.

The Rules

There are no treaty provisions that directly deal with ‘cyber warfare’,
Similarly, because State cyber practice and publicly available expressions
of opinio juris are sparse, it is sometimes difficult to definitively conclude
that any cyber-specific customary international law norm exists. This
being so, any claim that every assertion in the Mannal represents an
incontrovertible restatement of international law would be an
exaggeration,

This uncertainty does not mean cyber operations exist in a normative
void. The International Group of Experts was unanimous in its estima-
tion that both the jus ad bellum and jus in bello apply to cyber operations.
Its task was to determine how such law applied, and to identify any
cyber-unique aspects thereof. The Rules set forth in the Tallinn Manual
accordingly reflect consensus among the Experts as to the applicable lex
lata, that is, the law currently governing cyber conflict. It does not set
forth lex ferenda, best practice, or preferred policy.

When treaty law directly on point or sufficient State practice and
opinio juris from which to discern precise customary international law
norms was lacking, the International Group of Experts crafted the Rules
broadly. In these cases, the Experts agreed that the relevant principle of
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law extended into the cyber realm, but were hesitant to draw conclusions
as to its exact scope and application in that context. Where different
positions as to scope and application existed, they are reflected in the
accompanying Commentary.

To the extent the Rules accurately articulate customary international
law, they are binding on all States, subject to the possible existence of an
exception for persistent objectors. At times, the text of a Rule closely
resembles that of an existing treaty norm. For instance, Rule 38 regarding
military objectives is nearly identical to the text of Article 52(2) of
Additional Protocol I. In such cases, the International Group of Experts
concluded that the treaty text represented a reliable and accurate restate-
ment of customary international law. Users of this Manual are cautioned
that States may be subject to additional norms set forth in treaties to
which they are Party.

The Rules were adopted employing the principle of consensus within
the International Group of Experts. All participating experts agreed that,
as formulated, the Rules replicate customary international law, unless
expressly noted otherwise. It must be acknowledged that at times
members of the Group argued for a more restrictive or permissive
standard than that eventually agreed upon. The Rule that emerged from
these deliberations contains text regarding which it was possible to
achieve consensus.

Although the observers (see below) participated in all discussions, the
unanimity that was required for adoption of a Rule was limited to the
International Group of Experts. Therefore, no conclusions can be drawn
as to the position of any entity represented by an Observer with regard to
the Rules.

The Commentary

The Commentary accompanying each Rule is intended to identify its
legal basis, explain its normative content, address practical implications
in the cyber context, and set forth differing positions as to scope or
interpretation. Of particular note, the International Group of Experts
assiduously sought to capture all reasonable positions for inclusion in the
Tallinn Manual's Commentary. As neither treaty application nor State
practice is well developed in this field, the Group considered it of the
utmost importance to articulate all competing views fully and fairly for
consideration by users of the Manual.
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Since the Commentary includes a variety of perspectives, users should
not conclude that individual members of the International Group of
Experts supported any particular position set forth therein. All that
should be concluded is that every reasonable position that arose during
Group proceedings — as well as those offered by observers, States, and
outside experts — is included in the Commentary. For instance, although
all members of the International Group of Experts agreed that launching
cyber attacks against civilians or civilian objects is unlawful (Rules 32 and
37), views differed as to which operations qualify as ‘attacks’, as that term
is used in the law of armed conflict.

Terminology posed a particular obstacle to the drafting of the Tallinn
Manual. Many words and phrases have common usage, but also have
specific military or legal meanings. For instance, the word ‘attack’ is
commonly used to refer to a cyber operation against a particular object
or entity, and in the military sense it usually indicates a military oper-
ation targeting a particular person or object. However, attack in the jus
ad bellum sense, qualified by the word ‘armed’, refers to a cyber operation
that justifies a response in self-defence (Rule 13}, whereas the term as
used in the jus in bello indicates a particular type of military operation
that involves the use of violence, whether in offence or defence (Rule 30).
Similarly, a ‘military objective’ in common military usage refers to the
goal of a military operation. Yet, as employed in the jus in bello the term
refers to objects that may be made the lawful object of “attack’, subject to
other rules of the law of armed conflict (Rule 38). Users of this Manual
are cautioned it employs most terminology in its international law sense,
subject to particular meanings set forth in the Glossary.

Significance of sources, citations, and evidence
in support of the Rules

Numerous sources were drawn on to develop the Rules and Commen-
tary. Of course, treaty law is cited throughout for the propositions set
forth. Customary law posed a greater challenge. In this regard, three
sources were of particular importance. The Manual draws heavily on the
ICRC Customary [HL Study, as it is a valuable repository of evidence and
analysis regarding customary law in both intcrnational and non-
international armed conflict. The AMW Manual also proved especially
valuable because it addresses customary law in both international and
non-international law. Finally, the International Group of Experts
frequently considered the NIAC Manual when assessing whether a
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particular Rule applies during non-international armed conflict. With the
exception of treaty law, all of the aforementioned sources were persua-
sive, but not dispositive, evidence of a norm’s status as customary
international law. Ultimately, the professional knowledge, experience,
and expertise of the Experts form the basis for the Tallinn Manual's
conclusions as to the customary status of a Rule or its extension into non-
international armed conflict.

The International Group of Experts regularly referenced the military
manuals of four States - Canada, Germany, the Umted ngdom, and the
United States. The international legal Yy g lly considers
these four manuals to be especially useful during legal research and
analysis with respect to conflict issues, although their use should not be
interpreted as a comment on the quality of any other such manuals.
Moreover, the International Group of Experts included members who
participated in the drafting of each of the four manuals. These members
were able to provide invaluable insight into the genesis, basis, and
meaning of specific provisions. Finally, unlike many other military
manuals, these four are all publicly available.

Among the manuals, the US Commander’s Handbook served an add-
itional purpose. Unlike Canada, Germany, and the United Kingdom, the
United States is not a Party to either of the 1977 Additional Protocols to
the 1949 Geneva Conventions, two key sources relied on during the
project. The International Group of Experts took the position that the
appearance of an Additional Protocol norm in the Handbook was an
indication (but not more) of its customary nature. Of course, in doing so
they were very sensitive to the fact that the Handbook is a military manual,
not a legal treatise, and as such also reflects operational and policy consid-
erations. At the same time, the Experts equally acknowledged that the fact
that a State is party to the Additional Protocols does not mean that a
provision of its own military manual is reflective only of treaty law.

The International Group of Experts accepted the position held by the
International Court of Justice that the 1907 Hague Regulations reflect
customary international law'® and that most of the provisions of the 1949
Geneva Conventions have achieved the same status (a point of lesser
significance in light of their universal ratification).'” These instruments

'8 Wall Advisory Opinion, para. 89; Nuclear Weapons Advisory Opinion, para. 75. See afso
Nuremburg Tribunal judgment at 445,

1% Nuclear Weapons Advisory Opinion, paras. 79, 82. See also Report of the Secrctary-
General Pursuant to Paragraph 2 of Security Council Resolution 808, UN SCOR, para. 35,



INTRODUCTION 9

were accordingly particularly significant to the Experts in their deliber-
ations regarding the customary status of a Rule.

Lastly, secondary sources, such as law review articles and books, are
seldom cited. The International Group of Experts agreed that such
citations are generally inappropriate in a manual. They accordingly
appear only when particularly relevant on a certain point. Nevertheless,
the Experts relied regulady on academic scholarship during their
research.

Note that many sources are cited as support for the legal principles set
forth in the Tallinn Manual (or their interpretation or application). This
does not necessatily mean that the International Group of Experts viewed
them as legal sources of the Rule or Commentary in question. For
instance, the AMW Manual is often cited in order to draw attention to
the acceptance of a particular principle in the context of air and missile
warfare by the Experts involved in that project. However, the AMW
Manual itself does not represent the legal source of any Rules or Com-
mentary contained in the Tallinn Manual, Similarly, military manuals
are not cited as a source of any particular Rule or Commentary, but
rather for the purpose of alerting the reader to a State’s acceptance of the
general legal principle involved.

The International Group of Experts

Members of the International Group of Experts were carefully selected to
include legal practitioners, academics, and technical experts. In particu-
lar, the Group’s legal practitioners addressed, or had addressed, cyber
issues in their professional positions, whereas the academics selected
were recognized world-class experts on the jus ad bellum and jus in bello.
This mix is crucial to the credibility of the final product. So too is the
inclusion of technical experts who provided input to the discussions and
the text to ensure the Manual was practically grounded and addressed
key issues raised by actual or possible cyber operations.

Three organizations were invited to provide observers to the process.
The observers participated fully in the discussions and drafting of the
Manual, but their consent was not necessary to achieve the unanimity
required for adoption of a Rule. NATO’s Allied Command Transform-
ation provided an observer to provide the perspective of a multinational

UN DOC. $/25704 (1993). The Security Council unanimously approved the statute to
which the report referred, S.C. Res. 827, UN Doc. $/RES/827 (25 May 1993).
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user of the Manual. The US Cyber Command’s representative offered the
perspective of a relevant operationally mature entity. Finally, the Inter-
national Committee of the Red Cross was invited to observe and partici-
pate in the proceedings in view of the organization’s special role vis-a-vis
the law of armed conflict. Despite the invaluable active participation of
the observers in the process, this Manual is not intended to reflect the
legal positions or doctrine of any of these three organizations.

Drafting process

In September 2009, a small group met in Tallinn to consider the possible
launch of a project to identify the relevant legal norms governing cyber
warfare. The group quickly concluded such an effort was worthwhile and,
therefore, went on to scope the project and draft a notional table of
contents for a manual on the subject.

Based on that work, a larger International Group of Experts was
invited to begin the drafting process. Initially, all members of the Group
were tasked with researching and preparing proposed Rules on particular
topics and an outline of the Commentary that might accompany them.
‘The resulting inputs were combined into a first draft of the Manual.

The text of this draft was then split among three teams of Experts led
by Group Facilitators, These teams were charged with refining the first

draft. At subseq ings of the International Group of Experts, they
presented their revised proposed Rules and accompanying Commentary.
The ings were designed to reach ¢ on the precise text of the

Rules and agreement that the Commentary reflected all reasonable views
as to their meaning, scope, and application. At times, the resulting text
was sent back into the teams for further consideration. In all, eight
plenary meetings of three days each were held in Tallinn between 2010
and 2012.

Upon completion of the plenary sessions, an Editorial Committee
drawn from among the International Group of Experts worked on the
Manual to ensure the accuracy, thoroughness, and clarity of the Com-
mentary. This team met twelve times in Tallinn or Berlin. The resulting
draft was then divided among peer reviewers with deep expertise in the
various subjects addressed by the Manual for comment. The Editorial
Committee considered these comments and revised the Manual as
appropriate. In July 2012, the International Group of Experts convened
for a final time in Tallinn to consider the final draft, make any final
changes, and approve both the Rules and the Commentary.
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Creighton University Law School, Emory University Law School, and
Chatham House generously supported the project by funding and super-
vising advanced law students to perform research and editorial tasks. The
London School of Economics’ International Humanitarian Law Project
and Chatham House’s International Security Department both graciously
provided facilities for sessions dedicated to final editing of the Manual.

Authority of the Manual

It is essential to understand that the Tallinn Manual is not an official
document, but is only the product of a group of independent experts
acting solely in their personal capacity. The Manual does not represent
the views of the NATO CCD COE, its sponsoring nations, or NATO. In
particular, it is not meant to reflect NATO doctrine. Nor does it reflect
the position of any organization or State represented by observers.
Finally, participation in the International Group of Experts by individ-
uals with official positions in their own countries must not be interpreted
as indicating that the Manual represents the viewpoints of those coun-
tries. Ultimately, the Tallinn Manual must be understood as an expres-
sion solely of the opinions of the International Group of Experts, all
acting in their private capacity.

Professor Michael N. Schmitt
Project Director






PART I

International cyber security law

1. The term ‘international cyber security law’ is not a legal term of art.
Rather, the object and purpose of its use here is to capture those aspects
of public international law that relate to the hostile use of cyberspace, but
are not formally an aspect of the jus in bello. Hence, the term is only
descriptive. ln this manual, it primarily refers to the jus ad bellum.
However, it also incorporates such legal concepts as sovereignty, juris-
diction, and State responsibility insofar as they relate to operation of the
jus ad bellum and jus in bello.

2. In this regard, the International Group of Experts rejected any
assertions that international law is silent on cyberspace in the sense that
it is a new domain subject to international legal regulation only on the
basis of new treaty law. On the contrary, the Experts unanimously
concluded that general principles of international law applied to
cyberspace.






States and cyberspace

1. ‘The purpose of this chapter is to set forth rules of a general inter-
national legal nature detailing the relationship between States, cyber
infrastructure, and cyber operations. Section 1 addresses issues relating
to State sovereignty, jurisdiction, and control over cyber infrastructure.
Section 2 deals with the application of classic public international law
rules of State responsibility to cyber operations.

2. Terminology is essential to an accurate understanding of this
chapter. ‘Cyber infrastructure’ refers to the communications, storage, and
computing resources upon which information systemns operate (Glossary).
To the extent States can exercise control over cyber infrastructure, they
shoulder certain rights and obligations as a matter of intemational law.
The termn ‘cyber operations’ refers to the employment of cyber capabilities
with the primary purpose of achieving objectives in or by the use of
cyberspace (Glossary). Under international law, States nay be responsible
for cyber operations that their organs conduct or that are otherwise
attributable to them by virtue of the law of State responsibility. The actions
of non-State actors inay also sometimes be attributed to States.

3. Except when explicitly noted otherwise, the Rules and Commen-
tary of this chapter apply both in times of peace and in times of armed
conflict (whether international or non-international in nature). During
an international armed conflict, the law of neutrality also governs the
rights and obligations of States with regard te cyber infrastructure and
operations (Chapter 7).

SECTION 1: SOVEREIGNTY, JURISDICTION,
AND CONTROL

Rule 1 - Sovereignty

A State may exercise control over cyber infrastructure and activities
within its sovereign territory.

15
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1. This Rule emphasizes the fact that although no State may claim
sovereignty over cyberspace per se, States may exercise sovereign pre-
rogatives over any cyber infrastructure located on their territory, as well
as activities associated with that cyber infrastructure.

2. The accepted definition of ‘sovercignty” was set forth in the Island
of Palmas Arbitral Award of 1928. It provides that ‘Sovereignty in the
relations between States signifi d dence. Independence in regard
to a portion of the globe is the right to exercise therein, to the exclusion of
any other State, the functions of a State.’ 1

3. Itis the sovereignty that a State enjoys over territory that gives it the
right to control cyber infrastructure and cyber activities within its territory.
Accordingly, cyber infrastructure situated in the land territory, internal
waters, territorial sea (including its bed and subsoil), archipelagic waters,
or national airspace is subject to the sovereignty of the territorial State.”

4. Sovereignty implies that a State may control access to its territory
and generally enjoys, within the limits set by treaty and customary
international law, the exclusive right to exercise jurisdiction and author-
ity on its territory. Exceptions include the use of force pursuant to the
right of self-defence (Rule 13) and in accordance with actions authorized
or mandated by the United Nations Security Council (Rule 18).

5. A State’s sovercignty over cyber infrastructure within its territory has
two consequences. First, that cyber infrastructure is subject to legal and regula-
tory control by the State.> Second, the State’s territorial sovercignty protects
such cyber infrastructure. It does not matter whether it belongs to the govern-
ment or to private entities or individuals, nor do the purposes it serves matter.

6. A cyber operation by a State directed against cyber infrastructure
located in another State may violate the latter’s sovereignty. It certainly
does so if it causes damage. The International Group of Experts could
achieve no consensus as to whether the placement of malware that causes
no physical damage (as with malware used to monitor activities) consti-
tutes a violation of sovereignty.

! Island of Palmas (Neth. v. US) 2 RLA.A. 829, 838 (Perm. Ct. Arb. 1928).

On sovereignty over waters and airspace above waters, see Law of the Sea Convention, Art,
2; on sovereignty over airspace, scc Chicago Convention, Arts. 1-3, With regard to cyber
infrastructure in outer space, see Rules 3 and 4 and accompanying Commentary.

In the 1949 Corfu Channel case, Judge Alejandro Alvarez appended a separate opinion in
which he stated: ‘By sovereignty, we understand the whole body of rights and attributes
which a State possesses in its territory, to the exclusion of all other States, and also in its
relations with other Statcs. Sovereignty confers rights upon States and imposes obligations
upon them.’ Corfu Channel case at 43 (individual opinion of Judge Alvarez).
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7. If such cyber operations are intended to coerce the government
(and are not otherwise permitted under international law), the operation
may constitute a prohibited ‘intervention™ or a prohibited ‘use of force’
(Rules 10to 12). A cyber operation that qualifies as an ‘armed attack’ triggers
the right of individual or collective self-defence (Rule 13). Actions not
constituting an armed attack but that are nevertheless in violation of
international law may entitle the target State to resort to countermeasures
(Rule 9). Security Council-mandated or authorized actions under Chapter
VII of the United Nations Charter (Rule 18), including those involving cyber
operations, do not constitute a violation of the target State’s sovereignty.

8. A State may consent to cyber operations conducted from its terri-
tory or to remote cyber operations involving cyber infrastructure that is
located on its territory. Consider a case in which non-State actors are
engaged in unlawful cyber activities on State A’s territory. State A does not
have the technical ability to put an end to those activities and therefore
requests the assistance of State B. State B’s ensuing cyber operations on
State A’s territory would not be a violation of the latter’s sovereignty.
Consent may also be set forth in a standing treaty. For example, a basing
agreement may authorize a sending State’s military forces to conduct cyber
operations from or within the receiving State’s territory.

9. Customary or treaty law may restrict the exercise of sovereign rights
by the territorial State. For example, international law imposes restrictions
on interference with the activities of diplomatic premises and personnel.
Similarly, a State’s sovereignty in the territorial sea, archipelagic waters or
straits used for international navigation is limited under customary inter-
national law by the rights of innocent passage, archipelagic sea lanes
passage, and transit passage, respectively.5

10. Inthe cyber context, the principle of sovereignty allows a State to,
inter alia, restrict or protect (in part or in whole) access to the Internet,
without prejudice to applicable international law, such as human rights
or international telecommunications law. The fact that cyber infrastruc-
ture located in a given State’s territory is linked to the global telecommu-
nications network cannot be interpreted as a waiver of its sovereign
rights over that infrastructure.

11. A coastal State’s sovereignty over the seabed lying beneath its
territorial sea allows that State full control over the placement of any
submarine cables thereon. This is a critical right in light of the fact that

4 UN Charter, Art. 2(1).  * Law of the Sca Convention, Arts. 17-19, 37-8, 52, 53.
® Eg. the ITU Constitution.
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submarine cables currently carry the bulk of international Internet com-
munications. As to submarine cables beyond the territorial sea, Article
79(2) of the Convention on the Law of the Sea limits the extent to which a
coastal State may interfere with submarine cables on its continental shelf”

12.  Although States may not exercise sovereignty over cyberspace per
se, States may exercise their jurisdiction vis-g-vis cyber crimes and other
cyber activities pursuant to the bases of jurisdiction recognized in inter-
national law (Rule 2).%

13.  With regard to cyber infrastructure aboard sovercign immune
platforms, see Rule 4.

14. Traditionally, the notion of the violation of sovereignty was
limited to actions undertaken by, or attributable to, States. However,
there is an embryonic view proffered by some scholars that cyber
operations conducted by non-State actors may also violate a State’s
sovereignty (in particular the aspect of territorial integrity).

Rule 2 - Jurisdiction
Without prejudice to applicable international obligati a State may

exercise its jurisdiction:

(a) over p gaged in cyber activities on its territory;
(b) over cyber infrastructure located on its territory; and
{c) extraterritorially, in accord: with international law.

1. The term fjurisdiction’ encompasses the authority to prescribe,
enforce, and adjudicate. It extends to all matters, including those that
are civil, criminal, or administrative in nature. The various general bases
of jurisdiction are discussed below.

2. 'The principal basis for a State to exercise its jurisdiction is physical
or legal presence of a person (in personam) or object (in rem) on its
territory. For instance, pursuant to its in personam jurisdiction a State
may adopt laws and regulations governing the cyber activities of individ-
uals on its territory. It may also regulate the activities of privately owned
entities registered (or otherwise based as a matter of law) in its jurisdic-
tion but physically operating abroad, such as Internet service providers
(ISPs’). In rem jurisdiction would allow it to adopt laws governing the
operation of cyber infrastructure on its territory.

7 Law of the Sea Convention, Art. 79(2).
8 Sce, eg,, Council of Europe, C on Cybercrime, 23 November 2001, Eur. T.S. No. 185.
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3. It may be difficult to determine jurisdiction within cyberspace
because cloud or grid distributed systems can span national borders, as
can the replication and dynamic relocation of data and processing. This
makes it challenging at any particular time to determine where all of a
user’s data and processing reside since such data can be located in
multiple jurisdictions simultaneously. These technical challenges do not
deprive a State of its legal right to exercise jurisdiction over persons and
cyber infrastructure located on its territory.

4. With regard to jurisdiction based upon territoriality, it must be
noted that although individuals using information and communications
technology have a specific physical location, the location of mobile
devices can change during a computing session. For instance, a person
with 2 mobile computing device (e.g., a tablet or smartphone) can initiate
several database queries or updates for processing by a cloud-based
service. As those queries and updates take place, the user may move to
another location. Any State from which the individual has operated
enjoys jurisdiction because the individual, and the devices involved, were
located on its territory when so used.

5. Even with technology such as mobile cloud computing, the devices
from which the human user is initiating requests can be geo-located;
software services and applications may track the geo-coordinates of the
computing devices (e.g., Wi-Fi connection location or the device’s global
positioning system (GPS) location). It must be cautioned that it is
possible under certain circumstances for someone who does not wish
to be tracked to spoof the geo-coordinates advertised by his or her
computing device. It is also possible that user-location will not be made
available by the infrastructure or service provider, or by the application
or device itself. Actual physical presence is required, and sufficient, for
jurisdiction based on territoriality; spoofed presence does not suffice.

6. Territorial jurisdiction has given rise to two derivative forms of
jurisdiction.” Subjective territorial jurisdiction involves the application

® The European Court of Justice Attorney General has explained the doctrine as follows:
“Territoriality ... has given rise to two distinct principles of jurisdiction: (i) subjective
territoriality, which permits a State to deal with acts which originated within its territory,
even though they were completed abroad, (ii) objective territoriality, which, conversely,
permits a State to deal with acts which originated abroad but which were completed, at
least in part, within its own territory ... [from the principle of objective territoriality] is
derived the effects doctrine, which, in order to deal with the effects in question, confers
jurisdiction upon a State even if the conduct which produced them did not take place
within its territory.’ Opinion of Mr Advocate General Darmon, Joined Cases 89, 104, 114,
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of the law of the State exercising jurisdiction to an incident that is
initiated within its territory but completed elsewhere. It applies even if
the offending cyber activities have no effect within the State exercising
such jurisdiction. Objective territorial jurisdiction, by contrast, grants
jurisdiction over individuals to the State where the particular incident
has effects even though the act was initiated outside its territory.'’

7. Objective territorial jurisdiction is of particular relevance to cyber
operations. For example, in 2007, Estonia was targeted in cyber oper-
ations initiated at least partially from abroad. As to those acts which
violated Estonian law, Estonia would at a minimum have been entitled to
invoke jurisdiction over individuals, wherever located, who conducted
the operations. In particular, its jurisdiction would have been justified
because the operations had substantial effects on Estonian territory, such
as interference with the banking system and governmental functions.
Similarly, civilians involved in cyber operations against Georgia during
that State’s international armed conflict with the Russian Federation in
2008 would have been subject to Georgian jurisdiction on the basis of
significant interference with websites and disruption of cyber communi-
cations in violation of Georgian law."!

8. Other recognized bases for extraterritorial jurisdiction, albeit with
certain restrictions, include: (i) nationality of the perpetrator (active per-
sonality); (ii) nationality of the victim (passive personality); (iii) national
security threat to the State (protective principle); and (iv) violation of
a universal norm of international law, such as a war crime (universal
jurisdiction). For example, any significant cyber interference with a State’s
military defensive systems (e.g, air defence and early warning radars)
constitutes a threat to national security and accordingly is encompassed
by the protective principle.

9. In light of the variety of jurisdictional bases in international law,
two or more States often enjoy jurisdiction over the same person or object
in respect of the same event. Consider the case of a terrorist group that
launches a cyber operation from the territory of State A designed to cause
physical damage to State B’s electricity generation plants. The terrorists

116, 117 and 125-9, Ahistrém Osakeyhtic and Others v. Comm'n [In e Wood Pulp
Cartel], paras. 201, 1994 ECR 1100,

'® While the effects doctrine has reached a general level of acceptance, its exercise in a
number of situations has led to controversy. AMERICAN LaW INSTITUTE, THIRD RESTATE-
MENT OF FOREIGN RELATIONS Law § 402(1)(c) (1987).

" Civilians are not cntitled to combatant imnunity under the law of armed conflict and
therefore are fully susceptible to the traditional bases of jurisdiction dealt with here.
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employ a cyber weapon against the plant’s control systems, triggering an
explosion that injures workers. Members of the cell are from various
States. State A may claim jurisdiction on the basis that the operation
occurred there, State B enjoys jurisdiction based on passive personality
and objective territorial jurisdiction. Other States have jurisdiction on the
grounds of an attacker'’s nationality.

10. 'The phrase ‘without prejudice to applicable intemational obliga-
tions’ is included to recognize that, in certain circumstances, international
law may effectively limit the exercise of jurisdiction over certain persons or
objects on a State’s territory. Examples include i ity (e.g., ¢
and diplomatic immunity) and the grant of primary jurisdiction to one of
two States enjoying concurrent jurisdiction over a person or particular
offence (e.g., through the application of a Status of Forces Agreement).

Rule 3 - Jurisdiction of flag States and States of registration

Cyber infrastructure located on aircraft, ships, or other platforms in
international airspace, on the high seas, or in outer space is subject to
the jurisdiction of the flag State or State of registration.

1. The term ‘international airspace’ relates to the airspace above the
high seas.'? For the purposes of this Manual, the term ‘high seas’ denotes
all sea areas beyond the outer limit of the territorial sea of coastal States
and includes the exclusive economic zone,'* while ‘outer space’ refers to
the area above an altitude of approximately 100 km.'*

2. Onthe high seas, in international airspace, or in outer space, cyber
infrastructure will regularly be located on board such platforms as vessels,
offshore installations, aircraft, and satellites. For instance, modern com-
mercial large-tonnage ships are heavily dependent on shipboard cyber
infrastructure to control propulsion, navigation, and other on-board
systems and rely on land-based cyber systems for a variety of purposes,
such as remote mail e (ie, itoring, diagnostics, and repair),
weather reports, and navigation. An example of ship-to-ship and ship-to-
shore reliance on cyber infrastructure is the use of the Automatic

12 1 aw of the Sca C ion, Art. 2; US C ’s H para. 1.9.

13 Law of the Sea Convention, Art. 86; US CoMMANDER's HANDBOOK, para. 1.3.5. Although
the Law of the Sea Convention provides that the high scas begin at the outer limit of the
exclusive economic zone, as used in this Manual, the term includes the exclusive
economic zone (in light of its general international character with respect to sovereignty).

!4 See US CommanDER's HANDBOOK, para. 1.10; UK MANUAL, para. 12.13; AMW MaNUAL,
commentary accompanying Rule 1(a).
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Identification System, whereby ships broadcast their location and receive
position updates from other ships.

3. Jurisdiction (Rule 2) over the platforms on which cyber infrastruc-
ture is located is based upon the flag State principle in the case of ships'®
and on the State of registration for aircraft and space objects.'® With
regard to offshore installations, jurisdiction may follow from the coastal
State’s exclusive sovereign rights or from nationality.

4. 1t must be borne in mind that although objects and persons
aboard platforms are subject to the jurisdiction of the flag State or State
of registration, they may also be subject to the jurisdiction of other States.
Consider the example of an individual from State A who conducts cyber
operations from a ship registered in State B. State A and State B both
enjoy jurisdiction over the individual, the former based on active person-
ality, the latter on this Rule. Alternatively, consider a transponder that is
owned and operated by a company registered in State A, but located on a
satellite registered in State B. Both States enjoy concurrent jurisdiction
pursuant to this Rule.

5. The fact that a State other than the flag State or State of registra-
tion is technically capable of taking remote control of particular cyber
infrastructure has no bearing on enforcement jurisdiction. For example, a
State may not exercise jurisdiction over cyber infrastructure aboard a
commercial drone registered in another State that is operating in inter-
national ajrspace by taking control of that drone. This conclusion, of
course, assumes the absence of a specific international law basis for doing
so, such as exercise of coastal State enforcement authority over vessels
in the exclusive economic zone and contiguous zone.'”

13 “Ships shall sall under the flag of one State only and, save in exceptional cases cxpressly
provided for in international treaties or in this Convention, shall be subject to its
exclusive jurisdiction on the high seas.” Law of the Sca Convention, Art. 92(1).
Chicago Convention, Art. 17 (regarding aircraft); Convention on Registration of Objects
Launched into Outer Space, Art. IT, 14 January 1975, 1023 UN.TS. 15 (regarding space
objects). Note that Statc aircraft nced not be registered since the Chicago Convention
does not encompass them (Art. 3(a)). The mere fact that a satellite is launched into outer
space does not deprive the State of registry of jurisdiction over the satellite and its
activities. Outer Space Treaty, Art, VIIL
17 It might be asserted that Arts. 1V and IX of the Outer Space Treaty provide an additional
legal basis for the prohibition on cxercise of enforcement jurisdiction by States other than
the State of registration by barring interference with the actwities of other States in the
peaceful cxploration and use of outer space. However, these provisions are generally
interpreted as limited to interferonce that riscs to the lovel of a violation of Art. 2(4) of the
UN Charter.
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6. If an aircraft or satellite has not been registered in accordance
with applicable internationally recognized procedures, the nationality
thereof will be that of the respective owner. With regard to ownership
by corporations (juridical persons), it is a well-established rule of
public international law that nationality is determined by either the
place of incorporation ‘or from other various links including the
centre of administration’.'® During an international armed conflict,
the nationality of a corporation may also be determined by the
so-called ‘control test’.'®

7. Submarine cables located on the continental shelf may constitute
cyber infrastructure because data is transmitted through them. They are
governed by traditional rules of jurisdiction deriving from their owner-
ship, as well as by other aspects of international law, such as the Law of
the Sea Convention® and Article 54 of the Hague Regulations.

Rule 4 - Sovereign immunity and inviolability

Any interference by a State with cyber mfrastructurc aboard a plat-
form, wherever located, that enjoys ign i a
violation of sovereignty.

1. This Rule must be distinguished from Rule 3. The latter refers to
cyber infrastructure located aboard platforms on the high seas, in inter-
national airspace, or in outer space. This Rule applies ouly to those
platforms that enjoy sovereign immunity. Their location is irrelevant.

2. ‘Sovereign immunity provides that a sovereign platform or object,
and all objects or persons thereon, are immune from the exercise of
jurisdiction aboard that platform by another State. International law
clearly accords sovereign immunity to certain objects used for non-
commercial governmental purposes, regardless of their location.! It is
generally accepted that warships and ‘ships owned or operated by a State
and used only for government non-commercial service’ enjoy immunity

'8 JAN BROWNLIE, PRINCIPLES OF PUBLIC INTERNATIONAL Law 420 (7th ed. 2008).

' Corporations controlled by cnemy nationals, even though not incorporated (or other-
wise registered) in enemy territory, may be deemed to have enemy character if they are
under the actual control of a person or of persons residing, or carrying on business, in
enemy territory. See, e.g., Damler Co. Ltd v. Continental Tyre and Rubber Co. [1916] 2
AC. 307 (Eng)).

2 Law of the Sea Convention, Arts. 86, 87(1)(c).

2 Note that the present Manual docs not deal with diplomatic immunity or with the
immunity of government officials.
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from the jurisdiction of any State other than the flag State” Further,
State aircraft enjoy sovereign immunity.>® The International Group of
Experts agreed that space objects operated for non-commercial govern-
mental purposes also have sovereign immunity.*

3. In order to enjoy sovereign immunity and inviolability, the cyber
infrastructure aboard the platform in question must be devoted exclu-
sively to government purposes. For example, government institutions
that operate as market participants vis-d-vis the Internet cannot claim
that the cyber infrastructure involved enjoys sovereign immunity,
because that infrastructure does not serve exclusively governmental pur-
poses. Likewise, a satellite used for both governmental and commercial
purposcs will lack suverelgn immunity. Some satellites have multiple

ponders, each exclusively dedicated to a different user. If some of
them are used for commercial purposes, the satellite will not have sover-
eign immunity. The Intemational Group of Experts agreed that a satellite
owned or operated by a consortium of States does not have sovereign
immunity uuless used for strictly non-commercial purposes. In such a
case, it is arguable that the satellite would be covered by the joint sovereign
immunity of the States and would thus enjoy a form of cumulative
sovereign immunity.

4. Sovereign immunity entails inviolabllity; any interference with an
object enjoying sovereign immunity constitutes a violation of inter-
national law.2> Interference includes, but is not limited to, activities that
damage the object or significantly impair its operation. For instance, a
denial of service attack against a State’s military satellite would constitute
a violation of its sovereign immunity. Similarly, taking control of the
object would violate sovereign immunity. This was the case with regard
to a 2007 incident involving the takeover and reprogramming of a British
military communications satellite.

5. Despite enjoying sovereign immunity, sovereign platforms and
structures must comply with the rules and principles of international

&

Law of the Sca Convention, Arts. 95, 96; US COMMANDER'S HANDBOOK, para. 2.1.

UK ManuaL, para. 12, 6. I AMW MaNvAL, commentary acccmpanymg Rule 1{cc).

2 See C on ities, Art. 3(3) (ack dging the sovereign
immunity of space objects).

See, e.g., Owners of the Jessie, the Thomas F. Bayard, and the Pescawha (UK v. US), 6 Rl
A.A. 57 (1926) (Anglo American Claims Commission 1921); Player Larga (Owners of
Cargo Lately Laden on Board) Appellants v. I Congreso del Partido (Owners) Respondents,
Marble Islands (Owners of Cargo Lately Laden on Board} Appellants v. same Respondents,
1 Congreso del Partido [1983] 1 AC. 244 (HL).
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law, such as the obligation to respect the sovereignty of other States. For
instance, a military aircraft non-consensually entering the national air-
space of another State to conduct cyber operations can, despite its
sovereign status, trigger the State’s right to take necessary measures
against the intruding aircraft, including, in certain circumstances, the
use of force. The same would be true of a warship that conducts cyber
activities in a nation’s territorial sea. If the activities are inconsistent with
the innocent passage regime, the coastal nation may take enforcement
steps to prevent the non-innocent passage, despite the warship’s sover-
eign immunity.”® In both cases, the platforms retain their sovereign
immunity, but that immunity does not prevent the other States from
taking those actions which are lawful, appropriate, and necessary in the
circumstances to safeguard their legally recognized interests.

6. While there is no treaty rule explicitly according sovereign immun-
ity to any objects used for non-commercial governmental purposes, it is of
importance that according to Article 5 of the Convention on Jurisdic-
tional Immunity a State enjoys immunity from the jurisdiction of the
courts of another State with regard to its property.”” It could be suggested
that this provision, as well as the points made in the previous paragraph,
evidence a general principle of public international law by which objects
owned or used by a State for non-commercial governmental purposes
are covered by the State’s sovereignty. Accordingly, they are subject to that
State’s exclusive jurisdiction even if located outside its territory. The
International Group of Experts could achieve no consensus on this point.

7. In times of international armed conflict, the principles of sover-
eign immunity and inviolability cease to apply in relations between the
parties to the conflict (subject to any specific rule of international law to
the contrary, such as Article 45 of the Vienna Convention on Diplomatic
Relations). Objects enjoying sovereign immunity and inviolability may be
destroyed if they qualify as military objectives (Rule 38), or may be seized
as booty of war by the respective enemy armed forces?® It should be
noted that governmental cyber infrastructure of neutral States may
qualify as a military objective in certain circumstances (Rule 91).

8. Locations and objects may enjoy special protection affording in-
violability by virtue of bilateral or multilateral agreements, such as Status
of Forces Agreements. It must be borne in mind that diplomatic archives

% Law of the Sea Convention, Arts. 19, 25(1), 32.
7 ion on Jurisdictional ities, Art. 5.
2 AMW Manuat, Rule 136(a) and accompanying commentary.
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and means of communication enjoy special protection under the Vienna
Convention on Diplomatic Relations.”® Such protection applies at all
times, including periods of armed conflict (Rule 84).

Rule 5 - Control of cyber infrastructure

A State shall not knowingly allow the cyber infrastructure located in
its territory or under its exclusive governmental control to be used for
acts that adversely and unlawfully affect other States.

1. This Rule establishes a standard of behaviour for States in relation
to two categories of cyber infrastructure: (i) any cyber infrastructure
(governmental or not in nature) located on their territory; and (if) cyber
infrastructure located elsewhere but over which the State in question has
either de jure or de facto exclusive control. It applies irrespective of the
attributability of the acts in question to a State (Rules 6 and 7).

2. The principle of sovereign equality entails an obligation of all
States to respect the territorial sovereignty of other States. As the Inter-
national Court of Justice held in the Nicaragua judgment, ‘Between
independent States, respect for territorial sovereignty is an essential
foundation of international relations.*

3. The obligation to respect the sovereignty of another State, as noted
in the International Court of Justice’s Corfu Channel judgment, implies
that a State may not ‘allow knowingly its territory to be used for acts
contrary to the rights of other States’>! Accordingly, States are required
under_international law to take appropriate steps to protect those
rights.*? This obligation applies not only to criminal acts harmful to
other States, but also, for example, to activities that inflict serious
damage, or have the potential to inflict such damage, on persons and
objects protected by the territorial sovereignty of the target State.*®

# Vienna Convention on Diplomatic Relations, Arts. 24, 27.

* Nicaragua judgment, para. 202. ' Corfu Channel case at 22.
Tehran Hostages case, paras. 67-8.

% In the Trail Smelter case, the Tribunal, citing the Federal Court of Switzerland, noted:
“This right (sovereignty) excludes ... not only the usurpation and exercise of sovereign
rights ... but also an actual encroachment which might prejudice the natural use of the
territory and the free movement of its inhabitants.” Trail Smelter case (US v. Can.), 3R.L
A.A. 1905, 1963 (1941). According to the Tribunal, "under the principles of international
law ... no State has the right to use or permit the use of its territory in such a manner as to
cause injury ... in or to the territory of another or the propertics or persons thercin, when
the case is of serious consequence ... Trail Smelter case at 1965,
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4. These requirements are complicated by the nature of harmful cyber
acts, especially time and space compression, and their oft precedented
character. There may be circumstances in which it is not feasible for a State
to prevent injury to another State. For example, State A may know that
a harmful cyber attack is being prepared and will be launched from
its territory against State B. However, because it has not identified the
attack’s exact signature and timing, the only effective option may be to
isolate the network that will be used in the attack from the Internet. Doing
so will often result in a “self-denial’ of service to State A. The nature, scale,
and scope of the (potential) harm to both States must be assessed to
determine whether this remedial measure is required. The test in such
circ €s is one of bl

5. As to scope of application, this Rule covers all acts that are
unlawful and that have detrimental effects on another State (whether
those effects occur on another State’s territory or on objects protected
under international law). The term ‘wulawful’ is used in this Rule to
denote an activity that is contrary to the legal rights of the affected State.
The International Group of Experts deliberately chose not to limit the
prohibition to narrower pts, such as use of force (Rule 11) or armed
attack (Rule 13), in order to emphasize that the prohibition extends to
all cyber activities from one State’s territory that affect the rights of
other States and have detrimental effects on another State’s territory.
In particular, there is no requirement that the cyber operation in question
result in physical damage to objects or injuries to individuals; it need ouly
produce a negative effect.

6. The Rule addresses a situation in which the relevant acts are
underway. For instance, a State that allows cyber infrastructure on its
territory to be used by a terrorist group to undertake an attack against
another State would be in violation of this Rule, as would a State that,
upon notification by another State that this activity is being carried out,
fails to take reasonably feasible measures to terminate the conduct.

7. The International Group of Experts could not agree whether
situations in which the relevant acts are merely prospective are covered
by this Rule. Some of the Experts took the position that States must take
reasonable measures to prevent them. Others suggested that no duty of
prevention exists, particularly not in the cyber context given the difficulty
of mounting comprehensive and effective defences against all possible
threats.

8. This Rule also applies with regard to acts contrary to international
law launched from cyber infrastructure that is under the exclusive control
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of a government. It refers to situations where the infrastructure is located
outside the respective State’s territory, but that State nevertheless exer-
cises exclusive control over it. Examples include a military installation
in a foreign country subject to exclusive sending State control pursuant
to a basing agreement, sovereign platforms on the high seas or in
international airspace, or diplomatic premises.

9. This Rule applies if the relevant remedial cyber operations can be
undertaken by State organs or by individuals under State control. The
International Group of Experts also agreed that if a remedial action could
ouly be performed by a private entity, such as a private Internet service
providet, the State would be obliged to use all means at its disposal to
require that entity to take the action necessary to terminate the activity.

10. This Rule applies if the State has actual knowledge of the acts in
question. A State will be regarded as having actual knowledge if, for
example, State organs such as its intelligence agencies have detected a
cyber attack originating from its territory or if the State has received
credible information (perhaps from the victim State) that a cyber attack
is underway from its territory,

11. The International Group of Experts could not achieve consensus
as to whether this Rule also applies if the respective State has only con-
structive (‘should have known’) knowledge. In other words, it is unclear
whether a State violates this Rule if it fails to use due care in policing
cyber activities on its territory and is therefore unaware of the acts in
question. Even if constructive knowledge suffices, the threshold of due
care is uncertain in the cyber context because of such factors as the
difficulty of attribution, the challenges of correlating separate sets of
events as part of a coordinated and distributed attack on one or more
targets, and the ease with which deception can be mounted through cyber
infrastructure.

12.  Nor could the International Group of Experts achieve consensus
as to whether this Rule applies to States through which cyber operations
are routed. Some Experts took the position that to the extent that a State
of transit knows of an offending operation and has the ability to put an
end to it, the State must do so. These Experts took notice, however, of the
unique routing processes of cyber transmissions. For instance, should a
transmission be blocked at one node of a network, it will usually be
rerouted along a different ission path, often through a different
State. In such a case, these Experts agreed that the State of transit has no
obligation to act, because doing so would have no meaningful effect on
the outcome of the operation. Other Experts took the position that the
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Rule applied ouly to the territory of the State from which the operation is
launched or to territory under its exclusive control. They either argued
that the legal principle did not extend to other territory in abstracto or
justified their view on the basis of the unique difficulties of applying the
Rule in the cyber context.

13. If a State fails to take appropriate steps in accordance with this
Rule, the victim State may be entitled to respond to that violation of
internatjonal law by resorting to proportionate responses. These may
include, where appropriate in the circumstances, countermeasures
(Rule 9) or the use of force in self-defence (Rule 13).

14.  With regard to such situations during an international armed
conflict, see Rule 94.

SECTION 2: STATE RESPONSIBILITY

Rule 6 - Legal responsibility of States

A State bears international legal responsibility for a cyber operation
attributable to it and which constitutes a breach of an international
obligation.

1. This Rule is based on the customary international law of State
responsibility, which is largely reflected in the International Law Com-
mission’s Articles on State Responsibility. It must be noted, however, that
the law of armed conflict contains a number of specific rules on State
responsibility for violation thereof. In particular, Articles 3 of Hague
Convention IV and 91 of Additional Protocol I provide for compensation
in the case of a violation of certain rules of the law of armed conflict.>*

2. Itisa quintessential principle of international law that States bear
responsibility for an act when: (i) the act in question is attributable to the
State under international law; and (ii} it constitutes a breach of an
international legal obligation applicable to that State (whether by treaty
or customary international law).”* Such a breach can consist of either an
act or omission.>®

3. In the realm of cyberspace, an internationaily wrongful act can
consist, inter alia, of a violation of the United Nations Charter (e.g, a
use of force committed through cyber means, Rule 10} or a violation of a
law of armed conflict obligation (e.g., a cyber attack against civilian

M See also ICRC Customary IHL Stupy, Rules 149, 150.
3 Articles on State Responsibility, Arts. 1-2. % Articles on State Responsibility, Art. 2
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objects, Rule 37) attributable to the State in question. A breach of
peacetime rules not involving conflict (e.g., a violation of the law of
the sea or the non-intervention principle) also constitutes an inter-
nationally wrongful act. As an example, a warship of one State is
prohibited from conducting cyber operations that are adverse to the
coastal nation’s interests while in innocent passage.”’

4. The law of State responsibility extends only to an act, or failure to
act, that violates international law. In other words, an act committed by a
State’s organ, or otherwise attributable to it, can ouly amount to an
‘internationally wrongful act’ if it is contrary to international law.”® The
law of State responsibility is not implicated when States engage in other
acts that are either permitted or unregulated by international law.*
For instance, international law does not address espionage per se. Thus, a
State’s responsibility for an act of cyber espionage conducted by an organ
of the State in cyberspace is not be engaged as a matter of international
law unless particular aspects of the espionage violate specific international
legal prohibitions (as in the case of cyber espionage involving diplomatic
communications, Rule 84).

5. The causation of damage is not a precondition to the characteri-
zation of a cyber operation as an internationally wrongful act under the
law of State responsibility.* However, the rule in question may include
damage as an al el In such cases, damage is a conditio sine
qua non of the attachment of State responsibility. For instance, under a

ry rule of international law, States are prohibited from inflicting
significant damage on another State through activities on their own
territory (Rule 5). In the absence of such damage, no responsibility
attaches uuless another rule not contai an el t of damage has
been violated.

6. Inaddition to being internationally wrongful, an act must be attribut-
able to a State to fall within the ambit of this Rule. All acts or omissions
of organs of a State are automatically and necessarily attributable to that
state.!! The concept of ‘organs of a State’ in the law of State responsibility
is broad. Every person or entity that has that status under the State’s

7 Law of the Sca Convention, Art. 19,

* This is a stringent requirement since, as formulated by the ICJ. it is entirely possible for a
particular act ... not to be in violation of international law without necessarily constitu-
ting the exercise of a right conferred by it'. Kosovo Advisory Opinion, para. 56.

Kosovo Advisory Opinion, para. 81; Lotus case at 18.

Articles on Statc R y ing Art. 2.

Articles on State Responsibility, Art. 4(1).

39
40
4
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internal legislation will be an organ of the State regardless of their function
or place in the governmental hierarchy.*> Any cyber activity under-
taken by the intelligence, military, internal security, customs, or other
State agencies will engage State responsibility under international law
if it violates an international legal obligation applicable to that State.

7. It does not matter whether the organ in question acted in compli-
ance with, beyond, or without any instructions. When committed by an
organ of the State, and provided that organ is acting in an apparently
official capacity,” even so-called ultra vires acts trigger a State’s inter-
natjonal legal responsibility if they breach international obligations.*

8. For the purposes of the law of State responsibility, persons or
entities that, while not organs of that State, are specifically empowered by
its domestic Jaw to exercise ‘governmental authority’ are equated to State
organs.”> When acting in such a capacity, their actions, as with State
organs, are attributable to that State. Examples include a private
corporation that has been granted the authority by the government to
conduct offensive computer network operations against another State,
as well as a private entity empowered to engage in cyber intelligence
gathering. It is important to emphasize that State responsibility is
ouly engaged when the entity in question is exercising elements of
governmental authority. For example, States might have legislation
authorizing private sector Computer Emergency Response Teams
(CERTS) to conduct cyber defence of governmental networks. While
so acting, their activities automatically engage the responsibility of
their sponsoring State. However, there are no State responsibility
implications when a private sector CERT is performing information
security services for private companies.

2 Articles on State Responsibility, Art. 4(2).

“ Articles on State Responsibility, para. 13 of commentary accompanying Art. 4: "A
particular problem is to determine whether a person who is a State organ acts in that
capacity. It is irrelcvant for this purpose that the person concerned may have had ulterior
or improper motives or may be abusing public power. Where such a person acts in an
apparently official capacity, or under colour of authority, the actions in question will be
attributable to the State. The distinction between unauthorized conduct of a State organ
and purely private conduct has been clearly drawn in international arbitral decisions ..
The case of purely private conduct should not be confused with that of an organ
functioning as such but acting ultra vires or in breach of the rules governing its operation.
In this latter case. the organ is nevertheless acting in the name of the State.”

# Articles on State Rcsponslblllty, Art. 7.
45 Articles on State Responsibility, Art. 5, and i y.
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9. In certain circumstances, the conduct of non-State actors may
be attributable to a State and give rise to the State’s international legal
responsibility.*® Article 8 of the Articles on State Responsibility, which
restates customary international law, notes ‘the conduct of a person or
group of persons shall be considered an act of a State under international
law if the person or group of persons is in fact acting on the instructions
of, or under the direction or control of, that State in carrying out the
conduct’.*” This norm is particularly relevant in the cyber context. For
example, States may contract with a private company to conduct cyber
operations. Similarly, States have reportedly called upon private citizens
to conduct cyber operations against other States or targets abroad (in a
sense, ‘cyber volunteers’).

10. The International Court of Justice has held, in the context of
military operations, that a State is responsible for the acts of non-State
actors where it has ‘effective control over such actors.® For instance, the
provision by a State of cyber expertise during the planning of specific
cyber attacks may, depending on how deep the involvement goes, give
rise to State responsibility for any internationally wrongful acts commit-
ted by such non-State actors. It is sometimes asserted that uncertainty
surrounds the degree of ‘control’ required for a non-State actor’s conduct
to be attributable to the State. In Tadi¢, the International Criminal
Tribunal for the Former Yugoslavia adopted an ‘overall control’ test - a
less stringent threshold - in the context of individual criminal responsi-
bility and for the purpose of determining the nature of the armed
conflict.** However, in the Genocide judgment, the International Court
of Justice distinguished such an evaluation from that conducted for the

4 Articles on State Responsibility, Arts. 9, 10. The International Group of Experts reached
the conclusion that it is curcently difficult to imagine scenarios in which Art. 9 results in
State responsibility given its requirement that the conduct be carried out in the absence or
default of the official authorities. The International Group of Experts was uncertain
whether Art. 10, which addresses the conduct of an insurrectional or other movement
that becomes a government, accurately reflects customary international law.
Articles on State Responsibility, Art. 8. ‘In the text of article 8, the three terms “imstruc-
tions”, “dircction” and “control” are disjunctive; it is sufficient to establish any one of
them. At the same time it is made clear that the instructions, direction or control must
relate to the conduct which is said to have amounted to an inlcrnalionally wrongful act.”
Articles on State Responsibility, para. 7 of g Art. 8
# The Court articulated the effective control standard for the first time fn the Nicaragua
judgment, para. 115. See alse Genocide judgment, paras. 399401,
“® Tadi¢ Appeals Chamber judgment, paras. 131, 145.
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purpose of establishing State responsibility.”® Nevertheless, even by an
‘overall control’ test, the requisite control would need to go beyond ‘the
mere financing and equipping of such forces and involv[e] also participa-
tion in the planning and supervision of military operations’.”* Moreover,
as noted below, even if the lower ‘overall control’ test were to be adopted,
it would not apply to individuals or unorganized groups.”

11.  These situations must be distinguished from those in which pri-
vate citizens, on their own initiative, conduct cyber operations (so-called
‘hacktivists’ or ‘patriotic hackers’). The material scope of applicability of
Article 8 is relatively stringent in that it is limited to instructions, direction,
or control. The State needs to have issued specific instructions or directed
or controlled a particular operation to engage State responsibility.”
Merely encouraging or otherwise expressing support for the independent
acts of non-State actors does not meet the Article 8 threshold.

12. The place where the act in question takes place, or where the
actors involved are lacated, does not affect the determination of whether
State responsibility attaches. For instance, consider a group in State A
that assimilates computers located in State B into its botnet. The group
uses the botnet to overload computer systems in State C based on
instructions received from State D. The canduct is attributable under
the law of State responsibility to State D. Note that State A cannot be
presumed responsible solely based on the fact that the group was located
there, nor can it be presumed that State B bears responsibility for the
group’s acts merely because of the location of the bots on its territory.

13.  This rule applies only to attribution for the purposes of State respon-
sibility. However, a State’s involvement with non-State actors may itself
constitute a violation of international law, even in cases where the actions
of the non-State actors involved cannot be attributed to the State. For

Genocide judgment, paras. 403405,

Tadi¢ Appeals Chamber judgment, para. 145.

The Tadié Appeals Chamber judgment noted. at para. 132, that: ‘It should be added that
courts have taken a diffcrent approach with regard to individuals or groups not organised
into military structures. With regard to such individuals or groups. courts have not
considered an overall or general level of control to be sufficient, but have instead insisted
upon specific instructions or directives aimed at the commission of specific acts, or have
required public approval of those acts following their commission.”

‘On the other hand, where persons or groups have committed acts under the effective
control of a State, the condition for attribution will still be met even if particular
instructions may have been ignored. The conduct will have been committed under the
control of the State and it will be attributable to the State in accordance with article 8.'
Articles on State Responsibility, para. 8 of y ing Art. 8.

]
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instance, if State A provides hacking tools that are subsequently employed
by an insurgent group on its own initiative against State B (i.c,, the group
is not acting under the control of State A), the mere provision of these tools
is insufficient to attribute the group’s attack to State A. Nevertheless such
assistance can itself constitute a violation of international law.>*

14. Even when the conditions of Article 8 are not initially met, acts
may be retroactively attributed to the State. 5 Pursuant to Article 11 of
the Articles on State Responsibility, ‘Conduct which is not attributable to
a State under the preceding articles shall nevertheless be considered an
act of that State under international law if and to the extent that the
State acknowledges and adopts the conduct in question as its own.™®
For instance, consider computer operations conducted by non-State
actors against a State. If another State later expresses support for them
and uses its cyber capabilities to protect the non-State actors against
counter-cyber operations, State responsibility will attach for those oper-
ations and any related subsequent acts of the group. Note that this
provision is narrowly applied. Not only are the conditions of ‘acknow-
ledgement’ and ‘adoption’ cumulative, they also require more than mere
endorsement or tacit approval.”’

Rule 7 - Cyber operations launched from governmental
cyber infrastructure

‘The mere fact that a cyber operatlon has been launched or otherwise
ori from gover ] cyber infrastructure is not sufficient
evidence for attributing the operation to that State, but is an indica-
tion that the State in question is iated with the

P

1. 1t must be emphasized that this Rule only relates to operations
launched or originating from governmental cyber infrastructure. It does
not address operations routed through such infrastructure (Rule 8). Add-
itionally, it does not apply to operations launched or otherwise initiated

% See Nicaragua judgment, para. 242.

* Tehran Hostages case, para. 74: ‘The approval given to these facts by the Ayatollah
Khomcini and other organs of the Iranian State, and the decision to perpetuate them,
translated continuing occupation of the Embassy and detention of the hostages into acts
of that State. The militants, authors of the invasion and jallers of the hostages, had now
become agents of the Iranian State for whose acts the State itself was internationally
rcsponslblc
® Articles on State Rcsponslblllty, Art 11,

7 Articles on State Resp y panying Art. 11,
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from cyber infrastructure that does not qualify as governmental cyber
infrastructure, even if located on the State’s territory. This Rule should
not be understood as predetermining the evidentiary conclusions that
States may draw as to the attribution of cyber events.

2. With regard to its governmental character, it is immaterial
whether the respective cyber infrastructure is owned by the government
or remains the property of a private entity, as in the case of items leased
by the government. Provided the use is non-commercial, it does not
matter which governmental purposes the respective equipment serves.
Furthermore, all branches of government are covered by the term.
Accordingly, the infrastructure may be used for military, police, customs,
or any other governmental purposes.

3. Rule 7 merely denotes that the fact that a cyber operation has been
mounted from government cyber infrastructure is an indication of that
State’s involvement. In and of itself, the Rule does not serve as a legal
basis for taking any action against the State involved or otherwise holding
it responsible for the acts in question. Prior to the advent of cyber
operations, the use of governmental assets, in particular military equip-
ment, would typically have been attributed to the State without question
because of the unlikelihood of their use by persons other than State
organs or individuals or groups authorized to exercise governmental
functions. This traditional approach cannot be followed in the cyber
context. It may well be that government cyber infrastructure has come
under the control of non-State actors who then use it to conduct cyber
operatjons.

4. Note that each situation must be considered in context. For
instance, a regular pattern of taking control of governmental cyber
infrastructure by a non-State group in order to launch cyber oper-
ations may serve as a counter-indication that a State is associated
with a particular operation. Similarly, reliable human intelligence that
indicates governmental computers will be, or have been, employed by
non-State actors to conduct operations might also suffice. Indeed,
spoofing is a widely used cyber technique, designed to feign the
identity of another individual or organization. Its particular relevance
in this context was demonstrated by the incidents involving Estonia
(2007) and Georgia (2008).

5. Operation of the Rule is not limited to a State’s own territory.
Examples would include cyber operations launched from ships on the
high seas, aircraft in international airspace, and satellites in outer space
over which a State exercises exclusive control.
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Rule 8 ~ Cyber operations routed through a State

The fact that a cyber operation has been routed via the cyber infra-
structure located in a State is not sufficient evidence for attributing
the operation to that State.

1. This Rule addresses cyber operations launched from the cyber infra-
structure located in one State that are routed through government or non-
government cyber infrastructure located in another. In such a situation, the
latter cannot be presumed to be associated with the cyber operation. This is
because the characteristics of cyberspace are such that the mere passage of
data through the infrastructure located in a State does not presuppose any
involvement by that State in the associated cyber operation.

2. Recall that pursuant to Rule 5 a State must not knowingly allow its
cyber infrastructure to be used for acts adverse to the rights of other
States.” However, the International Group of Experts was unable to
achieve consensus as to whether that Rule applies to States through
which cyber operations are routed. To the extent that it does, the State
of transit will bear responsibility for failing to take reasonable measures
to prevent the transit.

3. There may be other criteria according to which the respective act
can be attributed to a State (Rule 6). For instance, this Rule is without
prejudice to the rights and obligations of neutral States during an inter-
national armed conflict (Rules 91 to 95).

Rule 9 - Countermeasures

A State injured by an internationally wrongful act may resort to
proportlonate counter luding cyber counter
against the responsible State.

1. Rule 9 and its accompanying Commentary are derived from
Articles 22 and 49 to 53 of the International Law Commission’s Articles
on State Responsibility. It must be noted that certain provisions of the
Articles are controversial and may not reflect customary international
law. These are discussed below.

2. Countermeasures are necessary and proportionate actions that a
‘victim State’ takes in response to a violation of international law by an
‘offending State’. The acts comprising the countermeasures would be

* On the nature of these rights, see Rule 5 and accompanying Commentary.
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unlawful were it not for the offending State’s conduct. Such counter-
measures must be intended to induce compliance with international law
by the offending State. For example, suppose State B launches a cyber
operation against an electrical gencrating facility at a dam in State A in
order to coerce A into increasing the flow of water into a river running
through the two States. State A may lawfully respond with proportionate
countermeasures, such as cyber operations against State B’s irrigation
control system.

3. Pursuant to Article 49(1) of the Articles on State Responsibility,
the sole permissible purpose of countermeasures is, as noted, to induce
the responsible State to resume compliance with its international legal
obligations (or to achieve compliance directly). The majority of the
International Group of Experts accordingly agreed that if the internation-
ally wrongful act in question has ceased, the victim State is no longer
entitled to initiate, or to persist in, countermeasures, including cyber
countermeasures.® The Experts noted that State practice is not fully in
accord, leaving the law on countermeasures ambiguous. States sometimes
appear to be motivated by punitive considerations when resorting to
countermeasures, especially when imposed after the other State’s violation
of international law has ended. It is therefore far from settled whether
the restrictive approach adopted by the International Law Commission
reflects customary international Jaw.

4. In general, countermeasures, including cyber countermeasures,
can only be resorted to by the injured State after having called upon
the State in question to cease its internationally wrongful act.® This
requirement is not absolute, in that a State is entitled to take ‘urgent
countermeasures’ which are necessary for the preservation of its rights,
even in advance of the injury.*' While the term ‘urgent countermeasures’
is not authoritatively defined in international law, the International
Group of Experts agreed that these procedural requirements largely
reflect customary international law.

5. Uncertainty resides, however, in the substantive requirements
that apply to the implementation of countermeasures. It is generally
accepted that ‘Countermeasures shall not affect: (a) the obligation to

* Articles on State Responsibility, Art. 53.

0 Art. 52(1)(b) of the Articles on State Responsibality requires the State taking the measures
to ‘notify the responsible State of any decision to take countermeasures and offer to
negotiate with that State’.

6! Articles on State Responsibility, Art. 52(2).
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refrain from the threat or use of force as embodied in the United
Nations Charter; (b) obligations for the protection of fundamental
human rights; (c) obligations of a humanitarian character prohibiting
reprisals; [or] (d) other obligations under peremptory norms of general
international law’.®? While points (b)-(d) are relevant in the cyber
context, the critical issue is point (a). The majority of the International
Group of Experts agreed that it implies that cyber countermeasures
may not involve the threat or use of force (Rule 11); the legality of
threats or uses of force is exclusively regulated by the United Nations
Charter and corresponding norms of customary international law.
A minority of Experts favoured the approach articulated by Judge
Simma in the International Court of Justice’s Oil Platforms judgment.
He took the position that proportionate countermeasures could involve
a limited degree of military force in response to circumstances below
the Article 51 threshold of ‘armed attack’S® However, all Experts
agreed that cyber countermeasures may not rise to the level of an
‘armed attack’ (Rule 13).

6. Cyber countermeasures ‘shall, as far as possible, be taken in such
a way as to permit the resumption of performance of the obligations
in questio’.** In short, they should, to the extent feasible, consist of
measures that have temporary or reversible effects. In the realm of cyber-
space, this requirement implies that actions involving the permanent
disruption of cyber functions should not be undertaken in circumstances
where their temporary disruption is technically feasible and would achieve
the necessary effect. As indicated by the phrase ‘as far as possible’, the
requirement that the effects of the cyber countermeasures be temporary
or reversible is not of an absolute nature.

7. Although the Articles on State Responsibility impose no require-
ment for countermeasures to be quantitatively or qualitatively similar
to the violation of international law that justified them, widespread
agreement exists that countermeasures must be ‘proportionate’ to be
lawful. Two tests of proportionality have been advanced. The first,
articulated in the Naulilaa arbitral award, requires that countermeas-
ures be proportionate to the gravity of the initiating breach.®® The
objective of this test is to avoid escalation. The second test, drawn
from the International Court of Justice’s Gabcikovo-Nagymoros

©2 Articles on State Responsibility, Art. 50.
% Qif Platforms judgment, paras. 12-13 (scparate opinion of Judge Simma).
© Articles on State Responsibility, Art. 49(3).  * Naulilaa arbitration at 1028.
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judgment and reflected in Article 51 of the Articles on State Responsi-
bility, requires that countermeasures must be commensurate with the
injury suffered, taking into account the gravity of the internationally
wrongful act and the rights in question.®® While the International
Group of Experts concluded that neither test had achieved a degree
of acceptance such as to exclude the other, it was agreed that the
availability of countermeasures by cyber means expands the options
available to the victim State for a proportionate response.

8. Article 48 of the Articles on State Responsibility provides that a
‘State other than an injured State is entitled to invoke the responsibility
of another State ... if: (a) the obligation breached is owed to a group of
States including that State and is established for the protection of a
collective interest of the group; or (b) the obligation breached is owed
to the international community as a whole’. The International Group
of Experts agreed that Article 48 accurately reflects customary inter-
national law. However, it is often difficult to determine when obliga-
tions are owed to a particular group of States as distinct from
obligations owed to an individual State. Additionally, disagreement
exists among international law experts as to which norms and obliga-
tions have erga omnes character.

9. Countermeasures may not be directed against individuals or
violate peremptory norms of international law.

10. 1t is important to distinguish countermeasures from actions
taken based on the ‘plea of necessity’. Under certain circumstances,
States may invoke the plea of necessity in order to justify protective
(cyber) measures that violate the interests of ather States. According to
Article 25 of the Articles on State Responsibility, ‘necessity’ is an
accepted ground precluding wrongfulness under international law.
The threshold for the invocation of necessity is high; the plea of
necessity may only be invoked in exceptional cases,*” and the precise
scope and limits of this plea remain the subject of some debate.”®
Whether a State may use force in accordance with the plea of necessity
is highly uncertain.*®

11. Necessity is not dependent on the prior unlawful conduct of
another State. Moreover, it may justify such measures as are necessary

% Gabikovo-Nagymoros Project (Hung. v. Slovak.), 1997 LC.J. 7, para. 85 (25 Scptember).
5 Articles on State Responsibility. Art. 25(1) and accompanying commentary.

% Articles on State R ibility, ¥ ing Art. 25.

% Articles on State Responsibili ¥ ing Art. 25.
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to protect essential interests of a State against a grave and imminent peril
even though those measures affect the interests of other States (or even
the international community as a whole) which are not necessarily
responsible for creating the condition of necessity. The measures, how-
ever, may not ‘seriously impair’ the ‘essential’ interests of States affected
by them.” Ultimately, the determination of whether actions may be
taken based on a plea of necessity requires a balancing of interests
between the State invoking the plea and those of the affected States (or
whole international community).

12. In cases where the exact nature and, in particular, origin of a
cyber incident are unclear, certain protective (cyber) measures may be
justified on the basis of the plea of necessity. For example, if a State is
faced with a cyber incident that endangers its ial and
there is no other way to address the situation, it may in some cases
temporarily shut off certain cyber infrastructure, even if doing so
affects cyber systems in other States. Similarly, if faced with significant
cyber operations against a State’s critical infrastructure, the plea of
necessity could justify a State’s resort to counter-hacking. Neverthe-
less, as the International Law Commission has pointed out, the course
of action selected must be the ‘only way' available to safeguard
the interest in question and it must not seriously impair the essential
interests of other States or those of the international community as a
whole.”!

13. The term ‘countermeasures’ is used in this Rule as a legal term
of art that must be distinguished from the military term ‘countermeas-
ures’, which refers to activities designed to defeat the operation of a
weapon. Countermeasures must also be differentiated from acts of
retorsion. Acts of retorsion are so-called ‘unfriendly’, although lawful,
measures that a State takes vis-d-vis one or more other States.”” Unlike
countermeasures, acts of retorsion do not require a preceding unlawful
act and they may be undertaken with retaliatory or coercive motives.
For example, during the 2007 Estonian cyber incidents, banks and
other businesses, in consultation with the Estonian CERT and govern-
ment ministries, suspended some services to Internet protocol (IP)
addresses from Russia. In this regard, note that since the ITU

7® Articles on State Responsibility, Art. 25(1)(b) and accompanying commentary.

7 Articles on State Responsibility, Art. 25 and See also
Gabtikovo-Nagymoros Project, para. 5.

72 Articles on State Responsibility, chapeau v

Chapter I of pt 3.
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Constitution allows States to stop or suspend international telecommu-
nications when appropriate, the action did not qualify as a
countermeasure.”? Finally, countermeasures as dealt with here must
be distinguished from belligerent reprisals, which are available only
during an armed conflict, subject to special rules (Rule 46).

7 Art. 34 permits stoppage of individual privatc icati on the basis of
security concemns. Art. 35 allows a State to suspend mternational telecommunications,
provided immediate notification is given to other States Parties to the Convention.



The use of force

1. The International Court of Justice has stated that Articles 2(4)
(Rules 10 to 12) and 51 (Rule 13 to 17) of the United Nations Charter,
regarding the prohibition of the use of force and self-defence respectively,
apply to ‘any use of force, regardless of the weapons employed’." The
International Group of Experts unanimously agreed that this statement is
an accurate reflection of customary international law. Therefore, the
mere fact that a computer (rather than a more traditional weapon,
weapon system, or platform) is used during an operation has no bearing
on whether that operation amounts to a ‘use of force’. Similarly, it has no
bearing on whether a State may use force in self-defence.

2. State practice is only beginning to clarify the application to cyber
operations of the jus ad bellum, the body of international law that
governs a State’s resort to force as an instrument of its national policy.
In particular, the lack of agreed-upon definitions, criteria, and thresholds
for application, creates uncertainty when applying the jus ad bellum to
the rapidly changing realities of cyber operations. The International
Group of Experts acknowledged that as cyber threats and opportunities
continue to emerge and evolve, State practice may alter contemporary
interpretations and applications of the jus ad bellum in the cyber context.
The analysis set forth in this chapter examines the norms resident in
the jus ad bellum as they exist at the time of the Manual’s adoption by
the International Group of Experts in July 2012.

SECTION 1: PROHIBITION OF THE USE OF FORCE

Rule 10 - Prohibition of threat or use of force
A cyber operation that constitutes a threat or use of force against
the territorial integrity or political independence of any State, or that
! Nuclear Weapons Advisory Opinion, para. 39.
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is in any other manner inconsistent with the purposes of the United
Nations, is unlawful.

1. Article 2(4) of the United Nations Charter provides that ‘All
Members [of the United Nations] shall refrain in their international
relations from the threat or use of force against the territorial integrity
or political independence of any State, or in any other manner inconsist-
ent with the Purposes of the United Nations’ The prohibition is
undoubtedly a norm of customary international law.?

2. 1n addition to the specific prohibition of threats or uses of force
against the territorial integrity or political independence of any State, the
United Nations Charter’s travaux préparatoires suggest that the reference in
Article 2(4) to threats or uses of force inconsistent with the 'purposes of the
United Nations’ (laid down in Article 1 of the Charter) was intended to create
a presumption of illegality for any threat or use of force.” In other words, even
acts that are not directed against cither the territorial integrity or political
independence of a State may nevertheless violate the prohibition if they are
inconsistent with the purposes of the United Nations. There are two widely
acknowledged exceptions to the prohibition on the use of force — uses of
force authorized by the Security Council under Chapter V11 (Rule 18) and
self-defence pursuant to Article 51 and customary international law (Rule
13). The International Group of Experts did not take a position as to the
lawfulness of other uses of force, such as humanitarian intervention.

3. The terms ‘use of force’ and ‘threat of the use of force’ are defined
in Rules 11 and 12 respectively.

4. An action qualifying as a ‘use of force’ need not necessarily be
undertaken by a State’s armed forces. For example, it is clear that a cyber
operation that would qualify as a ‘use of force’ if conducted by the armed
forces would equally be a ‘use of force’ if undertaken by a State’s intelli-
gence agencies or by a private contractor whose conduct is attributable
to the State based upon the law of State responsibility. With regard to
those entities whose actions may be attributed to States, see Rules 6 to 8.

5. Although, by its own express terms, Article 2(4) applies solely to
Members of the United Nations, the prohibition also extends to non-
Member States by virtue of customary international law. However, Article
2(4) and its customary international law counterpart do not apply to the

2 Nicaragua judgment, paras. 188-90.
? See Doc. 1123, 1/8, 6 UN.C.LO. Docs. 65 (1945); Doc. 784, 1/1/27, 6 UN.CLO. Docs. 336
(1945); Doc. 885, /1/34, 6 UN.CLO. Docs. 387 (1945).
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acts of non-State actors, including individuals, organized groups, and
terrorist organizations, unless they are attributable to a State pursuant to
the law of State responsibility (Rule 6). In such a case, it would be the State,
not the non-State actor, which is deemed to be in violation. The actions of
non-State actors may be unlawful under international and domestic law,
but not as a violation of the prohibition on the use of force.

6. 'The fact that a cyber operation does not rise to the level of a use of
force does not necessarily render it lawful under international law. In
particular, a cyber operation may constitute a violation of the prohibition
on intervention. Although not expressly set out in the United Nations
Charter, the prohibition of intervention is implicit in the principle of
the sovereign equality of States laid out in Article 2(1) of the United
Nations Charter. 1t is mentioned in a number of treaties and United
Nations resolutions, the most significant of which is the Declaration on
Friendly Relations. According to the International Court of Justice, the
principle is ‘part and parcel of customary international law’*

7. 'The precise scope and content of the non-intervention principle
remains the subject of some debate. In the Nicaragua case, the Inter-
national Court of Justice held that ‘the principle forbids all States or
groups of States to intervene directly or indirectly in the internal or
external affairs of other States’® Therefore, ‘a prohibited intervention
must accordingly be one bearing on matters in which each State is
permitted, by the principle of State sovereignty, to decide frecly. One of
these is the choice of a political, economic, social and cultural system,
and the formulation of foreign policy’® For instance, the Court held
that supplying funds to insurgents was ‘undoubtedly an act of interven-
tion in the internal affairs of Nicaragua’, although not a use of force.”

8. Itis clear that not all cyber interference automatically violates the
international law prohibition on intervention; ‘interference pure and
simple is not intervention’.® As noted by the Court in Nicaragua, ‘inter-
vention is wrongful when it uses methods of coercion’” 1t follows
that cyber espionage and cyber exploitation operations lacking a coercive
clement do not per se violate the non-intervention principle. Mere intru-
sion into another State’s systems does not violate the non-intervention

M Nicaragua judgment, para. 202. M Nicaragua judgment, para. 205.

© Nicaragua judgment, para. 205. 7 Nicaragua judgment, para. 228.
T OPPENHEIM'S INTERNATIONAL Law: PEACE 432 (Robert Jennings and Arthur Watts eds.,
9th ed. 1992).

® Nicaragua judgment, para. 205.
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principle. In the view of the International Group of Experts, this holds
true even where such intrusion requires the breaching of protective virtual
barriers (¢.g., the breaching of firewalls or the cracking of passwords).

9. The assessment, however, becomes complex when it comes to
other operations along the broad spectrum of cyber operations. In these
cases, the determination of whether the principle of non-intervention has
been violated, particularly the determination of whether there has been
an element of coercion, depends on the circumstances of each individual
case. The clearest cases are those cyber operations, such as the employ-
ment of the Stuxnet worm, that amount to a use of force. Such operations
are also acts of intervention because all uses of force are coercive per se.

10.  Cyber operations falling below the use of force threshold are more
difficult to characterize as a violation of the principle of non-intervention.
Acts meant to achieve regime change are often described as a clear viola-
tion. So too is coercive ‘political interference’. When such actions are
taken or facilitated by cyber means, they constitute prohibited intervention,
Cases in point are the manipulation by cyber means of elections or of public
opinion on the eve of elections, as when online news services are altered in
favour of a particular party, false news is spread, or the online services of
one partyare shut off, As always, the decisive test remains coercion. Thus, it
is clear that not every form of political or economnic interference violates the
non-intervention principle.

Rule 11 - Definition of use of force

A cyber operation constitutes a use of force when its scale and effects
are comparable to non-cyber operations rising to the ievel of a use
of force.

1. This Rule examines the term ‘use of force’ found in Rule 10. The
United Nations Charter offers no criteria by which to determine when an
act amounts to a use of force. In discussions regarding the appropriate
threshold for a use of force, the Intemational Group of Experts took
notice of the Nicaragua judgment. In that case, the International Court
of Justice stated that ‘scale and effects’ are to be considered when
determining whether particular actions amount to an ‘armed attack’
(Rule 13)."° The Experts found the focus on scale and effects to be an
equally useful approach when distinguishing acts that qualify as uses of

0 Nicaragua judgment, para. 195.
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force from those that do not. In other words, ‘scale and effects’ is a
shorthand term that captures the quantitative and qualitative factors
to be analysed in determining whether a cyber operation qualifies as a
use of force.

2. There is no authoritative definition of, or criteria for, ‘threat’ or
‘use of force’. However, certain categories of coercive operations are not
uses of force. At the 1945 Charter drafting conference in San Francisco,
States considered and rejected a proposal to include economic coercion
as a use of force."" The issue arose again a quarter of a century later
during the proceedings leading to the General Assembly’s Declaration on
Friendly Relations. The question of whether ‘force’ included ‘all forms of
pressure, indluding those of a political or economic character, which have
the effect of threatening the territorial integrity or political independence
of any State’ was answered in the negative.'> Accordingly, whatever
‘force’ may be, it is not mere economic or political coercion. Cyber
operations that involve, or are otherwise analogous to, these coercive
activities are definitely not prohibited uses of force.

3. As an example, non-destructive cyber psychological operations
intended solely to undermine confidence in a government or economy
do not qualify as uses of force. Additionally, the International Court of
Justice held in the Nicaragua case that merely funding guerrillas engaged
in operations against another State did not reach the use of force
threshold.!? Thus, for instance, merely funding a hacktivist group conduct-
ing cyber operations as part of an insurgency would not be a use of force.

4. A use of force need not involve the employment of military or
other armed forces by the State in question. In Nicaragua, the Inter-
national Court of Justice found that arming and training a guerrilla force
that is engaged in hostilities against another State qualified as a use of
force,'* Therefore, providing an organized group with malware and the
training necessary to use it to carry out cyber attacks against another
State would also qualify.

5. This conclusion raises the question of whether affording sanctuary
(safe haven) to those mounting cyber operations of the requisite severity

" 6 UN.CLO. Docs. 334, 609 (1945); Doc. 2, 617(e)(4), 3 UN.CLO. Docs. 251, 253-4
(1945).

2 UN GAOR Special Comm. on Friendly Relations, UN Doc. A/AC125/SR.110 to 114
(1970). See also Rep. of the Special Comm. on Friendly Relations and Cooperation
Among States, 1969, UN GAOR, 24th Sess., Supp. No. 19, at 12, UN Doc. A/7619
(1969). The draft declaration contained text tracking that of UN Charter Art. 2(4).

'3 Nicaragua judgment, para. 228. ' Nicaragua judgment, para. 228.
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amounts to a ‘use of force’ (or ‘armed attack’).'® The majority of the
International Group of Experts took the position that in most cases
simply granting sanctuary is insufficient to attribute the actions of non-
State actors to the State for the purpose of finding a use of force by that
State. Similarly, they did not deem the failure of a State to police its
territory in order to prevent the Jaunch of cyber operations to be a use
of force (but see Rule 5 on the obligations of States vis-d-vis control over
cyber infrastructure). That said, the majority agreed that the provision
of sanctuary coupled with other acts, such as substantial support or
providing cyber defences for the non-State group, could, in certain
circumstances, be a use of force.

6. In determining whether an act constitutes a ‘use of force’, it is
useful to consider the notion of ‘armed attack’, which is the threshold at
which a State may lawfully use force in self-defence (Rule 13). In the
Nicaragua judgment, the International Court of Justice distinguished the
‘most grave’ forms of the ‘use of force’ (those constituting an ‘armed
attack’ for the purposes of the law of self-defence) from other less grave
forms.' The International Group of Experts agreed, therefore, that any
cyber operation which rises to the level of an ‘armed attack’ in terms of
scale and effects pursuant to Rule 13, and which is conducted by or
otherwise attributable to a State, qualifies as a ‘use of force’.

7. ‘The International Group of Experts acknowledged a contrary view
whereby the distinction between the two concepts is either so narrow
as to be insignificant or non-existent. This position, articulated by the
United States after the Nicaragua judgment, asserts that any illegal use of
force can qualify as an armed attack triggering the right of self-defence;
there is no gravity threshold distinguishing illegal uses of force from
armed attacks.'” On this view, no gap exists between an unlawful use
of force and an armed attack, although the principles of necessity and
proportionality that apply to actions in self-defence may lLimit the
responses available to a State that has been attacked.

8. To summarize, some cyber actions are undeniably not uses of
force, uses of force need not involve a State’s direct use of armed force,

> See Declaration on Friendly Relations (addressing the issue of State acquiescence to
organized activities on its territory).

1 Nicaragua judgment, para. 191. The Court pointed to the Declaration on Friendly
Relations, noting that while certain of the actions referred to therein constituted armed
attacks, others only qualified as uses of force.

Y7 See, eg., Abrahamn D. Sofacr, International Law and the Use of Force, 82 AMERICAN
SOCIETY OF INTERNATIONAL Law PROCEEDINGS 420, 422 (1988).
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and all armed attacks are uses of force. This leaves unresolved the question
as to what actions short of an armed attack constitute a use of force. Acts
that injure or kill persons or damage or destroy objects are unambiguously
uses of force (see the Commentary to Rule 13 expressing an analogous
conclusion, but requiring the harm to be ‘sigrificant’). Since other cases are
less dlear, the International Group of Experts took notice of an approach
that seeks to assess the likelihood that States will characterize a cyber
operation as a use of force.'® The method expounded operates on the
premise that in the absence of a condusive definitional threshold, States
contemplating cyber operations, or that are the target thereof, must be
highly sensitive to the international ¢ ity’s probabl

of whether the operations violate the prohibition on the use of force.

9. The approach focuses on both the level of harm inflicted and
certain qualitative elements of a particular cyber operation. In great part,
it is intended to identify cyber operations that are analogous to other
non-kinetic or kinetic actions that the international community would
describe as uses of force. To the extent such operations would be assessed
as reaching the use of force threshold, so too would cyber operations of
the same scale and effects. The approach suggests that States are likely to
consider and place great weight on the following factors, inter alia, when
deciding whether to characterize any operation, including a cyber oper-
ation, as a use of force. It must be emphasized that they are merely factors
that influence States making use of force assessments; they are not formal
legal criteria.

(a) Severity. Subject to a de minimis rule, consequences involving phys-
ical harm to individuals or property will in and of themselves qualify
the act as a use of force. Those generating mere inconvenience or
irritation will never do so. Between the exiremes, the more conse-
quences impinge on critical natjonal interests, the more they will
contribute to the depiction of a cyber operation as a use of force.
In this regard, the scope, duration, and intensity of the consequences
will have great bearing on the appraisal of their severity. A cyber
operation, like any operation, resulting in damage, destruction,
injury, or death is highly likely to be considered a use of force.
Severity is self-evidently the most significant factor in the analysis.

'8 This approach was originally proposed in Michael N. Schmitt, Computer Network and the
Use of Force in International Law: Thought on a Normative Framework, 37 CoLumpia
JOURNAL OF TRANSNATIONAL Law 885, 914 (1999).
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(b) Immediacy. The sooner consequences manifest, the less opportunity
States have to seek peaceful accommodation of a dispute or to
otherwise forestall their harmful effects. Therefore, States harbour a
greater concern about immediate consequences than those that are
delayed or build slowly over time, and are more likely to characterize
a cyber operation that produces immediate results as a use of force
than cyber actions that take weeks or months to achieve their
intended effects.

(c) Directness. The greater the attenuation between the initial act and
its consequences, the less likely States will be to deem the actor in
violation of the prohibition on the use of force. Whereas the imme-
diacy factor focuses on the temporal aspect of the consequences in
question, directness examines the chain of causation. For instance,
market forces, access to markets, and the like determine the eventual
consequences of economic coercion (e.g., economic downturn). The
causal connection between the initial acts and their effects tends to
be indirect — economic sanctions may take weeks or even months to
have a significant effect. In armed actions, by contrast, cause and
effect are closely related. An explosion, for example, directly harms
people or objects. Cyber operations in which the cause and effect
are clearly linked are more likely to be characterized as uses of force.

(d) Invasiveness. Invasiveness refers to the degree to which cyber oper-
ations intrude into the target State or its cyber systems contrary to
the interests of that State. As a rule, the more secure a targeted
cyber system, the greater the concern as to its penetration. For
example, intrusion into a military system that has been accredited
at Evaluation Assurance Level 7 (EAL7) of the Common Criteria
is more invasive than merely exploiting vulnerabilities of an openly
accessible non-accredited system at a civilian university or small
business.”” Additionally, the degree to which the intended effects
of a cyber operation are limited to a particular State increases the
perceived invasiveness of those operations.

Domain name is a highly visible indicator in cyberspace and for
that reason may carry significance in assessing the extent of inva-
siveness of an operation. Cyber operations that specifically target
the domain name of a particular State (e.g. ‘mil.ee’) or of a
particular State organ may, for this reason, be considered more

' Common Criteria for Information Technology Sccurity i ional Stand-
ard ISO/IEC 15408, ver. 3.1 (July 2009).
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invasive than those operations directed at non-State specific
domain name extensions such as ‘.com’.

This factor must be cautiously applied in the cyber context. In
particular, computer network exploitation is a pervasive tool of
modern espionage. Though highly invasive, cyber espionage does
not rise to the level of a use of force due to the absence of a direct
prohibition in international law on espionage per se (Rule 66). Thus,
actions such as disabling cyber security mechanisms in order to
monitor keystrokes would, despite their invasiveness, be unlikely to
be seen as a use of force. This does not mean that acts undertaken
in order to enable cyber espionage will not constitute a use of force.
For example, a non-consensual penetration of national airspace by
a military aircraft serving as a platform for cyber espionage can
sometimes qualify as a use of force.

Measurability of effects. This factor derives from the greater willing-
ness of States to characterize actions as a use of force when the
consequences are apparent. Traditionally, the armed forces carried
out operations that qualified as uses of force and the effects of the
operations were generally measurable (as in the case of battle damage
assessments). In the cyber realm, consequences may be less apparent.
Therefore, the more quantifiable and identifiable a set of conse-
quences, the easier it will be for a State to assess the situation when
determining whether the cyber operation in question has reached
the level of a use of force. Accordingly, a cyber operation that can
be evaluated in very specific terms (e.g., amount of data corrupted,
percentage of servers disabled, number of confidential files exfil-
trated) is more likely to be characterized as a use of force than one
with difficult to measure or subjective consequences.

Military character. A nexus between the cyber operation in question
and military operations heightens the likelihood of characterization
as a use of force. This contention is supported by the fact that the
United Nations Charter is particularly concerned with military
actions. Its preamble provides that ‘armed force shall not be used,
save in the common interest,”® while Article 44 uses the term
‘force’ without the qualifier ‘armed’ in a situation that clearly
refers to the use of military force. Further, the use of force has

2 UN Charter, Preamble.
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traditionally been understood to imply force employed by the
military or other armed forces.

(g) State involvement. The extent of State involvement in a cyber
operation lies along a continuum from operations conducted by a
State itself (e.g., the activities of its armed forces or intelligence
agencies) to those in which its involvement is peripheral. The clearer
and closer a nexus between a State and cyber operations, the more
likely it is that other States will characterize them as uses of force
by that State.

(h) Presumptive legality. International law is generally prohibitive in
nature.”! Acts that are not forbidden are permitted; absent an express
treaty or accepted customary law prohibition, an act is presumptively
legal For instance, international law does not prohibit propaganda,
psychological operations, espionage, or mere economic pressure per
se. Therefore, acts falling into these and other such categories are
presumptively legal (although in a particular situation they may in
fact violate an international law norm). This being so, they are less
likely to be considered by States as uses of force.””

10. ‘These factors are not exhaustive. Depending on the attendant
circumstances, States may look to others, such as the prevailing political
environment, whether the cyber operation portends the future use of

2! Lotus case at 19.
2 The criteria of the analysis may be evaluated in light of questions such as the following:

(a) Severity: How many people were killed? How large an area was attacked? How much
damage was done within this area?

(b) Immediacy: How soon were the effects of the cyber operation felt? How quickly did
its effects abate?

(c) Directness: Was the action the proximate cause of the effects? Were there contrib-
uting causes giving rise to those effects?

(d) Invasiveness: Did the action mvolve penctrating a cyber network intended to be
secure? Was the locus of the action within the target country?

(¢) Measurability: How can the effects of the action be quantified? Are the effects of the
action distinct from the results of parallel or competing actions? How certain is the
calculation of the effects?

() Military character: Did the military conduct the cyber operation? Were the armed
forces the target of the cyber operation?

(g) State involvement: s the State directly or indirectly involved in the act in question?
But for the acting Statc’s sake, would the action have occurred?

(h) Presumptive legality: Has this category of action been generally characterized as a use
of force, or characterized as onc that is not? Are the means qualitatively stmilar to
others p d1 under i ional law?
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military force, the identity of the attacker, any record of cyber oper-
ations by the attacker, and the nature of the target (such as critical
infrastructure). Moreover, the factors operate in concert. As an
example, a highly invasive operation that causes only inconvenience
such as temporary denial of service is unlikely to be classified as a use
of force. By contrast, some may categorize massive cyber operations
that cripple an economy as a use of force, even though economic
coercion is presumptively lawful.

11. Finally, it must be understood that ‘use of force’ as used in this
Rule and ‘armed attack’ (Rule 13) are standards that serve different
normative purposes. The ‘use of force’ standard is employed to determine
whether a State has violated Article 2(4) of the United Nations Charter
and the related customary international law prohibition. By contrast, the
notion of ‘armed attack’ has to do with whether the target State may
respond to an act with a use of force without itself violating the prohib-
ition on using force. This distinction is critical in that the mere fact that a
use of force has occurred does not alone justify a use of force in
response.” States facing a use of force not amounting to an armed attack
will, in the view of the International Group of Experts, have to resort to
other measures if they wish to respond lawfully, such as countermeasures
(Rule 9) or actions consistent with the plea of necessity (Commentary
accompanying Rule 9).

Rule 12 - Definition of threat of force

A cyber operation, or threatencd cyber operation, constitutes an
unlawful threat of force when the threatened action, if carried out,
would be an unlawful use of force.

1. This Rule examines the term ‘threat’ as used in Rule 10.

2. The phrase ‘cyber operation, or threatened cyber operation’ in this
Rule applies to two situations. The first is a cyber operation that is used to
communicate a threat to use force (whether kinetic or cyber). The second
is a threat conveyed by any means (e.g., public pronouncements) to carry
out cyber operations qualifying as a use of force.

3. 1t is generally accepted that threats by States and officials in a
position to make good those threats are lawful if the threatened action

2 But see discussion of countermeasures rising to the level of use of force in the Commen-
tary accompanying Rulc 9 (noting a minority view allowing countermeasurcs at this
level).
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is itself lawful.?* There are two recognized exceptions to the inter-
national law prohibition on the use of force: the exercise of the right
of self-defence and actions implementing a United Nations Security
Council resolution under Chapter VII of the United Nations Charter
(Rules 13 and 18). For instance, it would be lawful to threaten that a
State will defend itself forcefully if attacked. Threatening other actions
that do not violate international law would likewise be lawful.

4. Although threats are usually intended to be coercive in effect,
there is no requirement that a specific ‘demand’ accompany the threat.
The essence of a threat is that it is explicitly or impliedly communi-
cative in nature. Actions which simply threaten the security of the
target State, but which are not communicative in nature, do not qualify.
For example, consider the case in which tensions between State A and
State B are high. State A begins aggressively to develop the capability to
conduct massive malicious cyber operations against State B. The mere
acquisition of such capabilities that can be used to conduct uses of
force does not constitute a threat. However, if the leader of State
A announces, either on a conditional basis or otherwise, that the
capabilities will be used for that purpose against State B, State A will
be in violation of this Rule.

5. The International Group of Experts was divided as to whether a
State manifestly Jacking any capability to make good its threat, can
violate this Rule. Despite the difference of opinion, it must be noted that
cyber capability is not as dependent on a State’s size, population, or
economic and military capacity as is the capacity to use conventional
force. This means that it may be more difficult for a State to evaluate
the capacity of another State to make good on its threat to use force by
cyber means. Therefore, this issue plays a diminished role in evaluating
cyber threats.

6. Similarly, no consensus could be achieved regarding a State that
possesses the capability to carry out the threat but which clearly has no
intention of doing so. An example would be that of a State that possesses
an offensive cyber capability and whose leader utters threats against other
States for purely domestic political reasons.

% By distinguishing lawful from unlawful threats, the International Court of Justice con-
ceded the existence of the former: ‘[TIf it is to be lawful, the declared readiness of a State to
use force must be a use of force that is in conformity with the Charter.” Nuclear Weapons
Advisory Opinion, para. 47.
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SECTION 2: SELF-DEFENCE

Rule 13 - Self-defence against armed attack

A State that is the target of a cyber operation that rises to the level of
an armed attack may ise its inh right of self-def
Whether a cyber operation constitutes an armed attack depends on
its scale and effects.

1. According to Article 51 of the United Nations Charter, ‘[n]othing
in the present Charter shall impair the inherent right of individual or
collective self-defence if an armed attack occurs against a Member of the
United Nations, until the Security Council has taken the measures
necessary to maintain international peace and security’. This Article
recognizes and reflects the customary right of self-defence.

2. Anarmed attack must have a trans-border element. This criterion
is always met when one State engages in a cyber operation otherwise
qualifying as an armed attack against another State, or directs non-State
actors, wherever they may be, to do so. The more difficult case involves
cyber operations by non-State actors against one State that are not
conducted on behalf of another State. The issue of whether non-State
actors not acting on behalf of a State can initiate an armed attack is dealt
with below. With regard to acts organized, conducted, and directed solely
from within a State’s own territory, States may use force in accordance
with their own domestic laws (informed by international law standards
such as human rights law and, in situations of non-international armed
conflict, the law of armed conflict).

3. The right to employ force in self-defence extends beyond kinetic
armed attacks to those that are perpetrated entirely through cyber
operations. The International Group of Experts unanimously concluded
that some cyber operations may be sufficiently grave to warrant
classifying them as an ‘armed attack’ within the meaning of the Charter.
This conclusion is in accord with the International Court of Justice’s
insistence in its Nuclear Weapons Advisory Opinion that the choice of
means of attack js immaterial to the issue of whether an operation
qualifies as an armed attack.”” Moreover, the position is consistent with
State practice.® For example, it is universally accepted that chemical,

2 Nuclear Weapons Advisory Opinion, para. 39.
% See, e.g., White House Cyber Strategy, at 10, 13.
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biological, and radiological attacks of the requisite scale and effects to
constitute armed attacks trigger the right of self-defence. This is so,
despite their non-kinetic nature, because the ensuing consequences can
include serious suffering or death. Identical reasoning would apply to
cyber operations.

4. The International Group of Experts was divided as to whether the
notion of armed attack, because of the term ‘armed’, necessarily involves
the employment of ‘weapons’ (Rule 41). The majority took the position
that it did not and that instead the critical factor was whether the
effects of a cyber operation, as distinct from the means used to achieve
those effects, were analogous to those that would result from an action
otherwise qualifying as a kinetic armed attack.

5. In the view of the International Group of Experts, the term ‘armed
attack’ is not to be equated with the term ‘use of force’ appearing in
Rule 1177 An armed attack presupposes at least a use of force in the sense
of Article 2(4). However, as noted by the International Court of Justice,
not every use of force rises to the level of an armed attack.® The scale
and effects required for an act to be characterized as an armed attack
necessarily exceed those qualifying the act as a use of force. Only in
the event that the use of force reaches the threshold of an armed attack
is a State entitled to respond using force in self-defence.

6. The phrase ‘scale and effects’ is drawn from the Nicaragua judg-
ment.® In that case, the Court identified scale and effects as the criteria
that distinguish actions qualifying as an armed attack from those that
do not. It noted the need to ‘distinguish the most grave forms of the use
of force (those constituting an armed attack) from other less grave
forms’, but provided no further guidance in this regard.®® Therefore,
the parameters of the scale and effects criteria remain unsettled beyond
the indication that they need to be grave. That said, some cases are clear.
The International Group of Experts agreed that any use of force that
injures or kills persons or damages or destroys property would satisfy
the scale and effects requirement. They also agreed that acts of cyber
intelligence gathering and cyber theft, as well as cyber operations that
involve brief or periodic interruption of non-essential cyber services, do
not qualify as armed attacks.

2 However, not all States accept this view. See discussion in C

Rule 11.
% Nicaragua judgment, para. 191, * Nicaragua judgment, para, 195.
* Nicaragua judgment, para. 191.
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sufficient to characterize the cyber operation as an armed attack. By the
same approach, a cyber operation directed against major components
(systems) of a State’s critical infrastructure that causes severe, albeit not
destructive, effects would qualify as an armed attack.

10. A further challenging issuc in the cyber context involves deter-
mining which effects to consider in assessing whether an action qualifies
as an armed attack. The International Group of Experts agreed that all
T bly for ble ¢ quences of the cyber operation so qualify.
Consider, for example, the case of a cyber operation targeting a water
purification plant. Sickness and death caused by drinking contaminated
water are foreseeable and should therefore be taken into account.

11. The International Group of Experts was divided over the issue of
whether the effects in question must have been intended. For instance,
consider the example of cyber espionage by State A against State B that
unexpectedly results in significant damage to State B’s cyber infrastruc-
ture. Some Experts were not willing to characterize the operation as
an armed attack, although they acknowledged that measures could be
taken to counteract the negative effects of the operation (especially in
accordance with the principle of necessity discussed in the Commentary
to Rule 9). The majority of the International Group of Experts took the
view that intention is irrelevant in qualifying an operation as an armed
attack and that only the scale and effects matter. However, any response
thereto would have to comport with the necessity and proportionality
criteria (Rule 14); the former would prove a significant hurdle in this
respect. All the Experts agreed that the lawfulness of the response
would be determined by the reasonableness of State B’s assessment as
to whether an armed attack was underway.

12. A cyber armed attack by State A against State B may have bleed-
over effects in State C, If those effects meet the scale and effects criteria
for an armed attack, the majority of the International Group of Experts
would conclude that State C is entitled to resort to the use of force in self-
defence, so long as the defensive action complied with the necessity and
proportionality criteria. Indeed, even if the cyber operations against State
B do not qualify as an armed attack, this would not preclude the bleed-
over effects from amounting to an armed attack against State C. As to the
issue of unintended bleed-over effects, see the discussion of intent above,

13. No international cyber incidents have, as of 2012, been unambigu-
ously and publicly characterized by the international community as reach-
ing the threshold of an armed attack. In particular, the 2007 cyber
operations against Estonia, which were widely referred to as ‘cyber war’,




58 THE USE OF FORCE

were not publicly characterized by cither Estonia or the international
community as an armed attack. The International Group of Experts
agreed with this assessment on the basis that the scale and effects threshold
was not reached. A closer case is the 2010 Stuxnet operations. In light of
the damage they caused to Iranian centrifuges, some members of the
International Group of Experts were of the view that the operations had
reached the armed attack threshold (unless justifiable on the basis of
anticipatory self-defence (Rule 15)).

14. 1t is also necessary to consider the issue of the ‘originator’ in
determining whether an act qualifies as an armed attack. It is incontro-
vertible that an act conducted by organs of a State may so qualify. It is
equally indisputable that the actions of non-State actors may sometimes
be attributed to a State for the purpose of finding an armed attack. In the
Nicaragua judgment, the International Court of Justice stated that

An armed attack must be understood as including not merely action by
regular forces across an international border, but also ‘the sending by or
on behalf of a State of armed bands, groups, irregulars or mercenaries,
which carry out acts of armed force against another State of such gravity
as to amount to’ (inter alia) an actual armed attack conducted by regular
forces, “or its substantial involvement therein’ ®

15. For instance, if a group of private individuals under the direction
of State A undertakes cyber operations directed against State B, and the
consequence of those actions reaches the requisite scale and effects, State
A will have committed an armed attack. This same conclusion would
apply to cyber operations conducted by a single individual at the direc-
tion of a State.

16. The issue of whether acts of non-State actors can constitute an
armed attack absent direction by a State is controversial. Traditionally,
Article 51 and the customary international law of self-defence were
characterized as applicable solely to armed attacks undertaken by one
State against another. Violent acts by non-State actors fell within the law
enforcement paradigm. However, the international community charac-
terized the 9/11 attacks by Al Qaeda on the United States as an armed
attack triggering the inherent right of self-defence.*® Such State practice

;5 Nicaragua judgment, para. 195.

The Security Council adopted i izing the applicability of the
right of self-defence. See, g, SC R:s 1368 (12 September 2001); S.C. Res, 1373
28 ber 2001). b ions such as NATO and many individual States

took the same approach. See, e.g., Press Release, NATO, Statement by the North Adantic
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appears to signal a willingness of States to apply the right of self-defence
to attacks conducted by non-State actors. Moreover, while Article 2(4)
addresses the actions of States, Article 51 contains no such limitation
vis-d-vis armed attacks (although the text does make it clear that only
States enjoy the right of self-defence). For its part, the International
Court of Justice does not seem to have been prepared to adopt this

approach.”’
17. The majority of the International Group of Experts concluded
that State practice established a right of self-defence in the face of armed

attacks by non-State actors, such as terrorist or rebel groups. They would
extend this right to self-defence against cyber operations conducted by
information technology corporations or Internet service providers if
the operations reached the armed atiack threshold. As an example, the
majority of the International Group of Experts would consider a devas-
tating cyber operation undertaken by a group of terrorists from within
State A against critical infrastructure located in State B as an armed
attack by those cyber terrorists against State B. A minority of the Group
did not accept this premise,

18, The members of the International Group of Experts acknow-
ledged the significant uncertainty that exists within the international law
community regarding such matters as the degree of requisite organiza-
tion a group must have (if any) to be capable of mounting an armed
attack as a matter of law and any geographical limitations that may bear
on this issue, Additionally, those Experts who took the position that a
non-State group unaffiliated with a State could conduct an armed attack
were split over the issue of whether a single individual mounting an
operation that meets the scale and effects threshold could do so.

19. The object of an action meeting the scale and effects requirement
may also determine whether it qualifies as an armed attack. If the object
of action satisfying the trans-border and scale and effects criteria consists
of property or persons within the affected State’s territory, the action is
an armed attack against that State. It must be noted that the International
Group of Experts did not achieve consensus on whether further criteria
must be met in order to bring into operation the right of self-defence.

Courcil (12 September 2001); Terrorist Threat to the Americas, Res. 1, Twenty-Fourth
Mecting of Consultation of Ministers of Forcign Affairs, Terrorist Threat to the Americas,
OAS Doc, RC24/RES.1/01 (21 September 2001); Brendan Pearson, PM Commits to Mutual
Defence, AUSTRALIAN FINANCIAL REVIEW, 15 September 2001, at 9.

¥ Wall Advisory Opinion, para. 139; Armed Activities in Congo judgment, paras. 146-7.
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While some took the position that attacks solely motivated by purely
private interests would not trigger the right of self-defence, others were of
the view that motives are irrelevant. This issue is likely to be resolved
through State practice.

20. If the object in question consists of property or citizens situated
outside the State’s territory, it is sometimes uncertain in international law
whether the cyber operation can qualify as an armed attack. Attacks
against non-commercial government facilities or equipment, and govern-
ment personnel, certainly qualify as armed attacks so long as the above-
mentioned criteria are met. For instance, a cyber operation undertaken
by State A to kill State B's head of State while abroad would amount to
an armed attack. The determination of whether other operations are
armed attacks depends on, but is not limited to, such factors as: the extent
of damage caused by the operation; whether the property involved is State
or private in character; the status of the individuals who have been
targeted; and whether the operations were politically motivated, that is,
conducted against the property or individuals because of their nationality.
No bright-line rule exists in such cases. Consider a cyber operation
conducted by State A to kill the CEO of one of State Bs State-owned
corporations abroad, Opinions among the bers of the International
Group of Experts were divided as to whether the operation amounted
to an armed attack.

21, The exercise of the right of self-defence is subject to the require-
ments of necessity, proportionality, imminence, and immediacy (Rules
14 and 15). Of course, the exercise of self-defence is also subject to the
existence of a reasonable determination that an armed attack is about to
occur or has occurred, as well as to the identity of the attacker. This
determination is made ex ante, not ex post facto.

22. Self-defence measures may be conducted from, and directed
against entities on or in, the territory of the originator State, the victim
State’s territory, the high seas, international airspace, or outer space
(subject to applicable space law).

23. When defensive cyber operations are initiated from, or employ
assets located in, a State to which the attack cannot be attributed, the
principle of sovereignty must be carefully considered. It is indisputable
that self-defence actions may be taken on foreign territory with that
State’s consent without violating its sovereignty. Therefore, the key issue
with regard to defensive action on another State’s territory is how to
characterize non-consensual actions. The International Group of Experts
was divided. The majority concluded that self-defence against a cyber
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armed attack in these circumstances is permissible when the territorial
State is unable (e.g., because it lacks the expertise or technology) or
unwilling to take effective actions to repress the relevant elements of
the cyber armed attack. In particular, they emphasized that States have a
duty to ensure their territory is not used for acts contrary to international
law (Rule 5). By contrast, a minority of the Group took the position that
using force in self-defence on the territory of a State to which the armed
attack is not attributable is impermissible, although other responses, such
as an action based on the plea of necessity (Rule 9), might be appropriate.
This, of course, presumes the absence of either the consent of that State
or an authorization by the United Nations Security Council (Rule 18).

23. Those Experts who accepted the legality of cross-border defen-
sive actions emphasized that the victim State must first demand that the
territorial State put an end to the activities comprising the armed attack.
The victim State must also afford the territorial State an opportunity
to address the situation. These requirements derive from an international
law obligation to respect (to the greatest extent possible) the sovereignty
of the State on which the defensive actions are to take place. Additionally,
they are procedural safeguards against a ken (or premature) con-
clusion as to the unwillingness or inability of the territorial State to
address the situation, There may be exceptional situations where there
is no time to convey a demand to the latter or for the latter to resolve
the situation. If immediate action to repel a cyber armed attack is
required to defeat the attack or minimize its consequences, the targeted
State may act immediately in self-defence. Thus, these requirements are
context-specific.

Rule 14 - Necessity and proportionality

A use of force involving cyber operations undertaken by a State in
the exercise of its right of self-defence must be y and
proportionate.

1. Actions in self-defence must meet two criteria - necessity and
proportionality. The International Court of Justice acknowledged both in
the Nicaragua judgment and later confirmed them in its Ol Platforms
judgment® The Nuremberg Tribunal also recognized the criteria.*®

* Nicaragua judgment, paras. 176, 194; Nuclear Weapons Advisory Opinion, para. 41; Ol
Platforms judgment, paras. 43, 734, 76.
* Nuremburg Tribunal judgment at 435 (referring to the Caroline formula).
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As illustrated by these decisions, they undoubtedly reflect customary
international law. It is important to note that the concepts of necessity
and proportionality in the jus ad bellum are distinct from the concept of
military necessity and the rule of proportionality in the jus in bello.

2. Necessity requires that a use of force, including cyber operations
that amount to a use of force (Rule 11), be needed to successfully repel
an imminent armed attack or defeat one that is underway. This does
not mean that force has to be the only available response to an armed
attack. It merely requires that non-forceful measures be insufficient to
address the situation. Of course, the forceful actions may be combined
with non-forceful measures such as diplomacy, economic sanctions,
or law enforcement.

3. The key to the necessity analysis in the cyber context is, therefore,
the existence, or lack, of alternative courses of action that do not rise to
the level of a use of force. Shonld passive (as distinct from active) cyber
def like Ils be adequate to reliably and completely thwart a cyber
armed attack, other measures, whether cyber or kinetic, at the level of a use
of force are impermissible. Similarly, if active cyber operations not rising to
the level of use of force are adequate to deter or repel armed attacks
(imminent or on-going), forceful cyber or kinetic altematives would be
barred by the necessity criterion. However, when measures falling short of a
use of force cannot alone reasonably be expected to defeat an armed attack
and prevent subsequent ones, cyber and kinetic operations at the level of a
use of force are permissible under the law of self-defence.

4. Necessity is judged from the perspective of the victim State.
The determination of necessity must be reasonable in the attendant
circumstances. For example, consider a case in which State A is con-
ducting cyber attacks against State B's cyber infrastructure resulting in
significant physical destruction and the loss of life. Previous attempts
to negotiate have been unsuccessful. State B launches cyber operations
of its own to defend itself. Unbeknownst to State B, State A had already
decided to stop its attacks. This fact does not deprive State B's defen-
sive cyber operations of their quality as lawful uses of cyber force in
self-defence.

5. Proportionality addresses the issue of how much force, including
uses of cyber force, is permissible once force is deemed necessary. The
criterion limits the scale, scope, duration, and intensity of the defensive
response to that required to end the situation that has given rise to the
right to act in self-defence. It does not restrict the amount of force used
to that employed in the armed attack since the level of force needed
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to successfully mount a defence is context-dependent; more force may be
necessary, or less force may be sufficient, to repel the attack or defeat one
that is imminent. In addition, there is no requirement that the defensive
force be of the same nature as that constituting the armed attack.
Therefore, a cyber use of force may be resorted to in response to a kinetic
armed attack, and vice versa.

6. The proportionality requirement should not be overstated. It may
be that the originator of the cyber armed attack is relatively invulnerable
to cyber operations. This would not preclude kinetic operations in an
effort to compel the attacker to desist, although they must be scaled to
that purpose.

Rule 15 - Imminence and immediacy

The right to use force in self-defence arises if a cyber armed attack
occurs or is imminent. It is further subject to a requirement of
immediacy.

1. Textually, Article 51 of the United Nations Charter refers to a
situation in which ‘an armed attack occurs’. Clearly, this covers incidents
in which the effects of the armed attack have already materialized, that
is, when the cyber armed attack has caused, or is in the process of
causing, damage or injury. It also encompasses situations in which a
cyber operation is the first step in the launch of an armed attack. The
paradigmatic case involves cyber operations directed against another
State’s air defences to ‘prepare the battlefield’ for an air campaign.

2. The majority of the International Group of Experts took the
position that even though Article 51 does not expressly provide for
defensive action in anticipation of an armed attack, a State need not wait
idly as the enemy prepares to attack. Instead, a State may defend itself once
the armed attack is ‘imminent’. Such action is labelled ‘anticipatory self-
defence’.* This position is based on the standard of imminence articulated
in the nineteenth century by US Secretary of State Webster following the
Caroline incident. In correspondence with his British counterpart, Lord
Ashburton, regarding a British incursion into American territory to attack
Canadian rebels during the Mackenzie Rebellion, Webster opined that

0 Por support regarding the notion, see Derck W. Bowett, SELF-DEFENCE 1IN INTER-
NATIONAL Law 188-9 (1958). Bowett finds support for this in the travaue of the Charter’s
drafting committee. Ibid. at 182 (quoting Report of the Rapporteur of Committee I to
Commission I, 6 UN.CLO. 459 (13 June 1945)).
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the right of self-defence applied only when *[the] necessity of self-defence
[was] instant, overwhelming, leaving no choice of means, and no moment
for deliberation’*! Although the incident actually had nothing to do
with actions taken in anticipation of attack (the attacks in question were
on-going), Webster’s formulation has survived as the classic expression
of the temporal threshold for anticipatory defensive actions; indeed,
the Nuremberg Tribunal cited the Caroline correspondence with
approval.#2

3. The International Group of Experts acknowledged the view held
by some commentators that acts in self-defence are permissible only once
an attack has actually been launched; anticipatory self-defence is pro-
hibited.** A nuanced version of this approach asserts that action in self-
defence is permissible in the face of an incipient attack that has not
reached its destination.** The speed of cyber operations would usually
preclude them from falling into this category. No member of the Inter-
national Group of Experts shared these views.

4, There are variations among approaches to anticipatory self-
defence.”® One approach requires that the armed attack be about to be
launched, thereby imposing a temporal limitation on anticipatory
actions.* The majority of the International Group of Experts rejected
this strict temporal analysis. They took particular note of the ‘last feasible
window of opportunity’ standard.”” By this standard, a State may act in
anticipatory self-defence against an armed attack, whether cyber or
kinetic, when the attacker is clearly committed to launching an armed
attack and the victim State will lose its opportunity to effectively defend
itself unless it acts. In other words, it may act anticipatorily only during

4 Letter from Damiel Webster to Lord Ashburton (6 August 1842), reprinted in 2 INTER-

NATIONAL Law Digest 412 (John Bassett Moore ed., 1906).

Nuremburg Tribunal judgment at 435.

See, e.g., lan Brownlie, INTERNATIONAL LAW AND THE USE OF FORCE BETWEEN STATES

275-8 (1963).

See, e.g., Yoram Dinstein, War, AGGRESSION AND SELF DereNcE 203-4 (5th ed. 2011).
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the last window of opportunity to defend itself against an armed attack
that is forthcoming. This window may present itself immediately before
the attack in question, or, in some cases, long before it occurs. The critical
question is not the temporal proximity of the anticipatory defensive
action to the prospective armed attack, but whether a failure to act at
that moment would reasonably be expected to result in the State being
unable to defend itself effectively when that attack actually starts.

5. Consider a situation in which the intelligence service of State
A receives incontrovertible information that State B is preparing to
launch a cyber attack that will destroy State A’s primary oil pipeline
within the next two weeks. The attack involves causing the microcon-
trollers along the pipeline to increase the pressure in the pipeline,
resulting in a series of explosions. Intelligence services have no infor-
mation on the specific vulnerability to be exploited, thereby preventing
effective cyber defence of the microcontrollers. However, they do have
information that those involved in conducting the attack will be
gathered at a particular location and time. State A would be justified
in concluding that the necessity of self-defence is imminent, and
strikes against those individuals would be lawful as proportionate
anticipatory self-defence should lesser means be inadequate.

6. In assessing such cases, a distinction must be drawn between
preparatory actions and those that constitute the initial phase of an
attack. Take the case of the insertion of a logic bomb. The insertion will
qualify as an imminent armed attack if the specified conditions for
activation are likely to occur. The situation is analogous to the laying of
naval mines in shipping routes passing through the territorial sea of the
target State. This situation must be distinguished from that of emplacing
remotely activated malware, If the initiator is merely acquiring the
capability to initiate an armed attack in the future, the criterion of
imminence is not met. However, if the initiator has actually decided to
conduct an armed attack using the malware, an armed attack becomes
imminent at the point that the victim State must act lest it lose the
opportunity to defend itself effectively. Of course, it will often be difficult
to make the distinction in practice. The lawfulness of any defensive
response will be determined by the reasonableness of the victim State’s
assessment of the situation.

7. Preventive strikes, that is, those against a prospective attacker
who lacks either the means or the intent to carry out an armed attack,
do not qualify as lawful anticipatory self-defence. Accordingly, the fact
that an overtly hostile State is capable of launching cyber attacks - even
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devastating ones - does not alone entitle a potential victim State
to act defensively with force. The potential victim State must first
reasonably conclude that the hostility has matured into an actual
decision to attack. Until arriving at this conclusion, the victim State’s
response would be limited to non-forceful measures and referral of
the matter to the Security Council (Rule 18). Of course, even if
one State has the intent and opportunity to conduct an armed attack
against another, the right of the victim State to take defensive meas-
ures at the use of force level does not mature until such time as
failure to act would deprive the victim of its ability to defend itself
effectively when the attack does come.

8. The requirement of immediacy (as distinct from the require-
ment of imminence discussed above) distinguishes an act of self-
defence from mere retaliation. It refers to the period following the
execution of an armed attack within which the victim State may
reasonably respond in self-defence. Factors such as the temporal
proximity between attack and response, the period necessary to iden-
tify the attacker, and the time required to prepare a response are
relevant in this regard.

9. A further issue in this regard is how to assess the length of
time within which a self-defence situation continues following the
completion of the particular incident forming the basis for the right
of self-defence. For instance, a cyber armed attack may commence
with a wave of cyber operations against the victim State. The self-
defence situation does not necessarily conclude with the termination
of those cyber operations. If it is reasonable to conclude that further
cyber operations are likely to follow, the victim State may treat those
operations as a ‘cyber campaign’ and continue to act in self-defence.
However, if such a conclusion is not reasonable, any further use of
force, whether kinetic or cyber, is liable to be characterized as mere
retaliation. In the final analysis, the requirement of immediacy boils
down to a test of reasonableness in light of the circumstances prevail-
ing at the time.

10. In some cases, the fact that a cyber armed attack has occurred or is
occurring may not be apparent for some time. This may be so because the
cause of the damage or injury has not been identified. Similarly, it may be
that the initiator of the attack is not identified until well after the attack.
The classic example of both situations is employment of a worm such
as Stuxnet. In such cases, the criterion of immediacy is not met unless
the conditions described in the previous paragraph apply.
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Rule 16 - Collective self-defence

The right of self-defence may be ised collectively. Collective self-
defence against a cyber operation amounting to an armed attack may
only be exercised at the request of the victim State and within the
scope of the request.

1. The right to collective self-defence authorizes a State or multiple
States to come to the assistance of another State that is the victim of
an armed attack.*® This right, explicitly set forth in Article 51 of the
United Nations Charter, reflects customary international law.

2, Before a State may come to the assistance of another State in
collective self-defence, it must have received a request for such assistance
from the victim of the armed attack.*® Both the victim State and the State
providing assistance must be satisfied that there is an imminent (Rule 15)
or on-going armed attack. There is no rule in customary international
law permitting one State to engage in collective self-defence of another
State solely on the basis of the former’s own assessment of the situation,

3, When a State exercises collective self-defence on behalf of another
State, it must do so within the scope of the other’s request and consent.
In other words, the right to engage in collective self-defence is subject
to the conditions and limitations set by the victim State. That State may,
for instance, limit the assistance to non-kinetic measures or to passive
rather than active cyber defences,

4. Collective self-defence may be exercised either on the basis of a
previously concluded collective defence treaty or an ad hoc arrange-
ment, As an example, NATO Allies have agreed ‘that an armed attack
against one or more of them in Europe or North America shall be
considered an attack against them all and consequently they agree
that, if such an armed attack occurs, each of them, in exercise of
the right of individual or collective self-defence recognized by Article
51 of the Charter of the United Nations, will assist the Party or
Parties so attacked’®® An example of an ad hoc arrangement is

8 For the different modalities of collective self defence, see Yoram Dinstcin, WAR, AGGRES-
SION AND SELP-DEFENCE, 278-80 (5th ed. 2011).

° Nicaragua judgment, para. 199. In Nicaragua, the International Court of Justice articu-
lated a requirement for a ‘declaration’ by the State that has been the victim of the armed
attack. Ibid. paras. 232-4. The International Group of Experts concluded that this
requirement is satisfied by the request for assistance.

% North Atlantic Treaty (Washington Treaty), Art. 5, 34 UN.TS. 234,
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the assistance provided to Kuwait by a coalition of States in 1990-1
in response to the armed attack by Iraq.

5. The requirements of necessity, proportionality, imminence, and
immediacy (Rules 14 and 15) apply to collective self-defence.

Rule 17 - Reporting measures of self-defence

M g cyber i undertaken by States in the
exercise of the nght of sclf-defence pursuant to Article 51 of the
United Nations Charter shall be immediately reported to the United
Nations Security Council.

1. The requirement to report exercises of self-defence to the United
Nations Security Council is found in Article 51 of the United Nations
Charter. The failure of a Member of the United Nations to report actions
that it takes in self-defence to the Security Council is a violation of its
obligations under Article 51.°' However, the reporting requirement
should not be interpreted as customary international law. In Nicaragua,
the International Court of Justice specifically addressed this question. It
held that ‘it is clear that in customary international law it is not a
condition of the lawfulness of the use of force in self-defence that a
procedure so closely d dent on the content of a treaty commitment
and of the institutions estabhshed by it should have been followed’>
Therefore, the failure does not divest the State in question of the right to
act in self-defence.

2. According to Article 51, the right to act in self-defence contmues
until the Security Council ‘has taken Y to mai
international peace and security’. The nature and scope of the measures
encompassed in this provision are a matter of controversy. The majority
of the international Group of Experts took the position that the Council
must expressly divest the State of its right of self-defence under Article
51. All Experts agreed that only the Security Council enjoys such author-
ity, although it has never exercised it.

3. The fact that a State is lawfully conducting actions in the exercise
of its right of self-defence, or has elected not to do so, does not deprive
the Security Council of its authority in relation to the maintenance of
international peace and security under Chapter VII of the Charter.

* Nicaragua judgment, para. 235.  * Nicaragua judgment, para. 200.
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SECTION 3: ACTIONS OF INTERNATIONAL
GOVERNMENTAL ORGANIZATIONS

Rule 18 - United Nations Security Council

Should the United Nations Security Council determine that an act
constitutes a threat to the peace, breach of the peace, or act of aggression,

it may authorize non-forceful i g p If
the Security Council iders such to be inadequate, it may
decide upon forceful luding cyber

1. This Rule is based on Chapter VII of the United Natjons Charter.
Article 39 of the Charter empowers the Security Council to ‘determine
the existence of any threat to the peace, breach of the peace, or act of
aggression and [to] make recommendations, or decide what measures
shall be taken in accordance with Articles 41 and 42, to maintain or
restore international peace and security’. To date, the Security Council
has never determined that a cyber operation constitutes a threat to the
peace, breach of the peace, or act of aggression. However, it is incon-
trovertible that the Security Council has the authority to do so.

2. Although the Security Council typically exercises its authority
under Article 39 with regard to specific incidents or situations, it has
labelled two significant phenomena as threats to the peace - international
terrorism™ and the proliferation of weapons of mass destruction.>® The
Security Council could equally decide that particular types of cyber oper-
ations amount o a threat to the peace, breach of the peace, or act of
aggression in abstracto, that is, without reference to particular acts that
have or are about to occur. For instance, it is within the authority of the
Security Council to determine that cyber operations directed at national
banking systems or critical national infrastructure qualify as such.

3. Once it has made the determination under Article 39, the Security
Council may consider taking measures pursuant to Article 41. That
Article provides that the Council ‘may decide what measures not involv-
ing the use of armed force are to be employed to give effect to its
decisions, and it may call upon the Members of the United Nations to
apply such measures. These may include complete or partial interruption
of economic relations and of rail, sea, air, postal, telegraphic, radio, and
other means of communication, and the severance of diplomatic

* See,e.g.S.C Res. 1373 (28 September 2001).  ** See, e.g, S.C. Res. 1540 (28 April 2004).
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relations.’” Non-forceful measures are those that do not rise to the level of
a use of force (Rule 11). The list of measures referred to in Article 41
of the Charter is non-exhaustive.”

4. The reference to ‘complete or partial interruption of ... postal,
telegraphic, radio and other means of communication’ in Article 41 is
especially important in the cyber context. This provision, in light of the
Council’'s wide margin of discretion, confirms that the Security Council
may decide upon a complete or partial interruption of cyber communi-
cations with a State or non-State actor.*®

5. All United Nations Member States are obliged to implement
Security Council decisions (as distinct from recommendations) under
Chapter VII of the Charter. Generally, Security Council resolutions leave
it to States to decide upon the specific means by which they fulfil their
obligation to implement the Council’s decisions at the domestic level. In
the case of sanctions involving cyber communications, domestic imple-
mentation would be indispensable. For instance, it may be necessary to
require Internet service providers (government and private alike) to
adopt restrictive measures. Accordingly, States might have to adopt
domestic legislation or regulations that compel Internet service providers
subject to their jurisdiction to comply with the terms of the particular
resolution (Rules 2 and 3).

6. The last sentence of Rule 18 is based on Article 42 of the Charter.””
Once the Security Council determines that a threat to the peace, breach of
the peace, or act of aggression exists and that non-forceful measures
would be inadequate or have proved to be inadequate to maintain
or restore international peace or security,”® it may authorize the use

* Tadi¢, Decision on the Defence Motion for Interlocutory Appeal, para, 35,

 For cxample, in 2001, the Monitoring Mechanism on Sanctions agamst UNITA raised the
possibility of measures being taken to interrupt Internet connections with UNITA.
Monitoring Mechanism on Sanctions against UNITA Report, appended to Letter from
the Chairman of the Security Council Committce established pursuant 1o Resolution
864 to the President of the Security Council (12 October 2001), paras. 64-9, UN Doc.
5/2001/966.

Art. 42 of the United Nations Charter provides: ‘Should the Security Council consider
that measures provided for in Article 41 would be inadequate or have proved to be
inadequate, it may take such action by air, sca, or land forces as may be necessary to
maintain or restore international peace and security. Such action may mnclude demon-
strations, blockade, and other operations by air, sea, or land forces of Membets of the
United Nations.'

As the wording of this Rule makes clear, ‘measures not involving the use of armed force’
do not need to have been actually taken, ic., the United Nations Sccurity Council may
immediately resort to the measures envisioned under the second sentence of this Rule.

9

®
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of force. Consider a situation in which State A is developing a nuclear
weapons capability. That State has ignored demands by the Security
Council to put an end to its activities and has weathered economic
sanctions authorized pursuant to Article 41. The Security Council could
authorize Member States to conduct cyber operations against State
A designed to disrupt the weapons programme.

7. In the context of this Rule, the Security Council often provides
that ‘all necessary measures’ (or similar language) may be taken to
implement a resolution.® The phrase implies the authority to employ
cyber operations against the State or entity that is the object of the
resolution in question. It also encompasses taking kinetic action against
the cyber capabilities of that State or entity. Of course, any measures
taken must fall within the scope of the resolution’s mandate or
authorization.

8. It is uncertain whether other rules of international law limit the
authority of the Security Council to authorize or mandate action. For
instance, 2 mandate specifically to conduct cyber attacks against civilians
or civilian objects would generally violate international humanitarian
law (Rule 32). It is unsettled whether a Security Council authorization
to conduct such attacks would as a matter of law override the prohib-
ition. Whatever the case, it is clear that a decision by the Security Council
to disregard rules of international law should not be taken lightly. Under
no circumstances may the Security Council deviate from rules of a jus
cogens nature.

9. While Article 42 indicates that enforcement measures may be
taken by “air, sea or land forces of Members of the United Nations’, the
International Group of Experts agreed that any action undertaken on the
basis of this Rule may be implemented by, or against, cyberspace
capabilities.

Rule 19 - Regional organizations

Inter org; arrang or ag of a regi

haracter may conduct actions, involving or in

P

¥ An example can be found in S.C. Res. 678, para. 2 (1991) (Irag-Kuwait): “Authorizes
Member States co-operating with the Government of Kuwm, unless Iraq on or before 15
January 1991 fully i ... the ab lutions, to use all necessary
means to uphold and 1mp1:mcn( rcsolunon 660 (1990) and all subscqucnl relevant

ions and to restore ional peace and security in the area’.
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to cyber operations, pursuant to a mandate from, or authorization by,
the United Nations Security Council

1. This Rule is based on Chapters VII and VIII of the United Nations
Charter whereby the Security Council may turn to regional arrangements
or agencies for enforcement action under its authority. It is a point of
contention in international law as to whether the regional arrangement
or agency may engage in enforcement action in the absence of an express
authorization to do so by the Security Council.

2. The term ‘regional’ is drawn from Article 52(1) of the United
Nations Charter, according to which the arrangements or agencies
addressed in Chapter VIII of the Charter are regional systems of collect-
ive security ‘appropriate for regional action’. Qualification as a regional
arrangement or agency is not clear-cut. For instance, NATO has always
taken the position that it is not such an organization because its purpose
is primarily one of collective defence as opposed to collective security.
With respect to Rule 19, technical qualification as a regional organization
is irrelevant because the Security Council may authorize the taking
of enforcement measures by any grouping of States, whether organized
in advance or on an ad hoc basis, under Chapter VIL

3. The phrase ‘enforcement actions’ in this Rule derives from Article
53(1) of the Charter.% It refers to the power conferred on the Security
Council under Articles 41 and 42, that is, to authorize or mandate non-
forceful or forceful in order to maintain or restore internati
peace and security. Enforcement action must be distinguished from
action (including cyber operations) taken by regional arrangements or
agencies on the basis of collective self-defence (Rule 16).

4. The text of the Rule makes clear that enforcement actions by
regional arrangements or agencies may include cyber operations. It also
recognizes that enforcement actions may be taken in response to situ-
ations consisting in part or in whole of cyber activities.

5. The terms ‘mandate’ and ‘authorization’ are included to distin-
guish situations in which the Security Council specifically designates a
particular entity to conduct operations from those in which individual
States or regional entities act pursuant to a broader authorization by the
Security Council that has not specifically designated it (e.g., an ad hoc
coalition). Rule 19 includes both situations.

9 This phrasc or cquivalent phrases were also used in UN Charter Arts. 2(5), 2(7), 5, 11(2),
45, 48, 49, and 50. None of these provisions contains a definition.
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The law of armed conflict generally

Rule 20 - Applicability of the law of armed conflict

Cyber operations executed in the context of an armed conflict are
subject to the law of armed conflict.

1. The law of armed conflict applies to cyber operations as it would
to any other operations undertaken in the context of an armed conflict.
Despite the novelty of cyber operations and the absence of specific rules
within the law of armed conflict explicitly dealing with them, the Inter-
national Group of Experts was unanimous in finding that the law of
armed conflict applies to such activities in both international and non-
international armed conflicts (Rules 22 and 23).!

2. Acondition precedent to the application of the law of armed conflict is
the existence of anarmed conflict. The term “armed conflict’ was firstused ina
law of war codification in the 1949 Geneva Conventions,? but has never been
authoritatively defined as a matter of treaty law. It has today replaced the term
‘war’ for law of armed conflict purposes. As used in this Manual, armed
conflict refers to a situation involving hostilities, including those conducted
usingcyber means.® The term takes on a different meaning for the purposes of
characterizing international and i ional armed conflict. Rules 22
and 23 discuss the extent of hostilities required to reach those thresholds.

3. To illustrate, in 2007 Estonia was the target of persistent cyber
operations. However, the law of armed conflict did not apply to those
cyber operations because the situation did not rise to the level of an
armed conflict. By contrast, the law of armed conflict governed the cyber
operations that occurred during the international armed conflict between

! For a State position on this issue, see, e.g., US Department of Defense, Cyberspace Policy
Report — A Report to Congress Pursuant to the National Defense Authorization Act for
Fiscal Year 2011, Section 934, at 7, 9 (November 2011).

% Geneva Conventions -1V, Art. 2.

* Occupations that meet no armed resistance also qualify as armed conflicts despite the
absence of hostilities. Geneva Conventions I-IV_ Art. 2.
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Georgia and Russia in 2008 because they were undertaken in furtherance
of that conflict. The latter case illustrates that in a situation of on-going
kinetic hostilities amounting to an armed conflict, the applicable law of
international or non-international armed conflict will govern cyber oper-
ations undertaken in relation to that conflict. The precise aspects of the
law of armed conflict that apply depend on whether the conflict is
international or non-international in character.

4. The term ‘cyber operations’ includes, but is not limited to, ‘cyber
attacks’ (Rule 30). As used in this Manual, cyber attacks is a term of art
referring to a specific category of cyber operations. Certain cyber oper-
ations, such as those affecting the delivery of humanitarian assistance
(Rule 86), are governed by the law of armed conflict even when those
operations do not rise to the level of an ‘attack’.

5. The International Group of Experts adopted the phrase ‘in the context
of an armed conflict’ as a compromise formula with respect to the scope of
the law of armed conflict. All members of the International Group of
Experts agreed that there must be a nexus between the cyber activity and
the armed conflict for the law of armed conflict to apply to the activity in
question. However, they differed as to the nature of that nexus. According to
one view, the law of armed conflict governs any cyber activity conducted by
a party to an armed conflict against its opponent (note, in this regard, the
discussion on attributability in the Commentary to Rule 22). According to
the second view, the cyber activity must have been undertaken in furtherance
of the hostilities, that is, in order to contribute to the originator’s military
effort. Consider a cyber operation conducted by State A’s Ministry of Trade
against a private corporation in enemy State B in order to acquire commercial
secrets during an armed conflict. According to the first view, the law of armed
conflict would govern that operation because it is being conducted by a party
to the armed conflict against a corporation of the enemy State. Those Experts
adopting the second view considered that the law of armed conflict does not
apply because the link between the activity and the hostilities is insufficient.

6. The International Group of Experts noted that the precise param-
eters of the phrase ‘in the context of are less clear in a non-internatjonal
armed conflict. This is because a State retains certain law enforcement
obligations and rights with respect to its territory in which the hostilities
are taking place, notwithstanding the armed conflict.* To the extent that

* Of course a State may also have law during an ¥
armed conflict. However, such responsibilitics tend to b: more pronounced during a non-
international arined conflict.
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it is involved in purely law enforcement activities, domestic and human
rights law, not the law of armed conflict, apply.

7. The law of armed conflict does not embrace activities of private
individuals or entities that are unrelated to the armed conflict. Take, for
example, the case of a private corporation that is engaging in theft of intellec-
tual property to achieve a market advantage over a competitor in the enemy
State. In principle, the law of armed conflict does not govern such activity.

8. The applicability of the law of armed conflict does not depend
upon the qualification of the situation under the jus ad bellum (Chapter
2). Pursuant to the principle of equal application of the law of armed
conflict, even a resort to anned force that is unlawful from the perspec-
tive of jus ad bellum is subject to the law of armed conflict.®

9. It should be noted that the application of the law of armed conflict
to cyber operations can prove problematic. It is often difficult to identify
the existence of a cyber operation, its originator, its intended object of
attack, and its precise effects. Still, these questions of fact do not prejudice
the application of the law of armed conflict.

10. To the extent an express rule of the law of armed conflict does
not regulate cyber activities, regard should be had to the Martens Clause,
found in Hague Convention IV, the 1949 Geneva Conventions,” and
Additional Protocol L The text in Hague Convention IV provides that:

Until a more complete code of the laws of war has been issued, the High
Contracting Parties deem it expedient to declare that, in cases not
included in the Regulations adopted by them, the inhabitants and the
belligerents remain under the protection and the rule of the principles of
the law of nations, as they result from the usages established among
civilized peoples, from the laws of humanity, and the dictates of the public
conscience.

To the extent that cyber activities are conducted in the course of an armed
conflict, the Martens Clause, which reflects customary international law,

* Paragraph 5 of the preamble to Additional Protacol I provides that its provisions, as well
as those of the four 1949 Geneva Conventions, ‘must be fully applied in all circumstances
to all persons who are protected by those instruments, without any adverse distinction
based on the nature or origin of the armed conflict or on the causes espoused by or
attributed to the Parties to the conflict. See also UK MaNuaL, paras. 3.12, 3.12.1;
CANADIAN MANUAL, para. 204.

6 Hague Convention IV, preamble.

7 Geneva Convention I, Art. 63; Geneva Convention 1, Art. 62; Geneva Convention I1I, Art.
142; Geneva Convention IV, Art. 158,

% Additional Protocol I, Ast. 1(2).
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functions to ensure that such activities are not conducted in a legal
vacuum. This point is without prejudice to the disputed question of the
applicability of human rights law during armed conflict.

Rule 21 - Geographical limitations
Cyber operations are subject to g hical 1i imposed by

&rap

the relevant p of international law "‘ ble during an
armed conflict.

1. Thelaw of armed conflict (which includes the law of neutrality), in
conjunction with other fields of international law (e.g., the law of the sea,
air law, and space law, where applicable in armed conflict®), prescribes
the geographic space in which cyber operations may be conducted.
Relevant legal issues include the place from which cyber operations are
launched, the location of any necessary instrumentalities, and the loca-
tion of target cyber systems. As a rule, cyber operations may be con-
ducted from, on, or with effects in the entire territory of the parties to the
conflict, international waters or airspace, and, subject to certain limita-
tions, outer space. Cyber operations are g lly prohibited elsewhere.
Of particular importance in this regard is the law of neutrality, because
cyber operations can transit neutral territory and may have unintended
effects therein. Neutrality is discussed in Chapter 7.

2. Restrictions based on geographical limitations may be particularly
difficult to implement in the context of cyber warfare. For instance,
consider a cyber attack using cloud computing techniques. Data used
to prosecute the attack from one State may be replicated across servers
in a number of other States, including neutral States, but only observably
reflected on the systems where the attack is initiated and completed. As
discussed in Rules 8 and 92, there is no general prohibition on the mere
transit of data through areas where the conduct of cyber operations is
otherwise prohibited during an armed conflict.

3. According to the traditional view of the law of armed conflict,
military operations during a non-international armed conflict must be
limited to the territory (including the territorial sea) and national air-
space of the State in which the conflict is taking place. However, events
over the past decade such as the conflict in Afghanistan and trans-
natjonal counter-terrorist operations have caused this bright line to

% For instance, Art. 88 of the Law of the Sca Convention is inapplicable during armed
conflict.
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become blurred. Today the exact geographical scope of non-international
armed conflict raises a number of complex issues. Many States and
commentators now take the view that a non-international armed conflict
may extend to areas beyond the borders of the State in question, arguing
that it is the status of the actors, not geography, which is the determina-
tive factor in classification of conflict (Rule 23).'° Others maintain the
traditional view, although they generally accept the notion of ‘spill over’
of that conflict into neighbouring States.

Rule 22 - Characterization as international armed conflict

An international armed conflict exists whenever there are hostilities,
which may include or be limited to cyber operations, occurring
between two or more States.

1. The generally accepted criteria for the existence of an international
armed conflict, which reflect customary international law, are derived
from Common Article 2 of the 1949 Geneva Conventions."" The Article
provides:

The present Convention shall apply to all cases of declared war or of any
other armed conflict which may arise between two or more of the High
Contracting Parties even if the state of war is not recognized by one of
them. The Convention shall also apply to all cases of partial or total
occupation of the territory of a High Contractmg Party, even if the said
occupation meets with no armed resistance.'*

Reduced to basics, an armed conflict under this Rule requires both
‘international’ and ‘armed’ components.

2. The International Group of Experts agreed that a conflict is
international if two or more States are involved as parties on opposing
sides. 1t also agreed that a conflict is international when non-State actors
under the ‘overall control’ of one State engage in hostilities against
another State (see discussion below). As a practical matter, it may be
difficult to ascertain whether a State is controlling a non-State actor’s
cyber activities.

1% Harold Hongju Koh, The Obama Administration and International Law, Address at the
Annual Meeting of the American Socicty of International Law (25 March 2010).

! UK MaNuat, para. 3.2; US CoMMANDER's HANDROOK, para. 5.1.2.1; CANADIAN MANUAL
at GL-9; GERMAN MANUAL, para. 202; AMW Manvat, Rule 1(r).

*2 Geneva Conventions I-IV, Art. 2.
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3. The question of whether the actions of a non-State organized
armed group against one State may be attributed to another State such
that a conflict is international was explicitly addressed in the Inter-
national Criminal Tribunal for the Former Yugoslavia’s Tadi¢ Appeals
Chamber judgment.”® The Appeals Chamber articulated an ‘overall con-
trol’ test in determining that Bosnian Serb units were sufficiently directed
by the Federal Republic of Yugoslavia to conclude that an international
armed conflict existed.'* As the Chamber explained,

control by a State over subordinate armed forces or militias or paramili-
tary units may be of an overall character (and must comprise more than
the mere provision of financial assistance or military equipment or
training). This requirement, however, does not go so far as to include
the issuing of specific orders by the State, or its direction of each individ-
ual operation. Under international law it is by no means necessary that
the controlling authorities should plan all the operations of the units
dependent on them, choose their targets, or give specific instructions
concerning the conduct of military operations and any alleged violations
of international humanitarian faw. The control required by international
law may be deemed to exist when a State (or, in the context of an armed
conflict, the Party to the conflict) has a role in organising, coordinating or
planning the military acnons of the m]llmry group, in addition to finan-

cmg, tmnlng and g or pi g operational support to that

quipp

4. The International Court of Justice has observed that the overall
control test ‘may well be ... applicable and suitable’™® for classification
purposes; the International Criminal Court has also adopted it.'” Applying
the test, if State A exercises overall control over an organized group of
computer hackers that penetrate State B's cyber infrastructure and cause
significant physical damage, the armed conflict qualifies as ‘international
in nature. State A need not have instructed the group to attack particular

Tadic, Appeals Chamber judgment, paras. 131-40, 145.

Tadi¢, Appeals Chamber judgment, paras. 131, 145, 162.

Tadic, Appeals Chamber judgment, para. 137.

Genocide judgment, para. 404, Note that the Court also addressed the issue of the
attribution of the genocide by Bosnian Serb armed forces at Srebrenica to the Federal
Republic of Yugoslavia. It usefully distinguished between the degree of control necessary
to classify a conflict as international and that required in order to hold a State 1nter-
nationally responsible for the acts of non-State actors. With regard to the latter situation,
it adopted Art. 8 of the Articles on State Responsibility as an accurate reflection of
customary intcrnational law. Genocide judgment, paras, 398-401, 413-14,

'7 Lubanga judgment, para. 541.

xe®
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aspects of the infrastructure, but, instead, only needs to have exerted
sufficient control over the group to instruct it to mount a campaign
against cyber infrastructure cyber targets.

5. Mere support for a group of non-State actors involved in a non-
international armed conflict does not ‘internationalize’ the conflict. In
other words, support alone does not transform a non-international
armed conflict into an international armed conflict between the support-
ing State and the State in whose territory the conflict is occurring. As
noted above, the Tadi¢ Appeals Chamber found that financing, training,
equipping, and providing operational support by a State to a non-State
group was not, without more, sufficient to characterize the situation
between the two States concerned as international.'® If the State’s support
does not rise to the level of overall control over the group, it may
nevertheless be unlawful as an intervention in the domestic affairs of
the State concerned (Commentary accompanying Rule 10).'°

6. Despite the absence of a definitive bright-line test regarding sup-
port, the International Group of Experts did agree that the threshold for
internationalization is a high one. For example, merely taking measures
to maintain rebel access to the national cyber infrastructure was not
considered by the Experts to suffice. Similarly, the provision of cyber
attack tools for rebel use would not reach the threshold. By contrast,
providing specific intelligence on cyber vulnerabilities that renders par-
ticular rebel cyber attacks possible would, in their view, suffice.

7. Some cases are more difficult to assess, Consider a cyber operation
conducted by State A to assist rebels in State B. The operation is designed
to shut down State B’s cyber communications capabilities. 1t might be
argued that the operation internationalizes the conflict if State B relies
upon the system for military communications. If it does not so rely, it
may be less easy to characterize the operation as sufficient to internation-
alize the conflict. Of course, if State A actually participates in the conflict
on behalf of the non-State group, and its actions reach the ‘armed’ level
(see below), an international armed conflict between the two States
would exist irrespective of the degree of control exercised over the group.

8. The overall control test is inapplicable to the conduct of individ-
uals, or insufficientiy organized groups. According to the International
Criminal Tribunal for the Former Yugoslavia, such individuals or groups
must receive specific instructions (or subsequent public approval) from

' Tadié, Appeals Chamber judgment, para. 137. ' UN Charter Art. 2(1).
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a State before their conduct can be attributed to that State for the purpose
of determining the existence of an international armed conflict.® As an
example, there is no definitive evidence that the hacktivists involved
in the cyber operations against Estonia in 2007 operated pursuant to
instructions from any State, nor did any State endorse and adopt the
conduct. For these reasons (besides the issue of whether the conflict
was ‘armed’), the situation cannot be characterized as an international
armed conflict.

9. Some members of the International Group of Experts took the
position that an international armed conflict can also exist between a
State and a non-State organized armed group operating transnationally
even if the group’s conduct cannot be attributed to a State. They point
out that such conflicts are not confined within the borders of a single
State, and therefore have an international element.”’ The majority of the
Experts rejected this view on the ground that such conflicts are non-
international in character (Rule 23).

10. For States Party to Additional Protocol I, armed conflicts in
which peoples are fighting against colonial domination, alien occupation,
or racist regimes in the exercise of their right of self-determination are to
be considered international armed conflicts.??

11. In addition to being international, an international armed con-
flict must be ‘armed’. The law of armed conflict does not directly address
the meaning of the term ‘armed conflict’, but the notion clearly requires
the existence of hostilities. Therefore, the International Group of Experts
included the concept of hostilities in this Rule. Hostilities presuppose the
collective application of means and methods of warfare (Rule 41). The
constituent hostilities may involve any combination of kinetic and cyber
operations, or cyber operations alone. Of course, hostilities exist when-
ever one State engages in ‘cyber attacks’ (Rule 30) against another.

12.  Although hostilities are, for the International Group of Experts,
undeniably a condition precedent to the armed component of inter-
national armed conflict, controversy exists as to the threshold of the
requisite violence. According to the ICRC commentary to the 1949
Geneva Conventions, ‘Any difference arising between two States and

2 Tadit, Appeals Chamber judgment, paras. 132, 137, 141, 145. Adoption or endorsement
of conduct of a non-State group was first addressed in the Tehran Hostages casc, para. 74.

2 See discussion in HCJ 769/02, The Public Committee against Torture in Israel v. The
Government of Israel, para. 18 [2006] (Isr.).

?2 Additional Protocol 1, Art. 1(4).
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leading to the intervention of armed forces is an armed conflict ...
It makes no difference how long the conflict lasts, or how much slaughter
takes place.®® For example, a cyber operation that causes a fire to break
out at a small military installation would suffice to initiate an inter-
national armed conflict. The competing view requires greater extent,
duration, or intensity of hostilities, although proponents of this view
have not agreed on any particular threshold.®* Its advocates point out
that State practice demonstrates that there have been a number of
isolated incidents such as sporadic border clashes or naval incidents
that were not treated as international armed conflicts. By analogy, a
single cyber incident that causes only limited damage, destruction, injury,
or death would not necessarily initiate an international armed conflict for
these Experts. Notwithstanding this difference of opinion, it would be
prudent to treat the threshold of international armed conflict as relatively
low. In all likelihood, such incidents will be evaluated on a case-by-case
basis in light of the attendant circumstances.

13. To be ‘armed’, a conflict need not involve the employment of the
armed forces. Nor is the involvement of the armed forces determinative.
For example, should entities such as civilian intelligence agencies engage
in cyber operations otherwise meeting the armed criterion, an armed
conflict may be triggered. Similarly, using the armed forces to conduct
tasks that are normally the responsibility of non-military agencies does
not alone initiate an armed conflict. For example, the fact that the armed
forces undertake cyber espionage directed at another State does not in
itself result in an armed conflict, even if it is typically performed by
civilian intelligence agencies.

14. The 2010 Stuxnet operation against SCADA systems in Iran, as
a result of which centrifuges at a nuclear fuel processing plant were
physically damaged, illustrates the difficulty of making the armed
determination, The International Group of Experts was divided as to
whether the damage sufficed to meet the armed criterion. Character-
ization was further complicated by the fact that questions remain as
to whether the Stuxnet operation was conducted by a State or by

2 ICRC Geneva CONVENTION | COMMENTARY at 32; ICRC Geneva Convention Il
COMMENTARY at 28; ICRC GENEVA CONVENTION IIl COMMENTARY at 23; ICRC GENEVA
CoNVENTION [V COMMENTARY at 20,

2 Chri G d, Scope of Application of H itarian Law, in Tue HANDEOOK
OF INTERNATIONAL HUMANITARIAN LAw 45, 57 (Dieter Fleck ed., 2nd ed. 2008); Howard
S. Levie, The Status of Belligerent Personnel ‘Splashed" and Rescued by a Neutral 1 the
Persian Gulf Area, 31 VIRGINIA JOURNAL OF INTERNATIONAL Law 611, 613-14 (1991).
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individuals whose conduct is attributable to a State for the purposes of
finding an international armed conflict.

15.  Asillustrated by the Stuxnet incident, significant legal and practical
challenges stand in the way of definitively concluding that a cyber operation
has initiated an international armed conflict. To date, no international
armed conflict has been publicly charactetized as having been solely
precipitated in cyberspace. Nevertheless, the International Group of Experts
unanimously concluded that cyber operations alone might have the poten-
tial to cross the threshold of intemational armed conflict.

16. So long as the armed and international criteria have been met, an
international armed conflict exists. This is so even if a party does not
recognize the conflict as such.?® The determination is a factual one.

17. In certain cases, the law of international armed conflict applies
despite the absence of hostilities. In particular, a belligerent occupation
meeting with no armed resistance will, as a matter of law, trigger
application of that body of law.?® Additionally, an international armed
conflict can come into existence merely by virtue of a declaration of

r.% Finally, it is generally accepted that the establishment of a naval or
aerial blockade initiates an international armed conflict. However the
international armed conflict arises, the law of armed conflict will govern
all cyber operations conducted in the context of that conflict.

Rule 23 - Characterization as non-international armed conflict

A non-international armed conflict exists whenever there is protracted
armed violence, which may include or be limited to cyber operations,
occurring between governmental armed forces and the forces of one
or more armed groups, or between such groups. The confrontation
must reach a minimum level of intensity and the parties involved in
the conflict must show a i degree of organi

1. This Rule is a general of the ¢ y international
law of armed conflict regarding the threshold for the existence of a non-
international armed conflict. The first sentence is based on Common
Article 3 of the 1949 Geneva Conventions, which reflects customary
international law.”® That Article applies to ‘armed conflicts not of an

2 Geneva Conventions [-IV, Art. 2. ?° Geneva Conventions I-1V, Art. 2.

27 Geneva Conventions I-IV, Art. 2.

% Note that Art. 8(c) of the Rome Statutc adopts the Common Article 3 threshold with
regard to war crimes itted during a non-i | armed conflict. See also UK
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international character occurring in the territory of one of the High
Contracting Parties’, that is, to situations in which hostilities occur
between governmental armed forces and non-governmental organized
armed groups or between such groups.?’ The second sentence is based
on case law development of the issues of intensity and organization.

2. Application of the law of armed conflict does not depend on the
type of military operation or on the specific means and methods of
warfare employed. Therefore, cyber operations alone, in the absence of
kinetic operations, can bring a non-international armed conflict into
existence. Given the requisite threshold of violence and the degree of
organization of the armed groups required for a non-international armed
conflict {discussed below), cyber operations in and of themselves will
only in exceptional cases amount to a non-international armed conflict.
Of course, if a conflict qualifies as a non-international armed conflict by
virtue of on-going kinetic operations, the law of non-international armed
conflict wonld govern any associated cyber operations.

3. By Common Article 3, a non-international armed conflict occurs
‘in the territory of one of the High Contracting Parties’. This text has
generated a debate over the geographical scope of non-international
armed conflict. One school of thought holds that the word ‘one’ in the
quoted phrase siguifies that non-international armed conflicts are con-
fined to those that take place within the territorial boundaries of a single
State. By this interpretation, an armed conflict that crosses a border
would generally qualify as an international armed conflict. A second
school of thought, adopted by the majority of the International Group
of Experts, holds that the "one’ is a reference to the territory of any of
the Contracting Parties. Accordingly, the phrase imposes no territorial
limitations so long as the relevant States are Party to the 1949 Geneva
Conventions.®® Thus, if cyber attacks are undertaken during a non-
international armed conflict from outside the territory of the State, that
fact alone will not cause the contflict to be international in character.>
It must also be borne in mind that the transit of data through cyber

MANUAL, para. 3.3; AMW MANUAL, commentary accompanying Rule 1(f); NIAC
MaNUAL, para. .11 (miting the geographical scope of such conflicts).

Tadit, Decision on the Defence Motion for Interlocutory Appeal, paras. 67, 70; UK
MaNuAL, para. 3.5 (as amended). See generally US COMMANDER'S HANDBGOK para.
5.1.2.2; CANADIAN MANUAL at GL-13; GERMAN MANUAL, patas. 201-11.

See, e.g., Hamdan v, Rumsfeld, 548 US 557, 630-1 (2006) (applying Common Aticle 3 to
conflict occurring across multiple States” political boundaries).

See, e.g,, AMW MaNUAL, commentary accompanying Rule 2(a).
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infrastructure located outside a State in which a non-international armed
conflict is occurring does not render the conflict international.

4. The law of armed conflict applies to all activities undertaken in
pursuit of the armed conflict, and all associated effects (e.g., collateral
damage), wherever they occur in the territory of a State involved in a
non-international armed conflict. This means that in that State there is
no ‘zone of conflict’ to which applicability of law of armed conflict is
confined. Moreover, the International Group of Experts agreed that the
law of armed conflict applies to activities conducted in the context of the
conflict that occur outside the State in question. This is of particular
importance because cyber activities in furtherance of a non-international
armed conflict may well be launched remotely, far from the location of
the conventional hostilities. Some States have weak regulatory regimes
governing cyber activities or are technically incapable of effectively
policing cyber activities occurring on their territory. They offer an
appealing base of operations for those engaged in cyber attacks against
the government during a non-international armed conflict. The Inter-
national Group of Experts acknowledged the existence of a narrower
approach that accepts the possibility of a non-international armed conftict
which crosses borders, but that imposes a requirement of geographical
proximity to the State involved in the conflict.

5. The term ‘armed conflict’ is not expressly defined in the law of
armed conflict for the purposes of finding that a conflict is non-
international in character. However, it is clear that ‘situations of internal
disturbances and tensions, such as riots, isolated and sporadic acts of
violence, and other acts of a similar nature’ are not included. This
standard is set forth in Article 1(2) of Additional Protocol 11 and is
today acknowledged as reflecting the customary international law dis-
tinction between non-international armed conflicts and hostilities not
meeting the threshold for such conflicts.® Sporadic cyber incidents,
including those that directly cause physical damage or injury, do not,
therefore, constitute non-international armed conflict. Similarly, cyber
operations that incite incidents such as civil unrest or domestic terror-
ism do not qualify. For instance, the calls that appeared on the Internet
for riots by the Russian minority in Estonia in 2007 cannot be regarded
as meeting that threshold.

3 Art. 8(f) of the Rome Statute excludes such situations from the ambit of ‘armed conflicts
not of an international character’. Sec also UK MaNUAL, para. 15.2.1; CANADIAN
MANUAL, para. 1709; AMW MANUAL, commentary accompanying Rule 2(a).
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6. The threshold for non-international armed conflict has been fur-
ther developed in case law. In Tadi¢, the International Criminal Tribunal
for the Former Yugoslavia affirmed that a non-international armed
conflict exists when there is protracted armed violence between organ-
ized armed groups within a State.®® This holding is widely accepted as
setting forth the two key criteria for gualification as a non-international
armed conflict — intensity of the hostilities and the involvement of an
organized armed group.>* Sub judgments of the International
Criminal Tribunal for the Former Yugoslavm have de-emphasized the
importance of other factors, such as geographical scope and temporal
duration, subordinating these concepts within the concept of intensity.>®

7. Various indicative criteria have been suggested to facilitate the
determination whether a given situation has met the required intensity
threshold.*® The International Criminal Tribunal for the Former Yugo-
slavia has looked to such factors as the gravity of attacks and their
recurrences” the temporal and territorial expansion of violence and
the collective character of hostilities;®® whether various parties were able
to operate from a territory under their control® an increase in the number
of government forces;* the mobilization of volunteers and the distribution
and type of weapons among both parties to the conflict;®' the fact
that the conflict led to a large displacement of people;*? and whether the
conflict is the subject of any relevant scrutiny or action by the Security
Council.® In view of the intensity threshold, cyber operations alone can
trigger a non-international armed conflict in only rare cases.

8. The development of further State practice notwithstanding, net-
work intrusions, the deletion or destruction of data (even on a large scale),

Tadié, Decision on the Defence Motion for Interlocutory Appeal, para. 70.

See, e.g., Milosevic decision, paras. 16-17; Prosecutor v. Furund#ija, Case No. IT-95-17/1-
T, Trial Chamber judgment, para. 59 (Intl Crim. Trib. for the Former Yugoslavia,
10 December 1998): Delalié judgment, para. 183; UK ManuaL, para. 153.1,

Haradinaj judgment, para. 49.

See, e.g., Haradnaj judgment, paras. 40-9; Lubanga judgment, para. 538; ICRC GENEvA
CONVENTION 1 COMMENTARY at 49-50; ICRC GENEVA CONVENTION I1il COMMENTARY
at 35-6; 1ICRC GENEVA CONVENTION IV COMMENTARY at 35-6.

Mrksic judgment, para. 419; Hadzihasanovic judgment, para. 22; Limaj judgment, paras.
135-67.

Had%ihasanovié judgment, para, 22; Milosevic decision, paras. 28-9;

Milosevi¢ decision, para. 29; Delalic judgment, para. 187;

Limaj judgment, paras. 146, 159, 164-5; Milogevic decision, para. 30.

Mrksi¢ judgment, paras. 39-40, 4074 Milodevi¢ decision, paras. 31.

42 Haradinaj judgment, para. 49.  ** Mrksic judgment, paras. 420-1.
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computer network exploitation, and data theft do not amount to a
non-international armed conflict. The blocking of certain Internet func-
tions and services would not, for example, suffice to trigger a non-
international armed conflict, nor would defacing governmental or other
official websites.

9. As noted in the Tadi¢ Appeals Chamber judgment, the violence
that qualifies an armed conflict as non-international must be protracted,
although the term ‘protracted’ has not been quantified in the law.** It is
clear, however, that the qualifying violence need not be continuous in
nature.”® Frequent, albeit not continuous, cyber attacks occurring within
a relatively defined period may be characterized as protracted.

10. The International Group of Experts struggled with the question
of whether non-destructive cyber operations conducted during civil
disturbances or in connection with other acts of violence not qualifying
as a non-international armed conflict can tip the scale and cause the
hostilities to rise to the level of an armed conflict. For instance, assume an
organized armed group has orchestrated civil disturbances. Although
destruction of property is involved, such destruction is insufficiently
severe to meet the intensity criterion for non-international armed con-
flict. The International Group of Experts achieved no consensus as
to whether non-destructive but severe cyber operations satisfy the inten-
sity criterion.

11. For a non-international armed conflict to exist, there must be at
least one non-State organized armed group involved in the hostilities.*
Such a group is ‘armed’ if it has the capacity of undertaking cyber attacks
(Rule 30). It is ‘organized’ if it is under an established command structure
and has the capacity to sustain military operations.”” The extent of
organization does not have to reach the level of a conventional militarily
disciplined unit.*® However, cyber aperations and computer attacks by

4 Tadi¢, Decision on the Defence Motion for Intetlocutory Appeal, para. 70. In Abella, the
Inter-American Commission on Human Rights characterized a 30-hour clash between
dissident armed forces and the Argentinian military as non-mternational armed conflict.
Abella v. Argentina, Case 11.137, Inter-Am. CHR,, Report No. 55/97, OEA\Ser.L\V
\I1.98, dox. 6 rev. (1998).

4% In Limay, the International Criminal Tribunal for the Former Yugoslavia concluded that
the conflict in Kosovo in 1998 could be described as ‘periodic armed clashes occurring
virtually continuously at intervals averagig three to scven days over a widespread and
expanding geographic area’. Limaj judgment, paras. 168, 171-3.

46 AMW MaNUAL, commentary accompanying Rulc 2(a).

47 Limaj judgment, para. 129.  *® Limaj judgment, paras. 132-4.
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private individuals do not suffice. Even small groups of hackers are
unlikely to fulfil the requirement of organization. Whether or not a given
group is organized must be determined on a case-by-case basis.

12. To assess organization, the International Criminal Tribunal for
the Former Yugoslavia has taken into account numerous factors. For
instance, in Limaj, the Tribunal considered, inter alia: the organization
and structure of the Kosovo Liberation Army (KLA), which had a general
staff and created eleven zones with a commander for each; the adoption
of internal regulations; the nomination of a spokesperson; the issuance
of orders, political statements and communiqués; the establishment of
headquarters; the capacity to launch coordinated action between KLA
units; the establishment of a military police and disciplinary rules; the
ability of the KLA to recruit new members and its capacity to provide
military training; the creation of weapons distribution channels; the
use of uniforms and various other equip ; and the participation by
the KLA in political negotiations to resolve the Kosovo crisis.*

13. This raises the question of ‘virtual’ organization in which all
activities that bear on the criterion occur online. At one end of the
spectrum are hackers who operate wholly autonomously. The mere fact
that many hackers are attacking a State, for example, would not render
them organized. At the other is a distinct online group with a leadership
structure that coordinates its activities by, for instance, allocating speci-
fied cyber targets amongst themselves, sharing attack tools, conducting
cyber vulnerability assessments, and doing cyber damage assessment
to determine whether ‘reattack’ is required. The group is operating
‘cooperatively’. The majority of the International Group of Experts
agreed that the failure of members of the group physically to meet does
not alone preclude it from having the requisite degree of organization.

14. 1t has been asserted that the organization must be of a nature to
allow implementation of the law of armed conflict.™ If so, the require-
ment would be difficult to comply with in the case of a virtual armed
group since there would be no means to implement the law with regard
to individuals with whom there is no physical contact. The International

4 Limaj judgment, paras. 94-129. The Intemational Criminal Tribunal for Rwanda uses the
same test as the International Criminal Tribunal for Former Yugoslavia to evaluate both
the mtensity and organization of the parties to the conflict for each of their cases. Akayesu
judgment, paras. 619-21.

* ICRC ADDITIONAL PROTOCOLS COMMENTARY, para. 4470. This requirement is express
with regard to Additional Protocol II conflicts (Art. 1(1)), but it is unclear whether it
applics as well to Common Article 3 type conflicts.
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Group of Experts was divided as to whether such difficulty would bar
qualification as an organized armed group.

15. The more difficult case is that of an informal grouping of individ-
uals who operate not cooperatively, but rather ‘collectively’, that is
simultaneously but without any coordination. For instance, acting with
a shared purpose, they access a common website which contains tools
and vulnerable targets, but do not organize their cyber attacks in any
fashion. The majority of the International Group of Experts took the
position that an informal grouping of individuals acting in a collective
but otherwise uncoordinated fashion cannot comprise an organized
armed group; there must be a distinct group with sufficient organiza-
tional structure that operates as a unit. Others suggested that whether an
informal group meets the organization criterion would depend upon
a variety of context-specific factors, such as the existence of an informal
leadership entity directing the group’s activities in a general sense,
identifying potential targets, and maintaining an inventory of effective
hacker tools. All the Experts agreed that the mere fact that individuals
are acting toward a collective goal does not satisfy the organization
criterion. For example, if a website offers malware and a list of potential
cyber targets, those who independently use the site to conduct attacks
would not constitute an organized armed group.

16. Although Common Article 3 specifically provides that its appli-
cation does not affect the legal status of the parties to a conflict, States
have often been reluctant to admit the existence of a non-international
armed conflict. Whether a non-international armed conflict exists is a
question of fact that depends on the level of violence taking place and the
parties’ degree of organization. It is therefore an objective test that is
unaffected by the subjective views of those engaged in the hostilities.”

17.  Additional Protocol II governs certain non-international armed
conflicts for Parties thereto. An Additional Protocol II conflict is one
which takes place between the armed forces of a State and dissident
armed forces or other organized armed groups that control sufficient
territory so ‘as to enable them to carry out sustained and concerted
military operations’.> Unlike Common Article 3, the Protocol does not
apply to armed contlicts occurring only between non-State armed groups
and requires physical control of territory. Control over cyber activities
alone is insufficient to constitute control of territory for Additional

* Akapesu judgment, para. 603.  ** Additional Protocol I1, Art. 1(1).
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Protocol II purposes (although control over cyber activities may be
indicative of the degree of territorial control a group enjoys).

Rule 24 - Criminal r

(a) Commanders and other superiors are criminally responsible for
ordering cyber operations that constitute war crimes.

ponsibility of ¢ ders and superiors

(b) Commanders are also criminally responsible if they knew or,
owmg to the circumstances at the time, should have known their

di were itting, were about to commit, or had com-
mitted war crimes and fallcd to take all reasonable and available
measures to prevent their commission or to punish those responsible.

1. This Rule emphasizes that commanders and other superiors do
not escape criminal responsibility by virtue of the fact that they did not
personally commit an act that constitutes a war crime. It is found in
treaty and case law.”> Applicable in both international and non-
international armed conflict, Rule 24 reflects customary international
law.* No basis exists for excluding the application of the Rule to cyber
operations that constitute war crimes.

2. Related Articles in Geneva Conventions I to IV set forth the
principle expressed in Jit. (a).”® They stipulate that Parties to the instrument
must enact domestic legislation that provides ‘effective penal sanctions for

% Geneva Convention 1, Art. 49; Geneva Convention 11, Art. 50; Geneva Convention 111,
Art. 12%; Geneva Convention IV, Art. 146; Cultural Property Convention, Art. 28; Second
Cultural Property Protocol, Art. 15(2). Additional Protocol I, Arts. 86-7; Rome Statute,
Arts. 25(3)(b), 28.

* Rome Statute, Art. 25(3); ICTY Statute, Art. 7(1); ICTR Statute, Art. 6(1); Sierra Leone
Statute, Art. 6(1); United Nations Transitional Administration in East Timor, Art. 14(3);
UN Doc. UNTAET/REG/2000/15 (6 June 2000); US CoMMANDER’S HANDROOK, para.
6.1.3; UK MANUAL, paras. 16.36-16.36.6; CANADIAN MANUAL, para. 1504; ICRC Cus-
Tomary THL Stupy, Rules 152, 153. The )unsprudcncc of international tribunals illus-
trates the application of the principle of ibility. See, e.g., F v.
Blaskic, Case No. 1T-95-14-T, Trial Chamber judgment, paras. 281-2 (It Crim. Trib.
for the Former Yugoslavia 3 March 2000); Prosecutor v. Krstic, Case No. 1T-98-33-T,
Trial Chamber judgment, para. 605 (Int'l Crim. Trib. for the Former Yugoslavia 2 August
2001); Kayishema judgment, para, 223; Akayesu judgment, paras., 472-4, 483; Delali¢,
judgment, paras. 333-4; Martié, Case No. IT-95-11-R61, Review of Indictment, paras.
20-1 (Int'] Crim. Trib. for the Former Yugoslavia 8 March 1996); Prosecutor v. Rajit,
Case No. IT-95-12-R61, Review of the Indictment, paras. 1, 59, 71 (Int'l Crim. Trib. for
the Former Yugosiavia 13 September 1996).

* Geneva Convention I, Act. 49; Geneva Convention II, Art. 50; Geneva Convention 111,
Art. 129; Geneva Convention IV, Art. 146.




92 LAW OF ARMED CONFLICT GENERALLY

persons committing, or ordering to be committed, any of the grave
breaches’ of the Conventions. The Articles further obligate Parties to search
for persons alleged to have committed such offences and either to bring
them before their own courts, or to hand them over to another Party for
prosecution when that Party has made out a prima facie case as to the
matter in question.

3. In the context of cyber warfare, the Rule imposes criminal respon-
sibility on any military commander or other superior (including civil-
ians) who orders cyber operations amounting to a war crime.*® A clear
example is ordering cyber attacks to be conducted against civilians who
are not directly participating in hostilities (Rule 32). Similarly, ordering
indiscriminate cyber attacks to be launched would result in the criminal
responsibility of the person so ordering the attack, regardless of whether
that individual took any personal part in the actual conduct of the
operation (Rule 49).

4. Such responsibility extends down through the chain of command
or control. For example, a subordinate commander who orders his or her
troops to comply with an order from a superior to commit a particular
war crime is equally responsible for ordering a war crime, Similarly,
consider the case of a senior commander who orders cyber operations to
be conducted to achieve a particular operational effect without specifying
how those operations are to be conducted. A subordinate commander at
any level who in compliance with the order directs those under his control
to launch cyber attacks against protected persons or places would be
individually responsible for the attacks.

5. Lit. (b)’s requirement to take measures to prevent war crimes or
punish those who have committed them is based on Article 87 of
Additional Protocol 1. A commander or other superior who becomes
aware that a cyber operation may have resulted in a war crime must
accordingly take steps to ensure the matter is investigated as appropriate
in the circumstances and reported to appropriate investigative and
judicial authorities.”

6. The concept of responsibility for acts that a commander or super-
ior may not have ordered, but which he or she should have known of,
was enunciated decades before adoption of the Protocol, in the case of
General Yamashita. A US military commission following the Second
World War held that Yamashita had failed to exercise ‘effective control’

* This extension is based on the Rome Statate, Art. 28(b).
7 See, e.g. Rome Statute, Art. 28(a)(ii), (b)(iii).
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over certain of his forces that had committed atrocities, and that the
nature of the offences themsclves provided prima facie evidence of
his knowledge thereof.” In the decades since the decision, this finding
has matured into the standard found in fit. (b).

7. Article 28(a) of the Rome Statute sets forth a contemporary
articulation of the principle. It provides that a

military commander or person effectively acting as a military commander
shall be criminally responsible for crimes within the jurisdiction of the
Court committed by forces under his or her effective command and
control, or effective authority and control as the case may be, as a result
of his or her failure to exercise control properly over such forces, where:

(i) That military commander or person either knew or, owing to the
circumstances at the time, should have known that the forces were
committing or about to commit such crimes; and

(if) That military commander or person failed to take all necessary and
reasonable measures within his or her power to prevent or repress
their commission or to submit the matter to the competent author-
ities for ivestigation and prosecution.

As this extract illustrates, the key to the notion is the exercise of, or the
ability to exercise, effective control over those who have committed the
actual offences.”

8. The extension of criminal responsibility to commanders who knew
or should have known that an operation constituting a war crime has
been, is being, or will be conducted is especially important in the context
of cyber warfare.%® In order to avoid criminal responsibility for the acts
of their subordinates, commanders and other superiors must take appro-
priate steps to become aware of the operations being conducted by

* Trial of General Tomoyuki Yamashita, 4 Law REPORTS OF TRIALS OF WAR CRIMINALS 1,
sec. 12 (1948). It must be noted that the decision has sometimes been criticized on the
basis that Yamashita was held responsible for acts committed in very remote arcas.
However, the legal principle of command responsibility enunciated in the case is
uncontested.

The principle also appears in the statutes of the international criminal tribunals. ICTY
Statute, Art. 7(3); ICTR Statute, Art. 6(3). See also e.g. Blaski¢ judgment, paras. 62, 91,
218, 417, 484, 632; Prosecutor v. Haltlovi¢, Case No. IT-01-48-T, Trial Chamber judg-
ment, paras. 38-100, 747, 751-2 (16 November 2005); Kordié and Cerkez, Case No. IT-
95-14/2-A, Appeals Chamber judgment, para. 827 (Int’l Crim. Trib. for the Former
Yugoslavia 17 December 2004); Kayishema judgment, paras. 209-10, 216-18, 222-5,
228-9, 231, See also UK MANUAL, para, 16.36.5; CANADIAN MANUAL, para. 1621.

Note that Art. 28 of the Rome Statute applics to all crimes within the jurisdiction of the
International Criminal Court, not just war crimes.

2
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their units, understand those operations and their consequences, and
exercise control over them. Admittedly, the technical complexity of cyber
operations complicates matters. Commanders or other superiors in the
chain of command cannot be expected to have a deep knowledge of cyber
operations; to some extent, they are entitled to rely on the knowledge
and understanding of their subordinates. Nevertheless, the fact that
cyber operations may be technically complicated does not alone relieve
commanders or other superiors of the responsibility for exercising control
over subordinates. Of course, wilful or negligent failure to acqnire
an understanding of such operations is never a justification for lack of
knowledge. As a matter of law, commanders and other superiors are
assumed to have the same degree of understanding as a ‘reasonable’
commander at a comparable level of command in a similar operational
context. In all cases, the knowledge must be sufficient to allow them to
fulfil their legal duty to act reasonably to identify, prevent, or stop the
commission of cyber war crimes.

9. Note that the individuals addressed by this Rule need not be a
‘commander’ or be acting as such. For example, Article 28(b) of the
International Criminal Court Statute extends responsibility to ‘superiors’
who have ‘effective responsibility and control” over their subordinates,
although it appears to have set a slightly higher standard by using
the phraseology knew or ‘consciously disregarded information which
clearly indicated’ the commission of a war crime.*' There is no require-
ment for military status. The Rule would encompass, for instance, civilian
superiors of civilian intelligence or security agencies that conduct cyber
operations during an armed conflict.

' Rome Statute, Art. 28(b). Sce also Prosecutor v. Delali¢, Case No. IT-96-21-A, Appeals
Chamber judgment, paras. 239, 254 (20 February 2001); UK MaNuvat, para. 16.36.6;
CANADIAN MANUAL, para. 1621.



Conduct of hostilities

SECTION 1: PARTICIPATION IN ARMED CONFLICT

Rule 25 - Participation generally
The law of armed conflict does not bar any category of person from

participating in cyber op H the legal q of
participation differ, based on the nature of the armed conflict and the
category to which an individual belongs.

1. The customary international law of armed conflict does not
prohibit any individual from participating in an armed conflict,
whether international or non-international. it should be noted that
Article 43(2) of Additional Protocol [ provides that ‘members of the
armed forces of a Party to a conflict (other than medical personnel and
chaplains covered by Article 33 of Geneva Convention ill) are com-
batants, that is to say they have the right to participate directly in
hostilities’. This provision, applicable in international armed conflict,
confirms that combatants enjoy immunity in respect of the acts under-
taken as part of the hostilities. 1t does not prohibit others from
engaging in those hostilities.

2. Although the law of armed conflict contains no prohibition on
participation, it does set forth consequences that resuli from such par-
ticipation. Three are of particular importance: combatant immunity,
prisoner of war status, and targetability. The issue of targetability is dealt
with in Rules 30 to 59 on attacks. Entitlement to combatant immunity
and prisoner of war status depend on whether the individual concerned
is a combatant in an international armed conflict. These issues are
discussed in the following two Rules.

3. In accordance with Rule 35, a civilian who directly participates in
hostilities Joses certain protections attendant to civilian status for such
time as he or she so participates.

95
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Rule 26 ~ Members of the armed forces

In an international armed conflict, members of the armed forces of a
party to the conflict who, in the course of cyber operations, fail to
comply with the requirements of combatant status lose their entitle-
ment to combatant immunity and prisoner of war status.

1. The generally accepted understanding of combatancy derives from
the Hague Regulations.! Geneva Convention [II adopts the standard in
Atticle 4A with regard to the entitlement to prisoner of war status?
Although Article 4A(1), (2), (3), and (6) is textually applicable ouly to such
status, it is universally understood as reflecting the customary international
law criteria for combatancy. The notion of combatancy is limited to inter-
national armed conflict; there is no non-international armed conflict
equivalent of either prisoner of war status or combatant immunity.

2. According to the majority of the International Group of Experts,
customary international law provides that individuals who are nation-
als of the capturing party are not entitled to combatant status.®
A minority of the Experts argued that there is no basis in international
law for this position.

3. Combatants arc entitled to treatment as prisoners of war in
accordance with Geneva Convention II1 upon capture.* They are also
entitled to combatant immunity, that is, they may not be prosecuted for
having engaged in belligerent acts that are lawful under the law of armed
conflict.” For instance, a combatant who conducts cyber operations that
violate domestic criminal law may not be prosecuted for such actions
so long as they are carried out in compliance with the law of armed
conflict. Combatant immunity is a customary international law principle
recognized in Article 43(2) of Additional Protocol L.

4. There are two categories of combatant.® The first consists of
‘members of the armed forces of a Party to the conflict as well as

! Hague Regulations, Art. 1.

2 US CoMMANDER's HANDBOOK, para. 5.4.1.1; AMW MaNvAL, Rule 10(b)(i} and accom-
panying commentary. But see ICRC INTERPRETIVE GUIDANCE at 22.

3 See, eg. Prosecutor v. Koi [1968] A.C. 829 (P.C. 1967). See also Yoram Dinstein, TrE
CoNDUCT OF HOSTILITIES UNDER THE LaW OF INTERNATIONAL ARMED CONFLICT 46
(2nd ed. 2010).

4 Geneva Convention IIl, Art. 4A. Technically, they are cntitled to this status as soon as they
fall “into the power of the enemy’. bid. Arts. 4A, 5.

® US CoMMANDER's HANDBOOK, para. 5. .

© See also Rule 27 regarding levées en masse.
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members of militias or volunteer corps forming part of such armed
forces’.” This category primarily includes members of a State’s armed
forces.

5. The second category comprises ‘members of other militias and
members of other volunteer corps, including those of organized resist-
ance movements, belonging to a Party to the conflict’? Such organized
armed groups are assimilated to the armed forces and as a group must,
pursuant to Article 4A(2) of Geneva Convention IIl and customary
international law, fulfil four conditions:

(a) bec ded by a person responsible for his subordi

(b) wear a distinctive emblem or attire that is recognizable at a distance;
(c) carry arms openly; and

(d) conduct operations in accordance with the law of armed conflict.

Irregular forces that meet these conditions and belong to a party to the
conflict qualify as combatants, and are entitled to combatant immunity
and prisoner of war status.”

6. In Geneva Convention III, the four conditions are set forth
with regard only to organized armed groups assimilated to the armed
forces. The majority of the International Group of Experts took the
position that the four requirements are implicit in the Conventions
for members of the armed forces and that, therefore, only members of
the armed forces who meet the four requirements qualify for combat-
ant status, and its attendant benefits. A minority of the Experts took
the position that the requirements are limited to those groups assimi-
lated to the armed forces. By this position, the sole qualification
for combatant status for members of the armed forces is status as
members.

7. Every State organ meets the requirement of belonging to a party to
the conflict. The issue of belonging only arises with respect to organized
armed groups that are assimilated to the armed forces, that is, those
groups addressed in Article 4A(2) of Geneva Convention IIL The con-
cept of ‘belonging to’ was examined during the meetings that resnlted

7 Geneva Convention 11, Art. 4A(1). See also Geneva Convention 1, Art. 13(1); Geneva
Convention 1, Art. 13(1).

# Geneva Convention 10, Art. 4A(2). See also Geneva Convention I, Art. 13(2); Geneva
Convention II, Art. 13(2).

? US CoMMANDER's HANDROOK, para. 5.4.1.1. But see ICRC INTERPRETIVE GUIDANCE at 22
(noting that ‘strictly speaking’ the criteria apply only to status as a combatant with regard
to prisoner of war entitlements).
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in the ICRC Interpretive Guidance.'® The International Group of Experts
agreed with the approach taken in the Guidance. By this approach,
‘the concept of “belonging to” requires at least a de facto relationship
between an organized group and a Party to the conflict’. Such a relation-
ship need not be officially declared; it may be ‘expressed through tacit
agreement or conclusive behaviour that makes clear for which party
the group is fighting’."" As an example, a State may turn to a group of
private individuals to conduct cyber operations during an armed conflict
because the group possesses capability or knowledge that State organs do
not. The group belongs to a party to the conflict and, so long as it meets
the other requi of comb Y, its bers will enjoy ¢

status. Of course, during a non-international armed conflict, an organ-
ized non-State group is the party to the conflict.

8. If a person engaged in cyber operations during an armed conflict
is 2 member of an organized armed group not belonging 1o a party to the
conflict, it does not matter if the group and its members comply with the
four criteria of combatancy. That person will not have combatant status
and therefore not be entitled to combatant immunity or to be treated as
a prisoner of war. Such a person would be an ‘unprivileged belligerent’,
as discussed below.

9. The condition of being commanded by a person responsible for
subordinates is best understood as an aspect of the requirement that the
group in question be ‘organized’. The criterion of organization was
previously discussed in the context of non-international armed conflict
(Rule 23). There, the unique nature of virtual organizations was high-
lighted. The same considerations apply in the present context. While not
normally an issue in respect of regularly constituted State armed forces,
or even well-established organized armed groups, a claim of combatant
status could be significantly weakened if the persons asserting that status
are part of a loosely organized group or association. This could result,
for example, from organizing solely over the Internet. In a similar vein,
members of such a group may have difficulty establishing that they are
acting under a responsible commander. Even more problematic is
the requirement that the group be subject to an internal disciplinary
system capable of enforcing compliance with the law of armed conflict.
Cumulatively, these requirements make it highly unlikely that a purely

' See also ICRC INTERPRETIVE GUIDANCE at 23-4 (citing [CRC GENEVA CONVENTION 11
COMMENTARY).
' JCRC INTERPRETIVE GUIDANCE at 23.
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virtual organization would qualify as an organized armed group for
the purposes of determining combatant status.

10. Combatant status requires that the individual wear a ‘fixed
distinctive sign’.'? The requirement is generally met through the wearing
of uniforms. There is no basis for deviating from this general requirement
for those engaged in cyber operations. Some members of the Inter-
national Group of Experts suggested that individuals engaged in cyber
operations, regardless of circumstances such as distance from the area of
operations or clear separation from the civilian population, must always
comply with this requi to enjoy comb status. They empha-
sized that the customary international law of anined conflict in relation to
combatant immunity and prisoner of war status offers no exceptions to
this rule. Article 44(3) of Additional Protocol I does provide for an
exce}:vtion.13 However, it does not reflect customary international law."*

11. Other Experts took the position that an exception to the require-
ment to wear a distinctive sign exists as a matter of customary inter-
national law. They argued that the requirement only applies in
circumstances in which the failure to have a fixed distinctive sign might
reasonably cause an attacker to be unable to distinguish between civilians
and combatants, thus placing civilians at greater risk of mistaken attack.
Consider a situation in which a Special Forces team is tasked to identify
and attack a military cyber control facility located in a cluster of similar
civilian facilities. A failure of the military personnel in the facility to wear
uniforms would make it more difficult for the Special Forces team to
distinguish the military from civilian facilities, thereby heightening the
risk that the civilian facilities will mistakenly be made the object of attack.

12. Some of these Experts limited the exception in the previous
paragraph to situations in which combatants engaged in cyber operations
are located within a military objective for which there is a separate

'2 The ICRC Customary IHL Stupy, Rule 106, provides that ‘Combatants must distin-
guish themselves from the civilian population while they arc engaged in an attack o in a
military operation preparatory to an attack. If they fail to do so, they do not have the right
to prisoner-of-war status.'

Some States Party to the Protocol limit its application to occupicd temritory and the
situation referred in Art. 1(4) of the same treaty. See, eg.. UK Additional Protocol
Ratification Statement, para. (g). See also UK MANUAL, paras. 4.5-4.5.3.

Michael J. Matheson, Remarks in Session One: The United States Position on the Relation
of Customary International Law to the Protocols Additional to the 1949 Geneva Conven-
tions, 2 AMERICAN UNIVERSITY JOURNAL OF INTERNATIONAL LAw AND PoLicy 419, 425
(1987).
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requirement of marking, i.e., a warship or military aircraft. For instance,
since military aircraft are required to bear an external mark signifying
nationality and military status, they argued that there is no specific
requirement for mi]ita.rsy personnel on board to wear a distinctive sign
indicating their status."

13. The issue of whether computers and software constitute weapons
is discussed in Rule 41 and its accompanying Commentary. However,
even if they qualify as weapons, the requirement to carry arms openly has
little application in the cyber context.

14. The obligation to comply with the law of armed conflict attaches
to the group as a whole. Individual members of a group that adopts the
tactic of conducting cyber attacks against civilian cyber infrastructure
do not qualify for combatant status even if they individually comply with
the law. By contrast, although a group may generally comply with the
law, various individual members of the group may commit war crimes.
Those individual members who commit the war crimes retain their
combatant status, but may be tried for them.

15. A party to a conflict may incorporate a paramilitary or armed
law enforcement agency into its armed forces.'® The majority of the
International Group of Experts took the position that this provision of
the law does not extend to intelligence or other government agencies not
entrusted with law enforcement functions. However, a minority of the
Experts argued that the issue fell within the classic domain of State
sovereignty and that therefore a State is free to incorporate any entity
it wishes into the armed forces.

16. Although Article 43(3) of Additional Protocol 1 provides that the
other parties to a conflict shall be notified of such incorporation, failure to so
notify the enemy does not imply that the individuals concerned remain
civilians.'” Once such groups have been properly incorporated into the
armed forces, their members may conduct cyber operations to the same
extent as members of the regular armed forces. The fact that they also
continue to perform a law enforcement function has no bearing on this
status. Absent incorporation, the cyber activities of such groups are governed
by the rules pertaining to participation in hostilities (Rules 25 and 35).

' They will generally do so, however, in order to exhibit their status as members of the
anined forces in the event that they become separated from the aircraft. AMW Manvar,
commentary accompanying Rule 117.

' Additional Protocol 1, Art. 43(3).

7 AMW MaNUAL commentary accomnpanying Rule 10.
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17.  Members of the armed forces or groups assimilated to the armed
forces who do not qualify for combatant status (and civilians taking a
direct part in hostilities, Rule 35) are unprivileged belligerents. All
members of the International Group of Experts agreed that unprivileged
belligerents, as defined in this rule, enjoy no combatant immunity and
are not entitled to prisoner of war status.'® Such persons are subject
to prosecution under the domestic laws of the capturing State for con-
ducting cyber operations that are unlawful under domestic law even if
such acts are lawful under the law of armed conflict when committed by
a combatant. The classic examples are conducting cyber attacks against
military personnel or military objectives. An unprivileged belligerent,
like any other individual, including a comb may be pr d for
commission of a war crime.

18.  As noted above, a division of opinion exists with regard to the
four conditions for combatant status that apply to groups assimilated to
the armed forces. For those Experts who took the position that the
conditions apply equally to the armed forces, a member of the armed
forces captured while wearing no distinctive attire (or emblems) is not
entitled to prisoner of war status. Those Experts taking the contrary
position would conclude that the individual’s membership in the armed
forces suffices for entitlement to prisoner of war status, although, in
certain specific circumstances, wearing civilian clothing might be perfidi-
ous (Rule 60) or subject the individual concerned to being treated as a
spy (Rule 66).

19. The International Group of Experts agreed that unprivileged
belligerency as such is not a war crime.'> However, they recognized the
existence of a contrary positiorn.

20. In a non-international armed conflict, the notion of belligerent
(combatant) immunity does not exist. Domestic law exclusively deter-
mines the question of any immunity from prosecution.”® In this regard,
it must be remembered that many cyber activities, like certain forms of
hacking, have been criminalized as matters of domestic law. For instance,

'8 US CoMMANDER’s HANDBOOK, paras. 5.4.1.2, 11.3. Some members of the International
Group of Experts taok the position that civilians cntitled to prisoncr of war status
pursuant to Art. 4A(4) and (5) of Geneva Convention IIl enjoy no immunity if they
participate in hostilities, but would not lose prisoner of war status.

® AMW MaNuAL, commentary accompanying Rule 111(b).

2 (K MaNUAL, paras, 15.6.1, 15.6.2. The statement is not absolute. For instance, consider
the casc of a farcign diplomat who has taken a direct part in hostilitics i a manner that
violates the law of the State to which she 1s accredited.
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if a member of either the armed forces or the opposition forces hacks
into the adversary’s computer systems, domestic law will determine the
legality of such actions. Note that domestic law often permits members of
the armed forces and law enforcement agencies to conduct activities
such as the use of force that would otherwise be unlawful. Of course,
any State or international tribunal with jurisdiction over the individual
and the offence may prosecute someone, including a member of
the State’s security forces, who commits war crimes during a non-
international armed conflict.

Rule 27 - Levée en masse

In an international armed conflict, inhabitants of unoccupied terri-
tory who engage in cyber operations as part of a levée en masse enjoy
combatant immunity and prisoner of war status.

1. This rule is based on Article 2 of the Hague Regulations and
Article 4A(6) of Geneva Convention IIL It reflects customary inter-
national law,?' but does not apply to non-international armed conflict.

2. A levée en masse consists of the inhabitants (i.e., not an individ-
ual or a small group) of non-occupied territory ‘who on the approach
of the enemy spontaneously take up arms to resist invading forces,
without having time to form themselves into regular armed units’?* In
light of the requi ts for an i ion and for the territory to be
unoccupied at the time the acts of resistance occur, the circumstances
under which a levée en masse can exist are factually limited.?® Levées en
masse need not be org; d, and although their bers must carry
arms openly and respect the laws and customs of war, they need not
wear a distinctive emblem or other identifying attire.* The ICRC
Commentary to Geneva Convention III states that the notion of a fevée
en masse is ‘applicable to populations which act in response to an

2 US Commanper's HANDBOOK, para. 5.4.1.1; UK MaNUAL, paras. 48, 11.12; CANADIAN
MANUAL, para. 306; GERMAN MANUAL, paras. 310, 501: ICRC CusToMaRY [HL STupY,
commentary accompanying Rule 106.

2 Geneva Convention 111, Art. 4A(6). See also ICRC CusTomary IHL STupY, commentary
accompanying Rule 5, which explains that members of a levée en masse are an exception
1o the definition of civilians in that although they are not members of the armed forces,
they qualify as combatants.

2 UK ManuaL, para. 48; GERMAN MANUAL, para. 310. See also ICRC INTERPRETIVE
GuIDANCE at 25.

% |CRC Gengva ConvENTION L1l COMMENTARY at 67.
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order by their government given over the wireless’” Extension to
orders given by cyber means is appropriate.

3. As applied in the cyber context, application of the concept is
somewhat problematic. Consider a case in which members of the
population spontaneously begin to mount cyber operations in response
to an invasion of their country. If the operations involve a large segment
of the population and if they target the invading force, those involved
will arguably qualify as members of a levée en masse. However, the
means and expertise necessary to engage effectively in cyber operations
may be relatively limited in the population. It is unclear whether a
levée en masse can be comprised solely of a significant portion of the
cyber-capable members of the population.

4. Moreover, a levée en masse was historically understood as involv-
ing a general uprising of the population to repel an invasion by an
approaching force. Since it did not contemplate military operations deep
into enemy territory, it is questionable whether individuals launching
cyber operations against enemy military objectives other than the invad-
ing forces can be considered members of a levée en masse.

5. The International Group of Experts was divided as to whether the
privileges associated with the levée en masse concept apply to a civilian
population countering a massive cyber attack, the effects of which are
comparable to those of a physical invasion by enemy forces. According
to a majority of the Experts, the concept of levée en masse is to be
understood in a narrow sense, requiring the physical invasion of
national territory.

Rule 28 - Mercenaries

Mercenaries involved in cyber operations do not enjoy combatant
immunity or prisoner of war status.

1. Article 47(1) of Additional Protocol I reflects a customary inter-
national law rule that mercenaries, including those engaged in cyber
operations, are unprivileged belligerents.?® As the notions of combatant
status and belligerent immunity do not apply in non-international
armed conflict, this Rule has no relevance to non-international armed
conflict.

25 ICRC GENEVA CONVENTION [Tl COMMENTARY at 67.
2 UK Manuat, paras. 4.10-4.10.4 (as amended); CANADIAN MANUAL, para. 319; GERMAN
MAaNUAL, para. 303; ICRC CusTomary IHL Stupy, Rule 108.
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2. The most widely accepted definition of mercenary is found in
Article 47(2) of Additional Protocol L. It sets forth six conditions that
must be cumulatively fulfilled: special recruitment; direct participation in
hostilities; desire for private gain as primary motivation; neither a
national of a party to the conflict nor a resident of territory controlled
by a party; not a member of the armed forces of a party to the conflict;
and not sent by another State on official duty as a member of its armed
forces. For example, consider a private company located in State A that is
engaged by State B to conduct cyber operations on its behalf in its armed
conflict with State C. So long as the six criteria are fully met, its employ-
ees who conduct the cyber operations are mercenaries, and thus unpriv-
ileged belligerents. The same would be true with regard to a ‘hacker for
hire’ who meets the criteria, even if operating alone and far from the
battlefield.

3. Tt is clear that no person qualifying as a mercenary enjoys com-
batant status. This is especially important in light of the criminalization
of mercenarism by many States.

Rule 29 - Civilians

Civilians are not prohibited from directly participating in cyber oper-
ations amounting to hostilities, but forfeit their protection from
attacks for such time as they so participate.

1. Asnoted in Rule 25, no rule of treaty or customary international
law prohibits civilians from directly participating in hostilities during
either international or non-international armed conflict. However, they
lose their protection from attack (Rule 32) when doing so (Rule 35).27

2. In accordance with customary international law, Article 50(1) of
Additional Protocol I defines civilians in negative terms as being all
persons who are neither members of the armed forces nor of a levée
en masse. This approach is implicit in Geneva Conventions Ili and IV. As
a general matter, then, during an international armed conflict, civilians
are persons who are not members of the armed forces or of groups
assimilated to the armed forces (e.g, organized resistance groups
belonging to a party to the conflict) and who are not participants in a
levée en masse (Rules 26 and 27).

¥ US ComMANDER's HANDBOOK, para. 82.4; UK MANUAL, para, 5.32. (as amended);
CANADIAN MANUAL, para. 318; NIAC MaNvat, paras. 1.1.2, 1.1.3, 2.1.1.2; AMW
Manuat, chapeau to sec. F.
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3. The majority of the International Group of Experts agreed that
civilians retain civilian status even if they directly participate in cyber
hostilities. For instance, consider an international armed conflict in
which civilian patriotic hackers independently undertake offensive cyber
operations against the enemy’s forces. Such individuals may be lawfully
targeted, and, unless they qualify as participants in a levée en masse,
lack combatant immunity for their actions. A minority of the Group took
the position that these individuals qualify as neither combatants nor
civilians, and therefore do not benefit from the protections of Geneva
Conventions IIT or IV, respectively.

4. The fact that there is no combatant status in respect of non-
international armed conflict sometimes results in differing terminology.
Neither Common Article 3 to the Geneva Conventions nor Additional
Protocol II defines the term ‘civilian’. For the purposes of this Manual,
civilians in a non-international armed conflict are those individuals
who are not members of the State’s armed forces, dissident armed forces,
or other organized armed groups.

5. Although the law of armed conflict does not prohibit participation
in a non-international armed conflict, all participants remain subject
to its specific prohibitions, such as that on attacking individuals taking
no active part in hostilities (Rule 32), Moreover, civilians are subject to
prosecution under the domestic law of the State that captures them,
which may include a prohibition on participation.

SECTION 2: ATTACKS GENERALLY

1. The law of armed conflict applies to the targeting of any person or
object during armed conflict irrespective of the means or methods of
warfare employed. Consequently, basic principles such as distinction and
the prohibition of unnecessary suffering will apply to cyber operations
just as they do to other means and methods of warfare. The applicability
of particular treaty rules is determined by such matters as whether a State
is a Party to the treaty in question, its status as a party to the conflict, and
the type of armed conflict (international or non-international).

2. The principles and Rules set forth in the sections regarding attacks
(Rules 30 to 58) apply equally to situations in which cyber means are
used to take control of enemy weapons and weapon systems, as in the
case of taking control of an unmanned combat aerial system (UCAS) and
using it to conduct attacks.
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3. Article 49(3) of Additional Protocol I limits the Protocol’s provi-
sions on the conduct of hostilities ‘to any land, air or sea warfare which
may affect the civilian population, individual civilians or civilian objects
on land. They further apply to all attacks from the sea or from the air against
objectives on land but do not otherwise affect the rules of international
law applicable in armed conflict at sea or in the air.” The International
Group of Experts agreed that despite this apparent limitation, State practice
was such that the principles expressed in the section, to the extent they
reflect customary international law, apply equally to attacks to or from
the land, at sea, or in the air”® The only exception to this conclusion
applies with regard to precautions in attack (see Section 7 of this chapter).

Rule 30 - Definition of cyber attack

A cyber attack is a cyber operation, whether offensive or defensive,
that is reasonably expected to cause injury or death to persons or
damage or destruction to objects.

1. For the purposes of the Manual, this definition applies equally in
international and non-international armed conflict.2’

2. The notion of ‘attack’ is a concept that serves as the basis for a
number of specific limitations and prohibitions in the law of armed conflict.
For instance, civilians and civilian objects may not be ‘attacked’ (Rule 32).
This Rule sets forth a definition that draws on that found in Article 49(1) of
Additional Protocol I: ‘attacks means acts of violence against the adversary,
whether in offence or defence’. By this widely accepted definition, it is the
use of violence against a target that distinguishes attacks from other
military operations. Non-violent operations, such as psychological cyber
operations or cyber espionage, do not qualify as attacks>®

3. ‘Acts of violence’ should not be understood as limited to activities
that release kinetic force. This is well settled in the law of armed conflict.
In this regard, note that chemical, biological, or radiological attacks do
not usually have a kinetic effect on their designated target, but it is
universally agreed that they constitute attacks as a matter of law.>’ The

28 Experts involved in the AMW Manual process arrived at the same conclusion. AMW
MANUAL, commentary accompanying Rule 30.

2 NIAC MANUAL, para. 1.1.6; ICRC ApDITIONAL PRoTOCOLS COMMENTARY, para. 4783
and n. 19.

3 GeamaN MaNuaL, para. 474.

% Tadi¢, Decision on the Defence Motion for Interlocutory Appeal, paras. 120, 124
(regarding chemical weapons).
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crux of the notion lies in the effects that are caused. To be characterized
as an act of violence, an action must result in the consequences set forth
in this Rule, which are explained below. Restated, the consequences of an
operation, not its nature, are what generally determine the scope of the
term ‘attack’; ‘violence’ must be considered in the sense of violent
consequences and is not limited to violent acts. For instance, a cyber
operation that alters the running of a SCADA system controlling an
electrical grid and results in a fire qualifies. Since the consequences are
destructive, the operation is an attack.

4. All members of the International Group of Experts agreed that the
type of consequential harm set forth in this Rule qualifies an action as an
attack, although, as discussed below, there are nuances to its application.
The text of numerous Articles of Additional Protocol I, and the ICRC
commentary thereto, supports this conclusion. For instance, Article 51(1)
sets forth the general principle that the ‘civilian population and individ-
ual civilians shall enjoy general protection against dangers arising from
military operations’. Other Articles provide further support. The rules of
proportionality speak of ‘loss of civilian life, injury to civilians, damage to
civilian objects, or a combination thereof ** Those relating to protection
of the environment refer to ‘widespread, long-term, and severe dumuge’,33
and the protection of dams, dykes, and nuclear electrical generating sta-
tions is framed in terms of ‘severe Josses among the civilian population”**
The Experts agreed that de minimis damage or destruction does not meet
the threshold of harm required by this Rule.

5. The word ‘cause’ in this Rule is not limited to effects on the
targeted cyber system. Rather, it encompasses any reasonably foreseeable
consequential damage, destruction, injury, or death. Cyber attacks
seldom involve the release of direct physical force against the targeted
cyber system; yet, they can result in great harm to individuals or objects.
For example, the release of dam waters by manipulating a SCADA
system could cause massive downstream destruction without damaging
the system. Were this operation to be conducted using kinetic means, like
bombing the dam, there is no question that it would be regarded as an
attack. No rationale exists for arriving at a different conclusion in the
cyber context.

6. Although the Rule is limited to operations against individuals or
physical objects, the limitation should not be understood as excluding

%2 Additional Protocol I, Arts. 51(5)(b), 57(2)(a){ii, 57(2)(b).
3 Additional Protocol 1, Arts. 35(3), 55(1). 4 Additional Protocol I, Art. 56(1).
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cyber operations against data (which are non-physical entities) from the
ambit of the term attack. Whenever an attack on data results in the injury
or death of individuals or damage or destruction of physical objects,
those individuals or objects constitute the ‘object of attack’ and the
operation therefore qualifies as an attack. Further, as discussed below,
an operation against data upon which the functionality of physical
objects relies can sometimes constitute an attack.

7. The phrase ‘against the adversary’ in Article 49(1) could cause
confusion by suggesting that destructive operations must be directed at
the enemy to qualify as attacks. The International Group of Experts
agreed that such an interpretation would make little sense in light of,
for instance, the prohibitions on attacking civilians and civilian objects.>®
The Experts agreed that it is not the status of an action’s target that
qualifies an act as an attack, but rather its consequences. Therefore,
acts of violence, or those having violent effects, directed against civilians
or civilian objects, or other protected persons or objects, are attacks.

8. While the notion of attack extends to injuries and death caused
to individuals, it is, in light of the law of armed conflict’s underlying
humanitarian purposes, reasonable to extend the definition to serious
illness and severe mental suffering that are tantamount to injury. In
particular, note that Article 51(2) of Additional Protocol I prohibits ‘acts
or threats of violence the primary purpose of which is to spread terror
among the civilian population’. Since terror is a psychological condition
resulting in mental suffering, inclusion of such suffering in this Rule
is supportable through analogy.

9. With regard to digital cultural property, see the Commentary
accompanying Rule 82.

10. Within the International Group of Experts, there was extensive
discussion about whether interference by cyber means with the function-
ality of an object constitutes damage or destruction for the purposes of
this Rule. Although some Experts were of the opinion that it does not, the
majority of them were of the view that interference with functionality
qualifies as damage if restoration of functionality requires replacement of
physical components. Consider a cyber operation that is directed against
the computer-based control system of an electrical distribution grid.
The operation causes the grid to cease operating. In order to restore
distribution, either the control system or vital components thereof must

35 See also AMW MANUAL, commentary to Rule ke).
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be replaced. The cyber operation is an attack. Those experts taking this
position were split over the issue of whether the ‘damage’ requirement is
met in situations where functionality can be restored by reinstalling the
operating system.

11. A few Experts went so far as to suggest that interference with
functionality that necessitates data restoration, while not requiring phys-
ical replacement of components or reinstallation of the operating system,
qualifies as an attack. For these Experts, it is immaterial how an object
is disabled; the object’s loss of usability constitutes the requisite damage.

12. The International Group of Experts discussed the characteriza-
tion of a cyber operation that does not cause the type of damage set forth
above, but which results in large-scale adverse consequences, such as
blocking email communications throughout the country (as distinct from
damaging the system on which transmission relies). The majority of
the Experts took the position that, although there might be logic in
characterizing such activities as an attack, the law of armed conflict does
not presently extend this far. A minority took the position that should
an armed conflict involving such cyber operations break out, the inter-
national community would generally regard them as attack. All Experts
agreed, however, that relevant provisions of the law of armed conflict
that address situations other than attack, such as the prohibition on
collective punishment (Rule 85), apply to these operations.

13. 1t should be noted that a cyber operation might not result in the
requisite harm to the object of the operation, but cause foreseeable
collateral damage at the level set forth in this Rule. Such an operation
amounts to an attack to which the relevant law of armed conflict applies,
particularly that regarding proportionality (Rule 51).

14. A cyber operation need not actually result in the intended
destructive effect to qualify as an attack.”® During the negotiation of
Additional Protocol 1 the issue of whether laying land mines constituted
an attack arose. The ‘general feeling’ of the negotiators was that ‘there is
an attack whenever a person is directly endangered by a mine laid’.”” By
analogy, the introduction of malware or production-level defects that are
cither time-delayed or activate on the occurrence of a particular event is
an attack when the intended consequences meet the requisite threshold
of harm. This is so irrespective of whether they are activated. Some
members took the position that although there is no requirement that

¥ See also AMW MANUAL, commentary to Rule 1(c).
¥ ICRC ADDITIONAL PROTOCOLS COMMENTARY, para. 1881.
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the cyber operation be successful, an attack only transpires once the
malware is activated or the specified act occurs.

15. An attack that is successfully intercepted and does not result in
actual harm is still an attack under the law of armed conflict. Thus, a
cyber operation that has been defeated by passive cyber defences such as
firewalls, anti-virus software, and intrusion detection or prevention
systems nevertheless still qualifies as an attack if, absent such defences,
it would have been likely to cause the requisite consequences.

16. Cyber operations may be an integral part of a wider operation
that constitutes an attack. As an example, a cyber operation may be used
to disable defences at a target that is subsequently kinetically attacked. In
such a case, the cyber operation is one component of an operation that
qualifies as an attack, much as laser designation makes possible attacks
using laser-guided bombs. The law of armed conflict on attacks applies
fully to such cyber operations.

17. fan attack is conducted against civilians or civilian objects in the
mistaken but reasonable belief that they constitute lawful targets, an attack
has nonetheless occurred. However, if the attacker has fully complied with
the requirement to verify the target (Rule 53), the attack will be lawful.

18, }t may be the case that the target of a cyber attack does not realize
it has been attacked. For instance, a cyber attack directed against civilian
infrastructure may be designed to appear as if the ensuing damage
resulted from simple mechanical malfunction. The fact that a cyber
attack is not recognized as such has no bearing on whether it qualifies
as an attack and is subject to the law of armed conflict thereon.

19. Care is required when identifying the originator of an attack. To
illustrate, an individual may receive an email with an attachment con-
taining malware. Execution of the malware, which occurs automatically
upon opening, will cause the requisite level of harm. If that individual
unwittingly forwards the email and it does cause such harm, he or she
will not have conducted an attack; the email’s originator will have done
so. By contrast, if the intermediary forwards the email knowing it
contains the malware, both individuals will have conducted an attack.

Rule 31 - Distinction
The principle of distinction applies to cyber attacks.

1. The 1868 St Petersburg Declaration provides that ‘the only legit-
imate object which States should endeavour to accomplish during war is
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to weaken the military forces of the enemy’. This general principle is the
foundation upon which the principle of distinction is based. The
principle of distinction is one of two ‘cardinal’ principles of the law of
armed conflict recognized by the International Court of Justice in its
Advisory Opinion on the Legality of the Threat or Use of Nuclear
Weapons>® The other is the prohibition of unnecessary suffering
(Rule 42). According to the Court, these principles of customary inter-
national law are ‘intransgressible’.*

2. Article 48 of Additional Protocol I codifies the customary inter-
natjonal law principle: ‘In order to ensure respect for and protection of
the civilian population and civilian objects, the Parties to the conflict shall
at all times distinguish between the civilian population and combatants
and between civilian objects and military objectives and accordingly shall
direct their operations only against military objectives.” The principle
applies in both international and non-international armed conflict. 1t is
included in virtually all military law of armed conflict manuals, is cited
in unofficial compilations of the ¢ y international law of armed
conflict, and appears in the statutes of international tribunals.*®

3. In non-international armed conflict, the principle of distinction
obliges the parties to distinguish between civilians, on the one hand, and
members of State armed forces and organized armed groups, including
members of the regular or dissident armed forces, on the other.*’ The
International Group of Experts agreed that this obligation also requires
the parties to distinguish between military objectives and civilian objects
despite the fact that Article 13 of Additional Protocol 11 was originally
not meant to extend to civilian objects.*

Nuclear Weapons Advisory Opinion, para. 78. According to the Court, *States must never
make civilians the object of attack and must consequently never use weapons that are
incapable of distinguishing between civilian and military targets.”

Nuclear Weapons Advisory Opimion, para. 79.

See, £g. US COMMANDER'Ss HANDBOOK, para. 5.3.2; UK MANUAL, para. 2.5-2.5.3 (as
amended); CANADIAN MANUAL, para. 423; AMW Manvar, Rule 10; NIAC Manvar,
para. 1.2.2; ICRC Customary 1HL Stupy, Rules 1, 7; SAN REMo MaNuAL, Rule 39; Rome
Statute, Arts. 8(2)(b)(i) and (ii), 8(2)(e)(i) and (ii).

NIAC ManuaL, para. l 2 2 In Tudié the Intemational Cnmmal Tnbunal for the Former

Yugoslavia licable in non- b armed conflict.
Tadué Decision on the Defence Mcnon for Interlocutory Appeal, paras. 122, 127,
2 ICRCA P C RY, para. 4759 (noting that Art. 13 of Protocol

TI provides no general protection for civilian objects). But see NIAC MANUAL, para. 1.2.2;
ICRC CusTomary IHL Stupy, Rule 10 (identifying general protection for civilian objects
in non-international armed conflict).
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4. Articles 51 and 52 of Additional Protocol I reflect the principle of
distinction by setting forth protections for the civilian population and
civilian objects respectively (Rules 32 to 40). It also undergirds various
Articles that extend special protection to particular protected persons and
objects,” and is the basis from which the principle of proportionality and
the requirement to take precautions in attack arise (Rules 51 to 58).

5. Certain operations directed against the civilian population are
lawful.** For instance, psychological operations such as dropping leaflets or
making propaganda broadcasts are not prohibited even if civilians are the
intended audience.*® In the context of cyber warfare, transmitting email

ges to the enemy population urging capitulation would likewise com-
port with the law of armed conflict.* Only when a cyber operation against
civilians or civilian objects (or other protected persons and objects) rises to
the level of an attack is it prohibited by the principle of distinction and those
rules of the law of armed conflict that derive from the principle. Whether 2
particular cyber operation qualifies as an ‘attack’ is the subject of Rule 30.

6. Since the principle of distinction is intransgressible, any rationale
or justification for an attack not permitted by the law of armed conflict is
irrelevant in determining whether the principle has been violated.*
As an example, an attack against a civilian object would be unlawful
even if it shortened the course of the conflict and thereby saved civilian
lives. Similarly, cyber attacks against a civilian leader’s private property
designed to pressure him into capitulation would be unlawful if
the property qualified as a civilian object irrespective of whether the
conflict would likely be shortened.

7. The principle of distinction, as used in this Rule must not be
confused with the obligation of t to distinguish th !
from the civilian papulation (Rule 26).

Additional Protocol 1, Arts. 53-6.

ICRC ADDITIONAL PROTOCOLS COMMENTARY, para. 1875.

AMW MANUAL, commentary accompanying Rule 13(b). OF course, this is only so long as
the actions do not violate the ibition on izing the civilian population set forth
in Rule 36.

During the 2003 invasion of Iraq, ‘“Thousands of Traqi military officers received e-mails on
the Iraqu Defense Ministry c-mail system just beforc the war started.’ They were told to
place tanks and armoured vehicles in formation and abandon them, walk away, and go
home. Richard A. Clarke and Robert K. Knake, CYBERWARFARE: THE NEXT THREAT To
NATIONAL SECURITY AND WHAT TO Do Asout It 9-10 (2010},

Of course, if a civilian is attacking a member of the armed forces for reasons unrelated to
the conflict, the member of the armed forces may defend him or hersclf. This principle
applies m the cyber context.

&
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SECTION 3: ATTACKS AGAINST PERSONS

Rule 32 - Prohibition on attacking civilians

The civilian population as such, as well as individual civilians, shall
not be the object of cyber attack.

1. 'This rule is based on the principle of distinction, set forth in Rule
31 It has been codified in Article 51(2) of Additional Protocol 1 and
Article 13(2) of Additional Protocol II and is undoubtedly reflective of
customary international law in both international and non-international
armed conflict *®

2. As to the definition of ‘civilian’, see the Commentary to Rule 29.
The ‘civilian population’ comprises all persons who are civilians. The
presence within the civilian population of individuals who do not come
within the definition of civilians does not deprive the population of its
civilian character.*’

3. For a cyber operation to be prohibited by this Rule, it must qualify
as an attack. The term attack is defined in Rule 30.

4. Under this Rule, the ‘object’ of a cyber attack is the person against
whom the cyber operation is directed. Although protected from being
made the object of attack, civilians lose their protection for such time as
they directly participate in hostilities (Rule 35).

5. To qualify as the object of an attack, the harm to the relevant person
(or object) must meet the level set forth in Rule 30. For instance, consider
the case of a cyber operation intended to harm a particular individual by
manipulating her medical information stored in a hospital’s database. She
would be the object of attack, but the database would not be if the damage
thereto does not rise to the level required for an attack. By contrast,
consider the case of a cyber attack against the SCADA system of a chemical
plant that is designed to cause an explosion. The explosion is planned to
result in the release of toxic substances that will kill the surrounding
population. The chemical plant and the population are both objects of
attack because the requisite level of harm is reached as to each of them.

* US CoMMANDER's HANDBOOK, para. 8.3; UK MaNuat, paras. 252 (as amended), 5.3;
CANADIAN MANUAL, paras. 312, 423; GERMAN MANUAL, paras, 404, 502; AMW MANUAL,
Rule 11 and accompanying commentary; NIAC MANUAL, para, 2.1.1.1; ICRC CustoM-
ARY THL STupY, Rule 1, See also Rome Statute, Arts. 8(2)(b)(i) and (ii), 8(2)(e)(i) and (ii);
Marti¢ judgment, paras. 67-9; Gali¢ Appeals Chamber judgment, paras. 190-2.

49 Additional Protocol 1, Arts. 50(2). 50(3).
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6. The fact that a cyber attack directed against a military objective
(Rule 38) foreseeably causes incidental damage, destruction, injury, or
death to civilians or civilian objects does not make those individuals and
objects the ‘objects of attack’.*® Consider a cyber operation designed
to down military aircraft by attacking a military air traffic control system.
The aircraft are lawful objects of attack. However, civilians on the ground
who are injured or killed when the aircraft crash would not qualify
as objects of attack. Instead, any protection such persons enjoy would
derive from the principle of proportionality and the requirement to
take precautions in attack (Rules 51 to 58).

Rule 33 - Doubt as to status of persons

In case of doubt as to whether a person is a civilian, that person shall
be considered to be a civilian.

1. The International Group of Experts concluded that Rule 33 is
reflective of customary international law and is applicable in inter-
| and non-inter | armed conflicts® The presumption of
civilian status in cases of doubt is codified in Article 50(1) of Additional
Protocol I. Some law of armed conflict manuals recognize this Rule.”

2. A number of Experts were unable to accept an interpretation of
the Rule whereby the attacker alone bears the burden of disproving
civilian status in cases of doubt. They noted that since a defender has
an obligation to take passive precautions (Rule 59), such an outcome
would be inappropriate. Subject to this interpretation, they accepted
inclusion of Rule 33 in this Manual.

3. The precise threshold at which the doubt is sufficient to bring this
Rule into operation is unsettled. On ratification of Additional Protocol I,
a number of States Party made relevant statements concerning Article
50(1). The United Kingdom, for instance, observed that the Article
applies only in cases of ‘substantial doubt still remaining’ after ‘assess-
ment of the information from all sources which is reasonably available to
them at the relevant time’.*? In contrast to substantial doubt, the concept

US CoMMANDER's HANDBOOK, para. 8.3.1.

See, e.g., AMW ManuaL, commentary accompanying Rule 12(a); ICRC CusTomary IHL
STUDY commentary accompanying Rule 6.

UK MANUAL, para. 5.3.1; CANADIAN MANUAL, para. 429.

UK Additional Protocol Ratification Statement, para, (h); UK MANUAL, para. 5.34 (as
amended).
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of ‘reasonable doubt’ has been used for the purposes of determining
liability under international criminal law.** Whatever the precise thresh-
old of doubt necessary to bring the Rule into play, it is clear that the
mere existence of some doubt is insufficient to establish a breach.

4. The issue of doubt is especially important in the cyber context. In
many countries, the use of computers and computer networks by civil-
ians is pervasive, and the networks that civilians and the armed forces use
may be conjoined. In such cases, computer use, or the use of a particular
network, may not per se indicate military status. This predicament is
compounded by the fact that the individuals are usually not physically
visible while engaged in cyber activities.

5. The presumption as to civilian status is distinct from the issue of
uncertainty as to direct participation in hostilities. In other words, the
presumption set forth in this Rule applies when there is doubt as to
whether the individual is a combatant or civilian. In the case of direct
participation, the individual is by definition a civilian; thus, the matters
about which doubt can exist relate to that individual's activities, not his
or her status. On the presumption in the context of direct participation,
see the Commentary accompanying Rule 35.

6. Although there is no directly equivalent rule in the law relating to
non-international armed conflicts because the notion of combatancy
does not exist in those conflicts (Rule 26), the customary principle of
distinction applies. Consequently, during non-international armed con-
flicts, a p ption that an individual is a civilian protected against
attack attaches whenever sufficient doubt on the matter exists.

Rule 34 - Persons as lawful objects of attack
The following persons may be made the object of cyber attacks:

{a) members of the armed forces;

(b) members of organized armed groups;

(<) civilians taking a direct part in hostilities; and

(d) in aninternational armed conflict, participants in a levée en masse.

1. This Rule applies in both international and non-international
armed conflict, except as noted in Jit. (d).% Its precise formulation
is derived by negative implication from other Rules set forth in this

* Gali¢ Trial Chamber judgment, para. 55.  ** NIAC MANUAL, para. 2.1.1.
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Manual. Rule 32 prohibits attacks against civilians, thereby suggesting
that, subject to other restrictions in the law of armed conflict, those
who are not civilians may be attacked. Rule 35 provides that despite
being civilians, individuals who directly participate in hostilities lose
their protection from attack. With regard to a levée en masse, the
conclusion that its participants may be attacked is drawn by inference
from the fact that they enjoy combatant status (Rule 27).

2. Status or conduct may render an individual liable to attack. The
targetability of the first two categories of persons is based on their status,
whereas the targetability of the latter two depends on the conduct in
which they engage.

3. The term ‘members of the armed forces’ is defined and discussed
in the Commentary accompanying Rule 26. In general, it refers
to members of the regular armed forces and groups, such as certain
volunteer groups or resi e ts, that are assimilated to the
regular armed forces. However, members of the armed forces who are
medical or religious personnel, or who are hors de combat, are not subject
to attack.® Individuals are hors de combat if they have been wounded
or are sick and they are neither engaging in hostile acts nor attempting
to escape, have been captured, or have surrendered. A member of the
armed forces who, despite being sick or wounded, continues to engage in
cyber operations directed against the enemy, or that enhance or preserve
his or her own side’s military capabilities, is not hors de combat.>

4. 'The International Group of Experts was divided over qualification as
a member of an organized armed group (Commentary to Rule 23). Some of
the Experts took the position that mere membership in such a group suffices.
Inother words, once it is reliably established that an individual belongs to an
organized armed group, that individual may be attacked on the same basis as
a member of the armed forces. Other Experts adopted the position set forth
in the ICRC Interpretive Guidance, which limits membership in organized
armed groups to those individuals with a ‘continuous combat function’.”

% Geneva C ion I, Arts. 24, 25; Additional Protocol 1, Art. 41; US COMMANDER's
HaNDBOOK, paras. 8.2.3, 8.2.4.1, 8.24.2; UK MaNUAL, para. 5.6; CANADIAN MANUAL,
para. 309; GERMAN MaNUAL, para. 601; AMW Manuat, Rule 15(b); NIAC ManuaL,
paras. 2.3.2, 3.2; ICRC CustoMarY 1HL STuDY, Rule 87.

%7 See, eg., ICRC ADDITIONAL PROTOCOLS COMMENTARY, paras. 1621-2 (characterizing an
attelnpt to communicate with one’s own side as a ‘hostile acr’).

5% ICRC INTERPRETIVE GUIDANCE at 27. The notion involves an individual undertaking a
‘continuous function for the group involving his or her direct participation in hostilities’.
Ibid. at 33.
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For these Experts, individuals who do not have such a function are to be
treated as civilians who may only be attacked for such time as they directly
participate in hostilities. The controversy over contintous combat function is
relevant in both international and non-international armed conflict. All
members of the International Group of Experts agreed that, with regard to
a group that consists of both military and political or social wings, only the
military wing qualifies as an organized armed group.

5. The International Group of Experts was also divided over whether
an organized armed group involved in an international armed conflict
must ‘belong to a party to the conflict’ to be subject to this Rule. For
instance, a particular group may be involved in cyber attacks for reasons
other than providing support to one of the parties, such as religious or
ethnic animosity towards their opponent or a desire to take advantage of
the instability generated by the armed conflict to accumnlate power.
The notion of ‘belonging to a party’ was ined in the C y
to Rule 26. Some Experts adopted the approach taken in the ICRC
Interpretive Guidance by which members of a group that does not belong
to a party to the conflict are to be treated as civilians for the purposes of
that conflict.”® Accordingly, they can only be targeted for such time as
they directly participate in hostilities. Other Experts took the position
that for the purposes of this Rule, no such requirement exists; all
members of the group may be targeted based on their status as such.

6. With regard to civilians directly participating in hostilities, see
Rule 35 and the accompanying Commentary.

7. Aninteresting question in this regard is the qualification of private
contractors, The International Group of Experts agreed that individual
contractors are civilians who may only be targeted based on their direct
participation in the hostilities (Rule 35), The more difficult case involves
a company that has been contracted by a party to the conflict to perform
specific military operations such as cyber attacks against the enemy.
The majority of Experts took the position that the company qualifies as
an organized armed group belonging to a party®® By contrast, the

% The Guidance does note that the group may be a party to a separate non-iternational
armed conflict with its opponent if the violence reaches the required threshold. ICRC
INTERPRETIVE GUIDANCE at 23-4.

See ICRC INTERPRETIVE GUIDANCE at 38-9 (noting that contractors effectively incorpor-
ated into the armed forces of a party to the contlict by being given a continuous combat
function would become members of an organized armed group and would no longer, for
the purposes of the distinction principle, qualify as civilians). On qualification as an
organized armed group, sce Commentary accompanying Rule 23.

3
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minority was of the view the contractual relationship would not be seen
as a sufficient basis for regarding the company as belonging to a party
(Rule 35). However, even according to the minority view, those members
of the company directly participating in the hostilities may be attacked.

8. Civilian government employees, such as members of inteiligence
agencies, sometimes conduct cyber operations during an armed conflict.
In the event a particular group of such individuals qualifies as an
organized armed group, its members are subject to attack in accordance
with this Rule. Other civilian government employees are civilians who are
targetable only for such time as they directly participate in hostilities
(Rule 35).

9. Persons who are taking part in a levée en masse are targetable
throughout the period of their participation therein. For targeting pur-
poses, they are not treated as civilians directly participating in hostilities,
that is, the ‘for such time’ criterion does not apply (Rule 35). The criteria
for qualification as a levée en masse are di d in the C y
accompanying Rule 27,

Rule 35 - Civilian direct participants in hostilities

Civilians enjoy protection against attack unless and for such time
as they directly participate in hostilities.

1. This Rule is drawn from Article 51(3) of Additional Protocol I and
Article 13(3) of Additional Protocol 1L 1t is customary international law
in both international and non-international armed conflict.*'

2. Rule 35 does not apply to members of the armed forces, organized
armed groups, or participants in a levée en masse. For the purposes of
this Rule, such individuals are not civilians.®* The Rule’s application is
limited to individuals who engage in hostilities without affiliation to
any such group and to members of ad hoc groups that do not qualify
as an ‘organized armed group’ (for instance, because they lack the

quisite degree of organization). On the requirements for qualification

' US ComMaNDER'S HANDROOK, paras. 8.2.2, 8.3; UK MaNUAL, paras, 5.3.2 (as amended),
158; CANADIAN MANUAL, paras. 318, 1720; GERMAN MANUAL, para. 517; AMW
ManNuAL, chapeau to sec. F; NIAC ManuAL, paras. 1.1.3, 2.1.1.2; 1CRC CUSTOMARY
THL Stupy, Rule 6.

2 The ICRC Interpretive Guidance limits its analysis of civilian status to situations involv-
ing the conduct of hostilities, [CRC INTERPRETIVE GUIDANCE at 11. That analysis, like
that set forth i this Commentary, is without prejudice to the question of civilian status
for other purposes, such as detention.
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as an organized armed group, especially with regard to ‘continuous
combat functjon’, see the Commentary accompanying Rule 34.

3. An act of direct participation in hostilities by civilians renders
them liable to be attacked, by cyber or other lawful means. Additionally,
harm to direct participants is not considered when assessing the
proportionality of an attack (Rule 51) or determining the precautions
that must be taken to avoid harming civilians during military operations
(Rules 52 to 58).

4. The International Group of Experts generally agreed with the
three cumulative criteria for qualification of an act as direct participation
that are set forth in the ICRC Interpretive Guidance. First, the act {or a
closely related series of acts) must have the intended or actual effect of
negatively affecting the adversary’s military operations or capabilities,
or inflicting death, physical harm, or material destruction on persons or
objects protected against direct attack (threshold of harm).%* There is
no requirement for physical damage to objects or harm to individuals.
In other words, actions that do not qualify as a cyber attack will satisfy
this criterion so long as they negatively affect the enemy militarily. An
example of an operation satisfying the criterion is a cyber operation
that disrupts the enemy’s command and control network. Some
members of the International Group of Experts took the position that
acts that enhance one’s own military capacity are included, as they
necessarily weaken an adversary’s relative position, An example is main-
taining passive cyber defences of military cyber assets. Second, a direct
causal link between the act in question and the harm intended or inflicted
must exist (causal link).** In the previous example, the disruption to
the enemy’s command and control is directly caused by the cyber attack;
the criterion is met. Finally, the acts must be directly related to the
hostilities (belligerent nexus).*® In the example, the fact that the system

© “In order to reach the required threshold of harm, a specific act must be likely to adversely
affect the military operations or military capacity of a party to an armed conflict or,
altematively, to inflict death, injury, or destruction on persons or objects protected
against direct attack.” ICRC INTERPRETIVE GUIDANCE at 47. See also AMW Manuat,
commentary accompanying Rule 29,

‘In order for the requirement of direct causation to be satisfied, there must be a direct
causal link between a specific act and the harm likely to result either from that act, or
from a coordinated military operation of which that act constitutes an integral part.'
TCRC INTERPRETIVE GUIDANCE at 51. See also AMW MaNuaL, commentary to Rule 29,
‘In order to meet the requirement of belligerent nexus, an act must be specifically
designed to directy cause the required threshoid of harm in support of a party to the

?
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is used to direct enemy military operations fulfils the condition. It must be
cautioned that although the majority agreed on these criteria, differences
of opinion existed as to their precise application to particular actions.*®

5. Clearly, conducting cyber attacks related to an armed conflict
qualifies as an act of direct participation, as do any actions that make
possible specific attacks, such as identifying vulnerabilities in a targeted
system or designing malware in order to take advantage of particular
vulnerabilities. Other unambiguous examples include gathering informa-
tion on enemy operations by cyber means and passing it to one’s own
armed forces and conducting DDoS operations against enemy military
systems. On the other hand, designing malware and making it openly
available online, even if it may be used by someone involved in the conflict
to conduct an attack, does not constitute direct participation. Neither
would maintaining computer equip generally, even if such equip-
ment is subsequently used in the hostilities. A more difficult situation
arises when malware is developed and provided to individuals in circum-
stances where it is clear that it will be used to conduct attacks, but where
the precise intended target is unknown to the supplier. The International
Group of Experts was divided as to whether the causal connection between
the act of providing the malware and the subsequent attack is, in such a
situation, sufficiently direct to qualify as direct participation.

6. The criterion of belligerent nexus rules out acts of a purely crim-
inal or private nature that occur during an armed conflict. For example,
criminals who use cyber means to steal State funds belonging to a party
to the conflict, but with a view to private gain, would not be direct
participants in hostilities. Some members of the International Group
of Experts, however, were of the view that if individuals use cyber means
to steal funds, private or public, such theft would constitute direct
participation if, for example, the operation was conducted to finance
particular military operations.

7. Any act of direct participation in hostilities by a civilian renders
that person targetable for such time as he or she is engaged in the
qualifying act of direct participation.” All of the Experts agreed that this

conflict and to the detriment of another.” ICRC INTERPRETIVE GUIDANCE at 58. See also
AMW MaNuaL, commentary accompanying Rule 29.

 For mnstance, there is a well-known, on-going debate over whether assembly of impro-
vised explosive devices or acting as a voluntary human shield quakfies as direct
participation.
For farther elaboration, see ICRC INTERPRETIVE GUIDANCE at 70-3.
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would at least include actions immediately preceding or subsequent to
the qualifying act.*® For instance, travelling to and from the location
where a computer used to mount an operation is based would be encom-
passed in the notion. Some of the Experts took the position that the period
of participation extended as far ‘upstream’ and ‘downstream’ as a causal link
existed.®® In a cyber operation, this period might begin once an individual
began probing the target system for vulnerabilities, extend throughout the
duration of activities against that system, and include the period during
which damage is assessed to determine whether ‘re-attack’ is required.

8. A particularly important issue in the cyber context is that of
‘delayed effects’. An example is emplacement of a logic bomb designed
to activate at some future point. Activation may occur upon lapse of a
predetermined period, on comumand, or upon the performance of a
particular action by the target system (e.g., activation of the fire control
radar of a surface-to-air missile site). The majority of the International
Group of Experts took the position that the duration of an individual’s
direct participation extends from the beginning of his involvement in
mission planning to the point when he or she terminates an active role in
the operation. In the example the duration of the direct participation
would run from the commencement of planning how to emplace the
logic bomb through activation upon command by that individual. Note
that the end of the period of direct participation may not necessarily
correspond with the point at which the damage occurs. This would be
so in the case of emplacement of the logic bomb by one individual and
later activation by another. The key with regard to targetability is ascer-
taining when a particular individual’s participation begins and ends.

9. A minority of the International Group of Experts would characterize
emplacement and activation by the same individual as separate acts of
direct participation. By their view, the completion of emplacement
would end the first period of direct participation and taking steps later to
activate the logic bomb would mark the commencement of a second period.

10. A further issue regarding the period of direct participation, and
thus susceptibility to attack, involves a situation in which an individual
launches repeated cyber operations that qualify as direct participation.
Such circumstances are highly likely to arise in the context of cyber
operations, for an individual may mount repeated separate operations

 ICRC INTERPRETIVE GUIDANCE at 67-8.
% See Yoram Dinstein, Tre CoNpuCT oF HOSTILITIES UNDER THE LAW OF INTERNATIONAL
ARMED CONFLICT at 147-9 (2nd ed. 2010).
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over time, either against the same cyber target or different ones. The
International Group of Experts was split on the consequence of repeated
actions with regard to the duration issue. Some of the Experts took the
position, adopted in the ICRC Interpretive Guidance, that each act must
be treated separately in terms of direct participation analysis.”® Other
Experts argued that this position makes little operational sense. It would
create a ‘revolving doot’ of direct participation, and thus of targetability.
For these Experts, direct participation begins with the first such cyber
operation and continues throughout the period of intermittent activity.

11. Consider the example of an individual hacktivist who has, over
the course of one month, conducted seven cyber attacks against the
enemy’s command and control system. By the first view, the hacktivist
was only targetable while conducting each attack. By the second, he was
targetable for the entire month. Moreover, in the absence of a clear
indication that the hacktivist was no longer engaging in such attacks,
he or she wonld have remained targetable beyond that period.

12. The International Group of Experts was divided over the issue of
whether a presumption against direct participation applies. Some Experts
took the position that in case of doubt as to whether a civilian is engaging
in an act of direct participation {or as to whether a certain type of activity
rises to the level of direct participation), a presumption against direct
participation attaches.”! Other Experts objected to the analogy to Rule 33
(regarding the presumption in cases of doubt as to status). They were
of the view that when doubt over these issues exists, the attacker must, as
a matter of law, review all of the relevant information and act reasonably
in the circumstances when deciding whether to conduct the attack.

Rule 36 - Terror attacks

Cyber attacks, or the threat thereof, the primary purpose of which is
to spread terror among the civilian population, are prohibited.

1. Rule 36 is based upon Article 51(2) of Additional Protocol I and
Article 13(2) of Additional Protocol IL It reflects customary international law
and applies equally in non-international and international armed conflict.”

7 JCRC INTERPRETIVE GUIDANCE at 44-5, 70-1.

7! For the argument in favour of such a presumption, see ICRC INTERPRETIVE GUIDANCE at
75~6.

7 Gali¢ Appeals Chamber judgment, paras. 86-98, 101-4; US CommanpeR's HANDBOOK,
para. 8.9.1.2; UK MANUAL, paras. 5.21, 5.21.1; CANADIAN MANUAL, paras. 617, 1720;
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2. To breach this Rule, a cyber operation must amount to a ‘cyber
attack’, or threat thereof, as that term is applied and interpreted in Rule
30. The limitation to cyber attacks is supported by the ICRC Additional
Protocols Commentary, which notes with respect to Article 51(2) that
‘This provision is intended to prohibit acts of violence the primary
purpose of which is to spread terror among the civilian population
without offering substantial military advantage.”® As an example of the
Rule’s application, a cyber attack against a mass transit system that
causes death or injury violates the Rule if the primary purpose of
the attack is to terrorize the civilian population. It should be noted that
such an operation would also constitute an unlawful attack against
civilians and civilian objects (Rnles 32 and 37).

3. The prohibition in this Rule extends to threats of cyber attacks,
whether conveyed by cyber or non-cyber means. For instance, a threat to
use a cyber attack to disable a city’s water distribution system to contam-
inate drinking water and cause death or illness would violate the Rule if
made with the primary purpose of spreading terror among the civilian
population. On the other hand, consider the example of a false tweet
(Twitter message) sent out in order to cause panic, falsely indicating that
a highly contagious and deadly disease is spreading rapidly throughout
the population. Because the tweet is neither an attack nor a threat thereof,
it does not violate this Rule.

4. It must be emphasized that the essence of the prohibition is its
focus on the purpose of a cyber attack, specifically the spreading of terror
among a civilian population. While a lawful cyber attack against a
military objective, including combatants, might cause terror, this is not
the type of attack covered in this Rule. As noted in the ICRC Additional
Protocols Commentary to Article 51(2), this provision is ‘intended to
prohibit acts of violence, the primary purpose of which is to spread
terror, without offering substantial military advantage’. The commentary
correctly points out that ‘there is no doubt that acts of violence related
to a state of war almost always give rise to some degree of terror among

the population’.”

GERMAN MANUAL, para. 507; NIAC MaNUAL, para. 2.3.9; ICRC Customary 1HL Stuby,
Rule 2; AMW Manuar, Rule 18 and accompanying commentary.

73 JCRC ADDITIONAL PROTOCOLS COMMENTARY, para. 1940 (emphasis added).

7 ICRC AppiTionaL PROTOCOLS COMMENTARY, para. 1940. See also UK MaNuAL, para.
5.21.1; ICRC ADDITIONAL PROTOCOLS COMMENTARY, para. 4786.
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5. A violation of Rule 36 requires an intent to spread terror amongst
the population. The International Group of Experts agreed that terrifying
one or only a few individuals, even if that is the primary purpose of the act
or threat, does not suffice, although engaging in an act of violence against
one person in order to terrorize a significant segment of the population
would violate this Rule.”” Consensus also existed that this Rule does not
prohibit conducting attacks against enemy combatants in order to terror-
ize them.

6. The text of Rule 36 only extends to conducting or threatening
cyber terror attacks. However, employing cyber means to communicate a
threat of kinetic attack with the primary purpose of terrorizing the
civilian population is likewise prohibited by the law of armed conflict.

7. It should be noted that Article 33 of Geneva Convention IV pro-
hibits ‘measures of intimidation or of terrorism’. Unlike the norm set forth
in Article 51(2) of Additional Protocol I, which is reflected in this Rule, the
Article 33 prohibition is not limited to attacks that have a primary purpose
of terrorizing those individuals. However, it extends only to protected
persons as defined in Article 4 of that treaty. A minority of the Inter-
national Group of Experts took the position that the confluence of Article
33, Article 51(2), and State practice has resulted in a customary norm
prohibiting any operations, including cyber operations, intended (whether
the primary purpose or not) to terrorize the civilian population.

SECTION 4: ATTACKS AGAINST OBJECTS

Rule 37 - Prohibition on attacking civilian objects

Civilian objects shall not be made the object of cyber attacks. Com-
puters, computer networks, and cyber infrastructure may be made the
object of attack if they are military objectives.

1. The prohibition on attacking civilian objects derives historically from
the 1868 St Petersburg Declaration, which provided that ‘the only legitimate
object which States should endeavour to accomplish during war is to weaken
the military forces of the enemy’.”® This norm has since been codified in

7 Galié Trial Chamber judgment, para. 133.

76 St Petersburg Declaration, preamble. See also Hague Regulations, Art. 25 (noting ‘attack
or bombardment ... of towns, villages, dwellings, or buildings which arc undefended is
prohibited").
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Article 52(1) of Additional Protocol 1 and applies in international and non-
international armed conflict as customary international law.””

2. For a cyber operation to be prohibited by this Rule, it must qualify
as an ‘attack’. The term attack is defined in Rule 30.

3. Civilian objects are those objects that do not qualify as military
objectives. Civilian objects and military objectives are defined in Rule 38.

4. The International Group of Experts agreed that the determination
of whether an object is a civilian object protected from attack, and not
a military objective, must be made on a case-by-case basis.

5. The mere fact that a cyber attack is directed against a civilian
abject is sufficient to violate this Rule; it does not matter whether the
attack is unsuccessful.

6. It is important to distinguish this Rule, which prohibits directing
attacks at civilian objects, from that which prohibits indiscriminate
attacks (Rule 49). The present Rule prohibits attacks that make a pro-
tected object the ‘object of attack’. In other words, the attacker is ‘aiming’
at the civilian object in question. Indiscriminate attacks, by contrast, are
unlawful because they are not directed at any particular object (or
person), irrespective of whether some of the targets struck qualify as
military objectives. This Rule must also be distinguished from Rule 43,
which prohibits the use of indiscriminate methods or means of warfare.

Rule 38 - Civilian objects and military objectives

Civilian objects are all objects that are not military objectives. Military
objectives are those objects which by their nature, location, purpose,
or use, make an effective contribution to military action and whose
total or partial destruction, capture or neutralization, in the circum-
stances ruling at the time, offers a definite military advantage. Mili-
tary objectives may include computers, computer networks, and cyber
infrastructure.

1. Article 52(1) of Additional Protocol I defines civilian objects in the
negative as ‘all objects which are not military objectives’. The term
‘military objective’ was first defined in the 1923 Hague Draft Rules of
Air Warfare as ‘an objective whereof the total or partial destruction

7 S CoMMANDER's HANDBOOK, para. 8.3; UK MANUAL, para. 5.24; CANADIAN MANUAL,
para. 423; GERMAN MANUAL, para. 451; AMW Manuar, Rule 11 and accompanying
commentary; NIAC MaNuaL, para. 2.1.1.1; ICRC Customary [HL Stupy, Rules 7,9, 10. See
also Rome Statute, Arts, 8(2)(b)(ii), 8(2)(e)iii), (xii).
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would constitute an obvious military advantage for the belligerent’.”

It has since been codified in Article 52(2) of Additional Protocol I,
which defines military objectives as ‘those objects which by their nature,
location, purpose or use make an effective contribution to military action
and whose total or partial destruction, capture or neutralization, in
the circumstances ruling at the time, offers a definite military advantage’.
This definition has been adopted by many States in their military
manuals and is considered reflective of customary international law in
both non-international and international armed conflict.” It also appears
in numerous other treaty instruments.®®

2. As used in this Manual, the term ‘military objectives’ refers only
to those objects meeting the definition set forth in this Rule. The Inter-
national Group of Experts took this approach on the basis that the lawful
targetability of individuals is dependent on either status (Rule 34) or
conduct (Rule 35), and therefore requires a different analysis from
that set forth in Article 52(2) of Additional Protocol L.

3. The term ‘military objective’ is being used in this Rule, and
throughout the Manual, in its legal sense. It is a term of art in the law
of armed contflict. This legal term is not to be confused with the meaning
of the term in operational usage, that is, to refer to a goal of a military
operation. For example, an operation may be designed to neutralize
particular electronic communications. The messages are military object-
ives in the operational sense, but they do not constitute a military
objective in the legal sense for the reasons set forth below. However,
the hardware necessary to transmit and receive the messages would
amount to a military objective in the legal sense.

4. The meaning of the term ‘object’ is essential to understanding
this and other Rules found in the Manual. An ‘object’ is characterized
in the ICRC Additional Protocols Commentary as something
‘visible and tangible’® This usage is not to be confused with the
meaning ascribed to the term in the field of computer science, which
connotes entities that can be manipulated by the commands of
a programming language. For the purpose of this Manual, computers,

7 Hague Alr Warfare Rules, Art. 24(1).

7 US CoMMANDER'S HANDROOK, para. 8.2; UK MANUAL, para. 5.4.1; CANADIAN MANUAL,
para, 406; GERMAN MANUAL, para. 442; AMW Manual, Rule 1(y); NIAC MaNvaL, para,
1.1.4; ICRC CusToMARY IHL Stupy, Rule 8; SAN REMo MaNuaL, Rule 40.

% Mines Protocol, Art, 2(4); Protocol on Prohibitions and Restrictions on the Use of
Incendiary Weapons, Art. 1(3), 10 October 1980, 1342 UN.TS. 137.

81 |CRC ADDITIONAL PROTOCOLS COMMENTARY, paras. 2007-8.
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computer networks, and other tangible components of cyber infra-
structure constitute objects.

5. The majority of the International Group of Experts agreed that the
law of armed conflict notion of object should not be interpreted as
including data. Data is intangible and therefore neither falls within the
‘ordinary meaning’ of the term object® nor comports with the explan-
ation of it offered in the ICRC Additional Protocols Commentary.
Nevertheless, as noted in the Commentary to Rule 30, a cyber operation
targeting data may, in the view of the majority of the Experts, sometimes
qualify as an attack when the operation affects the functionality of
computers or other cyber systems. A minority of the Experts was of the
opinion that, for the purposes of targeting, data per se should be regarded
as an object. In their view, failure to do so would mean that even the
deletion of extremely valuable and important civilian datasets would
potentially escape the regulatory reach of the law of armed conflict,
thereby contradicting the customary premise of that law that the civilian
population shall enjoy general protection from the effects of hostilities, as
reflected in Article 48 of Additional Protocol L. For these Experts, the key
factor, based on the underlying object and purpose of Article 52 of
Additional Protocol 1, is one of severity, not nature of harm. The majority
characterized this position as de lege ferenda.

6. Objects may qualify as military objectives based on any of the four
criteria set forth in the Rule (nature, location, purpose, or use).® ‘Nature’
involves the inherent character of an object, and typically refers to those
objects that are fundamentally military and designed to contribute to
military action®* Military computers and military cyber infrastructure
are paradigmatic examples of objects that satisfy the nature criterion.
Of particular importance in the cyber context are military command,
control, communications, computer, intelligence, surveillance, and
reconnaissance (‘C'ISR’) systems. For instance, military cyber systems,
wherever located, and the facilities in which they are permanently
housed, qualify as military objectives. The fact that civilians (whether
government employees or contractors) may be operating these systems is
irrelevant to the question of whether they qualify as military objectives.

3 Vienna Convention on the Law of Treatics, Art. 31(1), 23 May 1969, 1155 UNTSS. 331.

8 See AMW Manuar, Rule 22 and p v: US G ’s HAND-
BOOK, para. 8.2; UK ManuaL, paras. 5.4.4(c)-(e).

8 ICRC AppiTionaL PrRoToGOLS COMMENTARY, para. 2020 (stating ‘this category com-
prises all objects directly used by the armed forces’).
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7. Objects may also qualify as military objectives by their location’.
Location normally refers to a geographical area of particular military
importance;® therefore, for instance, an IP address (or block of IP
addresses) is not a location (although it is associated with cyber
infrastructure that may qualify as a military objective). It is not the
actual use of an area but the fact that by its location it makes an
effective contribution to enemy military action that renders it a mili-
tary objective. For instance, a cyber operation against a reservoir’s
SCADA system might be employed to release waters into an area in
which enemy military operations are expected, thereby denying its use
to the enemy (subject to Rule 83). In this case, the area of land is a
military objective because of its military utility to the enemy. This
characterization justifies using cyber means to release the reservoir’s
waters.

8. When a civilian object or facility is used for military ends, it
becomes a military objective through the ‘use’ criterion.® For instance,
if a party to the conflict uses a certain civilian computer network for
military purposes, that network loses its civilian character and becomes a
military objective. This is so even if the network also continues to be used
for civilian purposes (with regard to attacking such ‘dual-use’ entities, see
Rule 39). Further examples of civilian objects that may become military
objectives by use, and which would therefore be liable to cyber attack,
include civilian rail networks being used by the military, civilian televi-
sion or radio stations that regularly broadcast military information, and
civilian airfields used to launch and recover military aircraft. Care must
be taken in applying this criterion. For example, an entire computer
network does not qualify as a military objective based on the mere fact
that an individual router so qualifies.

9. The issue of civilian factories occupied the particular attention of
the International Group of Experts. All Experts agreed that a factory that
produces computer hardware or software under contract to the enemy’s
armed forces is a military objective by use, even if it also produces items
for other than military purposes. All Experts further agreed that a factory
that produces items that the military only occasionally acquires is not a
military objective. The difficult case involves a factory that produces

85 JCRC ADDITIONAL PROTOCOLS COMMENTARY, para. 2021.

% Hague Regulations, Art. 27 (noting that civilian objects enjoy protected status unless
‘used at the time for military purposes). See also ICRC Apprrionat Protocors Com-
MENTARY, para. 2022.
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items that are not specifically intended for the military, but which are
frequently put to military use. Although all of the Experts agreed that
the issue of whether such a factory qualifies as a military objective by use
depends on the scale, scope, and importance of the military acquisitions,
they were unable to arrive at any definitive conclusions as to precise
thresholds.

10. Civilian objects that have become military objectives by use can
revert to civilian status if military use is discontinued. Once that occurs,
they regain their protection from attack. However, if the discontinuance
is only temporary, and the civilian object will be used for military
purposes in the future, the object remains a military objective through
the ‘purpose’ criterion. 1t must be cautioned that the mere fact that
a civilian object was once used for military purposes does not alone
suffice to establish that it will be so used in the future.

11. The ‘purpose’ criterion refers to the intended future use of an
object, that is, the object is not presently being used for military purposes,
but is expected to be so used in the future.®” It acquires the status of a
military objective as soon as such a purpose becomes clear; an attacker
need not await its conversion to a military objective through use if the
purpose has already crystallized to a sufficient degree. For instance, if
reliable information becomes available that a party to the conflict is about
to purchase particular computer hardware or software for military pur-
poses, those items immediately become military objectives. Similarly, a
party that makes known its intention to appropriate civilian transpon-
ders on a communications satellite for military use renders those trans-
ponders military objectives.

12. Difficulty often arises in determining the enemy’s intentions. The
law of armed conflict provides no particular standard of likelihood
for concluding that a civilian object will be converted to military use,
nor does it set forth the required degree of reliability for the information
on which such a determination is made. Instead, the law generally
requires the attacker to act as a reasonable party would in the same or
similar circumstances. In other words, the legal question to be asked is
whether a reasonable attacker would determine that the reasonably
available information is reliable enough to conclude that the civilian
object is going to be converted to military use.

8 ICRC ADDITIONAL PROTOCOLS COMMENTARY, para. 2022.
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13. To qualify as a military objective, the object in question must,
through one of the four criteria, make ‘an effective contribution to
military action’. This limiting clause requires that a prospective target
contribute to the execution of the enemy's operations or otherwise
directly support the military activities of the enemy.®® For instance, if a
factory makes computer hardware that is used by the military, the
contribution qualifies. Similarly, a website passing coded messages to
resistance forces behind enemy lines is making an effective contribution
to military action, thereby rendering the cyber infrastructure supporting
the website a military objective. One merely inspiring patriotic sentiment
among the population is not making such a contribution, and therefore,
as a civilian object, is not be subject to cyber attack.

14. The majority of the International Group of Experts was of the
opinjon that objects that satisfy the nature criterion are always targetable,
subject to other applicable rules of the law of armed conflict. For these
Experts, the requirements that a military objective be an object that makes
an effective contribution to military action and that attacking it will yield a
definite military advantage are inherently met for objects that are military in
nature, Under this view, a military computer network necessarily makes an
effective contribution and its destruction, damage, or neutralization always
provide an attacker with a definite military advantage.

15, A minority of the Experts held the view that the definition of
military advantage limits attacks on objects that might qualify by their
nature to situations in which a resulting definite military advantage can
be identified. In the network attack example, they would conclude that
even though the network is military in nature, a determination must still
be made as to whether a military advantage accrues to the attacker
through the network’s destruction, damage, or neutralization before it
qualifies as a military objective.”®

16, A major issue in the law of armed conflict is whether ‘war-
sustaining’ economic objects can qualify as military objectives, The US
Commander’s Handbook gives an affirmative answer to this question. The

» Hague lati Art. 23(g) ibiting d ion not ‘imperati d ded by
the necessities of war’).

# This opinion is based on the wording of Art. 52(2) of Additional Protocol I, which sets
forth a two-pronged test: (1) the object ‘makels] an effective contribution to military
action® and (2) its ‘total or particular destruction, capture or neutralization, in the
circumstances ruling at the time, offers a definite inilitary advantage’. The majority
agreed with the two-prong test, but took the position that the second prong is always
met with regard to military objectives by nature.
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Handbook replaces the phrase ‘military action’ with ‘war-fighting or war-
sustaining capability’,®® explaining ‘economic objects of the enemy that
indirectly but effectively support and sustain the enemy’s war-fighting
capability may also be attacked’”" Advocates of this approach would, as
an illustration, argue that it is lawful to launch cyber attacks against the
enemy State’s oil export industry if the war effort depended on the
revenue from oil sales. The majority of the International Group of
Experts rejected this position on the ground that the connection between
war-sustaining activities and military action was too remote. They would
limit the notion of military objective to those objects that are war-fighting
(used in combat) or war-supporting (otherwise making an effective
contribution to military action, as with factories producing hardware or
software for use by the military) and that otherwise fulfil the criteria of a
military objective as defined above.

17. ‘Military advantage’ refers to that advantage accruing from an
attack. Such advantage must be assessed by reference to the attack
considered as a whole and not only from isolated or particular parts of
an attack.®® For instance, cyber attacks may be conducted against a
military objective far from a location where a related major operation
is about to be mounted in order to deceive the enemy as to the actual
location of the pending operation. In itself, the military value of the cyber
attack is insignificant since the operations are planned to occur else-
where. However, the success of the ruse may determine the success of the
overall operation, In this case, the military advantage is that anticipated
from the operation as a whole, of which the ruse is a part. This point is
also crucial with regard to the application of the principle of proportion-
ality and the requirement to take precautions in attack (Rules 51 to 58).
It must be cautioned that the notion of ‘attack considered as a whole’
refers to a specific operation or series of related operations, not the
entire war.

18. The term ‘military advantage’ is meant to exclude advantage that
is not military in nature. In particular, it would exclude advantage that
is exclusively economic, political, or psychological. Thus, for instance, a

% S CoMMANDER'S HANDBOOK, para. 8.2.
1 US CoMMaNDER's HANDBOOK, para. 8.2.5, See also AMW ManuaL, commentary accom-

panying Rule 24.
2 UK Manuat, para. 5.4.4(j); UK Additional Protocol Ratificati para. (i}
GERMAN MaNvAL, para. 444; ICRC C [HL STupY, v i

Rule 14.
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cyber attack on a civilian business sector, while yielding an advantage
to the attacker in the sense that it would generally weaken the enemy
State, would not necessarily result in military advantage in the sense
of affecting on-going or prospective military operations in a relatively
direct fashion. Of course, the sector would also fail to qualify as a
military objective because it does not make an effective contribution to
military action.

19. To qualify as a military objective, the military advantage likely to
result must be ‘definite’. The ICRC Additional Protocols Commentary
provides:

It is not legitimate to launch an attack which only offers potential or
indeterminate advantages. Those ordering or executing the attack must
have sufficient information available to take this requirement into
account; in case of doubt, the safety of the civilian population, which is
the aim of the Protocol, must be taken into consideration.**

20. The term ‘definite’ does not imply any particular quantum of
advantage. Of course, the degree of advantage accruing from an attack
bears on the proportionality of an attack (Rule 51). Accordingly, a cyber
attack is lawful only when the attacker reasonably concludes that the
‘total or partial destruction, capture, or neutralisation” of the nominated
target will yield an actual military advantage, Cyber attacks anticipated to
produce only a speculative advantage are prohibited.”

21.  The assessment of advantage is made with regard to the ‘circum-
stances ruling at the time’. For example, a civilian air traffic control system
used for military purposes while a damaged military system is being
repaired qualifies as a military objective and may be subjected to cyber
attack. However, once the military system is restored and the civilian system
is returned to exclusively civilian use, it no longer qualifies as a military
objective (absent apparently reliable information that allows the attacker to
reasonably conclude that the enemy will use it again in the future for
military purposes). It would neither qualify on the basis of any of the four
ctiteria, nor would an attack thereon yield any definite military advantage.

22. The military advantage need not result from the destruction or
damage of the military objective itself. The reference to capture and
neutralization is especially important in this regard. For instance, attacking
a server through which the transmissions of an enemy command and

% ICRC ADDITIONAL PROTOCOLS COMMENTARY, para. 2024.
9 UK MaNUAL, para. 5.44().
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control facility pass can result in military advantage. No damage is done to
the command and control facility, but its neutralization results in definite
military advantage for the attacker.

23. Cyber operations create opportunities to influence civilian
morale. Possibilities range from denial of service operations to cyber-
facilitated psychological warfare. An effect on civilian morale may not be
considered in determining whether an object of attack qualifies as a
military objective since a decline in civilian morale is not a ‘military
advantage’ as that term is used in this Rule. Of course, an attack carried
out against an object that otherwise qualifies as a military objective can
have an incidental negative impact on civilian morale. This fact has no
bearing on the target’s qualification as a military objective. It is especially
important to note that a decline in civilian morale is not to be considered
collateral damage in the context of either the rule of proportionality or
the requirement to take precautions in attack (Rules 51 to 58).

24. When ing whether a inated target is a military objective
in the cyber context, it must be borne in mind that the use of the Internet
and other cyber infrastructure by military personnel may be for reasons
unrelated (or ouly indirectly related) to the hostilities. For instance, military
personnel in the field often use civilian phone or email services to commu-
nicate with families and friends, pay bills, etc. The International Group
of Experts was divided over whether such use renders that civilian
cyber infrastructure subject to attack as a military objective through use.
The majority took the position that the cyber infrastructure upon which
the services depend does not so qualify because the services do not make
an effective contribution to the enemy’s military action and, by extension,
their denial would not yield a definite military advantage to an attacker. The
minority suggested that since the use of the cyber infrastructure contributes
to the morale of the enemy forces, conducting an attack against it would
confer a military advantage. They cautioned that this sort of conclusion
should not be crafted so broadly as to suggest that any object qualifies as
a military objective if damage to it hurts enemy morale. For the Experts
taking this position, the deciding factor in this particular case was the
actual use by military forces deployed to the area of operations. Moreover,
they emphasized that the issues of proportionality and precautions in
attack would have to be considered by an attacker. All Experts concurred
that if the civilian email services are being used to transmit militarily useful
information, the infrastructure used to transmit them is a military objective.

25. Another interesting case discussed by the International Group of
Experts involved media reports. If such reports effectively contribute
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to the enemy’s operational picture, depriving the enemy of them might
offer a definite military advantage (Commentary accompanying Rule 79).
Some members of the International Group of Experts took the position
that cyber infrastructure supporting their transmission qualifies as a
military objective, although they cautioned that the infrastructure could
only be attacked subject to the Rnles regarding attack, especially
those on proportionality and precautions in attack (Rules 51 to 58). In
particular, they noted that the latter requirement would usually result
in an obligation to only mount cyber operations designed to block the
broadcasts in question. Other Experts argued that the nexus between
the cyber infrastructure and military action is too remote to qualify the
infrastructure as a military objective. All members of the International
Group of Experts agreed that such assessments are necessarily contextual.

26. An attacker’s assessment that an object is a military objective is
made ex ante, that is, in light of the facts as reasonably assessed by the
attacker at the time of the decision to attack. For example, if a cyber
attack is unsuccessful because effective enemy cyber defences prevent
it and the attack yields no military advantage, this does not deprive the
object of its character as a military objective.

Rule 39 - Objects used for civilian and military purposes

An object used for both civilian and military purposes - including
computers, computer networks, and cyber infrastructure - is a mili-
tary objective.

1. The object and purpose of this Rule is to clarify the issue of ‘dual-
use’ objects, since it is often the case that civilian and military users share
computers, computer networks, and cyber infrastructure. Any use or
future use contributing to military action renders an object a military
objective (Rule 38).%° As a matter of law, status as a civilian object and
military objective cannot coexist; an object is either one or the other. This
principle confirms that all dual-use objects and facilities are military
objectives, without qualification.®®

2. An attack on a military objective that is also used in part for
civilian purposes is subject to the principle of proportionality and the

i Hague Regulations, Art. 27 (protecting civilian buildings ‘provided they are not being
wsed at the time for military purposes’).

% US CommANDER's HANDBOOK, para. 8.3; AMW MANUAL, commentary accompanying
Rule 22(d); ICRC Customary IHL STupY, commentary accompanying Rulc 8 (noting
that status depends on application of the definition of military objective).
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requirement to take precautions in attack (Rules 51 to 58). Accordingly,
an attacker is required to consider any expected harm to protected
civilians or civilian objects or to clearly distinguishable civilian compon-
ents of the military objective when determining whether an attack would
be lawful. > For instance, consider a pending attack against a server farm
that contains servers used by the military. Civilian companies are using
a number of servers in the farm exclusively for civilian purposes. The
planned cyber attack will be conducted against the facility’s cooling
system in order to cause the facility to overheat, and thereby damage
the servers it contains. Expected damage to the civilian servers must be
factored into the proportionality calculation and be considered when
assessing feasible precautions in attack.

3. Cyber operations pose unique challenges in this regard. Consider a
network that is being used for both military and civilian purposes. It may
be impossible to know over which part of the network military transmis-
sions, as distinct from civilian ones, will pass. In such cases, the entire
network {or at least those aspects in which transmission is reasonably
likely) qualifies as a military objective. The analogy is a road network
used by both military and civilian vehicles. Although an attacker may not
know with certainty which roads will be travelled by enemy military
forces {or which road will be taken if another is blocked), so long as it is
reasonably likely that a road in the network may be used, the network is a
military objective subject to attack. There is no reason to treat computer
networks differently.

4. Recent conflicts have highlighted the use of social networks for
military purposes. For example, Facebook has been used for the organiza-
tion of armed resistance operations and Twitter for the transmission of
information of military value. Three cautionary notes are necessary. First,
it must be remembered that this Rule is without prejudice to the rule of
proportionality and the requirement to take precautions in attack
(Rules 51 to 58). Second, the issue of the legality of cyber operations
against social networks depends on whether the operations rise to the
level of an attack (Rule 30). If the operations do not, the issue of qualifi-
cation as a military objective is moot. Third, their military use does not
mean that Facebook or Twitter as such may be targeted; only those
components thereof used for military purposes may be attacked.

9 But see US COMMANDER'S HANDBOOK, para. 8.3.2.
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5. In theory, the application of the definition of military objectives
could lead to the conclusion that the entire Internet can become a
military objective if used for military purposes. However, the Inter-
national Group of Experts unanimously agreed that the circumstances
under which the Internet in its entirety would become subject to attack
are so highly unlikely as to render the possibility purely theoretical at the
present time. Instead, the International Group of Expetts agreed that, as a
legal and practical matter, virtually any attack against the Internet would
have to be limited to discrete segments thereof. In this regard, particular
attention must be paid to the requirement to conduct operations in a
manner designed to minimize harm to the civilian population and
civilian objects (Rule 52), as well as the limitations on treating multiple
military objectives as a single target (Rule 50).

6. An attack on the Internet itself, or large portions thereof, might
equally run afoul of the principle of proportionality (Rule 51). The Inter-
net is used heavily for civilian emergency response, civil defence, disaster
relief, and law enforcement activities. It is also employed for medical
diagnosis, access to medical records, ordering medicine, and so forth,
Any damage, destruction, injury, or death resulting from disruption of
such services would have to be considered in determining whether an
attack on the Internet comported with the principle of proportionality.

7. A complicated case involves a system that generates imagery or
location data for civilian use but that is also useful to the military during
an armed conflict. For instance, the system may provide precise real-time
information regarding ship, including warship, location. Similarly, a
system may generate high-resolution imagery of land-based objects and
locations, including military objectives. If the enemy uses the imagery,
the system becomes a military objective by the use or purpose criteria.
Since such systems serve civilian purposes, the rule of proportionality
{(Rule 51) and the requirement to take precautions in attack (Rules 52
to 58) would, depending on the effects caused, apply to any attack on
them. In particular, if it is feasible to degrade, deny, disrupt, or alter the
signals in question using cyber means instead of conducting an operation
that rises to the level of an attack (and that causes collateral damage)
doing so would be required by operation of Rule 54. If the operation
contemplated does not rise to the level of an attack, very few law of
armed conflict issues remain. For instance, it would clearly be lawful to
alter the position data of vessels, although the requirement of ‘due regard’
would apply vis-d-vis merchant vessels and neutral warships. In the event
infrastructure associated with the system is located in neutral territory,
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or is of neutral character and is located outside belligerent territory,
account must also be taken of the limitations set forth in Rules 91 to 94.

8. The notion of dual-use targeting must be distinguished from the
question of whether civilian objects may be requisitioned, or otherwise
used, for military purposes. Consider the case of military forces requiring
more network bandwidth to conduct military operations. To acquire the
required bandwidth, a party to the conflict may, subject to the Rules in
this Manual, engage in network throttling of civilian (or governmental)
systems or block network access by civilians in its own or enemy
territory. This situation is analogous to taking control of public roadways
for exclusive use by the military. However, the party may not acquire
network bandwidth, whether governmental or private, through actions
on neutral territory or involving neutral platforms outside belligerent
territory (Rules 91 and 92).

Rule 40 - Doubt as to status of objects

In case of doubt as to whether an object that is normally dedicated to
civilian purposes is being used to make an effective contribution
to military action, a determination that it is so being used may only
be made following a careful t.

1. This Rule applies in international and non-intcrnational armed
conflict.*®

2. Rule 40 addresses the topic of doubt as to the conversion of a
civilian object to a military objective through use. in the lex scripta, the
issue of doubt is regulated in Article 52(3) of Additional Protocol 1 for
Parties to that instrument. The Article provides: ‘in case of doubt
whether an object which is normally dedicated to civilian purposes ...
is being used to make an effective contribution to military action, it shall
be presumed not to be so used’. It establishes, in the event of doubt, a
rebuttable presumption that objects ordinarily devoted exclusively to
civilian use are not used for military purposes. In other words, doubt is
legally resolved in favour of civilian status. Additionally, Article 3(8)(a) of
the Amended Mines Protocol contains identical language.

3. Note that the scope of the Rule is limited to the criterion of use in
relation to qualification as a military objective, Further, the Rule only

% UK MANUAL, paras. 5.24.3, 54.2 (both as amended); CANADIAN MANUAL, para, 429;
GERMAN MANUAL, para. 446; AMW Manuat, Rule 12(b); ICRC Customary IHL STubY,
commentary accompanying Rule 10.
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applies as to the issue of whether or not the object in question is ‘making
an effective contribution to military action’.*” It does not bear on the issue
of whether or not destruction, damage, capture, or neutralization of the
object will yield a definite military advantage. The sole issue addressed by
this Rule is the standard for assessing whether or not a civilian object has
been converted to military use. All other questions with regard to qualifi-
cation as a military objective are addressed through application of the
requirement to take precautions in attack (Rules 52 to 58).

4. The International Group of Experts could not achieve agreement
on whether Article 52(3) of Additional Protocol I reflected customary
international law. The majority of the Experts argued that it did. The ICRC
C y IHL Study acknowledges a lack of clarity regarding the issue;
nevertheless, the Study seems to support the position that Article 52(3),
especially in light of its reaffirmation in Article 8(3)(a) of the Amended
Mines Protocol, is customary international law.!%® Other Experts denied the
existence of a presumption of civilian use and argued that the Article
improperly shifted the burden of proof with regard to the precise use of
an object from the defender to the attacker.'" The Experts who objected to
the presumption’s customary status took the position that such presump-
tions apply ouly to doubt as to the status of individuals (Rule 33), Since the
text of the Rules required consensus, this disagreement resulted in adoption
of the phrase ‘may only be made following a careful assessment’, instead of
the more definitive ‘shall be considered’ language of Rule 33.

5. This Rule binds all who plan, approve, or execute an attack.
They must do everything feasible to verify that the objectives to be
attacked are neither civilian objects nor subject to special protection
(Rule 53). When in doubt, the individuals involved in the operation
should request additional information.'®

6. Rule 40 applies in the case of objects ‘normally dedicated to civilian
purposes’.'”® Non-exhaustive examples include: civilian Internet services,
civilian social networks, civilian residences, commercial businesses,
factories, libraries, and educational facilities.'® The term ‘normally

% additional Protocol [, Art. 52(2).

1% 1ERC Customary IHL STupy, commentary accompanying Rule 10.

18! United States Department of Defense, CONDUCT OF THE PERSIAN GULE WAR: FINAL
REPORT To CONGRESS 616 (April 1992).

192 |CRC ADDITIONAL PROTOCOLS COMMENTARY, para. 2195.

1% Additional Protocol I, Art. 52(3). See also AMW MANUAL, commentary accompanying
Rule 12(b).
UK MANUAL, para. 5.4.2.
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dedicated’ denotes that the object has not been used for military purposes
in any regular or substantial way. Infrequent or insignificant use by the
military does not permanently deprive an object of civilian status.

7. In cases where a particular nominated target is normally employed
for civilian purposes but an attacker suspects that it may have been
converted, at least in part, to military use, the target may only be attacked
following a careful assessment of the situation. The assessment must be
sufficient to establish that there are reasonable grounds to conclude that
the conversion has occurred. In arriving at this conclusion, an attacker
must take into account all the information available at the time. One
important criterion in establishing the re bl of the condusion
is the apparent reliability of the information, including the credibility of
the source or sensor, the timeliness of the information, the likelihood
of deception, and the possibility of misinterpretation of data.

8. Absolute certainty that an object has been so converted is not
necessary. Doubt is often present in armed conflict and any such require-
ment would clearly run contrary to State practice. What is required is
sufficiently reliable information that would lead a reasonable commander
to conclude the enemy is using the potential target for military purposes,
that is, to make an effective contribution to military action. In other words, a
reasonable attacker would not hesitate before conducting the strike despite
the doubt.'®

9. Issues of doubt must be assessed in light of the information
reasonably available to the attacker at the time of attack and not that
revealed after the fact; the analysis is ex ante.'® An attacker who has
taken all feasible steps to discern the use of an object and reasonably
concludes the enemy is using the target for military purposes has

195 AMW MANUAL, commentary accompanymg Rule 12(b).

1% The UK Additional Protocols Rati para. () states, "Military com-
manders and others responsible for planning, deciding upon, or executing attacks
necessarily have to reach decisions on the basis of their assessment of the information
from all sources which is reasonably available to them at the rclzvant time. Sxmxlnrly,
Canada made the follawing of Und ding on ratifi of Addi 1
Protocol I: ‘It is the understanding of the Government of Canada that, in rclation to
Articles 48, 51 to 60 inclusive, 62 and 67, military commanders and others responsible
for planning, deciding upon ar execunng attacks have ta reach decisions on the basis of

their of the bly available to them at the relevant time and
that such decisions cannot be judged on the basis of information which has subscquently
come to light.” Canada Additional Protocol Ratifi reprinted in Docu-

MENTS ON THE LAWS OF WAR 502 (Adam Roberts and Richard Guelff eds., 3rd ed. 2000).
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complied with the requirements under this Rule. The reasonableness of
the conclusion must be assessed based on the information gathering
capabilities available to the attacker and not on information and intelli-
gence capabilities that may be possessed by other armed forces or
nations. Of course, in some circumstances, an attacker may lack the
means to gather information reasonably to conclude the object is being
so used; the absence of such means cannot be used to justify an attack.

10. It must be recalled that formerly civilian objects that have
become military objectives through use will revert to being civilian as
soon as the military use ceases. For instance, where the military tempor-
arily {perhaps even momentarily) uses an information system normally
dedicated to civilian use, such as the temporary use of social networking
media for military purposes, particular attention must be paid to the
possibility of any reconversion to civilian use. As another example,
consider a case in which a human intelligence source reports that a
university computer system in enemy territory is being used for military
purposes. A cyber operational planning team is charged with assessing
the accuracy of this report, but is unable to confirm that the system is
presently being put to military use. In this circumstance, it may not be
attacked; only measures short of attack would be permissible. One must
be cautious in this regard. If the cyber infrastructure might have been
converted back to purely civilian use but will be used for military
purposes in the future, it qualifies as a military objective by virtue of
the purpose criterion (Rule 38).

11.  Defenders must facilitate an attacker’s efforts to resolve the status
of ‘objects dedicated to religion, art, science or charitable purposes,
historic monuments, hospitals, and places where the sick and wounded
are collected’ by means of distinctive markings or by notifying the
attacker beforehand.'”

SECTION 5: MEANS AND METHODS OF WARFARE

1. Cyber operations are not explicitly referred to in existing law of
armed conflict treaties. However, in the Nuclear Weapons Advisory
Opinion, the International Court of Justice affirmed that ‘the established
principles and rules of humanitarian law... applly] to all forms of
warfare, and to all kinds of weapons, those of the past, those of the

197 Hague Regulations, Art. 27.
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present and those of the future’.'”® The International Group of Experts
adopted the same approach by concluding that the general rules that
determine the legality of weapons will also determine the lawfulness of
cyber methods and means of warfare.

2. The Rules set out in this section apply in relation to methods and
means of warfare that a State develops or procures for use by its own armed
forces. Moreover, they apply to any means of warfare over which a State
acquires control. A State that acquires control by cyber means over enemy
weapons is subject to the law of armed conflict applicable to those weapons.
Consider the case of an Unmanned Combat Aerial System (UCAS) armed
with cluster munitions. Ifthe State that acquires control over this system is a
Party to the Cluster Munitions Convention,'” it would be prohibited from
using the UCAS to deliver such weapons. The notion of acquiring contro}
implies that the Party using cyber means exercises sufficient control over
the system to employ it as if it were its own. This situation must be
distinguished from one in which cyber means are used to attack, neutralize,
or otherwise interfere with enemy systems, as in the case of taking control
of an enemy UCAS in order to cause it to crash.

Rule 41 - Definitions of means and methods of warfare
For the purposes of this Manual:

(a) ‘means of cyber warfare’ are cyber weapons and their iated
cyber systems; and

(b) ‘methods of cyber warfare’ are the cyber tactics, techniques, and
procedures by which hostilities are conducted.

1. The terms ‘means’ and ‘methods’ of warfare are legal terms of art
used in the law of armed conflict. They should not be confused with the
broader, non-legal term ‘cyber operation’ used throughout this Manual.
Cyber operation simply denotes a particular cyber activity. The
definitions set forth in this Rule are applicable in both international
and non-international armed conflict.

2. For the purposes of this Manual, cyber weapons are cyber means
of warfare that are by design, use, or intended use capable of causing
either (i) injury to, or death of, persons; or (ii) damage to, or destruction

'® Nuclear Weapons Advisory Opinion, para, 86.
'% Convention on Cluster Munitions, 3 December 2008, 48 INTERNATIONAL LEGAL MATER-
1aLs 357 (2009).
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of, objects, that is, causing the consequences required for qualification of
a cyber operation as an attack (Rule 30)."'° The term means of cyber
warfare encompasses both cyber weapons and cyber weapon systems.
A weapon is generally understood as that aspect of the system used to
cause damage or destruction to objects or injury or death to persons.
Cyber means of warfare therefore include any cyber device, materiel,
instrument, mechanism, equipment, or software used, designed, or
intended to be used to conduct a cyber attack (Rule 30).

3. A distinction must be drawn between the computer system, which
qualifies as a means of warfare, and the cyber infrastructure (e.g., the
Internet) that connects the computer system to the target that the system
is used to attack. The cyber infrastructure is not a means of warfare
because an object must be in the control of an attacking party to
comprise a means of warfare.

4. The term ‘methods of warfare’ refers to how cyber operations
are mounted, as distinct from the instruments used to conduct
them.""! For instance, consider an operation using a botnet to conduct
a distributed denial of service attack. In this example, the botnet is the
means of cyber warfare while the distributed denial of service attack is
the method of cyber warfare. Active cyber defences are encompassed
in the notion of methods of cyber warfare, whereas passive cyber
defences are not.

5. The phrase ‘cyber tactics, techniques, and procedures whereby
hostilities are conducted’!'? does not include cyber activities that, for
instance, involve communications between friendly forces. On the other
hand, it is intended to denote more than those operations that rise to the
level of an ‘attack’ (Rule 30). For example, a particular type of cyber
operation designed to interfere with the enemy’s capability to communi-
cate may not qualify as an attack (as that term is used in this Manual),
but would constitute a method of warfare.

110 See AMW MaNUAL, commentary accompanying Rule 1{t}. See also Intcrnational Com-
mittee of the Red Cross, A Guide to the Legal Review of New Weapons, Means, and
Methods of Warfare: Measures to Implement Article 36 of Additional Protocol 1 of 1977,
88 INTERNATIONAL REVIEW OF THE RED CRoss, 931, 937 n. 17 (2006) (referring to a
proposed definition of weapons put forward by the US DoD Working Group as, 'All
arms, munitions, materiel, i isms or devices that have an intended
effect of injuring, damaging, destroying or disabling personnel or property’).

See AMW Manuat, Rule 1{v) and accompanying commentary.

As to the meaning of tactics, techniques, and procedures, scc US DEPARTMENT OF THE
Arnry, FIELD MANUAL 3.0 (change 1), OPERATIONS, paras. D-5 to D=6 (27 February 2008).

m
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Rule 42 - Superfluous injury or unnecessary suffering

It is prohibited to employ means or methods of cyber warfare that are
of a nature to cause superfluous injury or unnecessary suffering.

1. This Rule is based on Article 23(e) of the Hague Regulations and
Article 35(2) of Additional Protocol 1.''® It reflects customary inter-
national law and is applicable in both international and non-intemational
armed conflict."*

2. This Rule applies only to injury or suffering caused to combatants,
members of organized armed groups, and civilians directly participating
in hostilities. Other individuals are immune from attack in the first place.
Any incidental harm to them caused during an attack would be governed
by the rule of proportionality and the requirement to take precautions in
attack (Rules 51 to 58). In other words, superfluous injury and unneces-
sary suffering are not to be equated with the notion of incidental injury
to civilians.

3. The term ‘superfluous injury or unnecessary suffering’ refers to
a situation in which a weapon or a particular use of a weapon
aggravates suffering without providing any further military advantage
to an attacker.!" As noted by the International Court of Justice,
weapons may not ‘cause a harm greater than that unavoidable to
achieve legitimate military objectives’.!'®

4. The use of the word ‘nature’ confirms that a cyber means or
method of warfare violates this Rule if it will necessarily cause unneces-
sary suffering or superfluous injury, regardless of whether it was intended

'3 These notions find their origin in the Preamble to the 1868 St Petersburg Declaration.

See also Rome Statute, Art. 8(2)(b}{xx); Conventional Weapons Convention, Pre-
amble; Convention on the Prohibition on the Use, Stockpiling, Production and
Transfer of Anti-Personnel Mines and on their Desteuction, Preamble, 3 December
1997, 2056 UN.T.S. 211.

See US COMMANDER'S HANDBOOK, para. 9.1.1; UK MANUAL, para. 6.1, CANADIAN
MaNUAL, patas. 502, 506, 508; GermMaN MANUAL, paras. 401, 402; AMW Manuat, Rule
5(b); NIAC MaNUAL, paras. 1.2.3, 2.2.1.3; ICRC CusTomaRry IHL Stupy, Rule 70.
Although there is historical significance to the use of the two terms, ‘unnecessary
suffering’ and “superfluous injury’, for the purposcs of this Manual the International
Group of Experts treated them as a unitary concept. Doing so is consistent with the
original authentic French text ‘maux superflus’ in the 1899 and 1907 Hague Regulations.
See AMW MANUAL, commentary accompanying Rule 5(b); ICRC ApDITIONAL PROTO-
cors COMMENTARY, para. 1426. Use of both terms emphasizes that the concept extends
to both physical and scvere mental harm.

¢ Nuclear Weapons Advisory Opinion, para. 78.



144 CONDUCT OF HOSTILITIES

to do so. Means or methods of cyber warfare also violate the prohibition
if designed to needlessly aggravate injuries or suffering.'"

5. Only the normal use of a means or method of cyber watfare is

idered when pliance with the Rule. The purpose is
to judge its lawfulness per se. The assessment is made by reference to
the envisioned use of the means or method of cyber warfare under
normal circumstances and when directed at its intended category of
target. The prohibition extends to the use of otherwise lawful means
of warfare that have been altered in order to exacerbate suffering
or injury.

6. Means and methods of cyber warfare will only in rare cases violate
this Rule. It is, however, conceivable that means or methods of warfare
that are lawful in the abstract could bring about suffering that is unneces-
sary in relation to the military advantage sought. For ple, consider
an enemy combatant who has an Internet-addressable pacemaker device
with a built-in defibrillator. It would be lawful to take control of the
pacemaker to kill that individual or render him hors de combat, for
example by using the defibrillation function to stop the heart. However,
it would be unlawful to conduct the operation in a manner that is
intended to cause additional pain and suffering for their own sake, that
is, unrelated or patently excessive to the lawful military purpose of
the operation.''® Examples of such unlawful actions would include
stopping the target’s heart and then reviving him multiple times before
finally killing him. Doing so would occasion suffering that served no
military purpose.

<o

Rule 43 - Indiscriminate means or method

It is prohibited to employ means or methods of cyber warfare that are
indiscriminate by nature. Means or methods of cyber warfare are
indiscriminate by nature when they cannot be:

"7 The International Group of Experts took the same position in this regard as their
counterparts who drafted the AMW Manual. AMW MANUAL, commentary accompany-
, g Rutle 5(0).

# Such conduct would amount to cruel, inhuman or degrading treatment or, under certain
circumstances, even torture. For the definition of torture, scc Convention against
Torture and Other Forms of Cruel, Inhuman or Degrading Treatment or Punishment,
Art. 1, 10 December 1984, 1465 UN.T.S. 85. Regarding crucl, inhuman, or degrading
treatment, see Delali¢ judgment, para. 543.
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(a) directed at a specific military objective, or
(b) limited in their effects as required by the law of armed conflict

and consequently are of a nature to strike military objectives and
civilians or civilian objects without distinction.

1. Rule 43 is based on Article 51{4)(b) and {c) of Additional Protocol
1 and represents customary international law in both international and
non-international armed conflict.!’” It derives from the customary
principle of distinction, which is codified in Article 48 of Additional
Protocol I and set forth in Rule 31.

2. 'This Rule deals only with the lawfulness of means or methods of
cyber warfare per se, as distinct from the lawfulness of their use in particu-
lar circumstances (with regard to the indiscriminate use of weapons, see
Rule 49). In other words, the issue with which this Rule is concerned is
whether the contemplated cyber weapon is inherently indiscriminate,

3. Lit. (a) prohibits the use of any means or method of warfare that
cannot be directed against a specific lawful target. This Rule does not
prohibit imprecise means or methods of warfare. Instead, the prohibition
extends only to those means or methods that are essentially ‘shots in
the dark’.**® In other words, an indiscriminate cyber means or method
under lit. (a) is one where it is impossible to predict whether it will
strike a specific military objective rather than a computer or computer
system protected by the law of armed conflict,

4. Lit. (b) addresses cyber means or methods that are capable of
being directed against a specific target in compliance with fit. (a), but are
of a nature to have effects that cannot be limited in any circumstances.'*!
The crux of lit. (b} is a prohibition on weapons that by their nature
generate effects that are incapable of being controlled and therefore can
spread uncontrollably into civilian and other protected computers and
computer networks and cause the requisite degree of harm. In particular,
lit. (b) encompasses cyber weapons that create an uncontrollable chain
of events."? To illustrate, assume that malware employed by a State is

% 1S CoMMANDER's HANDBOOK. para. 9.1.2; UK MANUAL, para. 6.4; CANADIAN MANUAL,

para. 509; GERMAN MANUAL, paras. 401, 454-6; AMW ManuaL, Rule 5(a); NIAC
MANUAL, para. 2.2.1.1; ICRC Customary THL Stupy, Rules 12, 71. See also Rome
Statute, Art. 8(2)(b)(xx); Amended Mines Protocol, Art. 3(8)(b) (prohibiting booby traps
that ‘cannot be dirccted at a specific military objective’).

AMW MANUAL, commentary accompanying Rule 5(a).

12! 1CRC ADDITIONAL PROTOCOLS COMMENTARY, para. 1963.

122 AMW MANUAL, commentary accompanying Rule 5(a).

120
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capable of targeting specific military computer networks. However, once
introduced into such a network, it will inevitably, and harmfully, spread
into civilian networks in a way that cannot be controlled by the attacker.
Such malware would violate lit. (b) of this Rule. To the extent the effects
of the means or method of warfare can be limited in particular circum-
stances, it does not violate lit. (b).

5. The harmful effects that are likely to be uncontrollably spread by
virtue of the cyber means or method in question must rise to the level of
harm that would amount to collateral damage (Rule 51). In particular,
the uncontrollable spread of harmless effects or those that are merely
inconvenient or annoying is irrelevant when assessing the legality of a
means or method of cyber warfare under lit. (b). Consider the employ-
ment of Stuxnet-like malware that spreads widely into civilian systems,
but only damages specific enemy technical equipment. The malware does
not violate lit. (b).

6. Use of means of warfare that have indiscriminate effects in a
particular attack due to unforeseeable system malfunction or reconfigur-
ation does not violate this Rule. Of course, the weapon must only be
fielded after it has been assessed as lawful, pursuant to a proper and
thorough legal review (Rule 48).

7. 'The International Group of Experts struggled to identify means and
methods of cyber warfare that might violate this Rule. For instance, even
though a cyber means of warfare may be unable to distinguish one target
fromanother, it could lawfully be introduced into a closed military network.
In such a case, there would be little risk of it striking protected systems
or having uncontrollable effects on such systems. Nevertheless, in light of
the rapidly advancing state of technology in this field, the International
Group of Experts agreed that the inclusion of the Rule was useful

Rule 44 - Cyber booby traps

It is forbidden to employ cyber booby traps associated with certain
objects specified in the law of armed conflict.

1. This Rule is derived from the Mines Protocol and Amended Mines
Protocol It reflects customary international law in both international and
non-international armed conflict.'* Both Protocols define a booby trap as

12 US CoMMANDER'S HANDROOK, para. 9.6; UK MANUAL, para, 6.7; CANADIAN MANUAL,

para. 522; GermaN MANUAL, para. 415; NIAC MaNUAL, para. 2.2.3.1; ICRC CUsTOMARY
IHL Stupy, Rule 80. Note that the scopc of Amended Protocol II extends to



MEANS AND METHODS OF WARFARE 147

‘any device or material which is designed, constructed or adapted to kill or
injure, and which functions unexpectedly when a person disturbs or
approaches an apparently harmless object or performs an apparently safe
act’.!?* Definitional factors significantly limit the scope of the prohibition.

2. The International Group of Experts struggled with the question of
whether a cyber booby trap qualified as a device. The Experts agreed that
the appropriate way to interpret the term in the cyber context is to focus
on the function of the entity in question. In other words, there is no
reason as a matter of law to differentiate between a physical object that
serves as a booby trap and cyber means of achieving an equivalent
objective. The alternative view is that only tangible equipment may
constitute a device for the purposes of this Rule.

3. A number of other definitional factors affect the application of this
Rule. First, a cyber booby trap must be deliberately configured to operate
unexpectedly. Codes that inadvertently or incidentally function in an
unforeseen manner are not booby traps in the legal sense, because
they are not designed to operate as such. Second, to qualify as cyber
booby traps, codes or malware must be ‘designed, constructed, or
adapted to kill or injure’.'?® In the cyber context the operation of the
cyber means of warfare must eventually and intentionally result in
such consequences. Cyber weapons that only harm objects are outside
the scope of the definition. Third, to qualify as a cyber booby trap, a cyber
weapon must appear innocuous or harmless to a reasonable observer, or
the observer must be performing an apparently safe act. In other words,
the person setting the cyber booby trap must intend the act that will
trigger it to appear harmless.'® Finally, the cyber weapon must in
some way be associated with certain specified objects.'?” Several are of
particular relevance in the cyber context. These include objects associated

non-international armed conflict for Partics thereto. Amended Mines Protocol. Art. 1(2).
Note also that the Convention on Conventional Weapons extends to non-international
armed conflict for Parties thereto that have ratified the extension in scope. Conventional
Weapons Convention, Art. 1(2), as amended 21 December 2001, 2260 UN.TSS. 82.

124 Amended Mines Protocol, Art. 2(4); Mines Protocol, Art. 2(2).

13 Amended Mines Protocol, Art. 2(4); Mines Protacol, Art. 2(2).

126 Consider the example of a device fitted to a door, referred to in the UK ManuaL,
para. 6.7.1.

127 Amended Mines Protocol. Art. 7; Mines Protocol, Art. 6(1). The prohibition extends
t0 ‘any booby-trap in the form of an apparcntly harmiess portable object which is

fically designed and d to contain explosive material and to deronate

whcn it is disturbed or approached’ and to those attached to: (i} internationally
recognized protective emblems, signs or signals: (i) sick, wounded or dead persons;
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with medical functions; the care or education of children; religious
functions; and cultural, historic, or spiritual functions.

3. As an illustration of this Rule, consider an email with an attachment

1 such as an embedded kill-switch, sent to an employee
of a water treatment plant, purportedly from his physician. When opened,
the malware is designed to cause the purification process at the plant,
which serves both military and civilian users, to be suspended, thus
allowing untreated water into the water supply on which the soldiers rely.
Iliness is the intended purpose. The malware is an unlawful cyber booby
trap because the recipient reasonably believes that the act of opening an
email from his physician is safe to himself and others, and because it
appears to be related to medical activities. This is so regardless of whether
the operation complies with the principle of proportionality (Rule 51).

4. Treaty provisions confirm that this Rule operates without preju-
dice to other aspects of the law of armed conflict. Thus, a cyber booby
trap that does not violate the letter of this Rule may nonetheless violate
the rule against perfidy (Rule 60) or other rules of the law of armed
conflict. Moreover, note that the Mines Protocol and Amended Mines
Protocol impose specific requirements regarding use of booby traps,
including provisions as to precautions and removal.'?®

Rule 45 - Starvation
Starvation of civilians as a method of cyber warfare is prohibited.

1. This Rule is based on Article 54(1) of Additional Protocol 1 and
Article 14 of Additional Protocol 11. It reflects customary international
law in both international and non-international armed conflicts.'*

2. For the purposes of this Manual, the term ‘starvation’ means deliber-
ately depriving a civilian population of nourishment (including water)

(iif) burial or cremation sites or graves; (iv) medical facilitics, medical cquipment,
medical supplies or medical transportation: (v) children’s toys ot other portable objects
or products specially designed for the feeding, health, hygicnc, clothing or education of
children; (vi) food or drink; (vii) kitchen utensils or appliances except i military
establishments, military locations er military supply depots; (viii) objects clearly of a
religious nature; (ix) historic monuments, works of art or places of worship which
constitute the cultural or spiritual heritage of peoples; (x) animals or their carcasses.
Mines Protocol, Art. 6(1).

128 Amended Mines Protocol, Arts. 9, 10; Mines Protocol, Art. 7.

UK MaNUAL, paras. 527, 15.19; CANADIAN MaNUAL, paras. 618, 708, 1721; AMW

Manuar, Rule 97(a); NIAC ManuaL, para. 2.3.10; ICRC Customagry [HL Stupy,

Rule 53. See also Rome Statute, Art. 8 (2)(b)(xxv).
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with a view to weakening or killing it."*® The civilian population need
not comprise the enemy’s entire population.

3. Reference to ‘as a method of cyber warfare’ excludes from the Rule
the incidental starvation of the civilian population as a result of the
armed conflict. For the Rule to be breached, starvation must be a tactic
deliberately employed by one of the parties to the conflict against the
civilian population.

4. Only in exceptional cases will cyber operations violate this Rule.
Such a violation could, however, arise during an armed conflict in
which a party seeks to annihilate the enemy civilian population through
starvation. As part of its campaign of starvation, it launches cyber
operations for the exclusive purpose of disrupting transportation of
food to civilian population centres and targets food processing and
storage facilities in order to cause food stocks used by civilians to spoil.
It is the hunger of civilians that these operations are designed to cause
that qualifies the actions as prohibited starvation of the population
(see also Rule 81 regarding protection of objects indispensable to the
civilian population). Denying foodstuffs to enemy armed forces or
organized armed enemy groups does not violate this Rule, even if the
incidental effect affects civilians."* Such incidental starvation effect
would instead be assessed pursuant to the rules of proportionality and
precautions (Rules 51 to 58).

Rule 46 - Belligerent reprisals
Belligerent reprisals by way of cyber operations against:

(a) prisoners of war;

(b) interned civilians, civilians in occupied territory or otherwise in
the hands of an adverse party to the conflict, and their property;

(<) those hors de combat; and

(d) medical personnel, facilities, vehicles, and equipment are
prohibited.

1% [CRC ADDITIONAL PROTOCOLS COMMENTARY, para. 2089. The AMW Manual, in the

commentary accompanying Rule 97(a), refers to ‘annihilating or weakening the civilian
population by deliberately depriving it of its sources of food, drinking water or of other
essential supplies, thereby causing it to suffer hunger or otherwise affecting its
subsistence’.

131 UK MaNUAL, para. 5.27.1; AMW MANUAL, commentary accompanying Rule 97(a).
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‘Where not prohibited by international law, belligerent reprisals are
subject to stringent conditions.

1. This Rule is based on the various prohibitions on belligerent
reprisal set forth in the Geneva Conventions, the relevant provisions of
which are discussed below. The concept of belligerent reprisal is limited
to international armed conflict.'*

2. Belligerent reprisals are acts that would be in violation of the law
of armed conflict were they not being undertaken in response to viola-
tions by the enemy.!*® Reprisals may only be undertaken in order to
induce or compel compliance with the law by the enemy."** Their sole
motivating purpose of securing future compliance by the adverse party is
what distinguishes them from revenge, punishment, and retaliation.

3. As dealt with in this Manual, belligerent reprisals are distinct from
countermeasures (Rule 9). Unlike countermeasures, belligerent reprisals
occur only during an armed conflict, are undertaken only in response
to violations of the law of armed conflict, and may permit the use of
armed force.

4. International consensus as to the legality of some forms of belliger-
ent reprisal is lacking. Nevertheless, the International Group of Experts
agreed that it is incontrovertible that reprisals using cyber means are
prohibited if undertaken against the wounded, sick, shipwrecked, medical
personnel, medical units, medical establishments, or medical transports,
chaplains;"** prisoners of war;'*® and interned civilians and civilians in
the hands of an adverse party to the conflict who are protected by Geneva
Convention IV, or their property.'*” The near-universal ratification of the
Geneva Conventions and consistent subsequent State practice confirm

122 go¢ JCRC Customary IHL Stupy, Rule 148,

'3} Naulilaa arbitration, at 1025; US CommaNDER'S HANDBOOK, para, 6.2.4.

134 US Commanper's HANDBOOK, para. 6.2.4; Frits Kalshoven, BELLIGERENT REPRISALS 33
(2nd ed. 2005).

13% Geneva Convention I, Art. 46; Geneva Convention II, Art. 47. See also US COMMANDER's
HANDROOK, para. 62.4.2; UK MaNuAL, para. 16.18.2; GERMAN MANUAL, paras. 476-9,

136 Geneva Convention I1l, Art. 13, See also US COMMANDER's HANDBOOK, para. 6.2.4.2;
UK MANUAL, para. 16.18.b; CANADIAN MANUAL, para. 1019; GERMAN MANUAL, para.

47,

1% Mines Protacol, Art. 3 (prohibiting the use of booby traps as a means of reprisal against
the civilian population); Geneva Convention IV, Art. 33. See also US CoMMaNDER's
HANDBOOK, para. 6.2.4.2; UK MANUAL, para. 16.13.c; CANADIAN MANUAL, para. 1121;
GERMAN MANUAL, para. 479; ICRC CusTomary IHL Stupy, Rule 146.
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that these prohibitions are now accepted as customary international
law that binds all States.

5. With regard to belligerent reprisals other than against the per-
sons and objects enumerated in this Rule, the ICRC Customary IHL
Study concludes that to be lawful, reprisals: (1) may only be taken in
reaction to a prior serious violation of the law of armed conflict and
ouly for the purpose of inducing the adversary to comply with the law;
(2) may ouly be carried out as a measure of last resort when no other
lawful measures to induce the adversary to respect the law exist; (3)
must be proportionate to the original violation; (4) must be approved
by the highest level of government; and (5) must cease as soon as
the adversary complies with the law.'*® States generally accept these
conditions.*®

6. There is no requirement that reprisals be in kind. Cyber oper-
ations may be used to conduct belligerent reprisals in response to kinetic
violations of the law of armed conflict, and vice versa.

7. Consider a situation in which the armed forces of State A are
bombing military medical facilities in State B, which is not a Party to
Additional Protocol 1M In response and after repeated demands to
desist, State B's Prime Minister approves a cyber attack against a power
generation facility used exclusively to provide power to the civilian
population. The cyber attack is intended solely to compel State A to
refrain from continuing to attack medical facilities, and the Prime Min-
ister has issued strict orders to cease reprisal operations as soon as State
A does so. State B's belligerent reprisals would comply with this Rule
(although the same result will not hold for a Party to Additional Protocol
1 for which Article 52(1) prohibits reprisals against civilian objects).

13 ICRC Cusromary HL Stupy, Rule 145 and accompanying commentary. It must be

noted that the Study suggests that it is difficult to “assert that a right to resort to such
reprisals continues to cxist on the strength of the practice of only a limitcd number of
States, some of which is ambiguous. Hence, there appears, at a minimum, to exist a trend
in favour of prohibiting such repnsa]s Itad., commentary accompanying Rule 146.
i y reprisals are not permitted, nor can they be in response to a violation of
another type of law. The duty to make a prior demand for cessation of unlawful conduct
before imdertaking a belligerent reprisal and the obligation to make the purposc of a
reprisal public are generally included as sub-conditions of the requirement that the
taking of reprisals is a measure of last resort, or as separate conditions.
See generally US COMMANDER's HANDBOOK, para. 6.2.4.1; UK MaNuAL, paras. 16.19.1,
16.19.2; CANADIAN MANUAL, para. 1507; GERMAN MANUAL, para. 478.
That is, which is not subjcct to Additional Protocol 1, Art. 52(1) (prohibiting reprisals
against civilian property).

F
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By contrast, a decision to conduct cyber attacks against State A’s military
medical facilities would be unlawful as a prohibited reprisal since, as
noted, they are protected from attack in reprisal.

8. A number of the members of the International Group of Experts
were of the opinion that reprisals against cultural property are prohibited
as a matter of customary international law.'*! Other members of the
Group were not convinced that such a prohibition had matured to a rule
of customary international law, but acknowledged that States Party to the
1954 Hague Cultural Property Convention would be prohibited by Art-
icle 4(4) from conducting such operations.

Rule 47 - Reprisals under Additional Protocol I

Additional Protocol I prohibits States Parties from making the civil-
ian population, individual civilians, civilian objects, cultural objects
and places of worship, objects indispensable to the survival of the
civilian population, the natural envir and dams, dykes, and
nuclear electrical generating stations the object of a cyber attack by
way of reprisal.

1. Articles 20, 51(6), 52(1), 53(c), 54(4), 55(2), and 56(4) of Add-
itional Protocol I provide the basis for this Rule, which applies in
international armed conflicts.'*> Upon ratification of Additional
Protocol 1, certain States adopted understandings with regard to
reprisals against civilians that have the effect of making the prohibition
conditional. Noteworthy in this regard are the United Kingdom'** and
France.'* Therefore, in application of this Rule, States must determine

"1 1CRC CusToMaRY Law STuDY, Rule 147.

142 Sce also Amended Mines Protocol, Art. 3(7); Mines Protocol, Art. 3(2).

!4 The United Kingdotn noted that: “The obligations of Articles 51 and 55 are accepted on
the basis that any adverse party against which the UK might be engaged will itself
scrupulously observe those obligations. If an adverse party inakes serious and deliberate
attacks, in violation of Article 51 or Article 52 against the civilian population or civilians
or against civilian objects, or, in violation of Articles 53, 54 and 55, on objects or items
protected by those Articles, the UK will regard itself as entitled to take measures
otherwise prohibited by the Articles in question to the extent that it considers such
measures necessary for the sole purpose of compelling the adverse party to cease
committing violations under those Articles, but only after formal warning to the adverse
party requiring cessation of the violations has been disregarded and then only aftcr a
decision taken at the highest level of g ' UK Additional Protocol Ratifi
Statement, para. (m).

In ratifying Additional Protocol 1, France did not rescrve in relation to Art. S1(6).
It did, however, make a statement in relation to Art. 51(8) that appears to be intended
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their position vis-g-vis Article 51(6) of Additional Protocol I and whether
that instrument is applicable in the conflict in question.'**

2. The International Criminal Tribunal for the Former Yugoslavia
has held that reprisals against civilians viclate customary international
law.**® However, commentators and States contest the Tribunal’s asser-
tion with respect to customary status."*” Additionally, in its Customary
THL Study, the International Committee of the Red Cross concludes that,
because of contrary practice, a customary rule prohibiting reprisal attacks
on civilians has yet to crystallize."*® Application of this Rule is accord-
ingly limited to those States that are Party to Additional Protocol I and
have not reserved on the issue.

3. The concept of belligerent reprisal does not exist in non-
international armed conflict. Therefore, a rule setting forth a prohibition
on conducting attacks against already protected persons and objects
would be superfiuous.

Rule 48 - Weapons review

(a) All States are required to ensure that the cyber means of warfare
that they acquire or use comply with the rules of the law of armed
conflict that bind the State.

(b) States that are Party to Additional Protocol I are required in the

1 o 3

study, d P q or adoption of a new means or
method of cyber warfare to determine whether its employment
would, in some or all circumstances, be prohibited by that Protocol
or by any other rule of international law applicable to that State.

1. Theterms ‘means’ and ‘method’ of cyber warfare are defined in Rule 41.
2. Lit. (a) of this Rule derives from the general duty of compliance
with the law of armed conflict as reflected in Article 1 of the 1907 Hague
Convention 1V and Common Article 1 of the Geneva Conventions. The
International Group of Experts agreed that in the case of means of

to retain the possibility of reprisals against civilians. French Additional Proto-
col Ratification Statement, para. 11, available at www.icrc.org/ihl.nsf/NORM/
D8041036B40EBC44C 1256 A34004897B20OpenDocument.

143 The UK position is st out in UK MANUAL, paras. 16.19.1, 16.19.2.

146 Prosecutor v. Kupreskit, Case No, IT-95-16-T, Trial Chamber judgment, paras. 527-33
(Int'l Crim. Trib. for the Forner Yugoslavia 14 January 2000).

7 See US CommaNDER's HANDBOOK, para, 6.2.4; Yotamn Dinstein, THE CONDUCT OF
HOSTILITIES UNDER THE LAW OF INTERNATIONAL ARMED CONFLICT 260 (2nd ed. 2010).

148 ICRC CustoMary IHL STuDY, commentary accompanying Rule 146.
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warfare, this limited obligation has matured through State practice
into customary international law.'*® Lit. (b) is based on Article 36 of
Additional Protocol 1. The Intemational Group of Experts was divided
as to whether it represented customary international law and therefore
it is represented in this Manual as an obligation applicable only to States
Party to that treaty, which applies only to international armed conflict.

3. As regards lit. (a), the International Group of Experts was divided
over whether there is an affirmative duty to conduct a formal legal review of
means of warfare prior to their use. The majority took the position that this
obligation is satisfied so long as a State has taken steps to ensure that their
means of warfare are in accordance with the law of armed conflict. For
instance, the advice of a legal advisor at the relevant level of command
was deemed by these Experts to suffice in lieu of a formal legal review.

4. Lit. (a) only requires States to take those steps necessary to ensure
means of cyber warfare they acquire or use comply with the law of armed
conflict. The International Group of Experts was divided over whether the
obligation extends to methods of warfare. Some argued that it does, whereas
others suggested that, although methods of warfare must comply with the
law of armed conflict generally, there is no affirmative duty to take the
specific step of conducting a formal legal review to ensure such compliance.

5. The obligations set forth in lit. (b) are broader, encompassing the
study, development, acquisition, and adoption of new means and methods
of cyber warfare. Further, the paragraph requires the review to address
whether employment of the means or method will comply with international
law generally, not only the law of armed conflict. For instance, the review
would necessarily include assessment of any applicable arms control regime.

6. Article 36 prescribes no particular methodology for conducting
the reviews required by lit. (b), nor is there any obligation for a State to
disclose the review.'

7. With regard to both lit. (a) and lit. (b), the fact that a supplying State
has already reviewed a method or means of cyber warfare does not relieve an
acquiring State of its obligation to consider the means by reference to its own
international law obligations. In complying with this obligation, the acquir-
ing State may be assisted by a legal assessment conducted by the supplying

4 US CoMMANDER'S HANDBOOK, para. 5.3.4; UK MaNuAL, paras. 6.20-6.20.1; CANADIAN

MANUAL, para. 530; GERMAN MANUAL, para. 405, AMW ManuaL, Rule 9. See also US
AR FORCE, LEGAL REVIEW OF WEAPONS AND CYRER CAPABILITIES, AIR FORCE
INSTRUCTION 51-402 (27 July 2011).

13 See ICRC ADDITIONAL PROTOCOLS COMMENTARY, para. 1470 (discussing disclosure).
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State, but retains the obligation to satisfy itself as to compliance with the legal
rules by which it is bound. A determination by any State that the emplor oy-
ment of a weapon is prohibited or permitted does not bind other States."

8. The determination of the legality of a means or method of cyber
warfare must be made by reference to its normal expected use at the time
the evaluation is conducted.>? If a means or method of cyber warfare is
being developed for immediate operational use, the lawyer who advises
the commander planning to use it will be responsible for advising
whether the cyber weapon and the intended method of using it accord
with the State’s international law obligations. Any significant changes to
means or methods necessitate a new legal review. A State is not required
to foresee or analyse possible misuses of a weapon, for almost any
weapon can be misused in ways that would be prohibited.

9. For example, consider a cyber capability to degrade an adversary’s
land-based radar system. The software that causes the degradation of the
radar signal is the weapon and requires a legal review, as does the rootkit
required to enable the weapon to operate. Likewise, any significant changes
to them require a new legal review. Minor changes that do not affect their
operational effects, such as testing or debugging to eliminate unwanted
functionality, would not trigger the requirement for a subsequent review.

10. Legal reviews of 2 means or method of cyber warfare should consider
such matters as whether: (i) it is, in its normal or intended circumstances
of use, of 2 nature to cause superfluous injury or unnecessary suffering
(Rule 42); (i) it is by nature indiscriminate (Rule 43); (iii) its use is intended
or may be expected to breach law of armed conflict rules pertaining to
the environment to which the State is Party;'> and (iv) there is any ad hoc
provision of treaty or customary international law that directly addresses it.

11. Information that might support a legal review includes a technical
description of the cyber means or method, the nature of the generic targets it

131 JCRC ADDITIONAL PROTOCOLS COMMENTARY, para. 1469.
152 JCRC ApDITIONAL PROTOCOLS COMMENTARY, para. 1466,

133 If the State is Party to the Envi 1 Moditi e ion 1976, and the cyber
means or method of warfare is intended to make use of environmental moditication
techniques, that would breach its obligations under that ion. Ce ion on the
Prohibition of Military or Any Hostile Use of Eavi | Modification Techni

18 May 1977, 1108 UN.T.S. 151. For a State Party to Additional Protocol I or a State that
otherwise accepts those rules, a cyber means or method of warfare that is intended, or
may be expected, to cause widespread, long-term, and severe damage to the natural
environment would breach Arts. 35(3) and 55 of Additional Protocol 1 and customary
international law respectively.
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is to engage, its intended effect on the target, how it will achieve this effect, its
precision and ability to distinguish the target system from any civilian
systems with which it is networked, and the scope of intended effects. Such
information can come from sources like test results, reports as to past
operational use, computer modelling, operational analysis, concepts of
use documents, and general information regarding its employment.

SECTION 6: CONDUCT OF ATTACKS

Rule 49 - Indiscriminate attacks

Cyber attacks that are not directed at a lawful target, and consequently
are of a nature to strike lawful targets and civilians or civilian objects
hout d

g PR

are pr

1. This Rule is based on Article 51(4)(a) of Additional Protocol I and
is considered customary international law.'** It applies in both inter-
national and non-international armed conflict.'>®

2. Note that Article 51(4)(b) and (c) of Additional Protocol I also
provides that attacks employing means or methods of warfare that
cannot be directed, and those having uncontrollable effects, are indis-
criminate and therefore prohibited. These issues are dealt with in Rule 43
and its accompanying Commentary.

3. Rule 49 prohibits cyber attacks (Rule 30) that are not directed at a
member of the armed forces, a member of an organized armed group, a
civilian directly participating in hostilities, or a military objective, that is,
a ‘lawful target. The cyber weapon in question is capable of being
directed at a lawful target (and is therefore not prohibited by Rule 43),
but the attacker fails so to direct it. For example, consider a cyber attack
in which a malicious script is embedded in a file ¢ ining a digital
image posted on a public website. When a vulnerable computer’s browser
downloads that file, the script runs and the computer is damaged. The
attacker knows that both military and civilian users access the web server.
The placement of the malware is indiscriminate because opening the
image will infect the computer of anyone accessing the website who

19 US COMMANDER'S HANDBOOK para. 5.3.2; UK MaNuAL, paras. 523-5.23.2; CANADIAN
MANUAL, paras. 416, 613; GERMAN MANUAL, para. 404; AMW Manuar, Rule 13; ICRC
Customary THL Stupy, Rules 11-12; SAN REMO ManvaL, Rule 42(b).

13> Amended Mines Protocol, Art. 3(8); ICRC Cusromary IHL STuDY, commentary
accompanying Rule 11; NIAC MANUAL, para. 2.1.13.



CONDUCT OF ATTACKS 157

has a computing device that is vulnerable to that attack vector.
A discriminate means of warfare has been employed indiscriminately.

4. Although not expressly stated in this Rule, the International
Group of Experts unanimously agreed that cyber attacks employing
means or methods of warfare that in the circumstances cannot be
directed at a specific military objective, or which in the circumstances
produce effects that cannot be limited as required by the law of armed
contflict, are prohibited. This conclusion is based on Article 51(4)(b) and
(c), which the Experts agreed accurately reflects customary international
law. They noted that weapons that are otherwise discriminate might be
ble of being employed discriminately in certain circ es. For
example, consider malware designed to disable a certain type of SCADA
system (and thereby damage systems which rely upon it) upon instal-
lation by using a flash drive. Use on a military base where its effects will
be limited to the targeted system is discriminate, However, if the malware
is delivered via flash drives left at various cyber conferences in the hope
the drives will eventually be used at a military base (but it will also more
than likely disable civilian systems), its use would violate this Rule.

5. Indiscriminate attacks under this Rule must be distinguished from
attacks intentionally directed against civilians and civilian objects (Rules
32 and 37). Whether an attack is indiscriminate should be assessed on a
case-by-case basis. Factors to consider include: the nature of the system
into which the malware is introduced or which is placed at risk; the
nature of the method or means of cyber warfare employed; the extent
and quality of planning; and any evidence of indifference on the part of
the cyber operator planning, approving, or conducting the attack.'®

6. Indiscriminate attacks, like direct attacks against civilians and
civilian objects, need not be successful to be unlawful. For instance, an
indiscriminate cyber attack launched inte a network serving both
civilian and military users without regard for whom it will affect
may be blocked by the network’s firewall. The fact that the attack
was launched suffices to violate this Rule.

7. Rule 49 must be distinguished from Rule 50. Whereas the former
prohibits attacks that are indiscriminate because they are not aimed, the
latter prohibits another form of indiscriminate attacks, those that are

136 See, e.g., Martic judgment, paras. 462-3 (reviewing the specific circumstance of an attack
with cluster munitions into a densely populated area and finding that an indiscriminate
attack occurred); UK MANUAL, para. 5.23.3; AMW MANUAL, commentary accompany-
ing Rule 13(b).
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aimed at cyber infrastructure that contains both military objectives and
civilian cyber assets in situations in which the military objectives alone
could have been targeted.

Rule 50 - Cleatly separated and distinct military objectives

A cyber attack that treats as a single target a number of clearly discrete
cyber military objectives in cyber infrastructure primarily used for
civilian purposes is prohibited if to do so would harm protected
persons or objects.

1. This Rule is based on Article 51(5)(a) of Additional Protocol L. It
reflects customary international law in both international and non-
international armed conflict.">”

2. The attacks proscribed by the Rule violate the law of armed
conflict because they are indiscriminate. In traditional armed conflict,
this principle precludes targeting an area in which civilian objects and
military objectives are comingled when it is feasible to individually
attack the military targets therein. With regard to cyber operations,
the prohibition should not be conceived of in the physical sense, and
thus territorially. As an example, military computers may be connected
to a network that predominantly hosts civilian computers. Assume that
the military computers can be attacked individually (for instance, if
their IP addresses are known). However, the attacker chooses a method
of cyber attack that will neutralize the military computers, but also
damage the civilian ones. This method of cyber attack would violate
Rule 50 because the attacker treats the military computers as a single
target and by doing so harms the civilian computers when it was not
necessary to do so. Similarly, consider two military servers located in a
server farm that is part of a large data centre primarily hosting servers
for civilian use. An attack that shuts down the entire server farm’s
cooling system in order to overheat and damage the servers it contains
would violate this Rule if it is technically feasible to use cyber means to
just shut down the cooling subsystems of the server clusters containing
the two military servers.

157 Amended Mines Protocol, Art. 3(9) US CoMMANDER'S HANDBOOK, para. 5325 UK
MANDAL, para, 5.23.2; CANADIAN MANDAL, para. 416; GERMAN MANUAL, para. 456;
AMW MAaRUAL, commentary accompanying Rule 13(c); NIAC MaNuaL, commentary
accompanying 2.1.1.3; ICRC CusTomary HL Stupy, Rule 13.
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3. The International Group of Experts took the position that this
Rule applies even when the attack is proportionate (Rule 51). In other
words, a cyber attack against a dual-use system will be unlawful when-
ever the individual military components thereof could have been attacked
separately. In much the same way that area bombing is impermissible in
an air attack when attacking individual targets located in a concentration
of civilians, cyber attacks must be directed, if feasible, against individual
military components of a cyber infrastructure consisting of military and
civilian components.

Rule 51 - Proportionality

A cyber attack that may be expected to cause incidental loss of civilian
life, injury to civilians, damage to civilian objects, or a combination
thereof, which would be ive in relation to the and direct
military ad g icipated is prohibited

1. ‘This Rule is based on Articles 51(5)(b) and 57(2)(iii) of Additional
Protacol 1."* It s often referred to as the rule of proportionality, although as
atechnical legal matter the issue is one of excessiveness, not proportionality.
This principle is generally accepted as customary international law applic-
ablein i jonal and i tioual armed conflicts.'*

2. As stated in Rules 32 and 37, it is unlawful to make civilians or
civilian objects the object of cyber attack. By contrast, this Rule deals with
situations in which civilians or civilian objects are incidentally harmed,
that is, they are not the intended objects of attack. Incidental death or
injury to civilians, or damage or destruction of civilian objects, is often
termed ‘collateral damage’. As this Rule makes clear, the fact that civil-
ians or civilian objects suffer harm during a cyber attack on a lawful
military objective does not necessarily render said attack unlawful per se.
Rather, the lawfulness of an attack in which collateral damage results
depends on the relationship between the harm an attacker reasonably
expects to incidentally cause to civilians and civilian objects and the
military advantage that he or she anticipates as a result of the attack.

'3 See also Second Cultural Property Protocol, Art. 7; Amended Mines Protocol, Art. 3(8);
Mines Protocol, Art. 3(3).

13 US CommaNDER's HANDROOK, para. 5.3.3; UK MANUAL, paras. 5232, 15.15.1; Can-
ADIAN MANUAL at GL-5 AMW Manuat, Rule 14 and accompanying commentary;
NIAC MaNuAL, para. 2.1.14; ICRC Cusromary IHL Stupy, Rule 14; ICRC App-
LTIONAL PROTOCOLS COMMENTARY, para. 4772.
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3. This Rule envisages a situation where a cyber attack on a military
objective will result in harm to civilian objects, including computers,
networks, or infrastructure, or to civilians, that could not be avoided
pursuant to Rules 52 to 58. It should be noted in this regard that cyber
attacks on military objectives are sometimes launched via civilian com-
munications cables, sateilites, or other civilian infrastructure. When
this is the case, they might harm that infrastructure. In other words, a
cyber attack can cause collateral damage during transit and because of
the cyber attack itself. Both forms of collateral damage are to be con-
sidered in application of this Rule.

4. Asan example of the operation of this Rule, consider the case of a
cyber attack on the Global Positioning System. The system is dual-use
and thus a lawful target. However, depriving the civilian users of key
information such as navigational data is likely to cause damage to, for
instance, merchant vessels and civil aircraft relying on Global Positioning
System guidance. If this expected harm is excessive in relation to the
anticipated military advantage of the operation, the operation would
be forbidden,'*

5. Cyber operations may cause inconvenience, irritation, stress, or
fear, Such consequences do not qualify as collateral damage because they
do not amount to ‘incidental loss of civilian life, injury to civilians,
damage to civilian objects’,’ Such effects are not to be considered when
applying this Rule. The International Group of Experts agreed that the
notion of ‘damage to civilian objects’ might, in certain circumstances,
include deprivation of functionality (Rule 30). When this is the case, it is
to be considered in a proportionality evaluation.

6. Collateral damage can consist of both direct and indirect effects.
Direct effects are ‘the immediate, first order consequences [of a cyber
attack], unaltered by intervening events or mechanisms’. By contrast,
indirect effects of a cyber attack comprise ‘the delayed and/or displaced
second-, third-, and higher-order consequences of action, created
through intermediate events or mechanisms’.'®> The collateral damage
factored into the proportionality calculation includes any indirect effects
that should be expected by those individuals planning, approving, or
exccuting a cyber attack. For example, if Global Positioning Satellite data
is blocked or otherwise disrupted, accidents involving transportation

160 Rome Statute, Art. 3(2)(b)(iv).
16! AMW ManvaL, commentary accompanying Rule 14.
182 JoINT CHIBFS OF STAFF, JOINT PUBLICATION 3-60: JOINT TARGETING I-10 (2007).
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systems relying on the data can be expected in the short term, at least
until adoption of other navi | aids and techniques. Similarly, an
attacker may decide to insert malware into a specific military computer
system that will not only disable that system, but also likely spread to a
limited number of civilian computer systems, thercby causing the type of
damage qualifying as collateral damage for the purposes of this Rule.
These effects, if they are or should have been expected, must be con-
sidered in the proportionality analysis."®® By contrast, if the malware is
unexpectedly or unforeseeably transferred via, for instance, a portable
storage device into civilian systems, the ensuing consequences will not
be considered when ing compliance with this Rule.

7. Only collateral damage that is excessive to the anticipated concrete
and direct military advantage is prohibited. The term ‘excessive’ is not
defined in international law. However, as stated in the AMW Manual,
excessiveness ‘is not a matter of counting civilian casualties and compar-
ing them to the number of enemy combatants that have been put out of
action’.*** The amount of harm done to civilians and their property
in the abstract is not the primary issue. Instead, the question is whether
the harm that may be expected is excessive relative to the anticipated
military ad ge given the circ prevailing at the time. Des-
pite an assertion to the contrary in the ICRC Additional Protocols
Commentary,'® the majority of the International Group of Experts took
the position that extensive collateral damage may be legal if the antici-
pated concrete and direct military advantage is sufficiently great. Con-
versely, even slight damage may be unlawful if the military advantage
expected is negligible.

8. The term ‘concrete and direct’ removes mere speculation from the
equation of military advantage, While the advantage from a military
action is seldom precisely predictable, requiring the anticipated advan-
tage to be concrete and direct obliges decision-makers to anticipate a real
and quantifiable benefit,'* The commentary to Article 51 of Additional
Protocol 1 states that ‘the expression “concrete and direct” was intended

163 This understanding of the Rule is supported by the US Commander’s Handbaok,
which states that indirect effects of an attack may be one of the factors inctuded
when weighing anticipated incidental injury or death to protected persons. US
COMMANDER's HANDBOOK, para. 8.11.4.

'54 AMW MANUAL, commnentary accompanying Rule 14.

15 ICRC ADDITIONAL PROTOCOLS COMMENTARY, para. 1980.

'% UK ManvaL, para. 5.33.3 (as amended); CANADIAN MANUAL, para. 415. The AMW
Manual observes that the “terin “concrete and direct” refers to military advantage that is



162 CONDUCT OF HOSTILITIES

to show that the advantage concerned should be substantial and relatively
close, and that advantages which are hardly perceptible and those which
would only appear in the long term should be disregarded”.'s”

9. When determining the concrete and direct military advantage
anticipated, it is generally accepted as customary international law that
the ‘military advantage anticipated from an attack is intended to refer to
the advantage anticipated from the attack considered as a whole and not
only from isolated or particular parts of the attack’.!®® For instance, a
cyber operation could occur in conjunction with another form of military
action, such as a cyber attack on an installation’s air defence radar during
conventional strikes on that installation. In this case, the concrete and
direct military advantage to be considered with regard to the cyber attack
would be that anticipated from the entire attack, not just the effect on
the air defences. Similarly, a single cyber attack might be planned to
convince the enemy that a particular target set is going to be the focus
of forthcoming attacks, thereby causing the enemy to misdirect its
defensive measures. The actual focus of the main attack lies elsewhere.
Any expected collateral damage from the first cyber attack must be
assessed in light of the anticipated military advantage deriving from the
main attack.

10. 1t is important to note that the standard for this Rule is prospect-
ive. The use of the words ‘expected’ and ‘anticipated’ indicates that its
application requires an of ther bl of the determin-
ation at the time the attack in question was planned, approved, or
executed.'® In making such determinations, all apparently reliable

cleatly identifiable and, in many cases, quantifiable’. AMW MANUAL, commentary
accompanying Rule 14.

ICRC AnDITIONAL PROTOCOLS COMMENTARY, para. 2209.

168 The text is drawn from the UK Additional Protocols Ratificati para. (i).
Australia, Germany, ltaly, and the Nethetlands have stated similar Understandings,
available at www.icrc.org/ibLnsf/WebSign?ReadForm&id=740&ps=P. See also UK
MANUAL, para. 5.33.5; CANADIAN MANUAL, para. 415; GERMAN MANUAL, para. 444;
ICRC Customary [HL STuDy, commentary accompanying Rule 14; NIAC MaNvAL,
commentary accompanying para. 2.1.1.4. For the purposes of mternational criminal law,
the Rome Statute employs the term ‘overall' in referring to military advantage. Rome
Statute, Art. 8 (2)(b){iv). Footnote 36 of Art. 8(2)(b){iv) of the Rome Statute Elements of
the Crimes states, ‘The expression “concrete and direct overall military advantage™ refers
to a military ad that is by the perp at the relevant time.”

See Gali¢ Trial Chamber judgment, paras. 58-60; Trial of Wilhelm List and Others (The
Hostages Trial), Case No. 47, VIl Law Reports of Trials of War Criminals 34, 69 (UN
War Crimes Commission 1948) (setting forth ‘Rendulic Rule’); AMW ManuaL, com-
mentary accompanying Rule 14.

B
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information that is bl flable must be considered.'”® The Rule is
not to be applied with the benefit of hindsight.

11.  Expectation and anticipation do not require absolute certainty of
occurrence. By the same token, the mere possibility of occurrence does
not suffice to attribute expectation or anticipation to those planning,
approving, or executing a cyber attack. The terms 'ex?ected’ and ‘antici-
pated” allow for a ‘fairly broad margin of judgment’.'”!

12. There was a discussion among the International Group of
Experts over whether and to what extent uncertainty as to collateral
damage affects application of the Rule. The issue is of particular relevance
in the context of cyber attacks in that it is sometimes very difficult to
reliably determine likely collateral damage in advance. A minority of the
Experts took the position that the lower the probability of collateral
damage, the less the military advantage needed to justify the operation
through application of the rule of proportionality. The majority of
Experts rejected this approach on the basis that once collateral damage
is expected, it must be calculated into the proportionality analysis as
such; it is not appropriate to consider the degree of certainty as to
possible collateral damage. The attacker either reasonably expects it or
the possibility of coliateral damage is merely speculative, in which case it
would not be considered in assessing proportionality.

13. The International Criminal Tribunal for the Former Yugoslavia

dd d the question of the r bl of the ultimate proportionality
decision in the Gali¢ judgment. The Trial Chamber held ‘In determining
whether an attack was proportionate, it is necessary to examine whether
a reasonably well-informed person in the circumstances of the actual
perpetrator, making reasonable use of the information available to him or
her, could have expected excessive civilian casualties to result from the
attack."”?

7 UK ManuaL, para. 5204 (as amended); CANADIAN ManuaL, para. 418; NIAC
MANUAL, commentary accompanying para. 2.1.L4. See also UK Additional Protocols
Ratification Statement, para. (c): ‘Military commanders and athers responsible for
planning, deciding upon, or exccuting attacks necessarily have to reach decisions on
the basis of their assessment of the information from all sources which is reasonably
available to them at the relevant time.’ Austria, Belgium, Canada, ltaly, the Netherlands,
New Zealand, and Spain made similar statements, available at www.icrc.org/ihlnsf/
‘WebSign?ReadForm&id=740&ps=P,

17! |CRC AppiTioNAL PROTOCOLS COMMENTARY, para. 2210.

7 Galic Trial Chamber judgment, para. 58.
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14. Sparing one’s own forces or capabilities was considered by a
minority of the International Group of Experts to be a factor when
performing a proportionality calculation. Consider a situation in
which an attacker decides not to map the ‘cyber battle space’ for fear
that doing so might reveal information that could enhance an enemy
counterattack. The majority of the International Group of Experts
rejected the premise that the maintenance of one’s own forces and
capabilities in this situation is appropriate for inclusion in the calcula-
tion of military advantage. Instead, they took the position that such
considerations are only appropriate when evaluating feasibility in the
precautions in attack context (Rules 52 to 58).

15. This Rule must be clearly distinguished from the requirement
to take precautions in attack (Rules 52 to 58), which requires an
attacker to take steps to minimize civilian harm regardless of whether
expected collateral damage is excessive in relation to the military
advantage anticipated.

SECTION 7: PRECAUTIONS

1. Asnoted in Article 49(3) of Additional Protocol I, the provisions
on precautions ‘apply to any land, air or sea warfare which may affect
the civilian population, individual civilians or civilian objects on
land. They further apply to all attacks from the sea or from the air
against objectives on land but do not otherwise affect the rules of
international law applicable in armed conflict at sea or in the air.
Therefore, the Rules of this section apply to any operation having
effects on land.

2. The generally required standard under this section is ‘feasibility’.
There is a different standard for cyber operations at sea or in the air that
are not directed against land-based targets, but which may have effects on
the civilian population.'” Article 57(4) of Additional Protocol I, which
expressly relates to military operations at sea or in the air, states that ‘all
reasonable’ rather than ‘all feasible’ precautions must be taken. This is
reflected in the US Commander’s Handbook, which uses the term ‘all
reasonable precautions’.'”* The ICRC commentary to the provision states

173 |CRC ApDiTIONAL PROTOCOLS COMMENTARY, para, 2230,
174 US CommaNDER's HANDBOOK, para. 8.3.1.
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that the term ‘reasonable’ is to be interpreted as ‘a little less far-reaching’
than “all feasible precautions’.'”®

3. Consider the case of a cyber attack against a warship. According to
the majority of the International Group of Experts, the necessary precau-
tions would not encompass a mapping of the entire cyber infrastructure
of which the warship is a part. Even though such mapping might be
technically possible and militarily feasible, these Experts concluded that
it would not be reasonable to undertake the mapping because the
primary focus of the operation is a target beyond land territory. The
minority of the International Group of Experts concluded that
the distinction is so highly nuanced as to be of little practical relevance;
the applicable legal regime is operationally the same.'”® This is the
current International Committee of the Red Cross position, In the
example above, these Experts maintained that the attacker must per-
form those precautionary measures that are both technically possible
and militarily feasible.

4. The duty of the attacker to take precautions is set forth in Rules 52
to 58. The obligations of the party to the conflict defending against
attacks are set forth in Rule 59.

Rule 52 - Constant care

During hostilities involving cyber operati care shall be
taken to spare the civilian population, individual civilians, and civilian
objects.

1. The Rule is based on Article 57(1) of Additional Protocol I and is
considered customary in both international armed conflict and non-
international armed conflict.'””

2. The notion of hostilities is defined in the Commentary accom-
panying Rule 22. It is not limited to cyber attacks.'”®

ICRC AppITIONAL PROTOCOLS COMMENTARY, para. 2230.

AMW MaNUAL at commentary accompanying Rule 30.

177 Second Cultural Property Protocol, Art. 7(b); Amended Mines Protocol, Art. 3(10);
Mines Protocol, Art. 3(4); US CoMMANDER’s HANDBOOK, para. 8.1; UK MANUAL, paras.
5.32 (as amended), 15.15, 15.15.1; GERMAN MANUAL, para. 447; AMW Manual, Rules
30, 34, chapeau to sec. G; NIAC MaNuat, para. 2.1.2; ICRC CusToMaRry IHL Stupy,
Rule 15.

UK MaNUAL, para. 5.32; ICRC ADDITIONAL PROTOCOLS COMMENTARY, para, 2191. See
also ICRC ADDITIONAL PROTOCOLs COMMENTARY, para. 1875 (offering an cxplanation
of the term ‘operations’).
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3. As used in this Rule, the term ‘spare’ refers to the broad general
duty to ‘respect’ the civilian population, that is, to consider deleterious
effects of military operations on civilians.'”® It supplements the obliga-
tion to distinguish between comb and civilians and between mili-
tary objectives and civilian objects (Rule 31), the rule of proportionality
(Rule 51), and the requirement to take precautions in attack (Rules 52 to 58).

4. 'The law of armed conflict does not define the term ‘constant care’.
The International Group of Experts agreed that in cyber operations,
the duty of care requires commanders and all others involved in the
operations to be continuously sensitive to the effects of their activities on
the civilian population and civilian objects, and to seek to avoid any
unnecessary effects thereon.'®

5. Use of the word ‘constant’ denotes that the duty to take care to
protect civilians and civilian objects is of a continuing nature throughout
all cyber operations; all those involved in the operation must discharge
the duty. The law admits of no situation in which, or time when,
individuals involved in the planning and execution process may ignore
the effects of their operations on civilians or civilian objects.'®" In the
cyber context, this requires situational awareness at all times, not merely
during the preparatory stage of an operation.

6. Given the complexity of cyber operations, the high probability of
affecting civilian systems, and the sometimes limited understanding
of their nature and effects on the part of those charged with approving
cyber operations, mission planners should, where feasible, have technical
experts available to assist them in determining whether appropriate
precautionary measures have been taken.

7. In light of the duty to respect the civilian population, it is self-
evidently unlawful to use the presence of civilians to shield a lawful target
from cyber attack or to otherwise shield, favour, or impede military
operations. For instance, placing civilians at an electrical generating
facility qualifying as a military objective in order to shield it from cyber
attack would violate this Rule. This prohibition, set forth in Article 51(7)
of the Additional Protocol, reflects customary law.'® Although the

179
180
181
182

ICRC ADDITIONAL PROTOCOLS COMMENTARY, para. 2191.

UK MANUAL, para. 5.32.1.

AMW ManvUAL, commentary accompanying Rule 30.

US CoMMANDER's HANDBOOK, para. 8.3.2; AMW Manvar, Rule 45; ICRC CusToMARY
IHL Stupy, Rule 97. See also Rome Statute, Art. 8(2)(b)(xxiii). Specific prohibitions on
using prisoners of war and civilians protected under Geneva Convention IV exist.
Geneva Convention III, Art. 23; Geneva Convention IV, Art. 28
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prohibition does not extend to civilian objects in general (as distinct from
civilians), it is expressly prohibited to use medical facilitics for the
purposes of shielding."®® Extension of the prohibition to the use of
medical cyber infrastructure as a shield is reasonable.

Rule 53 - Verification of targets

Those who plan or decide upon a cyber attack shall do everything
feasible to verify that the objectives to be attacked are neither civilians
nor civilian objects and are not subject to special protection.

1. This Rule is based on Article 57(2)(a)(i) of Additional Protocol
I and is accepted as customary international law in both international
and non-international armed conflicts.'®*

2. This Rule applies to cyber operations that qualify as an ‘attack’.
The term ‘attack’ is defined in Rule 30.

3. Animportant feature of Rule 53 is its focus on planners and decision-
makers. Those who execute cyber attacks may sometimes also be the ones
who approve them. In the case of certain attacks, the individual actually
executing the attack has the capability to determine the nature of the target
and to cancel the operation, This individual is thus in a position to decide
whether the attack is to be undertaken and therefore is obligated to exercise
his or her capability to verify that the person or object to be attacked is a
lawful target. On other occasions, the person executing the attack may not
be privy to information as to its character or even the identity of the target.
He or she may simply be carrying out instructions to deliver the cyber
weapon against a predetermined part of the cyber infrastructure. Under
these circumstances, the duty of the individual carrying out the cyber attack
would be limited to those measures that are feasible in the circumstances.'s®

4. The limitation to those who plan or decide upon cyber attacks
should not be interpreted as relieving others of the obligation to take
appropriate steps should information come to their attention that sug-
gests an intended target of a cyber attack is a protected person or object,
or that the attack would otherwise be prohibited. For example, assume

'8 Additional Protocol I, Art. 12(4).

18 Gali¢ Trial Chamber judgment, para. 58; US CoMMANDER’s HANDBOOK, para. 8.1; UK
MANUAL, pata. 5.32.2 (as amended); CANADIAN MANUAL, para. 417; GERMAN MANUAL,
para. 457; AMW Manvar, Rule 32(a) and chapeau to sec. G; NIAC MANUAL, commen-
tary accompanying pata. 2.1.%; ICRC Customary IHL Stupy, Rule 16.

185 AMW MANUAL, commentary accompanying Rule 35.
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that a cyber attack is planned and all preparations are completed, includ-
ing mapping the network and determining the nature of the target
system. The attackers are awaiting authorization by the approving
authority. Assume further that an operator is continuously monitoring
the network. Any material changes in the cyber environment of the
proposed target must be relayed to the commander and other relevant
personnel as soon as possible.

5. The obligation to do ‘everything feasible’ is to be interpreted
identically to the obligation to take ‘all feasible precautions’ in Rule 54.
‘Feasible’ has been widely interpreted as that which is ‘practicable or
practically possible, taking into account all circumstances ruling at the
time, including humanitarian and military considerations’.'*® In the
context of cyber attacks, feasible precautions might include gathering
intelligence on the network through mapping or other processes in order
to allow those responsible reasonably to determine the attack’s likely
effects, particularly on the civilian population or civilian objects. There
is no obligation to take measures that are not feasible. It may, for
example, not be feasible to map the target because doing so will disclose,
and thus enable defences against, the intended operation.

6. When gathering sufficient information to verify the target is not
practicable or practically possible, the decision-maker may have to refrain
from conducting an attack, or otherwise modify the concept of operations.
For instance, if an attacker is unable to gather reliable information as to
the nature of a proposed cyber target system, the decision-maker would
be obligated to limit the scope of the attack to only those components
or capabilities of the system with regard to which there is sufficient infor-
mation to verify their status as lawful targets.

Rule 54 - Choice of means or methods

Those who plan or decide upon a cyber attack shall take all feasible
precautions in the choice of means or methods of warfare employed in
such an attack, with a view to avoiding, and in any event to minimizing,
incidental injury to civilians, loss of civilian life, and damage to or

destruction of civilian objects.

18 Amended Mines Protocal, Art. 3(10); UK Additional Protocols Rati
para. (b). See also US CommaNDER's HANDBOOK, para, 8.3.1; UK MaNUAL, para. 5.32 (as
amended); CANADIAN MANUAL at A-4; AMW ManuaL, Rule 1(g); ICRC CusToMaRY
IHL STUDY, commentary accompanying Rule 15.
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1. This Rule is based upon Article 57(2)(2)(ii) of Additional Protocol
L. It reflects customary international law and is applicable in international
and non-international armed conflicts.'®”

2. Even if the harm to civilians and civilian objects expected to result
during an attack is not excessive relative to the anticipated military advan-
tage, and is therefore in compliance with Rule 51, feasible precautions must
be taken to minimize collateral damage. Rule 54 specifically addresses the
obligation to consider alternative weapons or tactics to minimize collateral
damage to civilians or civilian property. 1t should be noted that the Rule
requires consideration of both cyber and kinetic options for achieving the
desired military effect while minimizing collateral damage.

3. The term ‘all feasible precautions’ in this Rule has the same mean-
ing as ‘everything feasible’ in Rule 53 and the Commentary to that Rule
applies equally here. In particular, an attacker need not select alternative
weapons or tactics that will yield less military advantage to the attacker.

4. ‘Means’ and ‘methods’ are defined in Rule 41." with regard to
the application of this Rule to those who execute attacks, see the Com-
mentary to Rule 53.

5. The issue of indirect effects is central to cyber operations because
of the interconnectivity of computers, particularly between military and
civilian systems. The US Commander’s Handbook acknowledges the
appropriateness of considering indirect effects as collateral damage.'®
The International Group of Experts agreed with this view. Therefore,
a person who is planning or using a cyber means or method must take
all feasible precautions to avoid, or at least minimize, indirect as well as
direct collateral damage. This obligation affects not only the choice of
the cyber means used, but also how it is employed.

6. To illustrate operation of this Rule, consider the case of an attacker
who seeks to insert malware into a closed military network. One method
of doing so would involve placing the malware on a thumb drive used
by someone working on that closed network. The attacker would have
to assess the possibility that the thumb drive might also be used on
computers connected to civilian networks and thereby cause collateral

87 UK ManUAL, paras. 5.32, 5.32.4 (both as amended): CANADIAN MANUAL, para. 417;
GERMAN MANUAL, paras. 457, 510; AMW Manuat, Rule 32(b), chapeau to sec. G; NIAC
MAaNUAL, para. 2.1.2b; ICRC CusTomary IHL Stupy, Rule 17.

'8 See, ¢.g., UK MANUAL, para. 5.32.4. Further, para. 5.32.5 provides a list of factors to be
considered when considering the appropriate means or method of attack.

1% US CommanpER's HANDBOOK, para. 8.114.
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damage. In such a case, it might be possible to design different malware
(means) that will minimize the likelihood of collateral damage. The
Stuxnet attack appears to have been planned with this Rule in mind,
in that the cyber weapon employed was designed to seek out a specific
type of industrial process-control system, operating with a particular
combination of hardware and software.

Rule 55 - Precautions as to proportionality

Those who plan or decide upon attacks shall refrain from deciding
to launch any cyber attack that may be expected to cause incidental
loss of civilian life, injury to civilians, damage to civilian objects or
a combination thereof, which would be excessive in relation to the
concrete and direct military advantage anticipated.

1. Rule 55 is based on Article 57(2)(a)(iii) of Additional Protocol L. 1t
reflects customary international law and is applicable in international
and non-international armed conflicts."™

2. This Rule is to be distinguished from Rule 51. Rule 51 sets forth
the general rule on proportionality and is rooted in Article 51(5)(b) of
Additional Protocol L. Rule 55 merely emphasizes that individuals who
plan or decide upon cyber attacks have a continuing personal obligation
to assess proportionality. As noted in the Commentary to Rule 53, in
many situations an individual executing a cyber attack will be in a
position to ‘decide upon’ it. This is particularly important in the context
of Rule 55. For instance, if a cyber operator becomes aware that an attack
being executed will unexpectedly result in excessive collateral damage,
he or she must terminate the attack. Rule 57 addresses the duty to cancel
or suspend attacks when new information becomes available that indi-
cates the attack will violate the rule of proportionality.

3. Rule 55 applies in the same fashion as Rule 51. The Commentary
to that Rule applies equally here.

Rule 56 - Choice of targets
For States Party to Additional Protocol 1, when a choice is possible
between several military objectives for obtaining a similar military
advantage, the objective to be selected for cyber attack shall be that the

1% CANADIAN MANUAL, para. 417; GERMAN MANUAL, para. 457 AMW Manuar, Rule
32(c) and chapeau to sec. G: ICRC CusTomary IHL Stupy. Rule 18.
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attack on which may be expected to cause the least danger to civilian
lives and to civilian objects.

1. This Rule is based on Article 57(3) of Additional Protocol I. A
substantial majority of the International Group of Experts agreed that
this Rule reflects customary international law and is applicable in inter-
national and non-international armed conflicts.'** However, a minority
of the Experts took the position that Article 57(3) had not matured into
customary international law and therefore this Rule is not binding on
States that are not Party to that instrument.

2. Rule 56 applies to cyber operations that qualify as an ‘attack’. The
term attack is defined in Rule 30.

3. In contrast to the other sub-paragraphs of Article 57, Article 57(3)
does not specify to whom it is directed. Therefore, Rule 56 has been
drafted to apply to all persons who are involved in target selection,
approval, and execution of the attack.

4. Based upon the text of Article 57(3), the International Group of
Experts understood the consequences of the danger referred to in this
Rule as limited to injury, death, damage, or destruction by the direct
or indirect effects of a cyber attack. Damage would, for the majority of
the International Group of Experts, include, in certain circumstances,
deprivation of functionality (Rule 30).

5. Whether a choice is possible is a question of fact to be deter-
mined in the circumstances ruling at the time. For the Rule to apply the
options must be more than mere possibilities; they must be reasonable
with regard to such factors as practicality, military viability, and tech-
nological prospect of success.

6. It must be borne in mind that the Rule only applies in the case
of targets the attack upon which will yield similar military advantage. The
military advantage does not have to be identical qualitatively or quanti-
tatively. Instead, the issue is whether an attack on the alternative target
would achieve comparable military effects.’™

7. ‘The military advantage is to be determined in light of the oper-
ation as a whole and not based solely on that accruing from an individual
attack. Thus, even if the alternative attack is likely to occasion less

'®1 UK ManuaL, para. 532 (as amended); CANADIAN MANUAL, para. 716; GERMAN
ManuaL, para, 457; AMW ManuaL, Rule 33, chapeau to sec. G; NIAC Maxuat, para.
2.1.2d; ICRC Customary 1HL Stupy, Rule 21.

192 AMW MANUAL, commentary accompanying Rule 33.
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collateral damage, there will be no obligation to undertake it if it would
not achieve the military purpose for which the original attack is designed.

8. For instance, consider a situation in which an attacker seeks to
disrupt enemy command and control. One option is to conduct cyber
attacks against elements of the dual-use electrical grid on which the
enemy’s communication system relies. However, such attacks are likely
to result in significant, albeit proportional, collateral damage. A second
militarily feasible option is to conduct cyber attacks directly against the
enemy’s command and control network. If the latter would be expected
to achieve the desired effect on enemy command and control (the same
military advantage), while resulting in less collateral damage, this
option must be selected.

Rule 57 - Cancellation or suspension of attack

Those who plan, approve, or execute a cyber attack shall cancel or
suspend the attack if it becomes apparent that:

(a) the objective is not a military one or is subject to special protec-
tion; or

(b) the attack may be expected to canse, directly or indirectly, inci-
dental loss of civilian life, injury to civilians, damage to civilian
objects, or a combination thereof that would be excessive in
relation to the concrete and direct military advantage anticipated.

1. Rule 57 reflects Article 57(2)(b) of Additional Protocol I. It is
customary in character and applies in both international armed conflict
and non-international armed conflict.'*®

2. This Rule applies to cyber operations that qualify as an ‘attack’.
The term attack is defined in Rule 30.

3. Lit. (a) reflects the fact that the requirement to ensure that pro-
tected persons and objects are not attacked applies beyond the planning
phase into its execution. It is a corollary to Rule 53, which sets forth a
requirement to take feasible measures to verify the status of the target.

4. Lit. (b) is a corollary to Rule 51, which sets forth the general rule of
proportionality, and Rule 55, which applies to those who plan or approve
attacks. 1t applies to situations in which, although all necessary precau-
tions have been taken, new information makes it clear that an attack that
has been previously decided upon will cause excessive collateral damage.

198 NIAC MANUAL, para. 2.1.2(c); ICRC CusToMaRy [HL Stupy, Rule 19.
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The interpretation of the terms used in this Rule is identical to that set
forth in the Commentary to Rule 51.

5. The practicality of suspending or cancelling an attack is case-
specific. For instance, in some cases, such as the placement of a logic bomb
as part of a rootkit, there may be many opportunities to cancel or suspend
an attack. Duration of the cyber attack itself, which can range from seconds
to months, can also determine the attacker’s ability to suspend or cancel.

6. The requirement of ‘constant care’ in Rule 52 implies a duty to
take “all feasible measures to determme whether an attack should be
cancelled or suspended. An is itoring the operation.

7. The notion of facts becommg apparent’ is not entirely passive.
Rather, an attacker who initiates a cyber attack has a duty to monitor the
attack as long as it is feasible to do so. Some cyber attacks may be difficult to
continuously monitor, thus making it practically difficult to know whether
to cancel or suspend them. This would heighten the degree of scrutiny that
is merited during the planning and decision phases of the attack.

8. Consider a case in which, before the initiation of hostilities, State
A distributes rootkits in a segment of the military communication network
of State B. After hostilities have commenced, a cyber operation to activate
the logic bombs on board these rootkits is approved. In the course of this
opemtlon, the rootkits’ sniffer component detects that State B has recently
< d its gency services ¢ ication system to its military
communication network, thereby raising the issue of proportionality. State
A must suspend its cyber attack until it can satisfy itself that the attack
would be proportionate, for example by conducting further reconnaissance
in order to ascertain the likely harm to the civilian population that will be
caused by the disabling of the y services ¢ ication system,

Rule 58 - Warnings

Effective advance warning shall be given of cyber attacks that may
affect the civilian population unless circ do not permit.

1. This Rule derives from Article 57(2)(c) of Additional Protocol
I and Article 26 of the Hague Regulations. The International Group of
Experts agreed that it is reflective of customary international law applic-
able in international armed conflicts,'**

19 UK MaNUAL, para. 5.32.8; CANADIAN MANUAL, para. 420; GERMAN MANUAL, paras.
447, 453, 457; AMW Manuat, Rule 37 and accompanying commentary; ICRC Cus-
ToMARY 1HL Stupy, Rule 20.



174 CONDUCT OF HOSTILITIES

2. The International Group of Experts agreed that this Rule extends
to non-international armed conflicts as a matter of customary inter-
national law, although they acknowledged the existence of arguments
that its application was limited during such conflicts to certain treaty
obligations.'™*

3. Rule 58 applies only to cyber attacks as defined in Rule 30; it does
not apply to cyber operations falling short of that level. Additionally, it
does not apply to situations in which civilian objects will be damaged or
destroyed without the civilian population being placed at risk. This point
is especially important in the cyber context since cyber attacks will often
damage civilian cyber infrastructure without risking harm to persons.

4. The law of armed conflict does not define the term ‘affect’ as used
in Article 57(2)(c) of Additional Protocol 1. In light of the limitation of
the Article’s application to attacks and the reference to ‘loss of civilian
life [and] injury to civilians’ in other aspects of the requirement to take
precautions in attack (Rules 54 to 57), the majority of the International
Group of Experts concluded that the Rule applies ouly in cases where
civilians are at risk of injury or death. The minority took a broader
approach by noting the requirement to take precautions to ‘spare’ the
civilian population in Rule 52. All the Experts agreed that effects that
consisted of mere inconvenience, irritation, stress, or fear to civilians
would not meet the threshold of this Rule.'®

5. For the purposes of the Rule, ‘effective’ means that the intended
recipient is likely to receive the warning and understand it in sufficient
time to be able to act.'”” Cyber means may be an effective way of
delivering a wamning of both cyber and kinetic attacks. Other warning
technigues may also be effective in giving warning of a cyber attack. The
determination of whether a warning is likely to be effective depends on
the attendant circumstances.

6. Warnings may be conveyed through the enemy if it is reasonable
to conclude in the circumstances that the enemy will warn its population.
For instance, if dual-use cyber infrastructure is to be attacked, the
attacking force may elect to warn the enemy of the impending attack

195 For States Parties, Art. 3(11) of the Amended Mine Protocol sets forth a warning
requirement in non-international armed conflict with respect to, inter alia, booby traps
(Rule 44). Similarly, warning requirements exist with regard to cultural property (Rule
82) for States Party to the Second Cultural Property Protocol, Arts. 6(d), 13(2)(c)(ii). See
also AMW Manuat, Rule 96.

1% AMW Manvat, commentary accompanying Rule 37.

197 See UK MANUAL, para. 5.32.8.
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on the assumption that the enemy will warn the civilian population to
take steps to minimize any expected collateral damage. However, if it
is unreasonable to conclude the enemy will do so (perhaps because the
encmy wants to use affected civilians and civilian objects as shields), such
a warning will not suffice. Instead, the attacker would need to directly
warn the civilian population itself, subject to the conditions set forth in
this Commentary.

7. The means of warning need only be effective; there is no require-
ment that the means chosen be the most effective available. For instance,
a party to the conflict may intend to attack a service provider that serves
both military and civilian users. The attacker may elect to provide notice
of the impending attack via national news media rather than by sending
text messages to each civilian user. Even though the technique might be a
more effective means of warning, notification through the media would
be sufficiently effective to meet the requirements of this Rule.

8. The phrase ‘unless circumstances do not permit’ reflects the fact
that warnings can prejudice an attack.'®® When cyber attacks require
surprise, warnings do not have to be given. For example, surprise may be
necessary to ensure that the enemy does not mount effective cyber
defences against an attack. Similarly, surprise may be necessary to ensure
the enemy does not pre-empt an attack by striking first at the attacker’s
cyber assets, Consider, for example, a cyber operation involving place-
ment of a kill-switch into the target computer’s control system, to be
activated on the occurrence of some future event or after the passage of a
specified period. A warning that would give the enemy an opportunity
to locate and neutralize the device need not be given (or may be general).
Surprise might also be necessary for force protection. As an example, a
warning could allow the enemy to monitor the cyber attack such that
it will be able to strike back. Equally, the cyber attack may form part of
a broader military operation and advance warning may expose troops
involved to greater risk. Given the current state of technology, the
likelihood of warnings being feasible in the cyber context is low.

9. Warnings of cyber attacks, or cyber warnings of kinetic attacks,
may have a general character. An example would be a warning that cyber
attacks are to be conducted against dual-use electrical generation facilities
throughout enemy territory without specifying precise targets.

1% UK MANUAL para. 5.32.8; CANADIAN MANUAL, para. 420; AMW MANUAL, commentaty
accompanying Rule 37, ICRC ADDITIONAL PROTOCOLS COMMENTARY, para. 2223.
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10. A party to the conflict may issue a warning as a ruse, that is, in
order to mislead the enemy (Rule 61). For instance, a false announce-
ment of an attack affecting dual-use systems might prove militarily useful
in causing the enemy to take its military assets off-line. However, even
though ruses of war are not prohibited in this regard, they are unlawful if
they have the effect of influencing the population to disregard future
valid warnings of attack.

Rule 59 - Precautions against the effects of cyber attacks

The parties to an armed conflict shall, to the maximum extent feasible,
take necessary precautions to protect the civilian population, individ-
ual civilians, and civilian objects under their control against the
dangers resulting from cyber attacks.

1. This Rule is based on Article 58(c) of Additional Protocol 1. It reflects
customary international law applicable in international armed conflicts.'*

2. The majority of the International Group of Experts took the pos-
ition that the Rule’s application was limited to international armed con-
flict. These Experts doubted that international law would impose a general
obligation on a State to take actions to protect its own population from
attacks during a non-international armed conflict; any decision to do so
would be a matter within its discretion. A minority of the Experts would
extend application of the Rule to non-international armed conflicts.**®

3. The obligation to take precautions under this Rule differs from that
under Rules 52 to 58 insofar as this Rule relates to precautions against the
effects of cyber attacks, that is, to ‘passive precautions’ that must be taken
by the parties to the conflict in anticipation of the possibility of cyber
attacks. In other words, whereas Rules 52 to 58 set forth an attacker's
obligations as to precautions, Rule 59 addresses those of a defender.
Examples of passive precautions include segregating military from civilian
cyber infrastructure; segregating computer systems on which critical civil-
ian infrastructure depends from the Internet; backing up important civil-
ian data; making advance arrangements to ensure the timely repair

19 US CommanpER's HANDBOOK, para. 8.3; UK MANUAL, paras. 5.36-5.36.2; CANADIAN
MANUAL, para. 421; GERMAN MANUAL, para. 513; AMW ManuaL, Rules 42-5; ICRC
CusTomary [HL Stupy, Rule 22.

2 |CRC Customary THL Stupy, Rule 22. See also the obligation to take passive precau-
tions with respect to cultural property. Second Cultural Property Protocol, Art. 8; AMW
ManNuaL, chapesu to sec. H; NIAC ManuaL, para. 2.3.7 (placement of military
abjectives).
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of important computer systems; digitally recording important cultural
or spiritual objects to facilitate reconstruction in the event of their destruc-
tion; and using anti-virus measures to protect civilian systems that might
suffer damage or destruction during an attack on military cyber
infrastructure.

4. Not all sub-paragraphs of Article 58 of Additional Protocol
1 have been incorporated into this Rule since Article 58(c), which this
Rule reflects, captures the totality of the requirement to take passive
precautions; it is a ‘catch-all’ provision that encompasses the require-
ments set forth in the other sub-paragraphs. The omission of the
remaining sub-paragraphs of Article 58 should therefore not be inter-
preted as implying that the obligation to take passive precautions is in
any way diminished in the case of cyber attacks.

5. Note that Article 58(c) refers to protection against the ‘dangers
resulting from military operations’, while Rule 59 limits applicability to
‘attacks’. All members of the International Group of Experts agreed that
precautions against cyber attacks were encompassed in the Rule. The
majority, however, were unwilling to extend its application to all cyber
operations on two grounds. First, these Experts maintained that Article
58 applies only to attacks, as indicated by the title of the Article in
Additional Protocol 1. Second, even if Article 58 is meant to apply to
all operations, they took the position that no equivalent customary law
exists. The minority took the contrary position on the basis that Article
58(c) refers to ‘operations” and that therefore the norm should be under-
stood in its broader sense.

6. Passive precautionary obligations are subject to the caveat ‘to the
maximum extent feasible’. The term ‘maximum extent’ emphasizes the
importance of taking the requisite measures. It does not imply, however,
the existence of an obligation to do everything that, though theoretically
possible, is not practically possible”®" Indeed, the ICRC commentary to
Article 58 notes ‘it is clear that precautions should not go beyond
the point where the life of the population would become difficult or even
impossible’?® As to the meaning of the word ‘feasible’ for the purposes
of this Manual, see the Commentary accompanying Rule 53.

7. It may not always be feasible for parties to the conflict to segregate
potential military objectives from civilian objects. For example, a power
generation plant or an air traffic control centre may serve both military

21 See Commentary accompanying Rule 53.
202 JCRC ADDITIONAL PROTOCOLS COMMENTARY, para. 2245.
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and civilian purposes. Civilians and civilian objects might be present
at these lawful targets and it may not be feasible to segregate them in
accordance with this Rule. Similarly, it might be impossible to segregate
the civilian and military functions of the infrastructure. When segrega-
tion cannot be accomplished, a party to the conflict remains obliged, to
the maximum extent feasible, to take other measures to protect civilians
and civilian objects under its control from the dangers attendant to
cyber attacks.

8. The concept of ‘control’ was thought of in territorial terms during
the negotiations of Additional Protocol 12 The International Group of
Experts was divided over the meaning to be attributed to the term in the
cyber context. A majority of the Experts concluded that all civilian cyber
infrastructure and activities located in territory under the control of a
party to the conflict are subject to this Rule. This would include the
party’s unoccupied territory and occupied enemy territory. A minority
took a more nuanced approach, asserting that the prohibition should not
necessarily be conceived of territorially, For them, not every computer
system within territory controlled by a party is within its control for the
purpose of the Rule. As an ple, military ications may travel
through civilian computer systems, servers, and routers over which a
party has no de facto control. For these Experts, the obligation in this
Rule would not apply in such cases. In view of the ‘maximum extent
feasible’ caveat, this division of opinion results in only minor differences
in application of the Rule. All the Experts agreed that if the party can
dictate the operations of a civilian computer system, it is under the
control of that party.

9. On the one hand, the International Group of Experts agreed that
the term ‘dangers’ does not refer to the risk of inconvenience or irrita-
tion. For example, the Rule does not require a party to the contlict to
protect civilians from cyber operations that cause temporary inability to
access a website. Similarly, the party is not obliged to protect against the
mere defacement of websites. On the other hand, the Experts also agreed
that the dangers the Rule is designed to protect against include death or
injury to civilians or damage to civilian property, that is, collateral
damage. A minority of the International Group of Experts would include
negative effects falling short of this threshold, such as major disruption of
day-to-day life (as distinct from mere inconvenience or irritation).

23 JCRC ADDITIONAL PROTOCOLS COMMENTARY, para. 2239.



PRECAUTIONS 179

10. Although paragraphs (a) and (b) of Article 58 of Additional
Protocol I are not restated in this Rule, they provide useful guidance.
Article 58(a) imposes a requirement to remove civilians and civilian
objects from the vicinity of military objectives.’** Two scenarios in the
cyber context illustrate the danger contemplated. First, a military
objective may be attacked by cyber means in a way that harms nearby
civilians or civilian objects. In such a case, the physical removal of the
civilians and civilian objects would be required to the extent feasible.
Second, cyber attacks may have indirect effects on civilian computers,
computer networks, or cyber infrastructure. Appropriate precautions
in such situations may include separating, compartmentalizing, or
otherwise shielding civilian cyber systems.

11. The obligation in Article 58(b) of Additional Protocol 1 to ‘avoid
locating military objectives within or near densely populated areas’,
which is implicit in this Rule, addresses the situation in which civilian
objects are not (yet) located in the vicinity of military objectives; it
is preventive in character.?%® 1n the cyber context, there is no direct
equivalent to ‘densely populated areas’. For instance, although civilians
primarily use social networking media, these cannot be equated with
densely populated areas, because the notion involves physical presence,
However, the requirement does apply with respect to physically locating
cyber infrastructure liable to attack in densely populated areas.

12. The commentary to Article 58 offers several further examples of
passive precautions. These include well-trained civil defence forces,
systems for warnings of impending attacks, and responsive fire and emer-
gency services.?® Cyber equivalents might include distributing protective
software products, monitoring networks and systems, maintaining a stra-
tegic cyber reserve of bandwidth and cyber capability, and developing
response capabilities that prevent bleed over into the civilian system.

13. Rule 59 does not bear on the ‘dual-use’ issue (Rule 39). State
practice clearly establishes the legality of using cyber infrastructure for
both military and civilian purposes. Instead, this Rule addresses the issue
of proximity (whether real or virtual) of civilians and civilian objects to
cyber infrastructure that qualifics as a military objective, including dual-
use targets.

24 AMW ManvaL, Rule 43; ICRC Customary THL Stupy, Rule 24,

25 AMW Manuat, Rule 42; ICRC Customary THL Stupy, Rule 23,

2 ICRC Aporrional ProtocoLs COMMENTARY, paras. 2257-8. See also ICRC Custom-
ARy THL STuUDY, commentary accompanying Rule 22.
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14. State practice also demonstrates that the failure of a defender to
take passive precautions does not, in itself, preclude the other side from
conducting a cyber attack>” Nevertheless, the International Group of
Experts agreed that even when the enemy does not take passive precau-
tions, an attacker remains bound by the Rules governing attacks, espe-
cially distinction, proportionality, and the requirement to take active
precautions (Rules 31 and 51 to 58).2°® Some of the Experts took the
position that the failure of a party to take passive precautions is an
appropriate consideration when determining whether an attacker has
complied with its obligations to take active precautions.

SECTION 8: PERFIDY, IMPROPER USE,
AND ESPIONAGE

Rule 60 - Perfidy

In the conduct of hostilities involving cyber operations, it is pro-
hibited to kill or injure an adversary by resort to perfidy. Acts that
invite the confidence of an adversary to lead him to believe he or she is
entitled to receive, or is obliged to accord, protection under the law of
armed conflict with intent to betray that confidence constitute perfidy.

1. Perfidy, also referred to as ‘treachery’, is defined in Article 37(1)
of Additional Protocol I as ‘[a]cts inviting the confidence of an adversary
to lead him to believe that he is entitled to, or is obliged to accord,
protection under the rules of international law applicable in armed
conflict, with the intent to betray that confidence’. The prohibition
against killing or wounding by perfidy also appears in Article 23(b)
of the Hague Regulations. This Rule applies in both international and
non-international armed conflict and is considered customary inter-
national law.?*®

2. Whereas Article 37(1) of Additional Protocol I includes acts that
result in the capture of an adversary, the majority of the International

27 ICRC © IHL Stupy, ing Rule 22,

20 See Additional Protocol I, Art. 51(8); AMw ManvAL, Rule 46; ICRC CusTomary THL
4, STUDY, commentary accompanying Rule 22.
Haguc Regulations, Art. 23(f); US Commanper's HanpBook, para. 12.1.2; UK
MANUAL, paras. 5.9, 15.12; CANADIAN MANUAL, paras. 603, 706, 857; GERMAN MANUAL,
para. 472; AMW MANUAL, commentary accompanying Rule 111(a); NIAC Manual,
para. 2.3.6; ICRC Customary IHL StupY, Rule 65. See also Rome Statute, Arts. 8{2)(b)(xi),
B(2)(e)(ix).
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Group of Experts concluded that customary international law prohibits
only those perfidious acts intended to result in death or injury.>'® This
position is based in part on the fact that capture is not referred to in the
Hague Regulations or the Rome Statute.?* A minority of the Experts took
the position that as a matter of customary international law, the prohib-
ition also extends to capture.! Of course, the prohibition of perfidious
acts leading to capture extends as a matter of treaty law to States Party to
Additional Protocol I during conflicts in which that instrument applies.

3. The prohibition has four elements: (1) an act inviting particular
confidence of the adversary; (2) an intent to betray that confidence; (3) a
specific protection provided for in international law; and (4) death or
injury of the adversary.?®

4. The notion of ‘adversary’ is sufficiently broad to encompass the
situation in which the deceived person is not necessarily the person
whose death or injury results from the deception, provided the individual
killed or injured was an intended target of the attack.

5. In order to breach the prohibition against pcrﬁdz, the perfidious
act must be the proximate cause of the death or injury.”* Consider the
case of a perfidious email inviting the enemy to a meeting with a
representative of the International Committee of the Red Cross, but
which is actually intended to lead enemy forces into an ambush. The
enemy is deceived, and, while travelling to the purported meeting, their
vehicle strikes a landmine (which was not foreseen by the senders of the
email). Any resulting deaths were not proximately caused by the perfidi-
ous email because they were not foreseeable; therefore, the prohibition set
forth in this Rule has not been breached.

6. Proximate cause should not be confused with temporal proximity.
In the cyber context, it is possible that a perfidious act inviting the
adversary’s confidence will occur at a point in time that is remote from
the act that causes the death or injury. An example is an email sent by a
military unit to the adversary indicating an intention to surrender some
days later at a specific location. At the appointed time and location, the
adversary is ambushed and some of its troops are killed. Rule 60 has

219 See AMW ManvAL, ing Rule 111(a) (discussing whether the
prohibition against perfidy extends to acts resulting in capture).

20 Hague Regulations, Art. 23(b). See also Rome Statute, Art. 8(2)(b)(xi).

212 JCRC CustoMary IHL Stupy, Rule 65.

213 ICRC AbDITIONAL PROTOCOLS COMMENTARY, para. 1500; Rome Statute Elements of the
Crimes, Arts. 8(2)(b)(xi), B(2)(e)(ix).

24 Bothe et al, NEw RULES FOR VICTIMS OF ARMED CONFLICTS 204 (1982).
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been violated, even though substantial time has passed since the initi-
ating perfidious act.

7. The International Group of Experts was split as to whether the
perfidious act must actually result in the injury or death of the adversary.
The ICRC commentary to Article 37 indicates that the issue was prob-
lematic, but that ‘it seems evident that the attempted or unsuccessful act
also falls under the scope of this prohibition’.”’® On this basis, some
Experts took the position that the perfidious act need not be successful.
Others were of the view that this position does not accurately reflect
customary law, as evidenced in part by the plain text of Article 23(b) of
the Hague Regulations and Article 37 of Additional Protocol I

8. The confidence that is invited must be that the person or object
involved is either protected by the law of armed conflict or is obliged to
accord such protection to the party that is the subject of the deception.
Examples include feigning the status of civilians (Rule 29), civilian objects
(Rule 38), medical personnel or entities (Rules 70 and 71), United Nations
personnel or objects (Rule 74), or persons who are hors de combat (Rule 34).

9. The International Group of Experts was divided as to whether the
confidence referred to in this Rule encompasses that of a cyber system.
Some Experts were of the view that it does. An example would be a
situation in which the enemy commander is known to have a pacemaker.
Malware that will disrupt the rhythm of the pacemaker and induce a heart
attack is programmed to falsely authenticate itself as being generated by
a legitimate medical source. The false authentication is accepted by
the enemy’s computer network and the mal attacks the p 1
of the adversary commander, causing a heart attack. In this example, the
confidence of the adverse party’s computer system has been betrayed and,
according to the majority of the Experts, the Rule has been violated. Other
Experts took the position that the notion of confidence presupposes
human involvement, such that influencing a machine’s processes without
consequently affecting human perception falls outside the Rule.

10. The perfidy Rule does not extend to perfidious acts that result in
damage or destruction of property.?’® Such perfidious conduct might,
however, be prohibited by another rule of the law of international armed
conflict. For example, the feigning of United Nations observer status to
gain access to an ad y's military headquarters to enable a close access

215 |CRC ApDITIONAL PROTOCOLS COMMENTARY, para. 1493.
216 AMW MANUAL, commentary accompanying Rule 111(a).
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operation against its secure computer network would not breach the
perfidy rule, but would nonetheless be prohibited (Rule 63).

11. Perfidy must be distinguished from espionage (Rule 66). How-
ever, a cyber operation with the primary purpose of espionage that fulfils
the perfidy criteria and results in the death or injury of an adversary
violates this Rule.

12. In an armed conflict, simply failing to identify oneself as a
combatant is not perfidy, although it may result in a loss of entitlement
to claim combatant immunity or prisoner of war status (Rule 26).2"
Similarly, in the cyber context there is no obligation specifically to mark
websites, 1P addresses, or other information technology facilities that are
used for military purposes in order to distinguish them from civilian
objects. However, it may be perfidious to make such websites (or other
cyber entities) appear to have civilian status with a view to deceiving the
enemy in order to kill or injure.

13. There is a distinction between feigning protected status and
masking the originator of the attack. A cyber attack in which the origin-
ator is concealed does not equate to feigning protected status. It is
therefore not perfidious to conduct cyber operations that do not disclose
the originator of the operation.?'® The situation is analogous to a sniper
attack in which the location of the attacker or identity of the sniper may
never be known. However, an operation that is masked in a manner that
invites an adversary to conclude that the originator is a civilian or other
protected person is prohibited if the result of the operation is death or
injury of the enemy.

14. The integrated nature of cyber infrastructure makes it likely that
civilian cyber infrastructure will be involved in cyber attacks. The fact
that cyber attacks causing death or injury are conducted over civilian
cyber infrastructure does not in itself make them perfidious. In this
respect, cyber infrastructure is no different from civilian infrastructure
used to launch a kinetic attack. Examples include roads used by military
convoys or civilian airports used by military aircraft. The exception to
this general rule is infrastructure that enjoys specially protected status,
such as a medical computer network. This issue is further discussed
below at Rule 71.

217 See Rules 25 and 31 for further discussion on the requi for comb to
distinguish themselves from the civilian population.

28 Recalling, however, that if captured, that combatant may subscquently be denicd
combatant or prisoner of war status.
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15.  Perfidy must be distinguished from ruses, which are permissible.
Ruses are acts designed to mislead, confuse, or induce an adversary to act
recklessly, but that do not violate the law of armed conflict (Rule 61).

Rule 61 - Ruses
Cyber operations that qualify as ruses of war are permitted.

1. This Rule is drawn from Article 37(2) of Additional Protocol
1. Ruses are permitted in both international and non-international armed
conflict.?"®

2. Ruses of war are acts intended to mislead the enemy or to induce
enemy forces to act recklessly, but that do not violate the law of armed
conflict. They are not perfidious because they do not invite the confi-
dence of the enemy with respect to protected status. The following are
examples of permissible ruses:?*®

(a) creation of a ‘dummy’ computer system simulating non-existent
forces;

(b) transmission of false information causing an opponent erroneously
to believe operations are about to occur or are underway;

(¢} use of false computer identifiers, computer networks (e.g., honeynets
or honeypots), or computer transmissions;

(d) feigned cyber attacks that do not violate Rule 36;

(e) bogus orders purported to have been issued by the enemy commander;

(f} psychological warfare activities;

(g) transmitting false intelligence information intended for interception; and

(h) use of enemy codes, signals, and passwords.

3. A common eclement of ruses of war is the presentation to the
enemy of a ‘false appearance of what is actually going on, thereby lawfully
gaining a military advantage’??' Consider, for example, the use of a
software decoy to deceive the enemy. In response to a rogue software
agent that is tasked with modifying XML tags, the software decoy deflects

9 UJS CoMMANDER's HANDROOK, para. 12.1.1; UK MANUAL, paras. 5.17, 15.12; GERMAN

MANUAL, para. 471; AMW MANUAL, commentary accompanying Rule 113; NIAC
MANUAL, commentary accompanying para. 2.3.6; ICRC Customary IHL Stupy, Rule 57.
M0 por examples of ruses m the conventional context, see DEPARTMENT OF THE ARMY,
FIELD MANUAL 27-10, THE Law OF LAND WARFARE para. 51 (1956). See also US
CoMMANDER's HANDBOOK, para. 12.1.1; UK MANUAL, para. 5.17.2; CANADIAN
MANUAL, para. 856; AMW MANuAL, Rule 116.
21 AMW MANUAL, commentary accompanying Rule 116(a).
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the enemy’s cyber operators by redirecting their attention to a honeypot
that contains false XML tags that appear to have greater military value
than those under attack. The action is a lawful ruse.

4. Itis permissible to camouflage persons and objects to blend in with
(ie., to be visually indistinct from) surroundings, including civilian sur-
roundings, so long as doing so does not amount to perfidy (Rule 60).2%
The Intemational Group of Experts was split, however, as to whether it
would be lawful to camouflage a computer or computer network to blend
in with a civilian system in a manner that did not constitute perfidy. For
instance, a military computer system might use a .com domain in order
to appear to be commercial in nature to make it harder to detect.
The majority of the Experts took the position that doing so would be
unlawful if the operation undermined the principle of distinction (Rule 31)
by placing civilians and civilian objects at increased risk.”?> The minority
suggested that only the rule of perfidy applies to such cases.

Rule 62 - Improper use of the protective indicators

It is prohibited to make improper use of the protective emblems,
signs, or signals that are set forth in the law of armed conflict.

1. This Rule of customary and treaty law applics during both inter-
national and non-international armed conflict.?2*

2. 'The Red Cross and the Red Crescent (as well as the Red Lion and
Sun, now in disuse) have long been recognized as distinctive protective
emblems.”*® Additional Protocol III to the 1949 Geneva Conventions
establishes the Red Crystal as an additional distinctive emblem with equal

22 AMW Manuat, Rule 116{(c) and accompanying commentary.

2 AMW MANUAL, commentary accompanying Rule 116(e).

24 Hague Regulations, Art. 23(f); Additional Protocel I, Art. 38(1); Additional Protocol I,
Ast. 12; Additional Protocol I, Art. 6(1); US CoMMANDER's HANDBOOK, para, 8.5.16;
UK MaNUAL, para. 5.10 (as amended); CANADIAN MaNUaL, paras. 604-5; GERMAN
MANUAL, paras. 641, 932; AMW ManvaL, Rule 112(a) and (b). NIAC MANUAL, para.
2.3.4; ICRC Customary THL Stupy, Rules 58, 59, 61. See also Rome Statute, Art.
8(2)(b)(vii). Tt is important to note that the latter provision is of more limited scope,
applying only when ‘resulting in death or scrious personal ijury'. Morcover, the Rome
Statute contains no equivalent rule in relation to non-international armed conflict.

223 The Red Lion and Sun has not been used since 1980. In that year, the government of the
Islamic Republic of Iran declared that it would use the Red Crescent. See AMW
MaNDAL, 0. 404,

6 Geneva Convention I, Arts. 38-44; Geneva Convention I1, Arts. 41-5; US CoMMANDER's
HANDROOK, para. 85.1.1.
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status.”” This Rule also encompasses improper use of the distinctive sign
for civil defence,?® the distinctive emblem for cultural property,? the flag
of truce,*™ and electronic protective markings such as those set forth in
Annex I of Additional Protocol 1> Improper use of these distinctive
indicators jeopardizes identification of the protected persons and
objects entitled to display them, undermines the future credibility of
the indicators, and places persons and objects entitled to their protection
at greater risk.

3. Unlike the previous Rule relating to perfidy, this Rule’s prohib-
itions are absolute.*** They are not limited to actions resulting (or
intending to result) in the death, injury, or, in the case of a State Party
to Additional Protocol I, capture of an adversary.

4. The term ‘improper use’ generally refers to ‘any use other than
that for which the emblems were intended’, namely identification of the
objects, locations, and personnel performing or serving a protected
function.” The mere display of a protective emblem, even when a
reasonable person would realize its false nature, violates the Rule.
Improper use does not encompass feigning protected status when pro-
tective indicators are not being displayed or used. As an example,
consider an email from a Hotmail account to enemy forces that includes
a bare assertion that the sender is a delegate of the International Committee
of the Red Cross. The action does not breach the Rule because it does
not misuse the organization’s emblem.

5. The International Group of Experts struggled with the issue of
whether the prohibitions set forth in this Rule applied beyond the
recognized and specified indicators. For instance, they discussed whether
the use of an email employing the International Committee of the Red
Cross domain name for purposes related to the conflict violate this Rule.
The Experts took two different approaches.

Additional Protacol 111, Art. 2(1).

28 Additional Protocol 1, Art. 66; US CoMMANDER's HANDBOOX, para. 85.1.2; UK
MANUAL, para. 5.10, n. 41.

Cultural Property Convention, Arts. 16, 17; US CoMMANDER's HANDBOOK, para. 8.5.1.4;
AMW MaNuAL, commentary accompanying Rule 112(a).

Hague Regulations, Art. 23(f); Additional Protocol I, Art. 38(1); US CoMMANDER'S
HANDBOOK, para. 8.5.1.5; AMW MANUAL, commentary accompanying Rule 112; ICRC
CusTomary [HL Stupy, Rule 58,

1 additional Protocol 1, Annex I, Art. 9, as amended 30 November 1993. See also US
CoMMANDER’'S HANDBOOK, paras, 8.5.2.1, 8.5.2.3.

ICRC AppiTiONAL PROTOCOLS COMMENTARY, para. 1532,

ICRC Cusromary IHL STUDY, commentary accompanying Rule 61.
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6. By the first approach, based upon strict textual interpretation of
the underlying treaty law, this Rule bears ouly on protective indicators, as
distinct from the protected persons or objects they identify. For propon-
ents of this approach, ouly cyber operations that employ electronic
reproductions of the relevant graphic emblems, or which display the
other protective indicators set forth in the law of armed conflict, are
prohibited. Consider, for example, the use of an email message with
the ‘icrc.org’ address extension in order to bypass the enemy’s network
data filters and deliver a piece of malware to the military network. As
this operation does not specifically misuse the Red Cross symbol,
the Experts taking this position concluded that the action would not
violate this Rule.

7. By the second approach, based upon a teleological interpretation
of the underlying treaty law, the key factor in analysing such situations is
use of an indicator upon which others would reasonably rely in
extending protection provided for under the law of armed conflict. For
these Experts, the previous example would violate this Rule because the
domain name ‘icrc.org’ invites confidence as to the affiliation of the
originator.z34

8. This Rule is without prejudice to the adoption of an agreement
between parties to the conflict as to cyber or other indicators of specially
protected status.2*®

Rule 63 - Improper use of United Nations emblem

It is prohibited to make use of the distinctive emblem of the United
Nations in cyber operations, except as authorized by that organization.

1. Both treaty and customary international law recognize that
unauthorized use of the distinctive emblem of the United Nations is
prohibited in international and non-international armed conflict.2*

24 An argument in favour of this view would be to treat Art. 44 of Geneva Convention
1 as extending not only to the words ‘Red Cross’ or ‘Geneva Cross’ but also to ICRC’.

25 Geneva Conventions I-I1I, Art. 6; Geneva Convention IV, Art. 7; ICRC ADDITIONAL
ProTocoLs COMMENTARY, para, 1557,

6 pdditional Protacol I Art. 38(2): US ComMANDER's HANDBOOK, para. 12.4;, UK
MANUAL, para. 5.10.c; CANADIAN MANUAL, para. 605(c); AMW ManuaL, Rule 112(e);
NIAC MANUAL, commentary accompanying para. 2.3.4; ICRC CustoMary IHL StupY,
Rule 60. See also Rome Stature, Art. 8(2)(b)(vii).
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2. Any use of its emblem not authorized by the organization consti-
tutes a violation of this Rule, subject to the exception set forth in the
following paragraph. For instance, sending an email masquerading as a
United Nations cc ication and « ining the United Nations
emblem is prohibited. The prohibition applies irrespective of whether
United Nations personnel are deployed to the area of armed conflict.

3. Incircumstances where the United Nations becomes a party to an
armed conflict or militarily intervenes in an on-going one, the emblem
loses its protective function since United Nations military personnel and
equipment are lawful targets. Of course, United Nations personnel per-
forming non-military functions, and their material and equipment,
remain protected under the law of armed conflict as civilians and civilian
objects respectively.

4. Asinthe case of the protective indicators addressed in Rule 62, the
International Group of Experts was split on the issue of whether the
emblem has to be used in order to violate this Rule, Whereas some took
the position that it does, others maintained that any unauthorized use of
an apparently authoritative indication of United Nations status suffices. For
a discussion of this matter, see the Commentary accompanying Rule 62.

Rule 64 - Improper use of enemy indicators

It is prohibited to make use of the flags, military emblems, insignia, or
uniforms of the enemy while visible to the enemy during an attack,
including a cyber attack.

1. This Rule is based on Article 23(f) of the Hague Regulations and
Article 39(2) of Additional Protocol L. It applies in both intemational and
non-international armed conflict and reflects customary international law.>”

2. ‘There was among the International Group of Experts
that the use of enemy uniforms, insignia, and emblems is prohibited when
engaging in an attack during both international and non-inter |

armed conflict®® Article 39(2) of Additional Protocol I extends the
prohibition beyond use during attacks to actions intended to shield,

27 US ComMaNDER's HANDBOOK, para. 12.5.3; UK MaNvAL, para. 5.11; CANADIAN
MANUAL, para. 607; GERMAN MANUAL, para. 473; AMW Manuar, Rule 112(c); NIAC
MANUAL, para. 2.3.5; ICRC Customary IHL STupy, Rule 62. See also Rome Statute, Art.
8(2)(b){vid).

28 Combatants captured while wearing enemy uniforms do not enjoy belligerent immunity
and are not entitled to prisoner of war status. Sce commentary accompanying Rules 25
and 26.





























































































































































































































































































