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INTRODUCTION

This report brings together the results of the Special Eurobarometer public opinion
sur v eyCybensedurity 0 i n 28Earepean Union countries.

Cybercrime is a borderless problem, consisting of criminal acts that are committed online
by using electronic communications networks and information systems, including crimes
specific to the Internet, onl ine fraud and forgery, and illegal online content. !

Whilst the value of the cybercriminal economy as a whole is not precisely known, the
losses are thought to  represent billions of euros per year. The scale of the problem is

itself a threat to law enforcem ent response capability T with more than 150,000 viruses
and other types of malicious code in circulation and a million people v ictims of
cybercrime every day.

Given the development of cybercrime in recent years, the European Commission has
designed a coor dinated policy in close co -operation with  European Union ( EU) Member
States and the other EU institutions.

EU legislative actions contributing to the fight against cybercrime address issues such as
attacks against information systems, online offensive mate rial and child pornography,
online privacy, and online fraud and counterfeiting.

The aim of this survey is to understand EU cgberti zensod
security issues. The survey examines the nature and frequency of Internet us age; thei r

awareness and experience of cybercrime ; and the level of concern that they feel about

this type of crime.

The findings from this survey update a previous survey which was carried out in May -
June 2013 (Special Eurobarometer 404). The 2014 survey repeats m ost of the questions
asked in 2013 in order to provide insight into the evolution of knowledge, behaviour and

attitudes towards  cyber security in the European Union.

! More information on the fight against cybercrime in the EU ca n be found here:
http://ec.europa.eu/dgs/home -affairs/what -we -do/policies/organized  -crime -and -human -
trafficking/cybercrim __e/index_en.htm



http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/organized-crime-and-human-trafficking/cybercrime/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/organized-crime-and-human-trafficking/cybercrime/index_en.htm
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This survey was carried out by TNS Opinion & Social network in the 2 8 Member States of
the European Union between 11 and 20 October 2014. Some 27.868 respondents from
different social and demographic groups were interviewed face -to-face at home in their
mother tongue on behalf of the Directorate -General for Home Affairs . The methodology
used is that of Eurobarometer surveys as carried out by the Directorate -General for
Communi c at Strategy, Cdiporate Communication Actions and Eurobarometer 0
Unit) . A technical note on the manner in which interviews were conducted by the

Institutes withi n the TNS Opinion & Social network is appended as an annex to this

report. Also included are the interview methods and confidence intervals s,

Note: In this report, countries are referred to by their official abbreviation. The
abbreviations used in this rep ort correspond to:

ABBREVIATIONS

BE Belgium LV Latvia

BG Bulgaria LU Luxembourg

cz Czech Republic HU Hungary

DK Denmark MT Malta

DE Germany NL The Netherlands
EE Estonia AT Austria

EL Greece PL Poland

ES Spain PT Portugal

FR France RO Romania

HR Croatia Sl Slovenia

IE Ireland SK Slovakia

IT Italy Fl Finland

CY Republic of Cyprus* SE Sweden

LT Lithuania UK The United Kingdom

EU28 European Union i 28 Member States

* Cyprus as a whole is one of the 2 8 European Union Member Sta t e s . However, the dacquis commun:
been suspended in the part of the country which is not controlled by the government of the Republic of Cyprus.
For practical reasons, only the interviews carried out in the part of the country controlled by the government of

the Republic of Cyprus are included 8averdghe 6CY®6 category and in tF

* * * * *

We wish to thank the people throughout the European Union
who have given their time to take part in this survey.
Without their a  ctive participation, this study would not have been possible.

2 http://ec.europa.eu/public_opinion/index_en.htm

® The results tables are  included in the annex. It should be noted that the total of the percentages in the tables
of this rep ort may exceed 100% when the respondent has the possibility of giving several answers to the
question.



http://ec.europa.eu/public_opinion/index_en.htm
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EXECUTIVE SUMMARY

A

The survey shows that the levels of Internet use still vary widely: while more than
half of EU citizens access the Internet every day (63%), a substantial minority
(24%) say t hat they never use the Internet or do not have access.

Besides accessing the Internet from a computer (92%), 61% of Internet users

access the Internet through a smartphone, and 30% use a touchscreen tablet.

The use of smartphones and touchscreen tablets h as increased dramatically
compared with 2013

More than half of Internet users in the EU say they use the Internet to access
their e -mail (86%), read news online (63%), access online social networks
(60%), buy goods or services online (57%) or do online ba nking (54%), while

23% sell goods or services. Levels of use of all of these activities have increased
since 2013. There is considerable variation in the online activities that
respondents undertake in different countries.

When using the Internet for onli ne banking or shopping, the two most common
concerns are about someone misusing personal data (mentioned by 43% of
Internet users in the EU) and security of online payments (42%). EU citizens are
more concerned about these issues than they were in 2013.

In ternet users are more likely to have changed their online behaviour because of
security concerns since 2013  : 61% have installed anti  -virus software, 49% do not
open emails from people they do not know, while 38% say that they are less
likely to give p erson al information on websites . Three in five Internet users (61%)
have changed at least one of their online p asswords during the past year.

Just under half (47%) of EU citizens feel well informed about the risks of
cybercrime , a slight increase on the 2013 fi gure (44%).

Internet users express high levels of concern about cyber security

O«

89% agree that they avoid disclosing personal information online;

O«

85% agree that the risk of becoming a victim of cybercrime s increasing;

73% agree that they are concerne d that their online personal information
is not kept secure by websites;

O 67% agree that they are concerned that this information is not kept secure
by public authorities.

Around two in three Internet users in the EU are concerned about experiencing
identi ty theft (68%) and about discovering malicious software on their device
(66%). More than half are concerned about being the victim of bank card or
online banking fraud (63%); having their social media or email account hacked
(60%); scam emails or phone cal Is (57%); online fraud (56%);
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and accidentally discovering child pornography online (52%). Similar proportions

are concerned about not being able to access online services because of cyber
attacks (50%); cyber extortion (47%); and acc identally encountering material
which promotes racial hatred or religious extremism (46%).

A These levels of concern about specific types of cybercrimes are considerably
higher than in 2013, with the largest increase in relation to identity theft (up 16
perc entage points).

A Despite the high levels of concern, three in four Internet users (74%) agree that

they are able to protect themselves sufficiently against cybercrime , although 23%
disagree.
A The two most common situations experienced by respondents are disc overing

malicious software on their device (47%) and receiving an email or phone call
fraudulently asking for access to their computer, logins or personal details (31%).

In each case, 7% of Internet users say that this has happened to them often.
Experienc e of the various types of cybercrime has remained at a similar level, in
comparison with the 2013 survey.

A If they experienced or were the victim of cybercrime , most respondents say they
would contact the police, especially if the crime was identity theft ( 84%) or online
banking fraud (79%), or if they accidentally encountered child pornography online
(76%).

A Various steps are taken to protect children aged under 16 while they are online,
such as monitoring their Internet usage (22%), talking to children abo ut risks on
the Internet (21%), limiting the time spent online (18%) and adjusting security
settings on browser (13%).

A There are differences between countries that can be seen throughoutthe findings :

0 Respondents in Sweden, the Netherlands and Denmark are more likely to
be frequent Internet users (87% or more accessing the Internet at least
once a day), and to use the Internet for buying things (80%, 83% and
80% of Internet users respectively) or for online banking (91%, 89% and
94%). They are also more li kely to be well informed about the risks of
cybercrime  (66%, 67% and 67% feeling either very or fairly well
informed), and to have taken steps to address security concerns (69%,
65% and 61% say they are less likely to give pers onal information on
websites) .

0 By contrast, lower levels of Internet use can be seen in a number of
countries such as Romania, Portugal, Greece and Bulgaria (with 54%,
56%, 58% and 60% of respondents using the Internet). In Romania and
Bulgaria in particular, respondents feel less wel | informed about the risks
of cybercrime (31% and 34% feeling either very or fairly we Il informed in
these countries).
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l. INTERNET USE

This chapter examines Internet use among EU citizens. It covers frequency of access,
means of access and the activities tha t people do online.

1. FREQUENCY OF | NTERNET ACCESS

- A significant majority of Europeans have Internet access and they are most

likely to use it from home on a daily basis -
Respondents were asked about their use of the Internet at home, at their place of wo rk,
and in other locations.
More than half of EU citizens (60%) use the Internet at home every day or almost every
day. A further 14% of respondents use the Internet at home less frequently (two or
three times a week,  about once a week, two or three times a month, or less often), while
around one in four (26%) say that they do not access the Internet at home at all; this
includes 17% who never use the Internet at home and 9% who say they do not have any

Internet access at home .

More than one in three EU ci  tizens (38%) use the Internet at their place of work, and this

includes 29% who use the Internet every day or almost every day at work.
In addition, around one in three respondents (34%) use the Internet somewhere else
(such as at school, university or at a cyber -café), including 16% who do so every day or

almost every day.

There has been an increase in usage at home, work and elsewhere. This is not only seen

in the reduced proportion of people who say they never access the Internet or have no
access, but a Iso in the increased frequency of Internet usage on a daily basis.
Although not strictly comparable as the question wording is different , t he proportion is in

line with the 7 9% of Europeans who  use the Internet reported by Eurostat in the most
recent EU w ide data available °.

“EB82.2:D62 6Could you tell me if é.? 1. You use the Internet at
on your place of work. 3. You use the Inte rnet somewhere else (school, university, cyber -caf ®, ®assible) . 6
answers: Every day/Almost every day; Two or three times a week; About o nce a week ; Two or three times a

month ; Less often ; Never ; No Internet access (SPONTANEOUS).

EB82.1: D62 o6Coult el Yyome i f é.7? 1. You wuse the Internet at home,
on your place of work. 3. You use the Internet somewhere else (school, university, cyber -caf ®, etc.). 0
answers: Every day/Almost every day; Two or three times a week; About once a week; Two or three times a

month; Less often; Never; No Internet access (SPONTANEOUS).

® Internet use and frequency of use by individuals, 2013 (% of individuals), Eurostat

home,

in vy

Possi
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D62. Could you tell me if...?

I oo N e Mo [ B2 [ T %%

You use the Internet at home, in your home I 5 0% % 1% % 20% 10%

I - W B2 (1 02 N 1%

You use the Internet on your place of work I o I 1% 1% 2% 59% 16%

You use the Internet somewhere elsc | NN 'c" IO > 3% [ 20 [ & [ 567 10%

(school, university, cyber-café, etc.) [ 9% 5% % | 2% 8% 65% %
EBB82.2 Oct. 2014 u a O a a

EB79.4 May-June 2013 u
Every day/ Two or three About once a Two or three Less often Never No Internet
Almost every times a week week times a month access
day (SPONTANEQUS)
@ Eus

Base: all respondents (n=27,868 in EU28)

Respondents in every Member State are most likely to use the Internet at home.
However, t here are large variations between individual Member States in levels of
Internet use.

The highest level s of Internet wuse at home can be seen in Sweden (95%), the
Netherlands (95%) and Denmark (94%). The lowest proportions that use the Internet  at
home can be found in Romania (53%), Portugal (55%), Greece (56%), Bu Igaria (60%)
and Hungary (61%).

A similar pa ttern can be seen for Internet use at work. Respondents in Sweden (67%),

the Netherlands (65%) and Denmark (64%) are most likely to use the Internet at their
place of work, while the lowest proportions can be seen in Romania (22%), Greece
(23%), Portugal ( 25%), Bulgaria (27%), Spain (27%) and Hungary ( 29 %).

The highest use of the Internet at other locations (such as at school, university or at a
cyber -café) can also be observed in Denmark (63%), the Netherlands (60%) and
Sweden (59%). Respondents in Romani a (22%), Hungary (22%), Bulgaria (23%),
Greece (24%), Portugal (25%), Slovakia (25%) and Lithuania (25%) are least likely to
use the Internet in other locations
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D62 Use of Internet

Jse the Internet Jse the Internet Use the Internet
at home at work somewhere else

@ Euzs 74% 8% 4%
() == 82% 43% 35%
@ B¢ 0% 27% 23%
b (074 72% 40% 28%
o
W | DK 04% 4% £3%
e oe % 37% 33%
@ | Ec 78% 45% 43%
() 79% 39% 35%
i | EL 56% 23% 24%
—
; ES 67% 7% 33%
_—
() Fr 83% 37% 34%
o | HR 68% 41% 42%
()| 68% 37% 31%

cY 5% 34% 39%
£
—_ LV 74% 40% 36%
(] LT 6% 3% 25%
£
~ LU 86% 46% 44%
£
< HU 61% 200 2%
D owr 70% 33% 34%
A,
- ML 95% B5% 60%
£
~ AT 70% 46% 40%
w L 70% 345 27%
Q@ FT 55% 25% 25%
() ~ro 53% 22% 22%
b sl T2% 39% 37%
& SK 8% 330 25%
-i.- FI 85% 51% 43%
£ T,
w SE 95% 67% 59%
q: UK 82% 44% 28%

Highest percentage per Lowest percentage per country
country
Highest percentage per item Lowest percentage per item

Base: all respondents (n=27,868 in EU28)
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Overall levels of Internet wuse can be assessed by combining the findings for use at
different locations. This shows that a substantial minority of EU citizens (24%) say that

they do not access the Internet  at all; this includes 18% who never access the Internet
and 6% who say they do not have any Interne t access. However, if people do use the
Internet , they are likely to do so frequently: 63% of EU citizens use the Internet every
day (or almost every day), while a smaller proportion (13%) uses the Internet less often
(often or sometimes).

The highest leve Is of Internet use can be seen in Sweden  (96%) , the Netherlands  (95%)
and Denmark (94%) . A very high proportion of respondents in these countries access the

Internet every day (89% in Sweden, 89% in the Netherlands and 87% in Denmark). In

these countries, very few respondents say that they never use the Internet  or do not
have Internet access (4% in Sweden, 5% in the Netherlands and 6% in Denmark).

The lowest proportions that use the Internet (at all) can be found in Romania (54%),
Portugal (56%), Greece (  58%) and Bulgaria (60%). Respondents in these countries are
also least likely to access the Internet  every day (36% in Romania, 47% in Bulgaria,
47% in Greece and 48% in Portugal).

When comparing the total access to the Internet across home, work and else  where,
there has been an increase of four percentage points from 72% in 2013 to 76% in 2014 ,
with the largest increases seen in Croatia and Cyprus (+ 8 points) . There have been very
slight decreases in Ireland, Hungary, Slovakia, the Czech Republic and Lat via.

The increase is largely driven by a shift in frequency of usage, from those who tend
never to use the Internet (down four points to 18%) and an increase in those who use
the Internet on a daily basis (up six points to 63%).
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D62R Use of the Internet

Diff often Diff. pir. | NOIMEMEt | oy Total Diff

Everyday | EB822- o oo EBS22-  Never | EBS22- | oo | EB822- | ‘ntemst | EBS22-

EB79.4 EB79.4 EB794 | 1) EB79.4 | access' EB79.4
@ rFum o +6 13% -2 18% -4 6% = 76% +4
o HR 53% +5 16% +3 21% -15 10% +7 69% +8
& | o 61% +11 7% -3 23% -3 9% -5 63% +8
() == 72% +8 11% -3 15% -1 2% -4 83% +5
w P 53% +4 17% +1 17% -10 13% +5 70% +5
- Fl 79% +7 8% -2 9% +1 4% -6 87% +5
o Es 59% +9 1% -5 28% -3 2% -1 70% +4
() 76% +8 8% -4 12% -4 4% = 84% +4
Q@ - 48% +10 8% -6 34% = 10% -4 56% +4
() ro 36% -2 18% +6 34% -8 12% +4 54% +4
o w 76% +4 12% -1 8% -2 4% -1 83% +3
P | wr 61% +6 9% -3 25% -8 5% +5 70% +3
& o 61% +3 17% -1 17% -3 5% +1 78% +2
O 54% +5 16% -3 22% -3 8% +1 70% +2
o | AT 60% +9 1% -7 15% -7 14% +5 1% +2
y S 61% +6 12% -4 19% -4 8% +2 73% +2
& | s 89% +2 7% = 3% -2 1% = 96% +2
= UK 75% +9 8% -7 14% -3 3% +1 83% +2
@ b&6 a7% +3 13% -2 25% -1 15% = 60% +1
i» DK 87% +3 7% -2 3% -1 3% = 94% +1
(= == 72% +5 8% -4 1% -3 9% +2 80% +1
o N 89% +3 6% -2 3% -2 2% +1 95% +1
= B 47% +3 1% -3 29% +6 13% -6 58% =
@ U 56% +3 12% -3 29% -2 3% +2 6% =
(O e 69% +9 1% -10 15% -2 5% +3 80% -1
o HU 50% +10 12% -11 28% +8 10% -7 62% -1
y oK 55% +4 14% -5 24% -1 % +2 69% -1
& cz 58% +2 15% -4 18% -1 9% +3 73% -2
—NT 66% +3 9% -5 23% +2 2% = 75% -2

Base: all respondents (n

=27,868 in EU28)

10
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Looking at socio -demographic variations , t here are large differences in Internet use
by age group, with a general pattern of Internet use (and frequent use) decreasing with

age. In particular, people aged 55 or over are much less likely t han younger age groups

to access the Internet (only 47% of those aged 55 or over ever use the Internet ), while
the youngest age group (15 -24 year olds) is most likely to use the Internet every day
(92%).

There are also large differences by level of educati on and occupation. Those staying in
education at least until the age of 20 are much more likely to use the Internet , and to
use it frequently, than those ending their education at an earlier age. For example, 83%

of those who ended their education at the a ge of 20 or above use the Internet every day,

compared with 60% of those ending their education between the ages of 16 and 19, and
23% of those ending their education by the age of 15 or under.

Students and white collar workers are also more likely than t hose in other occupations or
activities to use the Internet and to use it frequently. For example, 95% of students,
91% of managers and 85% of other white -collar workers access the Internet every day.

Self-employed respondents , or those in  manager ial or other white collar roles are the
most likely to use the Internet at their place of work  (70% -89%) , while the economically
inactive segment of respondents ( house persons, unemployed and retired ) are the least
likely todoso (3% -19%) .

In addition, Internet usage is higher among men than women (67% of men access the
Internet every day, compared with 59% of women).

11
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D62R - Use of the Internet

Every day
EUZ28 G3%
m Gender
Man 67%
Waoman 59%
Age
15-24 92%
25-39 B4%
40-54 70%
55+ 33%
@ Education (End of)
15- 23%
16-14 G0%
20+ 23%
Still studying 95%

ﬂ: Socio-professional category

Self-employed T6%
Managers 91%
Other white collars 85%
Manual workers G6%
House persons 47%
Unemployed G8%
Retired 28%
Students 95%

Base: all respondents (n=27,868 in EU28)

Often/ Sometimes

13%

12%
13%

5%
11%
16%
14%

12%

17%
9%
4%

14%
7%
10%
18%
17%
12%
13%
4%

2. MEANS OF | NTERNET ACCESS

- Use of smartphones and tablets is increasing

Never

18%

16%
21%

2%
4%
11%
39%

49%

17%
6%
0%

9%
1%
4%
13%
29%
16%
43%
0%

rapidly

remain the most common means of accessing the

The vast majority of Internet  users (92%) say that they access the

HoInternet Total 'Internet
access ,
(SPONTANEDUS) access
6% 76%
5% 79%
7% 72%
1% 97%
1% 95%
3% 86%
14% 47%
16% 35%
6% 7%
20 92%
1% 99%
19% 90%
1% 98%
1% 95%
3% 84%
9% B2%
4% 80%
16% 41%
1% 99%

Internet -

computer (either a desktop, laptop or netbook), while over half (61%) access the
Internet  through a smartphone. In addition, 30% use a touchscreen tablet, while 11%

access the Internet froma TV ©.

Comparisons can be made with the Special Eurobarometer Survey conducted in May

June 2013 (EB79.4). It is clear that the use of smartphones and touchscreen tab

increased substantially in the last year.

, al though computers

Internet

from a

lets has

®EB82.2: QB2 O6What devices do yo untemet € GUVULTIRLE ANSSERStPOSSIBLE)

answers: C omputer (desktop, laptop, netbook); Touchscreen tablet; Smartphone; TV; Other (SPONTANEOUS);

Dondt know.

EB79.4: QC2 6 Wh a't devices
answ ers: Desktop computer; Laptop computer
( SPONTANEOUS); Dondt

do you

/Netbook; Tablet computer/

know.

use

to

Possible
access the Internet?6
Touchscreen; Smartphone ; TV; Other

12
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The proportion that accesses the Internet  through a smartphone has increased by 26
percentage points (from 35% to 61%), while there has been an increase in the use of
touchscreen tablets of 16 points (f rom 14% to 30%).

QB2. What devices do you use to access the Internet? (MULTIPLE ANSWERS
POSSIBLE)

Computer (desktop, laptop, [ NG ¢

netbook) 94%

I

35%

-

Touchscreen tablet
14%

Smartphone

11%
v R

6%

1%
Other (SPONTANEOUS) | %

(]

| 0%
Don't know

I EB82.2 Oct. 2014 @ Fu2s
EB79.4 May-June 2013

Base: respondents who use the Internet  (D62) (n=21,015 in EU28)

Looking at the findings for individual countries, access through a computer (desktop,

laptop or netbook) is the most common method in all countries, with the largest
proport ions observed in Latvia (98%) and the Netherlands (98 %). Respondents are least
likely to access the Internet through a computer in Ireland (86%), Spain (87%), Cyprus
(87%), Austria (88%) and the UK (88%).

The proportion that accesses the Internet via a sma rtphone varies considerably by
country. The highest proportions can be seen in Spain (85%) ', Sweden (79%), Denmark
(74%), the Netherlands (73%) and Austria (72%) 8 while the lowest proportions can be
found in Bulgaria (35%), Slovakia (38%), Portugal (38%) and Poland (40%).

There are also large variations in the use of touchscreen tablets: respondents are most

likely to use a touchscreen tablet in the Netherlands (57%), Denmark (52%) and the UK
(50%), while the lowest figures can be seen in Hungary (16%), L ithuania (16%), Poland
(17%) and Germany (18%).

" This corresponds with the large increase in mobile access seen in Spain in the 2014 ( which now stands at the

3" highest mobile access in the EU ) and the highest increase in mobile Internet usage (the biggest increase
seen in the EU). http://ec.europa.eu/public_opinion/archives/ebs/ebs_414 en.pdf (pages 23, 54)

8 These countries were also seen as those with the highest level of personal mobile Internet access in the same

report ( page 55) .

13
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Respondents in the Netherlands (26%), the UK (21%) and Sweden (20%) are most likely

to access the Internet from a TV, while less than 5% use a TV for Internet access in the
following countries: Portugal (3% ), Slovakia (3%), Greece (3%), Bulgaria (4%), the
Czech Republic (4%), Italy (4%) and Hungary (4%).

QB2 What devices do you use to access the Internet? (MULTIPLE ANSWERS POSSIBLE)

Computer

(deskto Touchscreen . Je
P Smartphone T (SPOMNTA- Dont know
laptop, tablet NEOUS)
netbook)
@ c£uzs 92 61% 0% 11% 1% 0%
() e 94% 515 39% 11% 1% 0%
W &G 95% 5% 20% 4% 0% 0%
& cz a3% 44% 210 4% 0% 0%
{} DK aT% 74% 2% 18% 1% 0%
& e 96% 56% 18% 8% 0% 0%
&  Ee 96% 55% 28% 9% 0% 0%
() E 86% 69% 30% 12% 1% 0%
i= | EL 92% 48% 25% 0% 0%
&) | ES 87% 85% 28% 9% 0% 0%
-_—
() Fr 94% 55% 33% 14% 0% 0%
% | FR 92% 62% 24% 6% 0% 0%
() = 90% B8% 20% 4% 0% 1%
cY 8% 5% 42% 12% 0% 0%
s W A6% 24% 12% 1% 0%
@ U 95% 529% 11% 0% 0%
o w 93% 63% 44% 15% 0% 0%
o=
o  HU 92% 47% 4% 0% 0%
’ i MT 92% 60% 6% 5% 0% 0%
Y
o M 3% | st | 2em | 4w 0%
o=
- AT 8% 72% 3% 7% 294 0%
w L g94% 40% 17% 6% 0% 1%
Q@ - 93% 38% 22% 0% 0%
() ro 90% 43% 24% 6% 1% 0%
@ = g94% 55% 7% 9% 1% 0%
@ =K 94% 38% 24% 1% 0%
-i.- FI 94% 68% 40% 18% 1% 0%
:_; SE 96% 79% 46% 20% 1% 0%
q: UK 884 £9% 50% 21% 10 0%
Highest percentage per country Lowest percentage per country
| Highest percentage per item | Lowest percentage per item

Base: respondents who use the Internet  (D62) (n=21,015 in EU28)
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Since the 2013 survey, an increase in the use of smartphones and touchscreen tablets
can be seenin all of the countries surveyed.

The largest increases in the use of smartphones can be seen in Spain (up 41 percentage

points since 2013), Italy (up 41 points), Croatia (up 36 points) and Hungary (up 36
points). The lowest increases can be obser ved in countries where use of smartphones
was already high in 2013, such as the UK (up 13 points), Sweden (up 15 points) and
Luxembourg (up 16 points).

B ES
I
o HR
HU
FR M
— AT

oN
Ilro
e
m PL
= e
Bl SK
LT

=
—

EETE 2N

B S
= Fl
[} S
Bl
I D

B CZ

85%

68%

62%

47%

60%

72%

59%

43%

69%

40%

48%

38%

52%

46%

55%

68%

51%

38%

56%

44%

55%

35%

73%

74%

55%

63%

79%

69%

+41

+41

+36

+36

+32

+31

+31

+30

+29

+29

+28

+28

+27

+27

+26

+26

+25

+25

+25

+24

+24

+23

+23

+22

+19

+18

+16

+15

+13

Question: QB2. What devices do you use to access the Internet? (MULTIPLE ANSWERS POSSIBLE)

Answers: Smartphone

Map Legend

B +31 points or more

B between +21 and +30 points
| +20 points or less

s

Evolution 2014-2013

Base: respondents who use the Internet  (D62) (n=21,015 in EU28)
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The largest increases in Internet access via tou chscreen tablets can be observed in the
UK (up 26 percentage points since 2013), Finland (up 25 points), Ireland (up 24 points)

and Cyprus (up 23 points). The smallest increases can be seen in Germany (up 8 points)

and ltaly (up 9 points).

E{E UK 50%  +26 Question: QB2. What devices do you use to access the Internet? (MULTIPLE ANSWERS POSSIBLE)
.'_ Fl 40% +25 Answers: Touchscreen tablet
BhE 39%  +24
CcY 42% +23
o AT 33%  +22
— NL 57%  +21
o LU 4%  +21
S 39%  +20 Map Legend
R 36% +20 B +21 points or more
='=E EL 25%  +20 . between +11 and +20 points
Ilro 24%  +20 | +10 points or less
2E DK 52%  +19
Bl SK 24%  +19
EJEs 28%  +18
B sl 27%  +18
iR 33%  +17
Em SE 46%  +16
BT ETEED
—rl 28%  +16
—H 24%  +16

o HR 24%  +16
B CZ 21%  +16

.
B BG 20%  +16
BElr 22%  +15
o HU 16%  +14
= PL 7%  +12
LT 16%  +10
1 20%  +9
I o 18%  +8
Evolution 2014-2013

Base: respondents who use the Internet (D62) (n=21,015 in EU28)
The main socio -demographic differences in means of accessing the Internet are by
age. The use of a smartphone for Internet access is much higher among younger people,
ranging from 85% among 15 -24 year olds to 30% of those aged 55 or over. Use of a

tablet is also lower among those aged 55 or over compared with younger age groups
(22% compared with at least 31% in other age groups).

The use of all of the various devices is higher among those leaving education at a later
stage. The differences are most pronounced for use of a smartphone and for a
touchscreen tablet.

16



SPECIAL EUROBAROMETER 423 fCyber security

0

For example, 64% of those leaving education at the age of 20 or over use a smartphone

to access the Internet , falling to 54% among those leaving education between the ages
of 16 and 19, and 43% of those ending their education at the age of 15 or under. Use of
a touchscreen tablet ranges from 37% for those leaving education at the age of 20 or

over, to 25% of those leaving education between the ages of 16 and 19, and 19% of
those ending their education by the age of 15.

In addition, managers are more likely than other socio -professional categories to use a
touchscreen tablet (46% compared with no more than 33% in any other group) and a TV
(1 8% compared with no more than 12% in any other group).

The one difference by gender is that men are more likely than women to use a
smartphone (63% compared with 58%).

Daily Internet users are more likely than less frequent users to make use of all of the

various devices. The difference is greatest for use of a smartphone (6 7% among daily

Internet  users, compared with 27% of those who use the Internet less often) and a

touchscreen tablet (34% compared with 12%).

QB2 What devices do you use to access the Internet? (MULTIPLE ANSWERS POSSIBLE)

Computer
(desktop, Touchscreen Other ,
laptop, Smartphone tablet ™ :fdrégtl\lj';? Don't know

netbook)
EUZ3 92% 61% 30% 11% 1% 0%
g Gender
Man 94% 63% 3% 12% 1% 0%
Woman 91% 58% 29% 10% 0% 0%
Age
15-24 90% 85% 3% 13% 1% 0%
25-38 91% T2% 3% 13% 1% 0%
40-54 94% 58% 3% 11% 0% 0%
55+ 95% 30% 22% 8% 0% 0%
@ Education (End of)
15- 33% 43% 19% 2% 1% 0%
16-19 91% 4% 255G 9% 1% 0%
20+ 95% 64% 37% 13% 1% 0%
Still studying 93% B36% 33% 12% 1% 0%
m: Socio-professional category
Self-employed 94% 64% 32% 11% 1% 1%
Managers 97% 72% 46% 18% 1% 0%
Other white collars 95% 6.3% 32% 9% 0% 0%
Manual workers 80% 61% 27% 11% 1% 0%
House persons 87% 43% 26% 2% 0% 0%
Unemployed 86% G6% 22% 10% 1% 0%
Retired 95% 24% 20% 2% 0% 0%
Students 93% 86% 33% 12% 1% 0%

Use of the Internet
Every day 94% 67% 3% 12% 1% 0%
Often/ Sometimes 36% 27% 12% 4%, 0% 1%
Base: respondents who use the Internet (D6 2) (n=21,015 in EU28)
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3. ONLINE ACTIVITIES

- There is considerable variation by country in the proportion that conduct
banking online , buy or sell goods or services online or watch TV online -
Internet  users were asked about the various activities that they do online. The vast

majority of Internet users across the EU use email (86%), while more than half of
respondents do each of the following activities: read news online (63%), use online social
networks (60%), buy goods or services (57%), and do online bank ing (54%).

Internet users in the EU are less likely to say that they play games online (29%), sell
goods or services (23%) or watch TV (22%) °

In total , seven in ten respondents (70%) conduct any kind of online financial
transactions , either buying or selling goods or services or online banking.  This compares
with 66% of Internet users conducting any kind of financial transactions in 2013, an
increase of four percentage points.

Overall, Internet users are more likely to conduct certain online activities compared with
2013. The largest increases can be seen for using online social networks (from 53% to

60%), buying goods or services (from 50% to 57%) and on line banking (from 48% to
54%).

QB3. Which of the following activities do you do online? (MULTIPLE ANSWERS
POSSIBLE)

. I 567%
Email a1

i ine NN 63%
Reading news online 0%

i i i I 60%
Using online social networks 53%

Buying goods or services (holidays, m—— 57%
books, music, etc.) 50%

Online banking _4834%
0

I 29%

Playing games online 7%

Selling goods or services _183/3%
0

Watching Tv I 2

Other (SPONTANEOUS) ¥ 5%

I 1%

Don't know 0%

I EB82.2 Oct. 2014 @ Euxs
EB79.4 May-June 2013

Base: respondents who use the Internet (D62) (n=21, 015 in EU28)

® EB82.2: QB3 &Vhich of the following activities do you do online? 0 (MULTIPLE ANSWERS POSSIBLE) Possible
answers: Online banking ; Buying goods or services (holidays, books, music, etc.) ; Selling goods or services ;
Using online social networks ; Email; Reading news online ; Playing games online ; Watching TV; Other

(SPONTANEOUS) ; Don6t know.

EB794: QC3 O6Which of gt haectfiovliltowisn do you do online?d (MULTIPLE ANSYV
answers: Online banking; Buying goods or services (holidays, books, music, etc.); Selling goods or services;

Using online social networks; Email; Reading news online; Playing g ames online ; Watching TV; Other

(SPONTANEOUS); None ( SPONTANEOUS); Dondét know.
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In almost all Member States , most respondents use the Internet to access e -mail. In
Finland online banking is as frequently used as email (93%)

In five Member States, most use the Internet to read online news: Lithuania (89%),
Poland (82%), C roatia (81%), Greece (76%), and Cyprus ( 74% ). In Romania, most
respondents (64%) use the Internet to access online social networks.

There are some differences in online activity by country . Specifically, respondents in
Estonia (90%), Lithuania (89%), Latvi a (85%) and Slovenia (84%) are most likely across
the EU to use the Internet for online news; this compares with only 46% in France.

Almost all Internet usersin Denmark (98%), the Netherlands (97%), Austria (95%) and
Sweden (95%) use the Internet  for emai |, but this is much lower in Romania (48%).
Respondents in Cyprus (66%) and Greece (68%) are also less likely than those in other
countries to use the  Internet for email.

Respondents are most likely to purchase goods or services online in the Netherlands
(83%), Denmark (80%) and Sweden (80%). The lowest proportions can be observed in
Portugal (20%), Romania (22%) and Bulgaria (28%).

Respondents in Denmark (94%), Sweden (91%) and the Netherlands (89%) are also

most likely to use the Internet for online banki ng, along with Finland (93%) and Estonia
(89%). People in Bulgaria (13%) and Romania (13%) and Greece (15%) are least likely

to use the Internet for online banking.

Respondents in the Netherlands are also the most likely to use the Internet  to sell goods
or services (44%), followed by those in Sweden (38%) and Denmark (35%) while very
low proportions can be found in Cyprus (3%) and Greece (4%).

Watching TV via the Internet is most common among respondents Sweden (58%),
Denmark (48%) and Finland (48%), but m uch lower proportions can be seen in Hungary
(8%) and Italy (9%).

At least half of Internet users in every Member State use online social networks, and the
highest proportions can be observed in Portugal (76%), Denmark (74%), Latvia (73%)
and Malta (73%).

Internet users in Greece (44%), Cyprus (43%), Portugal (41%) and Austria (40%) are
most likely to say that they play games online , as do at least one in five respondents in
all Member States.
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@B3 Which of the following activities do you do online? (MULTIPLE ANSWERS POSSIBLE)

Buying
. goods or
Reading L senices Playing Selling Other
. anline . Online Watching Dont
Email News ) (holidays, ) games | goods or (SPOMNTA-
) sacial panking ) ) know
online books, anline SEenices MEQUS)
networks )
music,
etc)

@ cEuz 6w 63% 60% 57% 54% 29% 3% 29% 5% 1%
() B 9% 59% 63% 56% 70% 30% 7% | 20% 3% 0%
@ Bc &% 65% 67% 8% 30% 7% 17% 9% 0%
& cz | 54% 52% 54% 65% 30% 20% 17% 1% 1%
A
i» DK 81% 74% 80% ga% | 33% 35% 48% 3% 0%
@& e | 9w 59% 52% 65% 49% 2% 2% 13% 5% 1%
& e | o 90% 63% 56% 80% 30% 17% 29% 2% 0%
() E 84% 57% 63% 69% 61% 5% | 24% 34% 39 1%
i= | EL | Gew 76% 72% 6% 15% 4% 16% 11% 0%
o ES | 8% 66% 71% 40% 41% 29% 8% 18% 9% 1%
() m sen | 46w | s51% | e2% | e2% | 20% | 34% | 21% 5% 0%
Z OHR | TT% 1% 60% 30% 35% 36% 12% 15% 5% 0%
() 81% 64% 63% 32% 38% 30% 8% 9% 5% 1%

cY | 66% 74% 55% 41% 35% 43% 29% 10% 0%
S v | 88 85% 73% 48% 81% 39% 129% 8% 4% 0%
@ LT 3% 20% 64% 50% 73% 32% 18% 31% 4% 0%
o W oew 60% 63% 62% 65% 31% 17% 258 3% 0%
N
o  HU | e 72% 62% 32% 29% 32% 9% 3% 1%
PDour | em 71% 73% 65% 58% 35% 15% 41% 4% 1%
o,
o N | o7 76% g% | 83% 89% | 35% 42% 4% 0%
o AT | 95% 63% 62% 59% 64% 40% 1% | 20% 3% 0%
@ L 7% 82% 59% 49% 57% D% 21% 17% 3% 2%
@ rFT | e 67% | 76% | 20% 26% 41% 12% 13% 13% 1%
() ro | as% 55% 64% 29% 13% 36% 13% 18% 7% 1%
@ s 89% 84% 58% 43% 45% 26% 19% 21% 4% 0%
@ Sk | e 55% 54% 4% | 51% 14% 11% 4% 2%
& A 93% 82% 62% 70% 93% 6% | 29% 48% 5% 0%
i
> S| 9 79% 71% 80% 91% | 30% 38% 4% 0%
S UK | o0% 59% 59% 77% 63% 8% | 20% 40% 39 1%

Highest percentage per country Lowest percentage per country
| Highest percentage per item | Lowest percentage per item |

Base: respondents who use the Internet  (D62) (n=21,015in EU2  8)
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There have been increases in the use of Internet for  various online activities across
different Member States. The largest increases are as follows:

A Email: Bulgaria (up 10 percentage points since 2013) and Croatia (up 10 points);
A Reading news online:  Ireland and Luxembourg (up 7 points in each case);

A Online social networks: Spain (up 13 points), Italy (up 13 points) and Romania
(up 10 points);

A Buying goods or services: Ireland (up 18 points), Estonia (up 15 points) and
Hungary (up 15 points);

A Online ba nking: Hungary and Austria (up 12 points in each case);

A Selling goods or services: Belgium (up 11 points), Austria (up 10 points), Poland
(up 10 points) and Sweden (up 10 points);

A Watching TV: Malta (up 17 points), Denmark (up 12 points) and Latvia (up 11
points).

There have been no large increases in the proportions that play games online (the
largest increase is of 5 percentage points).

The only decreases of any substance in the last 12 months have been in the proportions
that use online social networks ( down 6 points among respondents in Slovakia), reading
news online (down 8 points among those in the Czech Republic) and watching TV (down

6 points among those in both Bulgaria and Romania).

Looking at socio -demographic differences , respondents who finished their education
at the age of 20 or over are more likely than those who finished their education earlier to

use the Internet for most of the various activities, particularly online banking (69%
compared with 50% of those ending their education between the age of 16 and 19, and
34% of those who ended their education at the age of 15 or under) and buying goods or
services (68% compared with 53% of those ending their education between the age of

16 and 19, and 36% of those who ended their education by the age of 15 or below). The
one exception is playing games online, where there is no difference by education level.

The proportion that uses the Internet  for social networks, online games and watching
television is higher among younger age groups. For example, 8 6% of 15 -24 year olds
access social networks, falling to 31% of those aged 55 or over. However, the 15 -24 age
group is the least likely to do online banking (39%). The middle age groups (25 -39 and
40-54) are most likely to use the Internet  for buying or se lling goods or services; for
example, 61% of 25 -39 year olds and 59% of 4 0-54 year olds buy goods or services
online, compared with 52% of 15 -24 year olds and 50% of those aged 55 or over.

Men are more likely than women to use the Internet  for most of the  activities; for
example 26% of men sell goods or services online, compared with 19% of women. The
exception is using online social networks: women are more likely than men to do this

(62% compared with 58%).
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Frequent Internet

daily Internet
users.

Respondents who feel well inform

users (who use the
for all of the various activities, compared with less frequent users. For example, 62% of

ed about the risks of
the Internet for all of the various activities, compared with those who

Internet

daily) are more likely to use the

users buy goods or services online, compared with 28% of less frequent

cybercrime are more likely to use

informed. This is especially the case for online banking (60% vs. 46%) and buying goods
or services (64% vs. 47

%).

QB3 Which of the following activities do you do online? {MULTIPLE ANSWERS POSSIBLE)

EUZ28

m Gender

Man
Woman

Age
15-24

25-39
40-54
55 +

@ Education (End of)
15

16-19

20+

Still studying
Use of the Internet

Every day
Ofteni Sometimes

Email

B6%

87%
86%

B6%
88%
B87%
B4%

T2%
84%
93%
88%

90%
65%

Reading

63%

G6%
G0%

63%
65%
G4%
60%

51%
58%
73%
G4%

G6%
46%

Using

online

social
networks

60%

58%
62%

B6%
T72%
55%
3%

46%
55%
60%
87%

65%
33%

Level of information about cybercrime risks

Total Well informed
Total Mot well informed

90%
81%

68%
56%

64%
54%

Buying
goods or
services
(holidays,

books,

music,
etc.)

57%

59%
54%

52%
61%
59%
50%

36%
53%
68%
52%

62%
28%

G4%
47%

Online
banking

54%

56%
52%

39%
60%
60%
50%

34%
50%
9%
36%

59%
25%

60%
46%

Playing
games
online

29%

32%
27%

50%
34%
23%
16%

27%
29%
24%
51%

32%
15%

33%
25%

Selling
goods or
services

23%

26%
19%

20%
28%
24%
15%

12%
21%
28%
20%

25%
9%

26%
19%

Base: respondents who use the Internet (D62) (n=21,015 in EU28)

Watching

22%

25%
19%

34%
25%
20%
13%

1%
17%
27%
36%

26%
6%

27%
15%

Other
(SPONTA-
NEOUS)

5%

5%
5%

4%
4%
5%
7%

12%
5%
3%
5%

4%
10%

4%
6%

1%

1%
1%

1%
1%
1%
1%

1%
1%
0%
0%

0%
3%

0%
1%

Internet

do not feel well

Don't
know
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I. CONCERNS ABOUT INTERNET TRANSACTIONS

This chapter examines the concerns that Internet users have about using the Internet  for
things like online banking or buying things online. It then finds out whether respondents
have changed their  Internet behaviour as a result of any concerns.

Throughout the chapter, findings are based only on people who ever use the Internet

1. CONCERNS

- Misuse of personal data and security of online payments remai n the two
biggest concerns -

Internet  users were asked what concerns they have about using the Internet  for things
like online banking or buying things online. Respondents answered in their own words
and were not prompted with possible options.

The two m ost common concerns are about someone misusing personal data (mentioned

by 43%) and security of online payments (42%). Some respondents also express a
preference for conducting transactions in person (26%), while 22% are concerned about

not receiving goods  or services that they buy online. Around one in six Internet users
(18%) say they have no concerns about using the Internet for things like online banking

or buying things online .

EU citizens are more likely to have concerns now than in 2013. Specificall y, larger
proportions are concerned about someone misusing personal data (43% compared with

37%), security of online payments (42% compared with 35%), and not receiving goods

or services that they buy online (22% compared with 15%). Correspondingly, the
proportion that has no concerns has decreased (from 23% to 18%).

The increase in the level of concern may also reflect the media landscape shortly before
and during the time that fieldwork was taking place . Interviewing took place with in the
context of wides pread reporting of the Shellshock virus and the publica tion of a UN
report on mass internet surveillance , amongst other stories of the time 1

0 EB82.2: QB4 6What concerns do you have, Inierhet afar things bké anliné banking on gt
buying thi ngBONDREHOWeCARD i DO NOT READ OUT i MULTIPLE ANSWERS P OSSIBLE). Possible
answers: You prefer conducting the transaction in person e.g. so you can inspect the product yourself or ask a

real person about them; You are concerned about the security of online payments; You are concerned about

someone misusing your  personal data; You are concerned about not receiving the goods or services that you

buy online; Other; None; Dondt know.

EB79.4. QC5 OWhat concerns do you have, if any, about using
buying t hi ngs onl NOTESAGW CARD i DO NOT READ OUT i MULTIPLE ANSWERS POSSIBLE). Possible
answers: You prefer conducting the transaction in person e.g. so you can inspect the product yourself or ask a

real person about them; You are concerned about the security of online pay ments; You are concerned about
someone taking/ misusing your personal data; You are concerned about not receiving the goods or services
that you buy online; Other; None,; Dondét know.

1 http://www.theguardian.com/technology/2014/sep/25/shellshock -bug -heartbleed
http://www.theguardian.com/world/2014/oct/15/internet -surveillance -report -edward -snowden -leaks
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QB4. What concerns do you have, if any, about using the Internet for things like
online banking or buying things online? (MULTIPLE ANSWERS POSSIBLE)

You are concerned about someone [ NRNEREIIEEEEEE ;3

misusing your personal data 37%
You are concerned about the security of | RGN /2
online payments 35%

You prefer conducting the transaction in

person e.g. so you can inspect the [ NRNEREIE 26

product yourself or ask a real person 249
about it
You are concerned about not receiving | NRNEREEEIIIN 22
the goods or services that you buy online 15%
B %
Other %
18%
None I
23%
| A0
Don't know -
M EB82.2 Oct. 2014 @ Eus
EB79.4 May-June 2013

Base: respondents who use the Internet  (D62) (n=21,015 in EU28)

The concerns of Internet users vary by country. Respondents in Germany (58%), Spain
(52%) and Luxembourg (50%) are most likely to have concerns about someone misusing
personal data, while respondents in Ireland (53%) are most concerned about the security

of online payments.

The preference for a persona | transaction is strongest among respondents in Greece
(53%), Portugal (4 6%), Spain (41%) and Croatia (40%), while respondents are most
likely to be concerned about not receiving goods or services in Czech Republic (32%),
Croatia (32%) and the Netherlands (31%).

In some countries, a relatively large proportion of Internet users have no concerns over
online banking or buying things online. The highest proportions can be seen in Denmark
(32%) , Poland (27%) and Estonia (25%)
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QB4 What concerns do you have, if any, about using the Internet for things like online banking or buying things online?
(MULTIPLE ANSWERS POSSIBLE)

You prefer
conducting the You are
You are o
You are transaction in concerned
concerned
concerned person e.g. 5o about not
aboutthe . -
about someone security of you can ingpect. receiving the Other Maone Dont know
misusing your . the product goods or
online A
personal data yourselfor ask | senvices that
payments )
areal person | you buy online
about it
@ cux 43% 42% 26% 29% 3% 18% 2%
() =t 41% 43% 21% 24% 3% 21% 1%
@ &6 40% 225 365 18% 2% 17% B%
& cz 43% 7% 28% 1% 13% 1%
{; DK 42% 30% 18% 248 50 32% 1%
e e 45% 21% 26% 295 17% 206
& e 34% 9% 26% 26% 204 2504 30
() E 45% | 53% 26% 15% 3% 16% 1%
= | EL 43% 36% 53% | 19% 2% 12% 0%
Q ES 52% 47% 41% 25% 304 10% 1%
() Fr 45% 48% 23% 23% 4% 16% 1%
<  HR a7% 41% 40% 32% 4% 12% 1%
() 38% 7% 32% 20% 3% 14% 1%
cy 45% 348 AT 29% A% 20% 0%
> L 41% 31% 299, 20% 4% 18% 206
@ U 41% 40% 3155 29% 455 19% 1%
o w 50% 45% 26% 219 7% 19% 2%
o  HU 34 33% 37% 229% 3% 20% 0%
) i MT 34% 27% 26% 26% 455 23% 304
o N 44% 30% 19% 31% 9% 15% 2%
o AT 1% 35% 31% 26% 50% 21% 1%
w P 25%, 29% 17% 23% 20 27% anh
Q - 30% 36% 46% 17% 205 18% 206
() ro 28% 36% 35% 22% 4% 19% 5%
@ s 49% 4585 3385 29% gog 13% 1%
@ =K 33% 275 275 20% g0 16% A%
4= =~ 7% 38% 25% 20% 6% 24% 1%
:_; SE 40% 41% 27% 15% 10% 24% 0%
e: UK 200 40% 15% 15% 24 2% 20
Highest percentage per country Lowest percentage per country
| Highest percentage per item | Lowest percentage per item |

Base: respondents who use the Internet (D62) (n=21,015 in EU28)
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There have been some changes in the concerns expressed by respondents in individual
countries:

A Compared with the 2013 survey, people are now more likely to be concerned
about someone misusing personal data in Lithuania (up 18 percentage points),
Spain (up 17 points), Estonia (up 16 points), Ireland (up 16 points) and Czech
Republic (up 15 points).

A The largest increases in concern over security of online payments can be seen in
Ireland (up 17 points) and Spain (up 14 points)

A People are more likely to express a preference for transactions in person in Latvia
(up 17 percentage points), Estonia (up 14 points) and Slovenia (up 14 points).
The largest decrease can be found in Denmark (down 12 points).

A Respondents are more likely to be concerned about not receiving goods or
services in Slovenia (up 15 percentage points) and Lithuania (up 12 points).

Overall, levels of concern have increased across the EU since the 2013 survey, and the
proportions that say they have no concerns have decreased in most Member States. The
largest decreases can be seen in Finland (down 18 percentage points), Czech Republic
(down 16 points) and Slovakia (down 16 points).
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QB4 What concerns do you have, if any, about using the Internet for things like online banking or buying things online? (MULTIPLE ANSWERS POSSIBLE)

You prefer
conducting

You are the You are

concerned You are transaction concerned

soarﬁzﬁtne I C:S;Str?heed I ej.ng.p:trnsyoonu DA Erl:.-]coeL:I.'ir:]gt DA DA DA Dont DA

LTS 82.2- SR EB82.2- T e EB82.2- i aErE EB822- Other | EB822-  MNone  EB822- Know EB82.2-

T EB79.4 anline EB79.4 e EB79.4 orsenices EB79.4 EB79.4 EB79.4 EB79.4
personal payments yourself or that you buy
data askareal online
person
about it
6 EU28 43% +6 42% +7 26% +2 22% +7 3% -1 18% -5 2% =
‘ ) BE 41% +3 43% +6 21% -4 24% +6 3% +1 21% +4 1% =
'] BG 40% +7 22% +3 38% -4 18% +5 2% +1 17% +4 6% -2
b cZ 43% +15 37% +6 28% +5 32% +4 1% = 13% -16 1% =
:; DK 42% +13 30% +1 18% -12 24% +10 5% -3 32% -6 1% =
a DE 58% +5 45% +12 21% -1 26% +6 2% -2 17% -6 2% +1
[ EE 34% +16 32% +10 26% +14 26% +9 2% -4 25% -14 3% =
‘ ) IE 45% +16 53% +17 26% +6 19% +9 3% +1 16% -14 1% =
i_EE EL 43% +7 36% -2 53% +5 19% +3 2% +2 12% -3 0% =
Q ES 52% +17 47% +14 41% +1 25% +11 3% = 10% -10 1% -1
1 i FR 45% +2 48% +2 23% +1 23% +6 4% -2 16% -2 1% =
Q HR 47% +12 41% +8 40% +5 32% +7 4% +1 12% -9 1% =
‘ i IT 38% +6 37% +10 32% -1 20% +10 3% +1 14% -3 1% -2
CY 45% -3 34% -2 37% +1 29% +8 3% +2 20% +5 0% =

e LV 41% +12 31% +5 29% +17 20% +8 4% -2 18% -14 2% =
WJ LT 41% +18 40% +11 31% +12 29% +12 4% -1 19% -12 1% -2
C LU 50% +9 45% +2 26% -1 21% +6 7% +1 19% -11 2% +1
Q HU 34% +11 33% +9 37% -9 22% +10 3% +2 20% -4 0% =
( i MT 34% +12 27% +3 26% +2 26% +10 4% +1 23% -10 3% =
C NL 44% +3 39% +4 19% -1 31% +6 9% +4 15% -8 2% +2
C AT 41% +3 35% +5 31% +6 26% +5 5% +1 21% -11 1% =
wr PL 25% +7 29% +9 17% = 23% +11 2% +2 27% -13 9% +1
@ PT 30% +1 36% +1 46% -3 17% +3 2% +1 18% +5 2% +1
1 i RO 28% -5 36% -1 35% +3 22% -2 4% +1 19% +1 5% =
b sl 49% +3 45% -1 33% +14 29% +15 5% -3 13% -12 1% =
@ SK 33% -1 27% +4 27% +3 20% -3 5% +2 16% -16 6% +5
li-l Fl 37% +12 38% +6 25% +10 20% +9 6% -3 24% -18 1% +1
:; SE 40% +12 41% +6 27% +12 15% +3 10% -3 24% -10 0% -2
;: UK 39% +5 49% +1 15% +8 15% +10 2% -4 21% -5 3% =

Base: respondents who use the Internet  (D62) (n=21,015 in EU28)
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Looking at socio -demographic variations , respondents who left education at an earlier
age are more likely to prefer to conduct transactions in person (34% of those ending
education by the age of 15 or under, falling to 28% of those ending education between

the ages of 16 a nd 19, and 21% of those ending education at the age of 20 or over).
Otherwise, findings are generally consistent by level of education.

Findings are generally similar across age groups, although some differences can be seen.

Older respondents are more like ly to prefer to conduct transactions in person (31% of

those aged 55 or over, compared with 23% -26% in younger age groups). Concerns over
security of online payments are also greater among older people: 45% of 40 -54 year
olds and 44% of those aged 55 or ov er, compared with 38% of 15 -24 year olds and 40%
of those aged 25 -39.

The youngest age group (aged 15 -24) is least likely to be concerned about someone
misusing their personal data (37% compared with at least 44% in other age groups).
However, older peopl e aged 55 or over are least likely to be concerned about not
receiving goods or services (17% compared with 22% -26% in other age groups).

Less frequent Internet users (who use the Internet less than once a day) are more likely

to prefer to conduct transact ions in person (39%), compared with daily Internet users
(23%). By contrast, daily Internet users are more likely than less frequent users to be
concerned about someone misusing personal data (44% compared with 38%) and about

not receiving goods or service s (23% compared with 18%).

There are some differences when looking at those who conduct online financial
transactions . These respondents are slightly more likely to be ¢ oncerned about someone
misusing their personal data , but even so are less likely to prefer conducting the
transaction in person.
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QB4 What concerns do you have, if any, about using the Internet for things like online banking or buying things online? (MULTIPLE ANSWERS
POSSIBLE)

You prefer
conducting the You are
You are L
You are transaction in concerned
concerned
concerned person e.g. so about not
about the . L .
about someone security of you can inspect | receiving the Other None Don't know
misusing your ) the product goods or
online A
personal data yourself orask | services that
payments )
areal person | you buy online
about it
EUZ28 43% 42% 26% 22% 3% 18% 2%
Age
15-24 IT% 38% 23% 26% 4% 19% 2%
25-39 45% 40% 23% 25% 3% 18% 2%
40-54 44% 45% 26% 22% 4% 16% 2%
55+ 44% 44% 3M% 17% 3% 18% 2%
@ Education (End of)
15- 40% 42% 34% 18% 3% 17% 3%
16-19 44% 42% 28% 23% 3% 17% 2%
20+ 46% 44% 21% 22% 3% 18% 2%
Still studying 7% 36% 22% 26% 3% 21% 2%
Use of the Internet
Every day 44% 42% 23% 23% 3% 18% 2%
Often! Sometimes 38% 40% 39% 18% 3% 15% 4%
Activities done online
Online banking 45% 43% 15% 23% 3% 21% 1%
Buying goods/ services 47% 44% 16% 25% 3% 20% 1%
Selling goods/ services 47% 42% 15% 28% 4% 20% 1%
Online social networks 43% 41% 23% 25% 3% 19% 2%
Email 45% 43% 24% 23% 3% 18% 2%
Reading news 45% 42% 25% 24% 3% 18% 2%
Playing games 40% 39% 24% 24% 3% 21% 2%
Watching TV 44% 42% 20% 25% 4% 20% 2%

Base: respondents who use the Internet (D62) (n=21,015 in EU28)
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2. | MPACT ON BEHAVIOUR

- Internet  users are more likely to have changed their online behaviour because
of security concerns since 2013 -

Respondents who use the Internet  were asked whether concerns about security issues
have made them change the way they use the Internet . Respondents were shown a list
of possible answer options.

The actions that r espondents are most likely to take are installing anti -virus software
(61%) and not opening emails from people they do not know (49%). Other changes
include being less likely to give personal information on websites (38%), only using their

own computer (38 %) only visiting websites that they know and trust (36%), using
different passwords for different sites (31%) and regularly changing their passwords

(27%).

Other actions are mentioned less frequently: 18% have changed their security settings

on browser , 1 3% say they are less likely to buy goods online and 1 2% are less likely to
bank online. In addition, 7% have cancelled an online purchase because of suspicions

about the seller or website. However, 11% of respondents say they have not made any

changes beca use of concerns about security issues 12,

The answer options for this question differ from the 2013 survey. In 2013, respondents

were not asked about regularly changing passwords; this option was added for the 2014

survey. Comparing the findings with those f rom the previous survey shows that the

figures for many individual actions have increased. The largest increases can be seen for

installinganti -vi rus software (up 15 percentage points), onl
computer (up 12 points), not opening emails from people they do not know (up 9

points), and using different passwords for different sites (up 7 points). Overall,

respondents are more likely to have changed their online behaviour due to security

issues ( an increase of 7 points).

There have bee n decreases in the proportion saying that they are less likely to buy goods
or services online (down 4 percentage points) and in the proportion saying they are less
likely to bank online (down 3 points).

2 EBB2.2: QB5 6Has concern about secur i tthewayys usethe mintraeet yioamy ottihea n g e
foll owi ngMW3aRKRLE ANSWERS POSSIBLE) Possible answers: You are | ess likely to buy goods or services

online; You are | ess likely to bank online; You are | ess likely to give personal information on websites ; You have
changed your security settings (e.g. your browser, online social media, search engine, etc.); You only visit
websites you know and trust; You use different passwords for different sites; You do not open emails from
peopl e you dod&oudnly kseyow pwn computer; You have installed anti -virus software;  You cancelled

an online purchase because of suspicions about the seller or website; You regularly change your passwords;

Ot her (SPONTANEOUS) ; None (SPONTANEOUS) ; Dondt know.

EB79. 4: Q G6ncedntilost security issues made you change the way you use the Internet in any of the

foll owing ways?6 (MULTIPLE ANSWERS POSSIBLE) Possible answers: Le:
to bank online; Less likely to give personal information on websites; Changing security settings (e.g. your

browser, online social media, search engine, etc.); Only visit websites you know and trust; Use different

passwords for different sites; Do not open emails fromterpeopl e yolu
Have installed anti -virus software; Cancelled an online purchase because of suspicions about the seller or

website; Other (SPONTANEOUS) ; None (SPONTANEOUS) ; Dondét know.
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QB5. Has concern about security issues made you change the way you use the Internet in any of the following ways? (MULTIPLE ANSWERS POSSIBLE)

You have installed anti-virus software

You do not open emails from people you don’t know

You are less likely to give personal information on websites
‘You only use your own computer

You only visit websites you know and trust

You use different passwords for different sites

You regularly change your passwords*

You have changed your security settings (e.g. your browser, online social
media, search engine, etc.)

You are less likely to buy goods or services online

You are less likely to bank online

I 1%
46%

49%
40%
I  38%
34%
I 35°%
26%

I 36%

32%
I 31%

24%
I 27%
I 18%

16%
I 13%
17%
I 12%
15%

You cancelled an online purchase because of suspicions about the seller or  pu—m 7%

website 6%
Other (SPONTANEOUS) 8 1%

None (SPONTANEQUS) N 1% 1%
\ n 1%
Don't know 2%
. E:?SE ;a ZJDM 2013 Total Yes: T —
ay-June
*New item ®cus
Base: respondents who use the Internet  (D62) (n=21 ,015 in EU28)

Looking at individual countries, respondents are most likely to say that they have
changed the way they use the Internet because of concerns about security issues in the
Netherlands (98%), Sweden (96%), Denmark (95%) and Austria (95%). The lo
proportions can be observed in Poland (78%), Romania (80%) and the UK (80%).

west

In every Member State, except Bulgaria and Cyprus, most respondents have installed
anti -virus software. In Bulgaria, one in four (38%) do not open emails from unknown

people instead, while in Cyprus, around half (46%) only use their own computer.

Looking at the variations by Member State for specific types of concern:

A Respondents in the Netherlands (82%), Denmark (77%), Sweden (76%) and
Luxembourg (76%) are most likely to say that they have installed anti
software, while people in Bulgaria (34%), Cyprus (41%), Romania (42%) and
Poland (43%) are least likely to say they have done this.

-virus

High proportions can also be seen in Denmark (73%) and the Netherlands (71%)
in relation to not opening emails from people they do not know. The lowest
proportions can be seen in Poland and Romania (29% in each case).

The highest proportions that say they are less likely to give personal information

on websites because of security concerns can be seen in Sweden (69%), the
Netherlands (65%) and Denmark (61%)
Romania (20%) are least likely to say this.

. Respondents in Slovakia (18%) and

Respondents in Luxembourg (57%) and Germany (51%) are most likely to say
that they only use their own computer , While the lowest proportion can be
observed in Italy (25%).
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People are most likely to say that they only visit websites that they know and
trust in Luxembourg (48%), Malta (48%), France (46%) and Belgium (45%). The
lowest proportion can be found in Roman ia (20%).

The highest proportions that say they use different passwords for different sites
can be seen in the Netherlands (58%) and Sweden (56%), while the lowest
figures can be found in Greece (16%), Cyprus (16%) and Poland (17%).

Respondents in Poland a re also the least likely to say they regularly change their
passwords (14%), while respondents in Austria (37%), the Netherlands,
Germany, Latvia and Luxembourg (all 36%) are most likely to say they do this.

Respondents in Sweden (31%), Luxembourg (28%), t he Netherlands (28%) and
Finland (27%) are most likely to say that they have changed their security
settings, while those in Bulgaria (8%), Lithuania (8%), Poland (8%), Czech
Republic (9%), Romania (9%) and Slovakia (9%) are least likely to say this.

The highest proportions that say they are less likely to buy goods or services
online can be seen in Portugal (25%) and Sweden (24%), while this is lowest
among respondents in Slovakia (5%), Latvia (5%) and Malta (6%).

The highest proportions that say they are less likely to bank online can be
observed in Greece (25%) and Portugal (24%), while the lowest proportions can
be seen in Finland (2%) and Latvia (3%).

Respondents in Sweden (26%) are much more likely than those in other countries
to say that they have ca  ncelled an online purchase because of suspicions about
the seller or website.
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QBS5 Has concern about security issues made you change the way you use the Internet in any of the following ways? (MULTIPLE ANSWERS POSSIBLE)

You have
cha;ugred You
You are y } cancelled
You do ; security R
less likely You use X You are an online
not open . Youonly You settings ;
You have X to give | You only L different less likely| You are |purchase
. emails visit regularly | {e.g. your ;
installed personal | use your X pass- to buy |less likely| because
A from X websites change | browser, ;
anti-virus infor- own words for . goods or | to bank | of suspi-
people X you know | your pass{  online R " X
software ., | mation | computer different . senices | online cions
you don't and trust . words social .
sites ) online about the
know . media,
websites seller or
search .
) website
engine,
etc)
6 EUZ8 G1% 49% 38% 38% 36% 3% 27% 18% 13% 12% 7%
c ML | 82% | 71% G5% 44% 43% | 58% | 36% 28% 16% 8% 7%
:; SE 76% 62% 69% 43% 38% 56% 24% 3% 24% 9% 26%
:; DK 7% 73% G1% 43% 41% 49% 17% 24% 16% 4% 12%
C AT 73% 55% 47% 42% 30% 8% 37% 20% 16% 12% 12%
.' CZ 59% 55% 38% 45% 39% 22% 25% 9% 12% 8% 5%
=
- LU T6% G64% 47% 57% 45% 36% 28% 18% 16% 6%
‘ ) BE 69% 52% 38% 49% 45% 28% 26% 21% 19% 12% 9%
§= EL | se% | 49% | 39% | 32% | 43% 21% | 14% | 20% 3%
‘ i FR 71% 58% 41% 45% 46% 32% 26% 21% 13% 14% 7%
Q HR 58% 34% 3% 38% 29% 25% 22% 15% 18% 18% 10%
&= A 7 1% | 4o% | 37% | 44% | 42% | 32% | 27% | 10% 7%
E DE 73% G53% 54% 51% 34% 40% 36% 25% 12% 8% 12%
= EE 67% G4% 33% 45% 42% 37% 34% 16% 11% 9% 11%
e LV 58% 51% 24% 46% 40% 41% 36% 11% 5% | 3% 8%
v LT 62% 39% 35% 45% 32% 20% 28% | 8% 16% 13% 4%
DT oeow | se% | 31% | 41% 42% | 25% | 22% 8% 12% | 5%
@ s sew | 4s% | 38% | 48% | 38% | 34% | 23% | 11% | 18% | 16%
u SK 51% 35% 45% 3% 20% 23% 9% 5% 3%
‘ ) IE 51% 43% 43% 36% 42% 35% 26% 20% 15% 17% 8%
c HU 57% 36% 3% 35% 30% 20% 17% 10% 12% 18% 3%
@ PT 50% 41% 34% 30% 29% 26% 27% 15% 24% 5%
oY | 41% | 37% | 33% | 46% | 39% 23% | 11% | 19% | 15% | 3%
‘ ' IT 50% 36% 21% 25% 32% 22% 25% 12% 15% 13% 3%
? ES 55% 46% 25% 30% 33% 26% 24% 13% 16% 14% 2%
-
@ B¢ | 34% | 38 | 32% | 3a% | 32% | 10% | 20% 12% | 12% | 2%
‘ ' RO 42% 29% 20% 3% 20% 19% 18% 9% 19% 19% 4%
;: UK 50% 41% 34% 31% 36% 34% 29% 16% 8% 16% 7%
@ PL e | 20% | 24% | 0% | 28% | 17% 9% 9% 6%

Highest percentage per country

Lowest percentage per country

| Highest percentage per item |

Lowest percentage per item |

Base: respondents who use the

Internet

(D62) (n=21,015 in EU28)

Other MNone

(SPONTA- (SPONTA-

NEOUS) | NEOUS)

1% 11%
3% 2%
2% 4%
2% 5%
0% 4%
1% 6%
2% 5%
1% 5%
2% 8%
1% 7%
2% 6%
1% 8%
1% 2%
1% 7%
1% 9%
1% 9%
1% 8%
2% 10%
3% 9%
1% 11%
1% 12%
1% 13%
1% 14%
2% 14%
0% 16%
1% 16%
3% 17%
1% 18%
1% 15%

1%

0%
0%
0%
1%
0%
1%
1%
0%
1%
2%
1%
1%
2%
1%
1%
2%
1%
2%
1%
1%
0%
0%
2%
0%
3%
3%
2%
7%

Total
Yes'

88%

98%
96%
95%
95%
94%
94%
93%
92%
92%
92%
92%
91%
91%
90%
90%
90%
90%
89%
88%
87%
&7%
86%
85%
84%
81%
80%
80%
78%
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Across the EU as a whole, the largest increase since 2013 has been in the proportion that

have installed anti

-virus software (up 15 percentage points). Looking at the findings for

individual countries, the largest increases in the proportions that have installed anti -virus
software can be seen in Ireland (up 31 percentage points), Hungary (up 27 points), Italy
(up 27 points) and Portugal (up 26 points). On the other hand, r  espondents in Slovenia
are less likely to have installed anti -virus software.
BNE 51%  +31 Question: QBS. Has concern about security issues made you change the way you use the Internet in any of the following ways?
—T — (MULTIPLE ANSWERS POSSIBLE)
Answers: You have installed anti-virus software
1 50%  +27
Bl e 50%  +26
= HR 58%  +23
R 60%  +22
B ES 55%  +22
=L 58%  +21 Map Legend
—R 58%  +21 B +21 points or more
m PL 43%  +21 B between +11 and +20 points
LT 62%  +20 | +10 points or less
= AT 73%  +19 B Negative evolution
= NL 82%  +17
[} = 69%  +14
o LU 76%  +12
N o 73%  +12
B BG 34%  +12
IR 71% 49
= Fl 72% 48
== e 67%  +8
Blro 42%  +8 o
-

SK 51%  +7
B SE 76% 45

GY 41%  +5
2 DK 7%  +4
Sk uk 50%  +4
B CZ 59%  +1
G S 58% -5

Evolution 2014-2013

Base: respondents who use the Internet  (D62) (n=21,015 in EU28)
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Frequent Internet users (who use it every day) a re more likely than less frequent users
to say they have made changes such as installing anti -virus software (64% compared
with 45%) and using different passwords (35% compared with 13%).

These patterns are reflected in the differences by level of educati on. Respondents who
continued their education until the age of 20 or over (who are typically more frequent

Internet users) are more likely to say that they have made various changes than those

who finished their education at a younger age.

For example, 37 % of those who ended their education at the age of 20 or above say that

they use different passwords for different sites, falling to 27% of those who finished
education at the age of 16  -19, and 23% of those who ended th eir education by the age
of 15.

There are also differences by age; specifically in relation to not opening emails from
people they do not know (54%), only visiting websites they know and trust (41%) and

only using their own computer (50%). By contrast, older people aged 55 or over are less

likely to change settings or passwords: 12% of respondents aged 55 or over have
changed their security settings, 22% regularly change their passwords, and 28% use
different passwords for different sites. Younger people aged 15 -24 are most likely to use
diffe rent passwords for different sites (37%).

Respondents who feel well informed about the risks of cybercrime are more likely to have
made some changes, compared with those who do not feel well informed. For example,
32% of well informed respondents regularly change their passwords compared with 19%

of respondents who do not feel  well informed. The same pattern applies to using different
passwords for different sites (36% vs. 25%).

QB5 Has concern about security issues made you change the way you use the Internet in any of the following ways? (MULTIPLE ANSWERS POSSIBLE)

You have
changed You
your cancelled
You do not| You are security
You use " You are an online
open less likely You only ) You settings
You have You onl different less likely | Youare  purchase
installed emails fo give use your visit ass. reguiarly  (e.g.your to bu: less likely | because Other tione Don't
o from | personal YU yebsites | P25 | change | browser, v v © | (SPONTA. | (SPONTA- Total ‘Yes'
anti-virus . own words for goods or | tobank | of suspi-
people infor- you know | - your pass-  online A - - NEOUS) | NEOUS}
software " computer different . services online cions
you don't | mation on and trust words social
- sites online about the
know | websites media,
seller or
search .
website
engine,
etc.)
EUZ8 61% 49% 38% 38% 6% 31% 27% 18% 13% 12% 7% 1% 1% 1% 88%
Age
15-24 60% 41% 38% 27% 30% 7% 28% 21% 12% 12% 8% 1% 1% 1% 88%
25-39 58% 47% 36% 34% 35% 32% 29% 20% 12% 12% 9% 1% 11% 1% a7%
40-54 62% 51% 39% 40% 35% 3% 28% 18% 14% 11% 8% 1% 10% 1% 8%
55 + 63% 54% 39% 50% 41% 28% 22% 12% 16% 14% 5% 1% 1% 2% 7%
@ Education (End of)
15- 51% 39% 32% 42% 32% 23% 20% 8% 17% 15% 4% 2% 18% 1% 81%
16-19 60% 49% 7% 41% % 27% 26% 15% 14% 13% 7% 1% 1% 2% 7%
20+ 64% 54% 42% 39% 38% 37% 30% 21% 12% 10% 9% 1% 9% 1% 90%
Still studying 60% 41% 37% 26% 7% 38% 27% 23% 13% 12% 8% 1% 12% 1% a87%
Use of the Internet
Every day 64% 51% 40% 38% 37% 35% 30% 20% 13% 12% 8% 1% 10% 1% 89%
Often/ Sometimes 45% 9% 28% 39% 0% 13% 14% 7% 17% 15% 5% 2% 16% % 82%
Level of information about cybercrime risks
Total Well informed’ 64% 51% 39% 3IT% 36% 36% 32% 22% 12% 1% 8% 1% 10% 1% 89%
Total ‘Not well informed” 56% 47% 37% 39% 36% 25% 19% 12% 15% 14% T% 1% 13% 2% 85%

Base: respondents who use the Internet (D62) (n=21,015 in EU28)
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A separate q uestion looked at the impact on the behaviour of Internet users, by asking
respondents whether they had changed their password to access online services during
the previous 12 months.

In total, more than half of Internet users across the EU (61%) have cha nged their
password to access an online service. Respondents are most likely to have changed their

password to access an email account (45%), while 29% have changed their password to

access online social networks, 25% to access online banking websites and 17% for
shopping websites.  Internet users are less likely to have changed their password to
access public services websites (8%) or online games (7%) 13,

QB11. Have you changed your password to access to any of the following
online services during the last 12 months? (MULTIPLE ANSWERS POSSIBLE)

I 45%
31%

i : I 29%
Online social networks 26%

E-mail account

i i ites NN 25%
Online banking websites 2%

Shopping website _120/1 %

0,
Public services websites* - 5%

Online games* . 7%

Other (SPONTANEOUS)* M 3%

None (SPONTANEOUS) A i 50%

. B 2%
Don't know 2
Total 'Has changed password' I 6%
48%

B EB82.2 Oct. 2014 @ Eu2s
EB79.4 May-June 2013 *New item

Base: respondents who use the Internet (D62) (n=21,015 in EU28)

The question wording differs between t he 2013 and 2014 surveys. In 2014, three new

answer options were added: online games , public services websites and other

(spontaneous answer) . As a result, the overall increase in the proportion that has

changed their password for any of the services (from 48% to 61%) should be treated

with a degree of caution. Similarly, the category 6
modi fied fbamedwemai | 6 (in 2013) and this may partly
percentage points for this answer.

1 EB82.2: QB11 6Have you changed your password to alioecsergicesduriogtieny of the |

last 12 mo(MULRIBLE ANSWERS POSSIBLE) Possible answers: E -mail account; Online social networks;
Shopping website; Online banking websites; Online games; Public services websites; Other (SPONTANEOUS);
None (SPONTANEOUS);Don 6t know.

EB794: QC13 O6Have you changed your password to access to any of the
past 12 mont hs?6 (MULTI PLE ANSWERS POSSI| BL E)basel @ smsail; bdnlme saamk wer s : We b
networks;  Shopping website (e.g. travel agents ) Online banking websites; None ( SPONT
know.
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There have been increases in the proportions that have changed their password for
various services. Specifically, respondents are more likely to have changed their
password for online banking websites (up 5 percentage points), shopping websites (up 5
points) and to access  online social networks (up 3 points).

The highest proportions of Internet users that have changed their password to access
online services can be found in Latvia (79%), Estonia (77%), Finland (77%), the
Netherlands (76%), the UK (73%) and Luxembourg (72%) . Internet users are least
likely to have changed their password to access online services in Bulgaria (41%),

Hungary (46%), Spain (49%), Poland (49%) and Greece (50%).

Looking at specific online services:

A Respondents in the UK (61%) and Finland (59%) are most likely to say they have
changed the password on their email account in the past 12 months, while
respondents in Bulgaria (22%) and Romania (27%) are least likely to say they
have done this.

A The highest proportions that have changed their password for online social
networks can be seen in Portugal (42%) and the UK (39%).

A Respondents in Latvia (63%), Estonia (55%) and Lithuania (52%) are most likely
to say they have changed the password on online banking websites, while the
lowest proportions can be obse rved in Bulgaria (4%), Romania (6%) and Greece
(7%).

A Respondents in the UK (39%) are much more likely than those in other Member
States to say that they have changed their password for shopping websites. The
lowest proportions can be seen in Hungary (3%) a nd Slovakia (5%).

A The highest proportions that have changed their password for public services
websites can be seen in the Netherlands (20%) and the UK (16%). Respondents
in the UK are also most likely to have changed their password for online games
(15%).

37



SPECIAL EUROBAROMETER

423

fiCyber security 0

OPPO @

1 Y
bA B

®OSQO

F
-

el

el ST 4

€C

Lo Y

h"F

QOO

ELZ2E

LV
EE
Fl

ML
UK
Lu
LT
SE
AT
DE

SK
MT
BE
CZ
DK
HR

PT
FR
S|
cY
RO
EL
ES
PL
HU
BG

@QB11 Have you changed your password to access to any of the following online services

E-mail
account

45%

40%
51%
59%
48%

during the last 12 months? (MULTIPLE ANSWERS POSSIBLE)

53%
36%
47%
51%
54%
50%
40%
46%
49%
38%
40%
36%
40%
41%
39%
3%
33%
27%
33%
39%
30%
33%
22%

Gnline Onlir_m Shopping F'ut_]IiI: Online
sacial bank!ng website sewlpes games
networks | websites websites
29% 25% 17% 8% 7%
32% 14% 8% 6%
29% 55% 10% 8% 3%
34% 34% 24% 12% 10%
29% 44% 14% 20% 6%
38% | 29% 16% 15% |
33% 31% 26% 7% 8%
24% 52% 8% 5% 3%
30% 27% 23% 14% 6%
30% 29% 13% 5% 9%
28% 26% 22% 6% 7%
35% 27% 21% 10% 9%
27% 19% 5% 4% 4%
36% 19% 29% 12% 7%
36% 20% 13% 5% 6%
200% | 29% 9% 4%
32% 23% 14% 14% 5%
3% 9% 8% 4% 7%
24% 19% 7% 6% 6%
13% 10% 8% 9%
26% 27% 19% 8% 6%
23% | 16% 9% 5%
33% 11% 10% 4% 6%
3% 6% 9% 4% 0%
34% T% 8% 3% 6%
28% 15% 10% 4% 3%
23% 22% 7% 3% 3%
22% 9% 3% | 4% 4%
28% | 4% 8% 3% 5%

Highest percentage per country

Other
(SPONTA- (SPONTA-
NEQUS) | NEOUS)

3%

2%
3%
3%
6%
2%
4%
4%
4%
3%
4%
3%
7%
2%
1%
4%
5%
6%
3%
2%
2%

10%
5%
3%
1%
1%
2%
3%
1%

Mone

37%

20%
22%
22%
23%
27%
27%
29%
30%
33%
32%
36%
32%
36%
38%
37%
30%
38%
38%
39%
41%
42%
44%
44%
50%
50%
4T%
53%
56%

Lowest percentage per country

| Highest percentage per item |

Lowest percentage per item

Base: respondents who use the

Internet

(D62) (n=21,015 in EU28)

Dan
know

2%

2%
1%
1%
1%
1%
1%
2%
1%
0%
2%
1%
5%
2%
1%
2%
0%
2%
2%
1%
1%
1%
0%
2%
0%
1%
4%
1%
3%

61%

79%
7%
77%
76%
73%
72%
69%
69%
657%
66%
63%
63%
62%
61%
61%
61%
61%
61%
60%
58%
57%
55%
53%
50%
49%
49%
46%
41%

Total ‘Has
changed
password
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In all countries, an increase can be seen in the proportion that has changed their
password for any services since 2013, in line with the overall increase across the EU. The
largest incre ases can be observed in Germany (up 25 percentage points), Croatia (up 24
points) and Austria (up 23 points).

As noted above,
games and public services websites). Therefore, the changes should be tr eated with a

degree of caution.
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66%

61%

67%

53%

63%

60%

76%

63%

62%

55%

57%

61%

61%

46%

72%

49%

69%

58%

%

7%

73%

69%

61%

41%

79%

61%

50%

49%

+25

+24

+23

+19

+18

+18

+17

+16

+16

+16

+14

+13

+13

+13

+13

+12

+12

+11

+11

+10

+10

+10

+10

+10

+9

+8

+8

+7

+5

three new answer options were added to this question in 2014 (online

Question: QB11. Have you changed your password to access to any of the following online services during the last 12 months?
(MULTIPLE ANSWERS POSSIBLE)

Answers: Total 'Has changed password'

Map Legend

B +21 points or more

B between +11 and +20 points
| +10 points or less

4

Evolution 2014-2013

Base: respondents who use the Internet  (D62) (n=21,015 in EU28)
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Younger respondents are more likely than older respondents to have changed their

password to access online services, the proportion ranging from 70% of 15 -24 year olds
to 51% of those aged 55 or over. In particular, there is a large difference in the

proportion that has changed their password to access online social networks (50% of 15 -
24 year olds, falling to 12% of those aged 55 or over).

Men ar e more likely than women to have changed their password to access online
services (65% compared with 58%).

There are also differences by level of education. Those who finished their education at

the age of 20 or over (67%) are more likely to have changed t heir password than those
ending their education between the ages of 16 and 19 (57%) or at the age of 15 or
under (47%).

In addition, frequent users of the Internet and respondents who feel well informed about
the risks of cybercrime are more likely thant heir counterparts  to say they have changed
their password to access online services (66% vs. 40% and 68% vs. 52% ).

QB11 Have you changed your password to access to any of the following online services during the last 12 months? (MULTIPLE ANSWERS
POSSIBLE)

E-mail Online Online Shonpin Public Online Other None Don't Total 'Has
scoount | social | banking we::“: services | ' 0% (SPONTA- (SPONTA-| | 1 | changed
networks | websites websites | 7 MEOUS) | NEOUS) password'
EUZ8 45% 29% 25% 17% 8% 7% 3% 7% 2% 1%
1! Gender
Man 43% 30% 26% 19% 10% 9% 30 34% 1% B50%
Woman 41% 29% 22% 16% £% 5% 2% 40% 20 58%
Age
15-24 49% 50% 19% 17% 8% 14% 3% 29% 1% 70%
25-39 49% 36% 29% 20% 9% 8% 3% 32% 2% 6%
40-54 45% 24% 2% 18% 9% 6% 2% 39% 1% 50%
55 + 36% 12% 20% 14% B% 204 30 47% 20 51%
@ Education (End of)
15- 32% 18% 14% 12% 5% 7% 4% 520 1% 47%
16-19 41% 26% 23% 16% 6% 6% 3% 41% 2% 57%
20+ 50% 30% 32% 21% 10% 6% 2% 32% 2% 67%
Still studying 50% 43% 18% 17% 9% 15% 3% 29% 1% 70%
Use of the Internet
Every day 43% 33% 26% 19% 9% 8% 30 33% 1% 5%
Often/ Sometimes 26% 13% 10% 8% 2% 3% 3% 57% 3% 40%

Level of information about cybercrime risks
Total ‘Well informed 51% 35% 30% 22% 10% 9% 3% 30% 1% 68%
Total ‘Mot well informed’ 35% 22% 18% 11% 4% 4% 3% 46% 2% 52%

Base: respondents who use the Internet (D62) (n=21,015 in EU28)
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[I. AWARENESS AND EXPERI  ENCE OF CYBERCRIMES

This chapter examines how well inf ormed EU citizens feel about the risks of cybercrime .
It then looks at the attitudes of Internet users to cyber security , whether they have
experienced or been a victim of cybercrime , the level of concern they feel about it, and

who they would contact if t hey experienced or were the victim of cybercrime . It also
covers experience of online harassment.

The questions on level of knowledge and online harassment cover all respondents, while
the remainder of the chapter (on attitudes, experience and concerns) ar e based only on
those who ever use the Internet.

1. LEVEL OF KNOWLEDGE

- There has been a slight rise in the proportion of EU citizens who feel well
informed about the risks of cybercrime -

Just under half of EU citizens (47%) say that they feel well informe d about the risks of
cybercrime ; specifically, 10% feel very well informed and 37% feel fairly well informed.
However, 29% do not feel very well informed and 21% say they do not feel informed at

all about the risks of ~ cybercrime .

QB1. How well informed do you feel about the risks of cybercrime?

@ \ery well informed

@ Fairly well informed

@ Not very well informed

@ Not at all informed
Don't know

Inner pie : EB79.4 May-June 2013
Outer pie : EB82.2 Oct. 2014 @ EU28

Base: all respondents (  n=27,868 in EU28)

4 EB82.2: QB1H®w wel | informed do you feel about the risks of <cyberc
informed; Fairly wel!/ informed:; Not very wel!/l informed:; Not at all
EB79.4:. QC8 O6How well informed do you feel about the risks of cybe
informed; Fairly well informed; Not very well informed; Not at all inf
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Compared with the 2013 survey, there has been a slight increase in the proportion of EU
citizens who feel well informed about the risks of cybercrime . In this survey, 47% feel

very or fairly well informed, compared with 44% in 2013. There has been a

corresponding decrease in the proportion that say they are not at all informed (from 23%
in 2013 to 21% in this survey).

There is some variation by country in the extent to which respondents feel well informed
about cybercrime . Respondents in D enmark (67%), the Netherlands (67%), Sweden
(66%) and the UK (65%) are most likely to feel very or fairly well informed. The highest
proportions that say they feel 6veryo6 well
the UK (22%), as well as Ireland (21% ).

People are least likely to feel well informed in Romania (31%) and Bulgaria (34%), and
respondents in these two countries are also most likely to say that they do not feel
informed at all (35% and 36% respectively).

To a large extent, these differences reflect overall levels of Internet use, as described in
Chapter I. In countries where there are high levels of Internet use, people are also more
likely to feel well informed about the risks of cybercrime

QB1. How well informed do you feel about the risks of cybercrime?

1% 0% 0% 3% 1% 1% 3% 4% 2% 2% 2% 2% 5% 3% 3% 2% 3% 2% 6% 2% 1% 1% 3% 1% 1% 0% 5% 3% 1%

IGE%] Ig’] 2% 10@*7/ iﬁ16%21% 16% 13%24% 21% 470, 21% 25% 25%17%21% 20% 32% 33% 249, 21% 2%26/031%36/0

26% 26% 29%

22% 29%

44% 36% 41% 399 34 A:

11% 13/0

23% s°/ 22% 21%
14/“ ' 13%130/ 12% 9% 10/u 8% g% 1% 10% 1% 9% 6% 9%

DDD -

M Very well informed M Fairly well informed M Not very well informed M Not at all informed Don't know

Base: all respondents (n=27,868 in EU28)

In most countries, respondents are more likely now than they were in 2013 to feel well
informed about the risks of cybercrime , reflecting the overall increase across the EU. The
largest increases can be seen in Austria (up 14 percentage points), Portugal (up 13
points) and Slovakia (up 10 points).

In some countries, there has been a decrease in the proportion of respondents who feel
well informed, most notably Luxembourg (down 10 percentage points) and Denmark
(down 7 points).

Overall, while there is still variati on between Member States, the differences are less
pronounced than in the 2013 survey.

w 111 DD DH
28%3“ 19% 34/DD |l| IDD
y 36%

20% 24%
u I 22%29" ”294'257 26% T
23% 23% 294’ 27%27.,/ 33%
44% 53% 50% 4 3%
’iﬂm

36% 38% 37% 29% 39% 37% 35% 39% 34% 39% 32% 36% 290
0 32% 32% 29% 34% 26"/
|i| |i| |l| |i| |i| |i| I

6% 5% 39 5%
B
DK NL SE UK IE FI LT MT FR LU CY S| EEEU28AT SK DE HR PL LV PT EL CZ BE HU ES IT BG RO

PCRFOPRPONUCLHePC @@ 0000000 0@0

nf or med
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o AT 47%  +14 Question: QB1. How well informed do you feel about the risks of cybercrime?
B e 4%  +13 Answers: Total 'Well informed'
B SK 47%  +10
W 54% 49
cY 52%  +9
o HU 38%  +9
= EL 43%  +8
I BG 34% +8 Map Legend
Ilro 3%  +8 B Positive
BIhE 60%  +7 ] stable
i 67%  +6 B Negative
S 65%  +5
iR 54% 45
LT 57%  +4
e HR 46%  +4
B CZ 42%  +4
Il 37%  +4
— 45%  +3
—Y 4% 2
B s 48% +1
= Fl 59% = -
N e 46% i
B ES 38% 1
B SE 66% -3
e 47% -5
[} S 4% 5
2 DK 67% 7
o LU 52%  -10

Evolution 2014-2013

Base: all respondents (n=27,868 in EU28)

Findings differ by frequency of Internet use. Respondents that access the Internet every
day are more likely to feel well in formed (64%) than those accessing the Internet less
often (37%) or not at all (13%).

Socio -demographic variations reflect these overall differences by level of Internet use,
with groups that are more frequent Internet users (such as younger and more highl y
educated people) more likely to feel well informed.

Younger respondents tend to feel better informed than older respondents. The proportion

that feels very or fairly well informed ranges from 67% among 15 -24 year olds to 31%
among those aged 55 or over. Men are more likely than women to feel well informed
(53% compared with 43%).
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Respondents who stayed in education until at least the age of 20 (61%) are more likely

to feel well informed about cybercrime than those ending their education between the
age of 16 and 19 (46%) or by the age of 15 or under (22%). Managers (69%) and
students (70%) are particularly likely to feel well informed.

@B1 How well informed do you feel about the risks of cybercrime?

Total 'Welll To_tal ‘Mot wlell Don't know
informed informed
ELZ23 47% 50% 3%
‘! Gender
Man 53% 45% 2%
Woman 43% 54% 3%
Age
15-24 67 % 32% 1%
25-39 60% 39% 1%
40-54 50% 43% 2%
55 + 1% G4% 5%
@ Education (End of)
15- 22% T2% 5%
16-19 46% 52% 2%
20+ G1% 38% 1%
Still studying T0% 20% 1%
m: Socio-professional category
Self-employed 55% 44% 1%
Managers 59% 30% 1%
Other white collars 59% 40% 1%
Manual workers 458% 50% 2%
House persons 32% G4% 4%
Unemployed 45% 53% 2%
Retired 20% G5% 5%
Students T0% 20% 1%
Use of the Internet
Every day G4% 35% 1%
Often/ Sometimes 7% 62% 1%
Mever 13% 80% 7%

Base: all respondents (n=27,868 in EU28)
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2. ATTITUDES TO CYBER SECURITY
- Internet users express high levels of conce rn about  cyber security the risks of
cyber crime -
Internet users were asked about their attitudes to cyber security . Overall, the findings
show high levels of concern about this issue across the EU.
The vast majority of Internet users agree that they avoi d disclosing personal information
online (89%, including 54% who totally agree), while 85% agree that the risk of
becoming a victim of cybercrime is increasing. Only small proportions of respondents
disagree with these statements (10% and 12% respectively)
A clear majority also agree that they are concerned that their online personal information
is not kept secure by websites (73%), while 24% disagree. Most respondents are also
concerned that this information is not kept secure by public authorities (67%), with 30%
disagreeing with this statement 15
QB10. Could you please tell me to what extent you agree or disagree with each of the following statements?
I - N ::c W o 0 2% [ 1%
You avoid disclosing personal information online 50% 7% 9% % 1%
You believe the risk of becoming a victim of cybercrime is | I E N GNRHRRR /:>: I :c: [ o W% 3%
increasing 34% 42% 14% | 3% %
You are concerned that your online personal information is | E  ENERRR : - I /> [ e M e | 3%
not kept secure by websites 26% 44% 22% 5% 3%
You are concerned that your online personal information is | E N HERERENN -7 I <> [ 2% e 3%
not kept secure by public authorities 23% 1% 26% % 3%
EBB82.2 Oct. 2014 n u L u
EB79.4 May-June 2013
Totally agree Tend to agree Tend to disagree Totally disagree Don't know
@ £u2s
Base: respondents who use the Internet (D62) (n=21,015 in EU28)
15 EB82.2: QB10 d&ould you please tell me to what extent you agree or disagree with each of the following
statements?d 1) You ar e ontinepesenal mferthationh a is nof lept secure by  websites. 2) You
are concerned that your online personal information is not kept secure by public authorities . 3) You avoid
disclosing personal information online . 4) You believe the risk of becoming a victim of  cybercrime is increas ing.
5) You are able to protect yourself sufficiently against cybercrime, e.g. by taking precautions or by using
antivirus software. Possible answ ers: Totally agree; Tend to agree; Tend to disagree ; Totally disagree ; Do
know.
EB794: QC12 o6Could you please tell me to what extent y ou
st at e mel Ya aré concerned that your online personal informatio n is not kept secure by websites. 2) You
are concerned that your online personal information is not kept secure by public authorities. 3) You avoid
disclosing personal information online. 4) You believe the risk of becoming a victim of cybercrime has incre ased
inthe past year . Possible answer s: Totally agree; Tend to
know.
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Comparisons with the 2013 survey indicate that respondents have become slightly more
concerned about cybercrime in the last year. There have been increases in the proportion
that agree that they are concerned that their online personal information is not kept

secure by websites (up 3 percentage points) or by public authorities (up 3 percentage

points). Respondents are also more likely to agree that they avoid disclosing personal
information online (up 2 points).

There has been a larger increase (of 9 percentage points) in the proportion that agree
that the risk of becoming a victim of cybercrime is increasing, although this should be
treated with ca ution, since the question wording has changed (the 2013 question asked

whether respondents agreed that the risk of becoming a victim of cybercrime A has
increased in the past yearo).

Despite these concerns, around three in four Internet users (74%) agree th at they are
able to protect themselves sufficiently against cybercrime , while 23% disagree.

QB10.5. Could you please tell me to what extent you agree or disagree with
each of the following statements?

You are able to protect yourself sufficiently against cybercrime, e.g. by
taking precautions or by using antivirus software

Totally Tend to Tend to Totally Don't
® agree ® agree ® disagree ® disagree know

@ cus

Base: respondents who use the Internet (D62) (n=21,015 in EU28)
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Findings are similar across most EU countries in relation to avoiding disclosing personal
inform ation online. Respondents in Greece and Spain are most likely to agree (94% in
each case). The lowest proportions that agree with the statement can be found in
Denmark (71%) and Hungary (72%); in these two countries, more than one in four
Internet users di  sagree that they avoid disclosing personal information online (28% and
27% respectively).

Most Member States have seen an increase in the proportion of respondents that agree
that they avoid disclosing personal information online. The largest increases can be found
in Malta (up 13 percentage points since 2013) and Ireland (up 12 points).

By far the largest decrease in agreement can be seen in Hungary (down 14 percentage
points).

QB10.3. Could you please tell me to what extent you agree or disagree with each of the following statements?

You avoid disclosing personal information online
1% 0% 2% 2% 1% 1% 1% 1% 2% 1% 1% 1% 2% 1% 1% 1% 2% 1% 3% 1% 4% 4% 3% 1% 2% 1% 0% 1% 1%

1% 2% 2% 2% 2% 2% 2% 1% 1% 1% 1% 3% 4% 2% 1% 2% 2% 2% 3% 2% 4% 5% 4% 3% 3% 4% 1% 1% 9%
4% 4% 6% 6% 7% 8% 8% 9/ 9%

% 4% 3% 3% 4% 5% 5% 6% 6% 7% 8% g9 o b 9% B% 8% 9% o 89 . or 13% 13% 15% 440
- = e ) . (] |_-|!|:5/ C R ’_’— 7% j 8% /,‘10/0 .0.014/016%19/"

29% 28% 36% 28% 23% 39% 23% 39% 37% 35% 35% 36% 2 6% 35% 39% 36% 35% 37%

35%
047% 36% 26% 41% 33% 40% 37% 39%
31% 36%
70 % 69%
65% 66% 65% 63%
H H i H 1]

53% 53% 54% o, 53% 53% 519% 52% 48%
42% 42% 43% 400, 41%
H HHHHH HHHHHH@H HHHHE .:i%

ES EL LU MT FR PT CY HR UK DE FI BGEU28BE AT IE CZ LT IT EE RO SK LV PL NL SE HU DK
€2 OO Q“Qi-bvﬁﬂ“ﬂbvﬂﬂﬂvvv-)-\-
M Totally agree M Tend to agree M Tend to disagree M Totally disagree Don't know

Base: respondents who use the Internet (D62) (n=21,015 in EU28)
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In all EU co untries, at least 70% of Internet users agree that the risk of becoming a
victim of cybercrime is increasing. The highest proportions can be observed in Finland
(94%), Croatia (92%) and Sweden (92%); in Luxembourg (62%) and Sweden (61%),
large proportions 6t ot al ly agreed.

The lowest levels of agreement can be seen in Hungary (70%), Slovakia (70%), Czech
Republic (71%), Estonia (73%) and Latvia (73%).

QB10.4. Could you please tell me to what extent you agree or disagree with each of the following statements?
You believe the risk of becoming a victim of cybercrime is increasing
2% 2% 1% 2% 4% 4% 3% 2% 2% 4% 4% 2% 7% 3% 2% 2% 2% 2% 2% 7% 4% 7% 3% 8% 9% 5% 3% 6% 2%

29 3% 3% 4% 2% 5% 4% 3%

2

1% 1% 2% 1% 1% 2% 2% 1% 3% 2% 2% 1%

1% w= 4% 6%
=

3% 5% 5% 7% 6% 9% 10%13/°10°/12°/v13/" 17%2

6% 8% 6% g% 7% 10%

[4)]
=

\°

= -~ e e o (0 o [0l 6 l_\jL\.[m ‘.| %.1“’12'7

54% 35% 42% 43%

9% 48% 31% 45% 359, 379% 45% 50% 38% 26% 35%

HEWI IHHDGT/D
. | 54% 5% 51% [N 52% B 502
45% 44% [ 45% 44% oo 43% 41% 41%

42% 32% 49% 41% 33% 44% 43% 46%

41%

iﬂ

37% 36 % 339 39%

I HR E DE ES FR UK BE DK LU IE PT MTEU28 SI EL CY IT AT BG LT RO NL PL EE LV CZ SK HU
P20 FO0OFTCV0D0N®E®E - 0Vweow@geweC
M Totally agree M Tend to agree M Tend to disagree M Totally disagree Don't know

Base: respondents who use the Internet (D62) (n=21,015 in EU28)

4 % 4% 50/ 4% o, 12%
5°/ o 5%
C ) E“

I ’ 19% 16%

H D H D 42% 45% 44%43%420/0425/0
51“/0 46/6 HHHHHHD

28% 29% 28% 28% 28%
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There is variation between Member States in the proportion of Internet users that agree
that they are concerned that their online personal information is not kept secure by
websites. Respondents in Spain (91%), Portugal (85%) and Greece (84%) are most

likely to agree, and in Greece more than half of respondents O6tot al

Respondents in Finland (52%) and Estonia (53%) are less likely to agree than in other
countries, and in Finland a high proportion of respondents disagree with the statement
(45%).

The largest increases in the proporti on of respondents that are concerned that their
online personal information is not kept secure by websites can be observed in the UK (an
increase of 11 percentage points from the 2013 survey), Portugal (up 9 points), Denmark

(up 8 points) and Ireland (up 8 points). By contrast, the largest decrease in agreement
can be seen in Poland (down 11 points).

QB10.1. Could you please tell me to what extent you agree or disagree with each of the following statements?

You are concerned that your online personal information is not kept secure by websites

1% 1% 1% 1% 3% 1% 4% 3% 3% 2% 3% 3% 2% 1% 2% 4% 3% 2% 8% 7% 4% 3% 2% 1% 6% 7% 1% 9% 3%

2% 2% 4% 7% 5% 4% 59, 6% 6% 8% 6% 4% 8% 5/u 4% 6% 9% M 5% 10% 8% 12% 17% 8%

L 28 L) 5% 69 % B8

o5 2 = . = = @g ﬁgim@
. °1”‘12% 5%1M 16% 16% 17% 16% 18% 0%170/ 21% 22% , 24%

20% 23% 21% 25% 27%

bt Ll LT TTT T

Nilasli

21%21% 23% 00

27%27% 29% 28% 27% 30% 27, ., 27% 23% 30% 30% 30% ,
D DDDDD MUDDDDU1M 18%19%
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Base: respondents who use the Internet (D62) (n=21,015 in EU28)
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Respondents in Spain are most likely to agree that they are concerned that their online
pers onal information is not kept secure by public authorities (87%, including 58% who
6totally agreedéd). A high proportion can also be obser

Respondents in Finland (25%) are by far the least likely to agree. Low levels of
agreement can als o be seen in Estonia (40%) and Sweden (46%).

In Denmark, a large increase can be seen in the proportion of respondents that are
concerned that their online personal information is not kept secure by public authorities

(an increase of 19 percentage points f rom the 2013 survey). Large increases can also be
found in Ireland (up 13 points), Romania (up 12 points), Portugal (up 10 points), Austria

(up 9 points) and the UK (up 9 points).

The largest decreases in agreement can be seen in Poland (down 12 percentage points),
Estonia (down 8 points) and Lithuania (down 6 points).

QB10.2. Could you please tell me to what extent you agree or disagree with each of the following statements?
You are concerned that your online personal information is not kept secure by public authorities
2% 1% 3% 3% 5% 5% 1% 2% 6% 5% 3% 3% 7% 4% 8% 3% 2% 5% 4% 2% 5% 2% 1% 9% 2% 1% 1% 10% 4%

9% % 5% 8% 1% 6% 10% 16% 9% 20% 28% 21%

ﬁgggmmgmms%m 22%

9, < 0, 0, b 9 0, o,
= = - % 5% o 2% 0% 9% B% 6% 150, 12%

EEEEBE@ [ ]

% J 13% 17% 17% 179, 2220

J J J J I I 16%1”’ 15%18"’15%
9%52%

370/ L) 0, 0,
0 49% 47% 45% 38% 31%43%40°/,,43% 39%41% 3
] D H H H H E| D H D D
H 350, 38% o 3% 30%
0

% 26% 27% } % 27% 040, 27% % 259
253 280 o 26% 202 5%, 2% 25% | 23/»21% LA 21% 20% 21% 21%
5%

ES PT EL IE HR UK IT FR CY LT EU28LU RO MT BG SI BE cz LV AT SK NL DK PL DE HU SE EE FI
©0E00CF0V0VDe@®C0 el Tew®CoaEg

M Totally agree M Tend to agree M Tend to disagree M Totally disagree Don't know

26 % 28 % 26% 25% 28% 27%

23% 24% 0%
25 /o 28%
34% 42% 44% 46% 32% 36% 36% 43% 39% 39% 37 ’i I

% 34%
D 27%
E| 20%

Base: respondents who use the Internet (D62) (n=21,015 in EU28)
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QB10 Could you please tell me to what extent you agree or disagree with each of the following statements?

% Total 'Agree’

You are
You are
) concerned
You believe concerned that vour
You avoid the risk of that your GnITne
disclosing Diff. pecoming a Diff. online Diff. ersonal Diff.
personal EBB2.2Z- victim of EBBZ2.2Z- personal EBBZ2.2 - inﬁormatinn EBB2.2 -
information EB79.4 cybercrime EB79.4 information EB79.4 i not kept EB79.4
online is i5 not kept P
) ) secure by
increasing secure by i
) public
websites .
authorities
@ Eus | sox% +2 85% +9 73% +3 7% +3
() =t 89% +2 89% +8 73% +1 65% +1
W &6 B9% +4 B1% +6 B7% +7 5% +5
& cz B8% +2 71% +3 B67% +1 2% -2
{; DK 71% +1 89% +5 74% +8 0% +19
& | oc 91% -1 90% +11 73% +3 53% +5
& e 84% -1 73% +4 53% -7 40% -8
()| E 88% +12 87% +19 75% +8 75% +13
i | pL 94% +1 83% +12 84% +5 79% +3
Q ES 94% +3 B9% +10 91% +7 87% +7
() R 93% -1 89% +11 80% +1 71% =
o  HR 920 +5 92% +12 7% +6 74% +6
() 85% +7 82% +14 7% +7 72% +7
cy 92% -3 83% -7 73% -5 9% -3
— Y 33% +1 73% +20 69% = 62% -2
@ LT B7% -4 B1% -6 74% = 9% -6
o w 93% -1 88% +4 75% -1 67% +1
T, _ _
< | HU 72% -14 70% -1 B0% = 55% =
¥ i MT 3% +13 B5% +16 9% -2 BE% +4
= N 80% +1 79% -6 B7% +5 1% =
o | AT 89% +4 82% +6 63% +1 62% +9
w L B2% -5 74% +4 B0% -11 59% -12
Q e 920, +2 87% +12 85% +9 82% +10
() ro 84% +5 79% +10 67% +7 66% +12
@ s 0% +1 B4% +8 B67% +1 5% +2
&  SK 83% -2 70% +2 B4% -4 B1% -2
-i- Fi 0% +7 4% +10 2% +3 258, +1
:_; SE 79% -5 92% +4 B6% +5 46% +7
q: UK 91% +2 89% +15 72% +11 73% +9

Base: respondents who use the Internet (D62) (n=21,015 in EU28)
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Respondents in the UK (89%), Finland (87%) and Croatia ( 85%) are most likely to agree

that they are able to protect themselves sufficiently against cybercrime . The lowest
proportions of agreement can be observed in Bulgaria (49%) and Spain (57%), where

large proportions disagree (39% and 38% respectively); In B ulgaria, almost two out of
ten respondents (18 %) 6totally di sagreed that

sufficiently against  cybercrime

QB10.5. Could you please tell me to what extent you agree or disagree with each of the following statements?
You are able to protect yourself sufficiently against cybercrime, e.g. by taking precautions or by using antivirus software
2% 3% 3% 2% 1% 4% 2% 1% 4% 2% 2% 2% 1% 3% 3% 6% 5% 2% 1% 10% 3% 8% 4% 3% 4% 10% 3% 5%

ﬁﬁa%%%“%%%m%%%%%%w s 1% I8 6% o, 9% B% T 3%
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ol § \.....JJI.TJE[ 4%J5O18

50% 549,
53/n54%51%37%49%41%43%34%41% 50% 45% 46,
E| H H D H H H D D H iiﬁldf%g%%‘%%%%%“m 111 7%39%47%37.,/
o
N 44% ) 44% HHHDHH DDHI DI
39% L 39% 36%
31% 26%30/028% 29% 31% 28% 29%
D D DZZ%H%D H D 18%|1

20&21/023%

25&22% % " 26%

ﬂiiza?ﬁﬂlﬂﬂ

UK FI HR PT SE MT DE AT I|E CY DK BE NL EU28 SI SK CZ FR IT RO LT LU Lv PL HU ES
& SO0 DDSOe o :31)20%‘0&0@901)-32---*.
W Totally agree M Tend to agree M Tend to disagree M Totally disagree Don't know

Base: respondents who use the Internet (D62) (n=21,015 in EU28)

Looking at socio -demographic variations , there i s very little variation in attitudes to
cyber crime across socio -demographic groups. The differences that do exist are as
follows:

A Younger respondents (aged 15  -24) are slightly less likely than older respondents

12%
Eme% B%EE]@5% Dm%

21"/n

32%

] E| B ]

BG
@

to agree with most statements: they are less likely to agree that they are

concerned that their online personal information is not kept secure by websites
(70% agree) or by public authorities (61%); that they avoid disclosing personal

information online (84%); and that they believe the risk of becom ing a victim of
cybercrime is increasing (81%). The exception is that younger people aged 15 -24
are more likely to agree that they are able to protect themselves sufficiently
against cybercrime (79%).

A If respondents feel well informed about the risks of cybercrime , they are more
likely to agree that they are able to protect themselves sufficiently (81%
compared with 64% who do not feel well informed). By contrast, respondents who
feel well informed about the risks of cybercrime are less likely to agree that they

are concerned that their online personal information is not kept secure by public
authorities (66% compared with 69%).
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A Daily Internet users are more likely than less frequent users to agree that they

are able to protect themselves sufficiently agai

nst cybercrime

(76% compared

with 64%). They are also slightly more likely to agree that they are concerned
that their online personal information is not kept secure by websites (75%
compared with 71%) and that the risk of becoming a victim of

increasing (86% compared with 82%).

cybercrime

QB10 Could you please tell me to what extent you agree or disagree with each of the following statements?

% Total "Agree’

You are able to

You are You are protect yourself
You avoid You believe the | concerned that | concerned that sufficiently
disclosing risk of becoming your online your online against
personal a victim of personal personal cybercrime, e.g.
information cybercrime is | information is not information is not by taking
online increasing kept secure by kept secure by || precautions or by
websites public authorities || using antivirus
software
ELIZ3 89% 35% 73% G67% T74%
Age
15-24 a4% 81% 70% 61% 79%
25-39 8a8% 85% 74% 69% 75%
40-54 a0% 87% T6% 69% T2%
55 + 91% 87% 74% f6% 71%
Use of the Internet
Every day 89% 36% 75% 67% T6%
Often/ Sometimes 89% 32% 71% G6% G4%
Level of information about cybercrime risks
Total Well informed” 8a8% 85% T73% G6% 81%
Total ‘Mot well informed” 89% 85% 75% 69% 64%

Base: respondents who use the Internet (D62) (n=21,015 in EU28)

is
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3. CONCERNS ABOUT AND EX  PERIENCE OF SPECIFIC CYBERCRIME S

- EU citizens have become increasingly concerned about becominga  victim of
cybercrime -
Thissecti on | ooks at Internet users6 concerns about, an
cybercrime

When asked how concerned they are about experiencing or being a victim of different

types of cybercrime , Internet users are most likely to say they are concer ned about
identify theft (68% are concerned about this) and discovering malicious software on their

device (66%). Internet users also express concern about being the victim of bank card or

online banking fraud (63%) and about their social media or email ac count being hacked
(60%) *°.

QB7. Cybercrimes can include many different types of criminal activity. How concerned are you personally about experiencing or being a victim of the following cybercrimes?

Identity theft (somebody stealing your personal data and [INREG_—_—— 33% PR 35% I, 1 1%

impersonating you, e.g. shopping under your name) 18% 4% 4% 1%

Discovered malicious software (viruses, etc.) on your device NG GEGEG_—_ 267 I 40 I 3% 1%
I 0% [ 33 N 5% 2%

Being a victim of bank card or online banking fraud 18% 31% 9% %

I 25% [, 35% A 3G 2%

Your social media or email account being hacked 13% 32% 54% 1%

Receiving emails or phone calls fraudulently asking for access to I 0 I 33 I, ¢ | 1%

your computer, logins or personal details (\ncluding_ banking or 13% 0% 6% 1%
ayment information)

p
Online fraud where goods purchased are not delivered, counterfeit I 2% FRN 5% I 1% 3%
or not as advertised 1% 3% 56% 2%

[ 6o [ 24% | /5o | 3%

Accidentally encountering child pornography online 19% 259% 54% 2%
Not being able to access online services (e.g. banking services or N 19°% I 31% NG % 3%

public services) because of cyber-attacks 10% 2% 61% 2%

Being asked for a payment in return for getting back control of your s > I 25 I 50 | 3%

device®

Accidentally encountering material which promotes racial hatred or  IENEEG_:_G 20% PR 200 I, 5 3%
0/

religious extremism 10% 25% 64% 1%

EB82.2 Oct. 2014 o O u
EB79.4 May-June 2013 @ Eus
Very concerned Fairly concerned Total 'Not concerned Don't know

*New item
Base: respondents who use the Internet (D62) (n=21,015 in EU28)

16 EB82.2: QB7 {ybercrimes can include many different types of criminal activity. How concerned are you
personally about experiencing or being a victim of the following cybercrimes? 1. Identity theft (somebody
stealing your personal data and impersonating you, e.g. shopping under your name). 2. Receiving emails or

phone calls fraudulently asking for access to your computer, logins, or perso nal details (including ban  king or
payment information) . 3. Online fraud where goods purchased were not delivered, counterfeit or not as
advertised. 4. Accidentally encountering child pornography online. 5. Accidentally encountering material which

promotes racial hatred or religious extremism. 6. Not being able to access online services (e.g. banking

services or public services ) because of cyber -attacks. 7. Your social media o r email account being hacked . 8.
Being a victim of  bank card or online banking frau d. 9. Being asked for a payment in return for getting back

control of your device. 10. Discovered malicious software (viruses, etc.) on your device . Possible answers: Very
concerned; Fairly concerned; Not very concerned; Not at al

EB79. 4: QC10 O6And how concerned are you personally about
cybercrimes? 1. Identity theft (somebody stealing your personal data and impersonating you, e.g. shopping

under your name). 2. Receiving emails or phone calls fraudulently asking for access to your computer, logins,

or personal details (including banking or payment information). 3. Online fraud where goods purchased were

not delivered, counterfeit or not as advertised. 4. Accidentally encountering child p ornography online.

5. Accidentally encountering material which promotes racial hatred or religious extremism. 6. Not being able to

access online services (e.g. banking services) because of cyber -attacks. 7. Your social media or email account

being hacked. 8. Being a victim of credit card or banking fraud online. Possible answers: Very concerned; Fairly
concerned; Not very concerned; Not at all concerned; Donot
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More than half of Internet users are concerned about the following types of cybercrime :
receiving emails or phone calls fraudulently asking for computer access or details (57%),
online fraud where goods purchased are not delivered, are counterfeit or not as
advertised (56%) and accidentally discovering child pornography online (52%).

Slightly lower proportions are concerned about not being able to access online services
because of cyber -attacks (50%), being asked for a payment in return for getting back

control of your device (47%) and accidentally encountering material which promotes

racial hatred or religious extremism (46%).

For all of the items that we re included in the 2013 survey (all items except being asked
for a payment in return for getting back control of your device and discovering malicious
software), Internet users express greater levels of concern in 2014 than they did in
2013, with increases ranging from 8 percentage points (for encountering child
pornography online) to 16 points (for identity theft).
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The two most common situations experienced by respondents are discovering malicious
software on their device (47%) and receiving an email or phone call fraudulently asking
for access to their computer, logins or personal details (31%). In each case, 7% of
Internet users say that this has happened to them often 1

In addition, 14% of Internet users say that they have not been able to access onlin e
services because of cyber -attacks, while the same proportion (14%) have accidentally
encountered material which promotes racial hatred or religious extremism, 12% have

had their social media or email account hacked, and 12% have experienced online fraud

(where goods are not delivered, counterfeit or not as advertised). Furthermore, 16% of
Internet users who say they buy online goods or services have experienced online fraud.

Across the EU, 8% of Internet users say they have been asked for payment in retur n for
getting back control of their device, 8% say they have been a victim of credit card or

banking fraud online, 7% say they have experienced identity theft, and 7% say they

have accidentally encountered child pornography online.

QB8. And how often have you experienced or been a victim of the following situations?

Discovered malicious software (viruses, etc.) on your device* NN /7 I 527 | 1%
Received emails or phone calls fraudulently asking for access to your computer, logins IR 1% I, 657 1%
or personal details (including banking or payment information) 32% 67% 1%

Mot being able to access online services (e.g. banking services or public services) [N 1/ I c/%: 2%

because of cyber-attacks 12% 86% 2%

I 4% | 55% | 1%

Accidentally encountering material which promotes racial hatred or religious extremism 14% 85% 1%

I 127 | 07 | 1%

Your social media or email account being hacked 19% 87% 1%

' . . ., N 1 | 577 | 1%
Online fraud where goods purchased were not delivered, counterfeit or not as advertised 10% 89% 1%

Being asked for a payment n return for getiing back control of your device* I &% | 0% 1%
I co- |, 01 | 1%

Being a victim of bank card or online banking fraud % 9% 1%
Identity theft (somebody stealing your personal data and impersonating you, e.g. [N 7% |, 2> 1%
shopping under your name) 6% 9RB% 1%

Accidentally encountering child pornography onfine* I 7% |, 020> | 1%

EB82.3 Oct. 2014 u u
EB79.4 May-June 2013 ) ® e
Total 'Has been a victim' New item Never Don't know

Base: respondents who  use the Internet (D62) (n=21,015 in EU28)

"EB82.2: QB8 6And how often have you experwiemg exdi touwa thieoenns 28 vii.c tlid
theft (somebody stealing your personal data and impersonating you, e.g. shopping under your name). 2.

Received emails or phone calls fraudulently asking for access to your computer, logins, or personal details

(including banki ng or payment information). 3. Online fraud where goods purchased were not delivered,

counterfeit or not as advertised. 4. Accidentally encountering child pornography online. 5. Accidentally

encountering material which promotes racial hatred or religious e xtremism. 6. Not being able to access online

services (e.g. banking services or public services) because of cyber -attacks. 7. Your social media or email

account being hacked. 8. Being a victim of bank card or online banking fraud. 9. Being asked for a paym entin

return for getting back control of your device. 10. Discovered malicious software (viruses, etc.) on your device.

Possi ble answers: Often; Occasionally; Never ; Dondt know.

EB79. 4: QC9 6Cybercri mes can include many y. dHoW bfeem bave yout y p e s of C
experiencedor been a victim of the following situations?d 1. ldentity
data and impersonating you, e.g. shopping under your name). 2. Received emails or phone calls fraudulently

asking for access to your computer, logins, or personal details (including banking or payment information).

3. Online fraud where goods purchased were not delivered, counterfeit or not as advertised. 4. Accidentally

encountering material which promotes racial hatred o r religious extremism. 5. Not being able to access online

services (e.g. banking services) because of cyber -attacks. 6. Your social media or email account being hacked.

7. Being a victim of credit card or banking fraud online. Possible answers: Often; Occa sionally; Never ; Don
know.
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For the items that were also included in the 2013 survey, the levels of experience have
mostly remained similar. There have been slight increases (of two percentage points) in

the proportions that have not been abl e to access online services (up from 12% to 14%)
and have experienced online fraud (up from 10% to 12%).

The next sections look at each type of cybercrime in more detail.

3.1 IDENTITY THEFT

Across the EU as a whole, 68% of Internet users say they are very or f airly concerned
about identity theft. The highest levels of concern can be observed in France (where 80%

are concerned) and Spain (79%). Respondents in Estonia and the Netherlands (48% in

each country) are least likely to be concerned about identity theft.

EU citizens are more concerned about identity theft than they were in 2013. Across the

EU as a whole, there has been an increase of 16 percentage points in the proportion very

or fairly concerned. The largest increases can be seen in Croatia (up 26 percen tage
points) and Denmark (up 25 points). There are no significant decreases in any Member

State.

QB7.1. Cybercrimes can include many different types of criminal activity. How concerned are you personally about experiencing or being a victim of the
following cybercrimes?

Identity theft (somebody stealing your personal data and impersonating you, e.g. shopping under your name)
1% 0% 2% 3% 1% 0% 3% 1% 2% 1% 0% 2% 3% 1% 4% 0% 0% 0% 3% 3% 1% 3% 2% 2% 2% 1% 1% 6% 1%
9% 21% 21% 239 25% 26% 49, 26% 26% 27% 28% 27% 2goj, 31% pge, 39% 36% 36% 340, 350/, 39% 389, 41% 42% 45% 47% 49%

51%
DDDDDUDDDDDD D [
33%30&23/ 9 H DDDD

©37% 46% 29% 39% 38% 36% 41% 37% 23 % 32% 35% 40% 23 )
% 34% 36%
o o ©31% 35% 37% 42% 32% 31% oo
30 % 34% 36% 3104 34%
49% 49% a5 |
37% % 36% . 9
34% 35% 35/ 32%
28% 275 M S 28% R 2% 5500 " 25% 25% 939,
E| D D 17%DHD1M Wﬁﬂ%

IE MT PT UK LU HR LT IT EL CZ LV EU28BG CY BE DK RO PL DE SK AT HU SI SE FI EE NL

0C0NOECTONECCOO 0CODcO®eoCedE @

M Very concerned M Fairly concerned I Total 'Not concerned' Don't know

Base: respondents who use the Internet (D62) (n=21,015 in EU28)
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On average across the EU, 7% of Internet users say they have experienced or been a
victim o f identity theft. This figure is similar in most EU countries, although respondents
in Hungary and Romania (11% in each country) are more likely to say they have
experienced identify theft. The lowest levels can be found in Bulgaria and the
Netherlands (bo th 3%).

The largest increases since 2013 can be found in Romania (up 6 percentage points) and
France (up 5 points), while the largest decrease can be seen in Malta (down 6 points).

QB8.1. And how often have you experienced or been a victim of the following situations?
Identity theft (somebody stealing your personal data and impersonating you, e.g. shopping under your name)
3% 1% 1% 1% 1% 1% 1% 1% 3% 1% 1% 0% 2% 0% 1% 0% 3% 1% 2% 2% 1% 0% 3% 1% 0% 3% 1% 1% 0%

4% 4%

6% 97 %

869% 88% 89% 90% 90% 90% 91% 91% ggo, 91% 92% 93% 919, 94% 93% 94% g0, 9

0/11%0%% 9% 9% 8% 8% 8% 8% 7% 7% 7%

% 93% 93% 94% 95%

6% 6% 6% 6% 5% 5% 5% 5% 5% 5% 4% 4% 4 o 3%

AR NN e e e e s i i
RO HU U_K PT FR IE IT AT PL LV EU28BE LU ES CY HR CZ FI MT SK DK SE EE DE EL LT SI NL BG
020000208000l oanatpeew

M Total 'Has been a victim' M Never | Don't know

Base: respondents who use the Internet (D62) (n=21,015 in EU28)
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3.2. SCAM EM AILS OR PHONE CALLS

The level of concern about emails or phone calls that fraudulently ask for computer
access or other details is generally consistent across the EU, although respondents in

Ireland (72%) are more likely than those in other countries to sa y they are concerned,
and this includes 44% who are 6évery concerned?d.

in Spain (67% concerned), Greece (66%) and Portugal (66%).

By far the lowest figure can be found in Sweden (just 29% are concerned), while
relativ ely low figures can also be seen in Estonia (38%), Finland (40%) and the
Netherlands (43%).

Across the EU, respondents are more likely to say they are concerned about this type of

cybercrime than they were in 2013 (up 14 percentage points). The largest inc reases can

be seen in Croatia (up 24 percentage points), the UK (up 23 points), Greece (up 21
points), Spain (up 20 points), Denmark (up 19 points) and Ireland (up 18 points). A 6
point decrease can be seen in Cyprus, from 66% to 60%.

QB7.2. Cybercrimes can include many different types of criminal activity. How concerned are you personally about experiencing or being a victim of the

following cybercrimes?
Receiving emails or phone calls fraudulently asking for access to your computer, logins or personal details (including banking or payment information)

1% 0% 2% 0% 1% 1% 1% 3% 1% 3% 5% 4% 4% 2% 2% 1% 3% 4% 0% 3% 0% 5% 2% 2% 1% 1% 1% 5% 1%

50% 52% 54% 56% 59%

7% 33% 329, 34% 35% 35% 37% 379, 39% 38 % 379, 38% 38% 40% 40% 42% 41% 40, 4

DDDDDDD E| I
ﬁ. D HDHDDHHHHHHHH

82% 47% 38% 41% 39% ogs
o j 28% 399 26% 35% 40% 34% 2 9% 33% 31% 33% 33% 339, 33%

44%

35%
o, 25'{/ o, o, 257 27% 540, o, o o
19% 23/ 6 4/.,16/0 4/() 6 24/.,23/021/21,24/u190/° 9% 18%
D DDDDD 12“ ﬁnﬁu12%ﬁ|“

M Very concerned M Fairly concerned I Total 'Not concerned' Don't know

Base: respondents w  ho use the Internet (D62) (n=21,015 in EU28)

20%

J

IE ES F‘T EL IT HR UK Ccz CY LT BG LU MT FR LV EU28 PL RO BE AT DK SK HU S| DE NL EE SE
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26‘7'/ 31% o H
o 0 36% 29/623% 31% 30%257 |I|
© 25%
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There is considerable variation by country in the proportion that say they have received
emails or phone calls fraudulently asking for computer access or other details. More than
half of respondents in Denmark (71%), the Netherlands (59%) and Sweden (53%) say
they have experienced this. The lowest figures can be seen in Bulgaria (11%), Spain
(15%) and Hungary (15%).

Across the EU, the proportion that say they have experienced this type of crime has
remained sim ilar between 2013 and 2014. The largest increases can be observed in
Croatia (up 10 percentage points), Denmark (up 7 points), Romania (up 7 points) and
Czech Republic (up 6 points). The largest decreases can be seen in the UK (down 13
percentage points),  Cyprus (down 8 points) and Spain (down 7 points).

QB8.2. And how often have you experienced or been a victim of the following situations?
Received emails or phone calls fraudulently asking for access to your computer, logins or personal details (including banking or payment information)
1% 0% 1% 2% 0% 1% 2% 1% 1% 1% 2% 0% 1% 1% 2% 3% 3% 1% 1% 1% 1% 1% 1% 2% 0% 2% 0% 1% 2%

8% 41% 46% 572, 60% 60% 59% 63% 67% 68% 67% 70% 70% 71% 71% 702 73% 76% 76% 77% 77% T7% 79% 79% 83% g19, 85% &

D I
71% H H
59%
53%
41% 40% 39% 39%

36%
32% 31% 31% 30% 29%
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Base: respondents who use the Internet (D62) (n=21,015 in EU28)
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3.3. ONLINE FRAUD

On average, 56% of Internet users across the EU say that they are very or fairly

concerned about online fraud. Respondents in Spain (71%) and Ireland (70%) are most

likely to say they are concerned, with a high proportion of respondents in Ireland saying

they are o6very concernedd6 (39%). Respondents in Swec/
(35%) are least likely to say they are concer ned about online fraud.

Across the EU, respondents are more likely to say they are concerned about online fraud

than they were in 2013 (up 14 percentage points), and there are no significant decreases

in any Member States. The largest increases can be obse rved in the UK (up 26
percentage points), Spain (up 24 points), Ireland (up 23 points), Croatia (up 23 points)

and Italy (up 21 points).

Base: respondents who use the Internet (D62) (n=21,015 in EU28)
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