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Bilgi Guvenligi Hakkinda

Genel Kavramlar
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Bilgi Giivenligi " &

' TUBITAK

igin ne kadar guvenlik onlemi almahiyiz?

Ne kadar degerli bilgimiz varsa o kadar 6nlem almaliyiz. Veri degerli
deg_llse bluyuk glivenlik onlemleri almaya da gerek yoktur.

w

Agin
Kullanim
Amaci

Giivenlik Duvari
Sifreleme
Izleme / Raporlama
imli g PKI
Kuru msal Kimlik Dogrulama

Giivenlik Duvar Saldiri Tespiti
Intranet Sifreleme Politika Tabanli Yénetim

izleme / Raporlama Kablosuz iletisim Gﬁvenligi
Giivenlik Duvari PKI vb...
izleme/Raporiama TOPLAM BILGIi SISTEM
GUVENLIGI ¢OZUMLERI
Kimlik GEREKLIDIR...
! dogrulama
>

Giivenlik ihtiyaci
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Aktif Cihaz Kavrami ve Ag

Tasarimi
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Anahtarlama Cihazlari ?? * “ @

TUBITAK

Yerel alan aglarinda temel iletisimi saglayan cihazlar
e 10/100/1000 Mbps, 1/10 Gbps

e Bakir, fiber @

e (OSI:2. ve 3. katman

- - =

izlenebilirli, glvenlik, 6|gek|eebilirlik ve yedekiik

Barindirdigi giivenlik mekanizmalari
* VLAN

e Kimlik dogrulama

e Port guvenligi
e Olay kayitlar

e Servis guvenligi

* Guvenli yonetim...
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Yonlendirici " @
! TUBITAK

Mimarinin en disinda bulunan varhk

e Saldirlya ugrama olasiligi en fazla [?:] |
* [P seviyesi G_iri§/C|k|§ noktasi

T - =

Dikkat edilmesi gereken bazi giivenlik noktalan
Y—___'________'_—_'__'_________—E

* Yetkilendirme

* Kayit tutma
e Guvenli erisim

* Yonlendirme protokollerinin glivenligi
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_ VPR

uvensiz agiar uzerinde guvenii olara

dberiesme

* Gizlilik, buttinlik, kimlik dogrulama ve inkar edememe

* |IPSEC, PPTP, L2TP, SSL ’

* Yazillm veya donanim tabanl

—~——y——1 = e ——
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_ GuvnIi DU

Ag trafiginin kontrolu

* Farkli giivenlik seviyesine sahip aglar
* |P/Port bazl kisitlama

e Kural tablosu

N

e Servislere iliskin kayitlar
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Verilerin icerisindeki zararli iceriklerin tespiti

* Kelime veya konu tespiti
e HTTP, FTP, SMTP ve POP3 filtreleme
* Acik kaynak kod: Squid

10
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Saldiri Tespit/Engelleme Sistemleri “

Saldiri tespiti ve engellemesi

i
* Imza tabanli ﬁ
* Acik kaynak kod: Snort, Suricata

— —  — -
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Tek Yonlendiriciden Olugsan Mimari " @
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Glivensiz Ag

Uzaktan erigim

Yonlendirici

12
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Tek Guvenlik Duvarindan Olusan Mimari

Guvenlik Duvari

Yonlendirici

Uzaktan erigim

N4

' TUBITAK

Giivensiz Ag

13
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Tek Guvenlik Duvari ve Tek DMZ’den Olusan Mimari " @
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Glivensiz Ag

Uzaktan erigim

Guvenlik Duvari Yonlendirici

14
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Tek Guvenlik Duvari ve Cok DMZ’den Olusan Mimari " @
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DMZ
Segmenti 1

AG SEGMENTI Giivensiz Ag

Uzaktan erigim

Guvenlik Duvari Yonlendirici

15
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Cift Glivenlik Duvari ve Cok DMZ’den Olusan Mimari " @

' TUBITAK

Giivensiz Ag

Guvenlik Duvar 1 Guvenlik Duvar 2

Yonlendirici

16
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STS’nin lletisim Altyapisi Glivenligindeki Yeri " @

' TUBITAK

> i = y A
AG SEGMENTI ! A Giivensiz Ag
Zaktan angi

17
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SES’nin iletisim Altyapisi Giivenligindeki Yeri " @

' TUBITAK

Giivensiz Ag

18
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icerik Kontrolciisit Konumlandirilmasi " @
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Giivensiz Ag

Uzaktan erigim

Yonlendirici

19
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VPN Cihazinin Konumlandirilmasi " @

Giivensiz Ag

Uzaktan engim

20
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Yedekli Glivenlik Duvarlari ve Cok DMZ’den Olusan @
Dagitik Yapida Mimari "

' TUBITAK

MERKEZ OFIS
AG SEGMENTI

Yonlendirici

Yonlgndirici

b

ANKARA MERKEZ OFIS 4

KAYSERI <
UZAK NOKTASI

UZAK NOKTA
AG SEGMENTI
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DDoS: Korunmaya Yénelik Mimari " @
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.., ) g

Internet Pipe Router Firewall IPS/IDS Load Balancer Tntég serverk SQL Server
(ADC) under attac

22
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Temel Ag Teknolojileri
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* Elektriksel coklama |

* Bandgenisligi paylasimi
* Ayni carpisma (collision) ortami

Ethernet ’ Hub
. &= o
oo /& @/\j
f’{ A
™~ |
8 =2 d0
’;Va';'ei';%?,‘;:,gmﬁf Tum diigumler 10 Mbps’i paylasir

24
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Anahtarlama Kavrami "
TUBITAK

* MAC adresine gore yonlendirme

e Carpisma (collision) ortami boltntr

* Ayni yayin (broadcast) ortami

- - = T

y -y | |

Backbone!\:{- Anahtar Ethernet ’

Her bir diigtim
10 Mbps’e sahip

25
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Anahtarlama Kavrami " @
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_ O0sl2.katmap
* MAC adresine gore yonlendirme |

e Carpisma (collision) ortami boltntr

* Ayniyayin (broadcast) ortami

~— "

10 Mbps

Arayiiz Arayiz 3
112 | c 11213 5., ——
8 A S A X = > i
2 ; :
8 2 B (]
-2 - —
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Cut-through

Gelen cercevenin hedefini anlar anlamaz cercevenin tamamini alip hata
kontroli yapmadan cerceveyi hedefe yonlendirir.

Store-and-forward

Gelen cercevenin tamamini alir, hata kontroliinii yapar ve hata yoksa \
hedefe gonderir.

Fragment-free |

IIk 6nce Store-and-forward olarak baslamakta eger agda hata yoksa Cut- \
through olarak devam etmektedir.

H
L
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Cevrim icermeyen bir yapi olusturarak paketlerin agda sonsuz

dolasmasini engeller
 |EEE 802.1d

 BPDU paketleri
* Bridge ID

* Root bridge secimi

* Blocking, Listening, Learning, Forwarding ve Disabled modlari

._'- - r— _— _—

D Bilgisayar A
;ﬁl 2l
Segment A

Anahtar 1 Anahtar 2
5 5

Segment B

Qﬁ Bilgisayar B
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BN

Ayni fiziksel yapi tizerinde mantiksal alt aglar olusturma
* Guvenlik

e Performans

” — — E—y Y E— = — -

Farkli VLAN’larda bulunan kullanicilarin birbirleriyle haberlesmesi
icin L3 yonlendirme gereklidir.

Miihendislik Pazarlama Muhasebe

Kat 3

___________________

Kat 2
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AN DSk MEET

 MAC ' MAC Subnet | Subnet
VLAN 2 Addresses Addresses 198.21.xx | 198.22.xx
VLAN 3 VLAN1  VLAN 2

VLAN 1 VLAN 2

30
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Trunk Kavrami "
TUBITAK

arkh' v darin ayni nat uzerinaen tasinmasi

S A IR R R R R R R R
T 1

 Hangi VLAN’lar tasinmali?

* Dinamik trunking ozelligi

e VTP ve benzerl protokollerin guvenllgl

—_— _ _ —

VLAN 100 = TRUNK

VLAN 200 m—

Cisco 2950 Switch 802.1Q 80210 Cisco 2950 Switch
Trunk Trunk

WLAN 100
WLAN 2K WLAN 20
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VLAN Olusturma |

# vlan database

(vlan)# vlan <VLAN ID>
(vlan)# apply

(vlan)# exit .

VLAN tablosunu goriintuleme ‘ |

# show vIan SW|tch i

VLAN silme ‘ |

(vlan)# no vlan <VLAN ID> i

VLAN’a Port Atanma5| ' |

(config)# interface fastethernet 0/12
(config-if)# switchport mode access

(config-if)# switchport access vlan 999

32
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Uygulama-1 ? “ @

TUBITAK

Hedef 1 |
GNS3 topolojisinin etkinlestirilmesi I

-

Xubuntu istemcinin hedefe basariyla ping atmasi I

(@R 33
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Subnetting | @
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P s

32 bit, 4 bayt @'ktet)

Gy _ad B3
%] 8 16 24 32
~ . i SUBNET ID| HOST ID 193.149.?4:9' AGINDA 3 nij
(3 BIT) | (5 BIT) SUBNET ID'LI C SINIFI AG
11111111 11111111 11111111 000 00000 ¢ SINMIF1 “RSHI,LA" ALT MG
MASKEST
SOLA EN YAKIN 3 ADET "@" BiTi
11111111 11111111 11111111 111 00000
"1" OLARAK DEGISIR
iKILI ALT AG MASKESI ONDALIK
255 255 255 224 S b
BiciMe DONUSTURULUR

gloce

¥ MG RO 34


https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

_“ TOBITAK

http://www.subnettingquestions.com/ |
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3.Katman Anahtarlama Cihazlari “ @
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Omurga anahtarlan
el - e

VLAN sonlandirma ve paket yonlendirme kapasitesi |

— e

-

Layer 2 Switching Layer 3 Switching

Router Router

32gbps backplahe

Core Switch

2,
2
<,

Access
Switch
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Fiziksel Guvenlik
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degistirme veya dinleme imkanina da sahip olunabilir

* Cihagz, fiziksel carpma veya diisme gibi olaylara maruz kalmamasi icin
kabinet icerisinde muhafaza edilmelidir.

e Sistem odasina sadece yetkili kisilerin girmesine izin verecek kilit,
manyetik kart, parmak izi gibi kimlik dogrulama mekanizmasi
konulmalidir.

* Olumsuz yonde etkileyecek elektromanyetik isaretlerin bulundugu bir
ortamda tutulmamalidir.

e Cihazin bulundugu ortamda nem ya da yuksek 1si olmamali ve bunlar
klima gibi c_ihazlarla surekli belli degerlerde tutulmaya calisiimahdir.

— -

38
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Aktif Cihaz Sikilastirmasi
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Parola Guvenligi @

' TUBITAK

e Anlamli olmalidir (hatirlanmali!)

* Yazili olarak saklanmamalidir.

A4 S lawr i & -— -
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Parola Sifirlamanin Etkisizlestirilmesi “ @

TUBITAK

ROMMON modunda NVRAM tuizerinden parola sifirlama
yonteminin engellenmesi mumkunduir

(config)# no service password-recovery i
> —_— 3 77— 3

-
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Isletim Sistemi Guivenligi ve Agiklik Kontrolii

TUBITAK

http://tools.cisco.com/security/center/selectlOSVersion.x

Home > Security Intelligence Operations > Resources > Technical Resources > Cisco I0S Software Checker

Security Intelligence Operations

Cisco |OS Software Checker

The information on this page is provided on an "as is’ basis and does not imply any kind of guarantee or warranty. Cisco reserves the right to
change or update this page without notice, and your use of the information or linked materials is at your own risk. This tool is intended solely to
query Cisco I0S Software Releases against published Cisco Security Advisories; it does not account for enabled or disabled features.
Customers whose Cisco products are provided or maintained through prior or existing agreements with third-party support organizations, such
as Cisco Partners, authorized reseliers, or service providers, should contact that support organization for guidance and assistance with the
appropriate course of action in regards to any Cisco Security Advisory.

Use the Cisco I0S Software Checker tool to search for Cisco Security Advisories that address specific Cisco 10S
Software releases. Simply select a release from the drop-down menu, paste in show version command output,
or upload a file from your local system. Please note that the Cisco IOS Software Checker does not support
Cisco 10S XE Software or interim builds of Cisco I0S Software.

Cisco 10S Software Results for all previously published Cisco Security Advisories
release(s)
®12.1(21) .
Security Advisories That Affect This Release ll;:relicatlon
i i iscovery Pr | Vulnerabili Mar 28, 2012
| r -Link Switching Vulnerabili Sep 28, 2011
i | r ntication Proxy Vulnerabili Sep 23, 2009
Cisco 108 Software Tunnels Vulnerability Sep 23, 2009

iy 43
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Karsilama Mesaji " @
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* lgili aktif cihaza sadece yetkili kisilerin erisme yetkisinin oldugunun,

e Adli sorusturma ya da mahkemede delil olmasi icin aktif cihazlara
yapilan yetkisiz erisimlerin kayitlarinin tutuldugunun,

e Aktif cihaza yapilan yetkisiz erisimlerin kanun disi oldugu ve bunun
hukuken ceza almaya sebep oldugunun belirtilmesi 6nerilmektedir.

(config)# Iqang_e'r motd

™ ) ) Cisco AnyConnect Secure Mobility Client

Warning! This is a Department of Energy (DOE) computer system. By
accessing this system you are agreeing to the following terms of
use at https://access.linl.gov/notice.php

(Disconnect) ( Accept )
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Baglanti Sekilleri ve Kimlik Dogrulama " @
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Farkli baglanti sekilleri
Konsol, Telnet, HTTP, SSH,' SSL

Butun baglanti §ki|leri icin kimlik doérula etkinlestirilmelidir.

Varsayilan olarak agik gelen servisler kullanilmiyorsa kapatilmali |

Mumkunse SH, HTTPS gibi daha guvenli protokoller kullaniimali

v -
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B — Y

- — — — R S — —
Bilgiler acik metin olarak tasinmaktadir.
e — —— - o
- Intel(R) PRO/1000 MT Network Connection: \Device\NPF_{61FECC60-2AEE-4663-969F-5F16D38405A9} [Wireshark 1.8.3 (SVN Rew 45256 from /trunk-1.8)]
File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

SN BEEXRPE AT L QA B WMWKk B

Filter: tcp.streameql ElExpression... Clear Apply Save

No. Time Source Destination Protocol Length Info
15 0.88598000192.168.2.101 172.16.5.20 TELNET 55 Telnet pata ...

| 211.09714400192.168.2.101  172.16.5.20 =~ TCP 54 55930 > telnet [ACK] Seg=2 Ack=24 Win=4
| 231.121924001092.168.2.101 __172.16.5.20 ______TELNET __S5Telnet Data ... |
I Follow TCP Stream @ Ex8

Stream Content
S. [20;26HS. [725h. [20; 27Hw. [20; 27HW. [?25h. [20; 28HA. [20; 28HA. [?25h. [20; 29Hd. [20; 29Hd. [725h.
[20; 30Hm. [20; 30HM. [725h. [20; 31H17. [20; 31Hi. [725h. [20; 32Hn. [20; 32Hn. [?25h. [20; 33H

. [1;1H. [?251. [20; 33H. [20;1H

b Sy o =

dlli=

.[[?ZSh. [21;24H. [1;24r.[22;1H. [22;1HCan't reach RADIUS server 192.168.2.100.[?25h. [22;1H.
22;1H

. [?25h. [22;1H. [725h. [23;1H
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contig)#+ username test priviiege PassSwora tes

(config)# access-list 90 permit host 192.168.10.100
(config)# access-list 90 deny any log

(config)# line vty 0 4

(config-line)# access-class 90 in

(config-line)# transport input telnet

(config-line)# login local

(config-line)# exec-timeout 1 0

(config-line)# end

- T L B e -

47
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Hassas veriler sirrell olara

iletilir (tcp

(config)# ip domain-name sirket.com.tr

(config)# crypto key generate rsa general—keys-
(config)# ip ssh version 2
(config)# ip ssh time-out 60

(config)# ip ssh authentication-retries 2

(config)# line vty 0 4
SH !

(config-line)# transport input ssh ot 1o s

Always use SSH (Secure SHell) when commecting
) Computer Sclence Department hosts, instead o

(config-line)# login local o e e

http:/ /v cs.und . edu/faa/ssh. hte)

g ) TR TN - - -

Baglanti testi
# ssh -l test 192. 168 10.10

i TET. -

48
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Bircok a

IT CINAzda agl olarak geimekxteair.
Telnet gibi kuIIan|C| parolalarlnl sifresiz olarak |Ieten b|r protokoldur.

i Intel(R) PROS1000 MT Metwork Connection: YDewice\MPF_{61FECCAD-2AEE-4663-969F-5F16D3840549} [Wireshark 1.8.3 (SWM Rew 45256 from ftrunk-1.8)]
File Edit Wiew Go Capture Analyze Statistics Telephonz Toals  Internals  Help

Yy EEX28 a¢*20FL [ acal $08 % B
Filter: IZIExpressinn... Clear &pply  Save
Mo, Time Source Destination + Protocol Length Info

90 2 86035000192 168 2 101 1?2 16 5 20 HTTP 489 GET / HTTPﬁl 1

# Frame 80: 489 bytes on wire (3812 bits), 489 bytes captured (3%12 hits) on interface 0
® Ethernet II, sSrc: vimware_h9:0d:0b (00:50:596:h9:0d:0k), Dst: Hewlett-_54:84:00 (00:1f:20:54:84:00)
# Transmission Control Protocol, Src Port: 53913 (559137, Dst Port: http (500, Seq: 1, ack: 1
- Hypertext Transfer Protocol
GET / HTTR/L.1%r%n
Accept: applicationysx-ms-application, image/jpeq, applicationsxaml+xml, image/qif, image/pipeq, appl
Accept-Language: Tr-TRYWPYN
User-agent: Mozilla/s4.0 (compatible; MSIE 8.0; windows NT 6.1; wowsd; Trident/4.0; SLCC2; JMET CLR 2
Accept-encoding: gzip, deflateyrin
Host: 172.16.5.20% N
Connection: Keep-alivelrin
B Authorization: Basic ULdBZGLlpbipUZ=MOMTIZNrn
Credentials: Swadmin:Testl23

, Len: 435

SN
[Full reguest URT: http://172.16.5.20/]

viumkKunse r 7S tercin eailimeliair.
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HTTP: Erisim Kontrol Listesi | B “ @
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Sadece 192.168.1.26 icin izin veren kontrol listesi
(config)# access-list 50 permit host 192.168.1.26

(config)# ip http server

i

(config)# ip http auth local

(config)# ip http access-class 50

Servisi kapatmak icin . |

¢

(config)# no ip http server I
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> 2 T —— R -

i Intel(R) PROSLO00 MT Metwork Connection: \Device\MNPF_{61FECCA0-2AEE-4663-969F-5F1603840549} [Wireshark 1.8.3 (SWM Rew 45256 from ftrun
Eile Edit Miew Go Capture Analyze Statistics Telephony Tools Internals Help

B e PFEX2e Ae»TL EEF aaan #®% % 8
Filker: BExpression... Clear Apply  Save
Ma, Time Source Destination * Protocal Length Info

372 16.9353040152.168.2.101 172.16.5.20 TLEW1 514 application Data

# Frame 372: 514 hytes on wire (4112 bits), 514 hytes captured (4112 bits) on interface ©
® Ethernet II, sSrc: vmware_h9:0d:0b (00:50:56:h%:0d:0k0, Dst: Hewlett-_54:84:00 (00:1F:25:54:84:00)

# Transmission Control Protocol, Src Port: 55921 (55921), Dst Port: https (4430, Seq: 184, ack: 127
E Secure Sockets Layer
E TLswl Record Layer: application Data Protocol: http
Content Type: Application pata (23)
version: TLS 1.0 (0Ox0301)
Length: 455

| (config)#ip http secure-server
(config)#no ip http server
(config)#ip http secure-port 8838

51
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Merkezi kimlik dogrulama ve yetkilendirme
Radius, TACACS+ (cisco spesifik)

RADIUS Client
(Cisco 871)
A

Credentials Accepted

\j \ Y (Grant Access)
Query Credentials
K Against AD Database e S
y , ] )
S|
RADIUS Client
(Cisco Switch) IAS RADIUS
Server
A
Access Request

A —— Accepted
v ——————» Access Request

Client sends
( request for

J  access to Router
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Konsol ve Aux Port Baglantisi “ @

! TUBITAK

Kullaniimiyorsa kapatiimali

Zamanasimi suresi tanimlanmali

(config)# line aux 0

(config-line)# transport input none
(config-line)# login local
(config-line)# exec-timeout 0 1

(config-line)# no exec

(config-line)# exit

—— T T T TR vy
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Kullanicilar igin Yetki Seviyesi “ @

TUBITAK

Ayricalik sevnye5| arttlkga sahip olunan haklar da artar. |

Varsayllan olarak tammlanmls 3 ayr|caI|k seviyesi bulunur. |

Seviye0
disable, enable, exit, help ve logout komutlarini kapsar. i

Seviye 1 (user exec) |

enable parolasi olmadan cihazi lizerinde yapilandirma degisikligi
gergeklestlrllemez Sifrelenmis parola kullanimini gerektlrlr

(config)# username <ku||an|C|-assword <parola> |
Seviye 15 (privileged exec) |

enable secret komutu varsayilanda kullanicinin 15. seviyeye gecmesi icin
kullanilacak sifreyi belirlemede kullanilir.

(config)# enable-<level5—parola> |
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Oturum Acma Kisitlamalari “

Her turli yetkisiz oturum agma girisimi kisitlanmalidir.

(config)# login block-for 600 attempts 5 within 120

B3

Basarisiz girisimler takip edilmelidir.

(config)# show login failure

Username Source IPAddr  |Port Count TimeStamp

Admin 10.0.0.1 23 1 12:33:44 UTC Mon Jun 30 2012
root 192.168.1.1 23 1 10:31:42 UTC Sun Jun 29 2012

g . ——
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B — Y

2.Katmana yonelik saldirilar

Cihazlarin yonetimini ele gecirme, cihazlari servis disi birakma, agi |
dmIeme agdaki iletisimi kesme...

S — o L BR — -

Kullaniimayan portlar yonetlm ara yuzunden kapatiimalidir.
(config)# interface range fastethernet 0/2-10

(config-if-range)# shutdown
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Port Guvenligi: MAC Korumasi ” | “ @

TUBITAK

Her bir port belirli sayida MAC adresi ile kisitlanabilir.
Portlar MAC adreslerini kendisi 6grenebilir veya disaridan girilebilir.

Atak durumunda port kapatilabilir (shutdown), belirlenen kriterin

disinda kalan MAC adresleri ihmal edilebilir (protect), paketler
hem ihmal edilir hem de loglanabilir (restrict).

(config)# interface range GigabitEthernet 3/2 — 48

(config-range)# switchport mode access

(config-range)# switchport port-security
(config-range)# switchport port-security maximum 3
(config-range)# switchport port-security violation restrict

(config-range)# switchport port-security mac- address sticky

- E T A TE - e re
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SNMP (Simple Network Management Protocol) “ @

TUBITAK

Cihazlari uzaktan izlemek ve yonetmek icin kullanilir.

Halihazirda ug¢ stirumu vardir: SNMPv, SNMPv2c ve SNMPv3

Varsayilan topluluk adlari degistirilmesi, tahmini zor olmali |
Private,Public, KurumAdiRW, KurumAdiRO i

)

Kullanilmiyorsa kapatin. |

(config)# no snmp-server community

(config)# no snmp-server enable traps

(config)# no snmp-server system-shutdown

(config)# no snmp-server
S = - —
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SNMP (Simple Network Management Protocol) “ @

TUBITAK

LOUERTELELEER

Kimlik dogrulama ve diger glivenlik 6zelliklerinden dolayi v2 veya v3
tercih edilmeli ve erisim kontrol listesi ile kontrol saglanmalidir.

- F 7

i

Ornek yapilandirma:
(config)# access-list 12 permit 10.1.6.1

(config)# access-list 12 permit 10.1.6.2

(config)# snmp-server community g‘OQd-Str}n9 ro12

T
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_ porrKERAREESS S

Gerekmedikge trunk port birakilmamalidir.
(config)# int range FastEthernet0/1-48

(config-range)# switchport access vlan 8

(config- range)# switchport mode access

VLAN 1 kuIIanllmamaS| |
Kara delik VLAN’| kullanimi |

Porta ait tanim girilmesi
(config-if)# description |

== — = _—_— = — - _ -
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B — Y

trusted ve untrusted port tanimlari |

Gercek DHCP sunucularmln hangi port tzerinde oldugunun belirtimi

(config)# ip dhcp snooplng |

Hangi VLAN'lerde etkmlestlrllecegmm bellrtlml icin:
(config)# i ip dhcp snooping vlan <vlan-id>

R e B E S b L

Varsayilan olarak butun portlar untrusted moddadir.
(config)# interface Fa0/26

(config-if)# i ip dhcp snooping trust
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B —— N

Guvenilir/glivenilmez olarak siniflandirilan portlardan gelen ARP

paketleri incelenerek IP-MAC eslesmesi kontrol edilir
0.0.0.0 ya da 255.255.255.255 kaynaklilar engellenir.

DHCP Snooping ozelliginin urettigi veriyi kullanir.

_ -_—

Yapilandirma:
(config)# ip arp inspection vlan <vlan-range>

i e S g —

Guvenilir arayuze uygulanmasi
(config)#tinterface GigabitEthernet 5/48

(config-if)# ip dhcp snooping trust

(config-if)# ip arp inspection trust

— = - -

DAI Rate Limiting
(config-if)# ip arp inspection limit rate 100 burst interval 3 |

() (&)
@iesie 62
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Dinamik ARP Kesfi

Static Mapping Server DHCP Snooping Binding Table
IP: 1,1.1,100 Port MAC P
MAC: EE n AA 1115
12 (4]1] 1.1.1.10
173 EE 1.1.1.100 DHCP Client
Untrusted IP:1.1.15
DHCP Client MAC: DD
IP:1.1.15 Cisco Catalyst 6500
MAC: AA § Series Switch g g

=5
DHCP ACK, bad IP-to-MAC binding, Host D

bad source |P-to-port binding r
Host A
Trusted Trusted ‘
I'm the
gateway
é ﬂ I'm the

DHCP Server

I'm sourcing
Gateway DHCP Server a DoS attack

from 1.1.1.5

DHCP bulunmayan statik ortam icin:

(config)# ip arp inspection vlan 61

(config)# ip source blndlng aaaa.aaaa.aaaa vlan 26 10.1.1.10 int fa 0/5

ETE R R L b S S

v

! TUBITAK

63
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Erisim Kontrol Listeleri “ ‘@'

TUBITAK

Aga giren/agdan c¢ikan paketlerin denetlenmesi
0.0.0.0 ya da 255.255.255.255 kaynaklilar engellenmelidir.

-’ —— L &

Paketin geldigi Hayir
' Gelen Paket ¥ arabirimde access-list
, Evet |
Listedeki diger Paketin kaynak adresi
Em— A
kayit al. estmi )
Evet Havyr Evet
Bagka access-

; >

list varmi
| Havyir [ Tslem [
N
n
|
¢

v

>  Yasakla | | lzinVer |}
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Erisim Kontrol Listeleri “ ‘@'

TUBITAK

Satir satir yazilir ve uygulanir.
(config)# access-list 29 permit host 14.2.6.18

(config)# access-list 29 permit 14.2.9.0 0.0.0.255
(config)# access-list 29 deny any

Implicit Deny kavrami

Uygulandigi ara ylizde gecerli olurlar.
(config)# ip http access-class 29

(config)# ip http server
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Standart Erisim Kontrol Listeleri " @

' TUBITAK

-99 arasinda bir sayi ile tanimlanir.
enel olarak su bicimdedir:

| (config)# access-list <sayi> <i§lem> <kaynak> [aralik] | herhangi |

Sayi 1-99 arasinda olmak zorunda

Permit veya Deny olmak zorunda

Kaynak Karsilastirilacak kaynak adresi

Belli bir aralik verilebilir

LG ELHE any degeri olursa herhangi bir adres olabilir anlamina gelir

Belli bir aralik verilebilir

LG ELHE any degeri olursa herhangi bir adres olabilir anlamina gelir

(config)# access-list 2 permit host 192.168.1.1 log

66
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Standart Erisim Kontrol Listeleri " @

' TUBITAK

(config)# access-list 10 permit 47.100.15.128 0.0.0.7
(config)# access-list 10 permit host 192.168.1.1 log

(config)# interface vlan 6
(config-if)# description ADMIN-VLAN
(config-if)# ip access-group 10 in

(config_-if)#‘no' s‘hutdown

67
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71.169.33.0/ 24
PCB

Ela e

291 201.61.220.220/ 30 -
. 1
ﬂ 5{]jl'ﬂfﬂ —
0/0/0 61.53.111.0/ 24

222

PC A E'_‘ﬁl

161.39.53.0/ 24 _paﬂfﬂ

\/
A °

 PC A’dan FastEthernet 0/0 araylziine gelen paketlere izin verecektir,

e 71.168.33.0 agindan FastEthernet 0/1 arayiziine gelen paketlere izin
verecektir,
* Geriye kalan tum traflk engellenecektlr

A g = = = . o oo

68
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_ Urplaime-1 75—

71.169.33.0/ 24

Ela e

61 :
PCA g_
1 D 201.61.220.220/ 30

61.53.111.0/ 24

161.39.53.0/ 24

e PCPB'den gelip, Serial 0/0/0 arayuziinden c¢ikan paketlere izin
verecektir,

 161.39.53.0 agindan gelen ve Serial 0/0/0 araytzinden ¢ikan
paketlere izin verecektir,

* Serial 0/0/0 arayUzUnden cikan diger tum trafigi engelleyecektir.

69
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Uygulama-4.3

71.169.33.0/ 24
PCB

.61
_ 291 201.61.220.220/ 30

161.39.53.0/ 24 _Faﬂfﬂ

» \/
» o

izin verecektir,
e Sadece PC C’ye telnet erisim izni verecektir,

* Serial 0/0/0’a gelen tiim trafik engellenecektir.

e Sadece 71.169.33.0 agindan Serial 0/0/0 arayliziine giren paketlere

N4

' TUBITAK

Ela e

61.53.111.0/ 24

B S o B B B oo o5 oo

F -

; 4
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Gelismis Erisim Kontrol Listeleri “ @

TUBITAK

Standart erisim kontrol listesi sadece kaynak adresine bakar.
Gelismis erisim kontrol listeleri ise kaynak IP, hedef IP, protokol ...

- &Y =

En son varsayilan satiri
deny ip any any

e — ; —

Trafigi kayit altina almak icin log se¢cenegi

W

100-199 arasinda bir sayi ile belirlenir ve su bicimdedir:

(config)# access-list <sayi> <islem> <protocol> <kaynak> [aralik]
[kaynakport] hedef [aralik] [hedef port] [diger-secenekler]
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Extended ACL ve Established Kavrami “ @

TUBITAK

Mevcut baglantiya ait paketlerin icerisinde ACK veya RST
bayraginin aktif olup olmadiginin kontroli yapilir ‘

Bunun amaci baglantiyi baslatmamis olan tarafin karsi tarafa herhangi bir
TCP baglantisi yapamamasini saglamaktir. (stateful connection)

3.254

fa0/0 3
1 2 p
/1 RO 200.10.10.0 /24 Rl 192.168.3.0 /24

3.100

192.168.1.0 /24

destination source
192.168.3.254 : 443 | 192.168.1.100: 4004

Jaccess-kst 100 permit tep any eq 443 192,168, 1.0 0.0.0. 255 establ

destination source
192.168.1.254: 21 192.168.3.100 : 443
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Servis Guvenligi: CDP “ @

TUBITAK

Komsu cihazlari tanimak ve onlardan bilgi almak icin kullanihr
Ayni sekilde komsulara da bilgi verir.

Ikinci katmanda calisir ve Cisco’ya ozgii
# sh cdp neighbor detail

Bilgi toplama ve servis disi birakma saldirilari nedeniyle kapatmali
(config)# no cdp run

d = T W
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Servis Giivenligi: TCP&UDP Small Servers " @

' TUBITAK

, chargen gibi servisleri

(config)# connect 14.2.9.250 daytime

Trying 14.2.9.250, 13 ... Open

Monday, April 3, 2010 11:48:39-EDT

[Connectlon to 14.2.9.250 closed by foreign host]

Bilgi vermesi nedeniyle kapatilmali

(config)# no service tcp-small-servers |

(conflg)# no serV|ce udp- smaII -servers

74
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.V

Cihaz, bagh oldugu ortama broadcast olarak (FF:FF:FF:FF:FF:FF)

Gratuitous ARP paketleri gondererek artik X.X.X.X IP adresinin
MAC adresi olarak kendi MAC adresini anons edebilir.

Yedekli yapilarda calisan ag cihazlarinin failover durumunda ¢alismaya
devam etmeleri bu yontemle saglanabilmektedir

g m— =K

10 10 10 1 Default Gateway
S g Communication

>

Gratuitous ARP
claims to be
10.10.10.1

PC of te
Hacker

Kapatmak icin
(config)# no ip gratuitous-arps ’

—
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IP Unreachables, Redirects, Mask Reply “ @

TUBITAK

Anahtara gonderilen ICMP paketlerinin cevaplarina gore (Host

unreachable, Redirect, Mask reply)
e Agin haritasini ¢cikarilabilir,

* [sletim sistemi belirlenebilir,

* Durumu hakkinda bilgi alinabilir. .

Kapatmak icin |
R R RRRRRRRRBRRRRRRRRRRRRRRRR:

(config)# interface vlanl

(config-if)# no ip unreachables
(config-if)# no ip redirects

(config-if)# no ip mask-reply

(config-if)# no ip directed-broadcast

Sy TN FE o 4
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Kayit Tutma

‘..A'

N4

' TUBITAK

* Cihazin dizgln olarak calisip calismadiginin anlasiimasi,

* Cihaza veya guvenli aga bir saldiri varsa bunun fark edilmesi,

* Herhangi bir nedenden dolayi cihaz devre disi kalmis ise bunun
nedeninin anlasiimasi.

n emergencies Sistem kullanilamaz mesajlari
n alerts Acil dnlem alinmasi gerekir
a critical Kritik durum

H errors Hata mesaji

n warnings Uyari mesaijl

H notifications Normal fakat 6nemli durum
H informational Bilgilendirme mesaji
debugging Hata ayiklama esajlari
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_ et Titma - SE S

Yapilandirma: |

(config)# logging on
(config)# logging 10.1.6.89

Debugging ve yukari seviye kayitlarin yerelde tutulmasi icin:
(config)# Ioggmg buffered 4096 debuggmg

- —————— -—
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|

TUBITAK

Cihaz saatinin merkezle senkronlzasyon |g|nde olmasini saglar.

Kullaniimiyorsa kapatin.

(config)# interface eth 0/5
(config-if)# ntp_disable

Kullanilacaksa:

(config)# ntp authenticate

(config)# ntp trusted-key 42
(config)# ntp server 10.1.200.94 key 42 prefer

e B R EEE B B o BB e mE _ L g
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Sahte IP Adresleri ve DoS Engelleme “ @

TUBITAK

“loopback” adresinden gelebilecek paketleri engellemek i¢in:

(config)# access-list 161 deny ip 127.0.0.0 0.255.255.255 any i

Rezerv adreslerden gelebilecek paketlerin engellenmesi i¢in:

(config)# access-list 161 deny ip 192.168.0.0 0.0.0.255 any
(config)# access-list 161 deny ip 172.16.0.0 0.0.255.255 any
(config)# access list 161 deny ip 10.0.0.0 O. 255 255.255 any

— SR '

“Link Local Networks diye b|||nen IP blogunun engellenmesi igin: |

(config)# access- -list 161 deny IP 169 254 0.0 0.0.255. 255 255 any i

IP adresi olmayan paketleri engellenmesi icin:

(config)# access-list 161 deny ip host 0.0.0.0 any i

“multicast” paketlerin engellenmesi icin:

(config)# access-list 161 deny ip 224.0.0.0 15.255.255.255 any i

80



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Sahte IP Adresleri ve DoS Engelleme " ‘@

' TUBITAK

VIP paketlerinin engellenmesi i¢in:
" (config)# access-list 161 deny icmp any any echo log

(config)# access-list 161 deny icmp any any redirect log
(config)# access-list 161 deny icmp any any mask-request log

(config)# access-list 161 deny icmp any any redirect

R

81
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Sahte IP Adresleri ve DoS Engelleme " ‘@

' TUBITAK

(config)# no ip forward-protocol port 69

(config)# no ip forward-protocol port 53
(config)# no ip forward-protocol port 137
(config)# no ip forward-protocol port 138
(config)# no ip forward-protocol port 68
(config)# no ip helper-address

- —— — - p— - ~—

Home #* Ports Database ® Port Details

Pﬂrt 69 Details threat/applicatior
known port assignments and vulnerabilities
Port(s) Protocol Service Details
a9 udp TFTP Trivial File Transfer Protocol - 4 less secure version of FTP, generally used in

maintaining and updating systems, for configuration file transfers between LAN
systems, firmware updates on routers, etc.

Many trojans also use this port: BackGate Kit, NMimda, Pasana, Storm, Storm worm,

Theef...

WaZ.Blaster.Worm is a widely spread worm that exploits the MS DCOM RPC

vulnerability described in MS Security Bulletin [MS02-026]. The worm allows remote

access to an infected computer via ports 4444/tcp and 69/UDP, and spreads

through port 135/tcp. To avoid being infected consider closing those ports.

WaZ Welchia.Worm - a wildly spread worm that removes the W32.Blaster.Worm

and installs a TFTP server. 82
W3Z.Cycle (05.10.2004). Exploits a MS vulnerability on port 445, Listens on ports

3332/tcp and 69/udp.
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_VUANTRIErSSS

CDP, PAgP ve VTP gibi bir cok L2 protokol burada calisir.
* Trunk portlarda varsayilan VLéN’(yr.

Alinmasi gereken onlemler:
. . = . . . . . .. ... ., . T T T

* Yonetim trafigi icin baska ve dedike bir VLAN kullanilarak kullanici ve
diger protokol trafiklerinde ayrimi gerceklestirilmelidir.

* Silinemez fakat butln trunk portlari Gzerinden ve ihtiyaci olmayan
erisim portlarmda VLAN 1 budanmalidir.

(config)# interface GigabitEthernet0/1
(config)# switchport mode trunk

(config)# switchport trunk encapsulation dotlq

& 83


https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

B Y

Ortak VLAN veritabani ve merkezi yonetim
Etki alani ile parola belirlenmesi ve budama islemini etkinlestirilmesi

(config)# vtp domain <VTP Etki Alani Adi>

(config)# vtp pruning

ey -
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Yonlendirme Protokolleri Glivenligi " @

! TUBITAK

Yonlendirici Uizerinde kosan ve yon tablosunun giincellenmesini

saglayan kurallar bitlintdur.
Internetin Altyapisi: Interior ve Exterior Protokoller

——

Kimiik Dogrulama | _Agik Metin | MDS Ozet
Hayr

| icre Y

m Evet Evet Evet
m Evet Evet Evet
m Evet Evet

Evet Evet
Hayr
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BPDUGuard ve RootGuard Kisitlamalari “ @

TUBITAK

STP Root Bridge seciminin bozulmasinin engellenmesi
BPDU mesajl allndlgmda tOpOlOJI tamamen bozulablllr

_— -

Sadece kullanici bilgisayarlarinin bagl oldugu potlar uzerinde |

(config)# interface range fastethernet 7/2-46 |
(config- if-range)# sEannm&tree rootguard

BPDU aliminin engellenmesi ile kok anahtarm korunmas
(config)# interface range fastethernet 7/2-46

(config-if-range)# spanning-tree bpduguard enable 86
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Konsol Erisimi icin Bellek Ayrimi “ @

TUBITAK

Bellek rezervasyonu kullanilarak erisimin garanti altina alinmasi

4MB bellek ayrimi | |

(config)# memory reserve console 4096 i
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Kaynaktan Yonlendirmenin Kapatilmasi " @

TUBITAK

Kaynak isterse yolladigi paketin gidecegi ve paketin donecegi
rotayi belirleyebilir.

¥ 4
&

Harry the g Harry sends a packet spoofing
Hacker Alice’s source address.
Also, he includes the real IP address
@ in the source route option of the IP header.

(2) Bob replies to someone he thinks
\ is Alice, and uses the reverse path
of the source route mentioned in
Harry's onginal packet.

(config)# no ip source-route
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_‘I TOBITAK

Guvenlik Duvarinin

Sikilastirilmasi



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

_ Gontl R

Isletim sisteminin sikilastiriimasi |

Yonetim konsolunun guivenliginin saglanmasi

Glivenlik duvarinin guvenliginin saglanmasi

Prosedursel glivenligin saglanmasi
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Isletim Sisteminin Giincelligi " @

' TUBITAK

" “localdb - Check Point SmartUpdate

G SMARTUPDATE

Fle View Tiee Package: Licenges&Contracts  DOperation:  Took ‘Window Help

J-Iil =] | 2% Upzads Al Package: £ i+ @ | 19 <8 BE
Packages ||.|l:l:ll$l:ﬁ & Contracts I

Laurich Nokia Vogager

Machines | IPAddress | OperalingSp..|  Launch SecurePlatform Web L
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