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Katmanlar ve Protokoller

TUBITAK
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Ornek: DNS Protokolii "

|
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Uygulama Katmani (L5)
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' TUBITAK

R

Host X & e HostY

Application Router A Router B Router C Application
Transport " Transport
Network Network
Data Link Data Link Data Link Data Link Data Link
Physical Physical - |1_Physical Physical Physical
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_TCP TR

* Baglanti yonelimlidir

* \Verilere sira numarasi eklenir

* Veriler parcalara bolinebilir

e Guvenilirdir

e Akis kontroli mekanizmasi vardir

e Cift yonludur
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TCP 3’lu el sikisma

SYN

%
% AC*

Veri Transferi

|
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UDP Temelleri

o |letisim sirasinda baglanti olusturmaz

v

TUBITAK

e Hata denetimi yoktur

e Kaybolan paket yeniden gonderilmez

s Veri aktarimi hizhidir

e Multimedia icin uygundur

=] Dogrulama mekanizmasi yoktur

e |P sahteciligi yapilabilir

Ornek kullanim alanlari

e DNS
e DHCP
e Multimedia
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Agi Dinleme
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e Taramalarin dogru calistiginin kontroll

e Pasif olarak IP adresi, servis, uygulama
tespiti

e Pasif olarak protokol tespiti

e Ag altyapisindaki teknolojiler hakkinda bilgi
edinme

e Hedef sunucu veya kisilerin trafigini dinleme
e Gizli bilgilere ulasma
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e -D: Arayuzleri listeler

e -i: Dinlenecek arayiiz

e -n: isim ¢cdzme

e -nn: isim ve port ¢dzme

e -v: Ek bilgi

e -w: Kaydetmek

e -r: Dosyadan okumak

e -X: ASCIl formatinda

e -x: hexadecimal formatinda
e -A: ASCIl formatinda



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Agi Dinleme " &

TUBITAK

tcpdump - Filtreleme |

e Prokol

eip, arp, udp, tcp, icmp, ...

med  SUNUCU Ve A8

¢ host, net

med  POrt

e port, portrange

s Kaynak - hedef

e src, dst

sl  Baglama

eand, or

14
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Uygulama - tcpdump |

ethO arayuzundeki trafik

172.20.40.111 sunucusu ile yapilan TCP trafigi
172.20.40.111 sunucusundan gelen ip trafigi

172.20.40.0/24 agindaki web uygulamalari ile yapilan TCP trafigi

192.168.1.10 IP adresinden 172.20.0.120 IP adresine giden RDP trafigi



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Agi Dinleme

TUBITAK

Filter: | (tcp.port == 80) && (ip.addr == 10.20.20103) Hlﬁpression... Clear Apply Save

Mo. Tirme Source Destination Protocol Length Info

62 11. 381640010, 20.20.103 173.194.113. 56 TCP 66 6266 > http [5¥N] Set
67 11.4356430173.194. 39, 215 10.20.20.103 TCP 66 http > 6265 [5YN, AC
68 11.435707010.20.20.103 173.194. 39, 215 TCP 54 6265 > http [ACK] Sed
69 11.4662550173.194.113. 56 10.20.20.103 TCP 66 http > 6266 [5YN, AC
70 11.466323010.20.20.103 173.194.113. 56 TCP 54 6266 > http [ACK] Set
71 11.466787010.20.20.103 173.194.113. 56 HTTFP 1167 GET / HTTR/1.1
72 11.5565210173.194.113. 56 10.20.20.103 TCP 60 http > 6266 [ACK] Set
73 11.5645180173.194.113. 56 10.20.20.103 HTTFP 600 HTTP,/1.1 301 Moved P
75 11. 5696060 10. 20. 20.103 173.194. 39, 215 HTTFP 1166 GET / HTTR/1.1
77 11.6481830173.194. 39,215 10.20.20.103 TCP 60 http > 6265 [ACK] Set
78 11.6909250173.194. 39, 215 10.20.20.103 HTTP 534 HTTP/1.1 302 Found
92 11.766438010. 20.20.103 173.194.113. 56 TCP 54 6266 > http [ACK] Set

108 11. 8894380 10. 20.20.103 173.194. 39, 215 TCP 54 6265 > http [ACK] Set

4o oA

FAFA ASS A R T TS A AT

Lt T e e T B T ol o

a—

e | E— L | —_———

1L

B Frame 78: 534 bytes on wire (4272 bits), 534 bytes captured (4272 bits)

on interface 0

Ethernet II,

Src: Hewlett-_54:7F:56 (00:1F:29:54:7F:56), Dst:

HonHaiPr_39:d0:5¢c (c4:17:fe:39:d0:5c)

Transmission Control Protocol, 5rc Port: http (80), Dst Port: 6265 (6265), Seq: 1, Ack: 1113, Len: 480

# Internet Protocol Version 4, src: 173.194.39.215 (173.194.39.215), Dst: 10.20.20.103 (10.20.20.103)
=

Hypertext Transfer Protocol
+ HTTP/1.1 302 Foundr“n

Location: https://www.google. com.tr/\rn

Cache-Control: private'r'n

CDﬂtEﬂt—I:EE: text,/html; charset=UTF-8%r"n

@080

E% MG MDD
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TUBITAK

(| Follow TCP Stream ENEN

~Stream Content

GET / HTTR/1.1 e
Host: google.com.tr =
Connection: keep-alive

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*%*/*;qg=0.8

User-aAgent: Mozilla/5.0 (windows NT 6.1; wowe4) applewebkKit,/537.36 (KHTML, Tike Gecko)
Chrome,/27.0.1453.110 safari/537.36

¥-Chrome-variations: CLelyQEIjLbIAQiYTskBCKOZYQEIQLbIAQTpTSKBECK
+2yQEIwbblAQjTg80BCI1EYgEIXIXKAQjQhcoB

Accept-Encoding: gzip,deflate,sdch

ACCept-Language: tr-TR,tr;q=0.8,en-us;q=0.6,en;g=0.4

Cookie: SID=DOAAAMOAAABNGEDVDTSBTC-

XOYEMpRBbONhMZ2 TADXpZ GXTXLT7 BLZZWIlugeGuZGOHooe2 7 rbQgx_jwC_0jDY3DSr7ZvDsmckspgj30to0nfxzir
xMdkjSFuXjECTpVen hMSMMhLYth—lWII_rSbSCnMEﬂUAFESJ2prCExlethED_Kq32PﬂBFE4W5Xt4utEbPFFDU
SUgQs/Q79uLc_sS0_40z_BTSMsgPy9TRTgaGM j-BxTwc 1 fvSgUCEBAURGYPELTZzbXxNTyOLKURJZTECIUUL pKakXwvg
i; HSID=ADwwWiQQ_ZBzAOMA-9; APISID=zBa23ivyh9gAkE42T/AVS3IpEBo_vQSviyd2w;
PREF=ID=55Caeb6524554b2df : U=86a6d7aed4ba3b927 :FF=0:LD=en:TM=1371619376:LM=1371641823 :5=Cqw
OXZOWCNC_pyYS; NID=67=0I8Zr8x2x7BEN10g6ulvyly_z3pmMO-

Y4L551kh8wehg_dFML 14wt xn5SNmSRELIZDKwWPgbhe3keNIovnTeQghgv2XYMMI3Nr 35a0f I1vush3visQsvBoxYIv
KWOTs_gnPGSml-tt_9-sBKGLjrpvhe? PMYFOQEZwWPIbtvKbC7 Ko jnuPMkC_EJubu

m

HTTF/1.1 301 Moved Permanently
Location: http://www.google.com.tr/
1

ot ant Tisnns roawvt dhtrmls chaerca+r_1nme @

Entire conversation (1659 bytes) |E|
| End || Saveds || Pt | Asch ) EBCDIC ) Hex Dump ) C Arrays @ Raw
Filter Out This Stmam] [ P— |

A, LT
E* HG MO

&
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Ag1 Dinleme " @
! TUBITAK
== Dinleme Alani

e Anahtarlama cihazlari, trafigi sadece ilgili porta
gonderir

e Bu islemi MAC adresi tablosuna bakarak gerceklestirir

e Hub, trafigi tim portlara gonderir

sl Dinleme Alanini Genisletme

e SPAN port (mirroring)

e MAC adres tablosu doldurma
e ARP zehirlemesi

e Sahte DHCP
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MAC Adres Tablosu

Doldurma
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MAC Adres Tablosu Doldurma " @

TOBITAK
e MAC Adres Tablosu

e VLAN numarasi - MAC adresi - Port numarasi

e Cercevenin (frame) hedef adresine bakilir

e MAC adres tablosunda kayit varsa o porttan gonderilir

e Kayit yoksa tum portlardan gonderilir

e Sahte MAC adresleri ile tablo doldurulabilir - yeni kayit eklenemez
e Anahtar; hub gibi calisir - trafik tim portlara gonderilir
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MAC Adres Tablosu Doldurma "

Anahtarlama

A'dan B’ye ve[>

2

'S o ?@ 1
B’den A’ ’ ’ [
en A'ya vlgl T A’dan B’ye ve>
. +
Arayuz 5 A 2
> B

11213 S 1
S| A X § |
> Ne 7
7, ©
S B m
R |

21
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MAC Adres Tablosu Doldurma " O

TUBITAK

:~# macof -d 10.1.1.1 -n 100000 -i ethl
S Ta lu 4660 b3 ' 3431 6d 0 U.U.U.0. 32295 = 22: S 1016801417:1016801417(0) win 512
91 3b:26:9f 5:8f:9c:2f: 6 9 0.0.0.0.52559 = 10.1.1 3: S 796897861:796897861(0) win 512
:cl: :46:8b:e5 7e:1c:67:2c:f7:97 0.0.0.0.57470 > 10.1. f: S 454174648:454174648(0) win 512
1:34:cbh:56:ad:c7 bb 2d:69:f:b9:52 0. .42346 > 10.1.1.1 797 3: S 1920781511:1920781511(0) win 512
:92:a3:5f:f6:9f af:6c:2d:b:b6:45 0. .5892 > 10.1.1.1.1112: S 1761318001:1761318001(0) win 512
:f7:f7:59:57:d6 59:1f:24:c:e9:23 0. 4361 > 10.1.1.1.27855: S 1197395665:1197395665(0) win 512
:76:34:57:55:ab a:Gd:22:15:db:12 .0. 6602 > 480: S 1450029921:1450029921(0) win 512
:75:c:0:1c:7e 63:a5:6:11:23:8 / > 10.1. 1 : 337386:589337386(0) win 512
:cc:e3:4a:a2:3a 24:9a:bl: 1u bc: BD .0. 35117 > 10. 1 11145660u4.1114566084{0} win 512
:f5:da: 27 2:1d a5:8a:fl1:12:a5:53 0.0. 668 = 10.1.1.1.52433. 7053242:1987053242(0) win 512
:85:66:8:2a:4d 37:40:99:49:d1:84 0.0. 4797 > 10.1.1.1.15164: 4’14 73:874714773(0) win 512

OSSE  »



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
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ritch#show mac address-table dynamic
Mac Lddress Table

DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC
DYNAMTC

Hh M W R3O0 s

o ofny B oW
5 o] @ M =1 LA Ao

k3 Hy tho=1 [

0
o
s
W

§
=)
§
=)
§
=)
§
=)
§
=)
§
=)
§
=)
§
=)
§
fa
-
=)
-
=)
-
=)
-
=)
-
=)
-
=)
-
=)
-
=)
-
=)
-
=)
-
=)
-
=)
-
fFa
-
fFa
-
=)
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TUBITAK

Uygulama

Saldiri 6ncesi Saldir Saldiri sonrasi
trafik analizi trafik analizi
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e Y

Ceem

™

4[ Bir portta kullanilabilen MAC sayisinin kisitlanmasi ‘

)

e interface fastethernet 0/1

e switchport mode access

e switchport port-security

e switchport port-security maximum 2

25
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ARP Zehirlemesi
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TUBITAK

Adress Resolution Protocol
L2’de IP adresleri yerine MAC adresleri kullanilir

IP adresinden MAC adresi 6grenme mekanizmasi

e
pdressResolutionProtocol
2o P adresleryerine MACadreserikullanir
P adresinden MAC adres ofrenme mekanizmas
stek broadeast, cevapunicast

istek broadcast, cevap unicast
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ARP Mekanizmasi . “ @

TUBITAK

Anahtar ARP Anahtar diger

cevabini iletir portlardan ARP

192.168.1.15 ' istegini ile*" 192.168.1.15
kim? benim

ARF REQUEST
From:192.168. 1.5 - (DODO.5820.6E04)
To:192,168. 1. 15 - (FFFF.FFFF.FFFF)

ARP REPLY
From:192,168.1. 15 - {0002, 1600.9300)
To:192.168. 1.5 - (D000, 58320, 6E04)

PC-PT PC-PT
1P:193/68.1.5 MAC:0000.5820.6E04 IP:192.168.1.15 MAC:0002.16DD.980D

IP:192.1658.1.10 MAC: 00D0.D3AT. A4D

192.168.1.15 IP adresi 192.168.1.15

0002.16DD.980D MAC

adresinde olmadigindan cevap

vermez

28
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ARP Mekanizmasi

ARP

42 who has 192.168.0.17

N4

TUBITAK

Tell 192.168.0.114

1 0.000000 HonHaiPr_6e:8b:24 Broadcast
2

0.004081 D-Link_0Ob:22:ba

HonHaiPr_G6e:8b:24 ARP

46 192.168.0.1 is at 00:13:46:0b:22:ba

Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
Ethernet II, Src: HonHaiPr_6e:8b:24 (00:16:ce:6e:Bb:24), Dst: Broadcast
Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IP (0x0800)

(Ff:FF:FF:FFiFFIFF)

Hardware size:
Protocol size:

&

opcode:

sender
sender

4 ARP Request

request (1)
MAC address: HonHaiPr_6e:8b:24 (00:16:ce:6e:8b:24)
IP address: 192.168.0.114 (192.168.0.114)

| Target

MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00) |

Target

IP address: 192.168.0.1 (192.168.0.1)

0. 000000 HDnHaiPr_EE:ﬁE:24 Broadcast
0.004081 p-Link_0b:22:ba HonHaiPr_Ge:8b:24 ARP

© "42 who has 192.168.0.17 Tell 192.168.0.114
46 192.168.0.1 is at 00:13:46:0b:22:ba

Frd W

Frame 2: 46 bytes on wire (368 bits), 46 bytes captured (368 bits)
Ethernet II, Src: D-Link_0b:22:ba (00:13:46:0b:22:ba), Dst: HonHaiPr_6Ge:Bb:24 (00:1l6:ce:6e:8b:24)
Address Resolution Protocol (reply)

Hardware type:
Protocol type:

Ethernet (1)
IP (0x0800)

Hardware size: &

Protocol size: 4

opcode: reply (2)

Sender MAC address:| D-Link_0Ob:22:ba (DD:13:4E:Db:22:baﬂ
Sender IP address: . .0, . L0.1)

Target MAC address: HonHaiPr_6e:8b:24 (00:16:ce:6e:8b:24)

Target

IP address: 192.168.0.114 (192.168.0.114)
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ARP Zehirlemesi “ @

TUBITAK

ARP Zehirlemesi |

ARP mekanizmasinda kimlik dogrulama yok

Bagska bir IP adresi icin ARP cevabi donebilirsin

L2’de cerceveler kurban yerine saldirgan tzerinden gider

Ag gecidine yapilirsa tim subnet dinlenebilir

[ NORMAL TRAFiK ZEHIRLENMi$ ARP BELLEGI
edef makine anahtar yonlendirici hedef makine anahtar yonlendirici
saldirgan saldirgan
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AP RS

ARP Zehirlemesi |

o

e Sadece bulunulan subnet icin yapilabilir

e Yonlendiricide Proxy-ARP varsa diger subnetlere
cikabilir

e Sadece bagli olunan anahtar degil, tim subnet
dinlenebilir

e Yonlendirme acgilmazsa trafik saldirganda sonlanir -
baglanti coker

e Ek yontemler kullanilmazsa sadece acik metin
bilgiler elde edilebilir
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ARP Zehirlemesi . “ @

TUBITAK

ARP Zehirlemesi |

ml  YONnlendirme acik mi kontroli

e # cat /proc/sys/net/ipv4/ip_forward
e 0->vyonlendirme kapali, 1 ->yonlendirme agik

meed  YONlendirme acma

e Anlik yapilandirma
e # sysctl -w net.ipv4.ip_forward=1
e Kalici yapilandirma

e [etc/sysctl.conf dosyasi icerisinde “net.ipv4.ip_forward = 1”
parametresi ayarlanir

o # sysctl -p /etc/sysctl.conf
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Uygulama |

ARP
Zehirlemesi Trafik Analizi
Saldirisi

Yonlendirmenin

Acilmasi
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DHCP Sunucu IP Adres Havuzunun
Tiiketilmesi ve Sahte DHCP
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Y

IP adresi, ag gecidi, DNS sunucu gibi ag ayarlarini dagitir

UDP protokoli
DHCP istegi (request) - broadcast
Ik cevap veren DHCP, ayarlari belirler

Kimlik dogrulama yoktur
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Y

ODOEEEH

i | P H [n] 4 | JH,- L=k Y L
Source Destination Protoo + Length  Info
Time Source Destination Protoc + Length Info "
GND. Time Source Destination Protoo = Length Info
T 1 0.000000 0.0.0.0 255.255.255.255 DHCP 314 DHCP Discover - Transaction ID Ox3did
- 2 0.000295 192.168.0.1 192.168.0.10 DHCP 342 pHCP offer - Transaction ID Ox3dld
]H Fr 3 0.070031 0.0.0.0 255.235.255.255 DHCP 314 DHCP Reguest - Transaction ID Ox3dle
l Et\ Fra 4 0.070345 192.168.0.1 192.168.0.10 DHCP 342 DHCP ACK - Transaction ID Ox3dle
= I
f; US‘H Eth‘! Frame 4: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)
= Bo+H INTE o pthernet II, Src: Dellcomp_ad:f1:9b (00:08:74:ad:f1:9b Dst: Grandstr_01:fc:42 (00:0b:82:01:fc:42)
| ¥ USeN 5 Internet Protocol version 4 src: 192.168.0.1 (192.168.0.1)| Dst: 192.168.0.10 (192.168.0.10)
|5 BOOl yser patagram Protocol, Src Port: bootps (6/), Dst Port: bootpc (68)
| M€ - Bootstrap Protocol
| Hf Message Type: Boot Reply (2)
] Hz Hardware type: Ethernet (0x01)
B : HC Hardware address length: 6
@ | Tr Hops: O .
' Se Transaction ID: Ox00003dle
1 B BC seconds elapsed: 0
[: Cl = Bootp flags: 0x0000 (Unicast)
‘ ¥ Client IP address: 0.0,0,0 (0,0,0,0)
' Ne | Yyour (client) IP address: 192.168.0.10 (192.168.0.10) |
\ Re NexXT serwver LF address: U, U, 0.0 (U, U, U, u)
‘ Cl relay agent IP address: 0.0.0.0 (0.0.0.0)
; Cl Client MAC address: Grandstr_01:fc:42 (00:0b:82:01:fc:42)
E | 5¢ Client hardware address padding: 00000000000000000000
= BC server host name not given
Mz Boot file name not given
E [ = Of Magic cookie: DHCP
£ = option: (53) DHCP Message Type
@ & E Length: 1
i P @mop DHCP: ACK (5)
| B of IWWEW&'I Time value
1 & F option: (59) Rebinding Time wvalue
& | E option: (51) IP Address Lease Time
& @ Of @ option: (54) DHCP server Identifier
-q‘ of option: (1) Subnet Mask
mof © option: (255) End

P

Padding
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Sahte DHCP Sunucusu |

st Sahte IP adresi ve ag gecidi

e Trafik saldirgan tzerinden gegirilir
e Trafik dinlenebilir ve degistirilebilir
e MIM

=y Sahte DNS

e DNS cevaplari degistirilir

e Kullanici sahte - web sayfalarina yonlendirilir
e Sosyal muhendislik

e istemci tarafi zafiyet somiirme



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

DHCP Sunucu IP Havuzu Tiiketme Saldirisi “ @

TUBITAK

DHCP Sunucu IP Havuzu Tiuiketme Saldirisi

Surekli farkli Normal

DHCP IP . . hte DHCP
MAC adresleri kullanicilar DHCP servis Sanie

havuzu . . o . sunucudan IP
icin IP adresi icin IP adresi disi kalir

kisithdir alinir

istenir kalmaz
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DHCP Sunucu IP Havuzu Tuketme Saldirisi

— 7 IEInE

e Yersinia aracl ile DHCP IP havuzunu tiuketme

39
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VLAN Hopping
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* Yerel alan agi tGzerindeki kullanicilarin mantiksal olarak gruplandiriimasidir.

* Her VLAN sadece kendi broadcast paketlerini alir.
e Daha verimli bantgenisligi, daha fazla glivenlik

 802.1q etiketleme (tagging)

; VLAN 20
VLAN 10 Accounting

Publishing @ @
ccounting
S
Publishing ]

1

wwao 1 & &

Security Security Security

ccounting
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_ VLAV opolns SRS

e Varsayilan olarak anahtar portlari “Dynamic Desirable” modundadir

e Porta takilan cihaz bilgisayar ise port “access” moda gecer
e Porta takilan cihaz anahtar ise port “trunk” moda gecer
e Saldirgan hedef anahtara, kendini anahtar gibi tanitir

e Tum VLAN'lere erisebilir

e (conf-if)# switchport mode access

-— = TR R I R R — - -

42
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VLAN Hopping Saldirisi "

 Gift Etiketleme (Double Tage
* Cercevelere iki adet 802.1q basligi eklenir

* jlk eklenen baslk ulasiimak istenen VLAN numarasi

e Sonra eklenen baslik native VLAN numarasi

* Native VLAN varsayilan olarak VLAN 1

* |lk anahtar birinci bashgi cikarir

* |kinci anahtar ikinci VLAN bashgini okur ve ilgili VLAN’e paketi gonderir

native hedef hedef

VLAN VLAN

g—%—'ﬁ—g

Saldirgan Hedef

43
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ﬁ/ Agi Dinleme

44
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Aktif Cihaz Sizma Testi
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Ic agdan elde
edilen envanter
bilgileri

Tarama Ag! dinlemek
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Tarama

Acik portlar

e TCP/22 SSH

e TCP/23 Telnet

e TCP/80 HTTP

e TCP/443 HTTPS
e UDP/161 SNMP

mmmad NMap -sS -p22,23,80,443 --open

e ISletim sistemi tespiti

smmd Versiyon tespiti
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Trafigi dinlemek |

CDP

STP

Yonlendirme protokolleri

VTP
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Kaba kuvvet HTTP
2l bl acikhiklar

_L Hydra | —‘ Nmap | —‘Ci;fglg:,?ebralj
—r Metasploit | —r Metasploit | —r Metasploit |
—r Nmap | —rSnmpcheck‘

—rSnmpwaIk‘
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_“ TUBITAK

Kaba kuvvet saldirilari

e HTTP(S)
e SNMP

e Telnet

e SSH

Parola korumasiz HTTP arayuzleri

Sistem yoneticilerinde bulunan yapilandirma yedekleri

Sistem yoneticilerinde bulunan parola dosyalari

Agi dinlemek

e Telnet
e SNMP
e HTTP

Basit parolalar

Tuam cihazlarda ayni parolanin kullanilmasi
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Kaba Kuvvet Saldirisi ]

-,

e -| : Kullanicr adi

e -L : Kullanici listesi

e -p : Parola

e -P : Parola listesi

e -V : Denemeleri goster

e -e nsr: Bos, ayni ve tersini dene
e -f: ilk dogru sonucta sonlandir

e -M : Hedef sunucu listesi

e -0: Dosyaya yaz

= Kullanim

e Hydra <secenekler> hedef IP servis
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:~# hydra -L userlist.txt -P passwd.txt -e nsr -V -f 10.1.1.1 telnet
Hydra v/. 4.2 (cJ2012 by van Hauser/THC & David Maciejak - for (egal purposes only

Hydra (http://www.thc.org/thc-hydra) starting at

[WARNING] telnet is by its nature unreliable to analyze reliable, if possible bette
[DATA] 4 tasks, 1 server, 4 login tries (1:1/p:4), ~1 try per task
[DATA] attacking service telnet on port 23

[ATTEMPT] target 10.1.1.1 - login "cisco" - pass "cisco" - 1 of 4 [child 0]
[ATTEMPT] target 10.1.1.1 - login "cisco" - pass "" - 2 of 4 [child 1]

[ATTEMPT] target 10.1.1.1 - logln "c15c0" - pass "ocsic" - 3 of 4 [child 2]

”"!'T'=””'"1 target 10.1.1. jin “passwa” 4-.0f 4 [child 3]
'[ ] host: LlNn: password:
{STF‘LTUJJ attack TInmistead Tor 10 I I T (vatia pair fournd)
1 of 1 target successfully completed, 1 valid password found
Hydra (http://www.thc.org/thc-hydra) finished at
P ~#

Telnet ‘ HTTP

SSH ‘:"SNMP

©)9 2 ©
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:~# nmap -sU -pl6l 10.1.1.1 -sV -sC --script snmp-brute -n -Pn

Starting Nmap 6.25 ( http://nmap.org ) at
Nmap scan report for 10.1.1.1

Host is up (0.001ls latency).

PORT STATE SERVICE VERSION

161/udp open snmp SNMPv1 server (public)

| _snmp-brute:
|| private - Valid credentials

| public - Valid credentials

MAC Address: 00:0B:5F:18:80:00 (Cisco Systems)
Service Info: Host: Switch.test

Service detection performed. Please report any incorrect results at htt
Nmap done: 1 IP address (1 host up) scanned in 1.80 seconds

~# |

(GO
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: ~# snmpcheck -t 10.1.1.1 -c private -w
snmpcheck.pl v1.8 - SNMP enumerator
Copyright (c) 2005-2011 by Matteo Cantoni (www.nothink.org)

med  SNmpcheck

Try to connect to 10.1.1.1
Connected to 10.1.1.1
CE+artinag antmaration ot
Write access enabled!

1 1U., L. 1.1 1N U, Vs SeCOoNds
i
s I

-t: Hedef IP adres

-p: port numarasi

-c: Topluluk adi

-w: Yazma hakki kontroli

OSea s
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CAIN - SNMP ile Yapilandirma Cekilmesi |

" File View Configure Tools Help

laweonmmn[Hy 2 s uommEeoen 0 0

& Decoders @ Network |EE Sniffer |@ Cracker |48 Traceroute |FE CCDU I[(.;'_'i,]] Wireless ﬁj Query

Timestamp IP Address | SMNMP R/W Community Filename

F ™
Cisco Config Duwnload;' - - u

i

— Device Hosthame / [P Address

[1071.1.1 |
—SMMP Read afrite Commmunity

Iprivate ;I

— Pratacal

l . Cancel |

SLoEe
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CAIN - SNMP ile Yapiland

irma Cekilmesi |

v

TUBITAK

File View Configure

Tools Help

| @

+ CHALL CHALL E @ .
Wl SEODE PO H-I- @ | @ 5, %) 6D

EEO®E @2 i

({% Decoders

@ Metworlk ﬁ'ﬂ Sniffer (-.fi? Cracker

ﬁ Traceroute

EA ccou [47 wireless

D Query

Timestamp

IP Address

SNMP B/W Community

Filenarme

2 p-15:24:01 10111

private

1011.1_RunningConfig_2013

[=10.1.1.1_RunningCorfi_201 MEME vt £ |

28.bet

[
(=]

= e
T N

[

(=)

Ce
=]

1

o =1 @ N L B

(=]

wn

!
version 12.2
no service pad

service timestamps debug datetime msec
service timestamps log datetime msec

service password-encryption

hostname Switch
1

enable password 7| 0822455D0A16

username cisco password ?|1511021F0?25 |

no aaa new-model

ip subnet-zero
ip routing

ip domain-name test

SLoEe
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[510.1.1.1_RunningCorfig_201 NS v¢ £ |

[ [ [ [ I [ =

-] &y R B LD [

L T v B

-] &y R B LD B

version 12.
no service
service tim
service tim
SErViCE pPasSsSWOLo

! Your Password iIs cisco

hostname Switch
1

enable password 7| 0822455D0A16 Decrypt another Password

username cisco password 7| 1511021F0725

no aaa new-model

ip subnet-zero

ip routing

ip domain-name test

@00

E% MG MDD 57
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&Y Telnet 10.1.1.1

lzer Access Ueprification

llzername: cisco

Password:

SwitchX>en

Password:

Suwitchit

Switchitsh run

Building configuration...

?urrent configuration = Y827 hytes
version 12.2

no service pad

seprvice timestamps debug datetime msec
cservice timestamps log datetime msec
feruice password—encryption

huﬂtname Switch
¥

énahle password 7 A822455DBA16
.

username cisco password 7 1511821 FA725

TUBITAK
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Zafiyetler " &

TUBITAK

Erisim kontrol listelerinin olmamasi
Anahtarlarin giivenli bir agda olmamasi
Password yonteminin kullaniimasi
HTTP ve HTTPS kullanimi

SNMP v1,2 kullanimi

Telnet kullanimi

Tek kullanici olmasi (ortak kullanimi)

Port guvenliginin olmamasi

Basit parolalar
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Uygulama

Nmap ile
anahtar tespit
edilir

SSH servisine
hydra ile kaba
kuvvet saldirisi

yapilir

SNMP
servisine
nmap ile kaba
kuvvet saldirisi

yapihr

SNMP topluluk
Nul
kullanilarak
yapilandirma
dosyasi ¢ekilir

Password ile
sifrelenmis
parola kirthr
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ﬁ/ Agi Dinleme
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Anahtar Yapilandirma

Denetimleri

62
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Anahtar Yapilandirma Denetimleri " @

Parola Olusturma Yontemi

—

e Sifrelenmemis parola e MD?5 sifreleme
uretir e Geri ¢evrilemez

* “service password- e Sozlik saldirisi
encryption” gerekli

e Saniyelericinde kirilir
e Geri cevrilebilir, zayif
algoritma

63
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Anahtar Yapilandirma Denetimleri “ @

TUBITAK

Kullanici YOnetimi

Kullanici
yonetimi

Merkezi Yerel

Parola
degistirme
zorlugu

Kullanici
yonetimi
zorlugu

RADIUS
sunucular

Ortak parola Tek kullanici
kullanimi olmasi



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Anahtar Yapilandirma Denetimleri " @

YOonetimsel
servisler

PORT STATE SERVICE REASON
23/tcp open telnet syn-acl

STATE SERVICE REASOMN
7 closed| telnet | |reset



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Anahtar Yapilandirma Denetimleri

v

TUBITAK

Servis Glivenligi |

Guvensiz

e HTTP(S)
e Telnet
e CDP

e SNMP

Guvenli

e SSH
e Konsol erisimi
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Anahtar Yapilandirma Denetimleri " @

SNMP Guvenligi |

e Acik metin

SN EATEEPAE o Kullanict yetkilendirme yok
e Guvenlik SNMP topluluk ismine bagl

SN M P V3 e Sifreleme yetenegi

e Kullanici yetkilendirme

1\ 4

{Erigim Kontrol Listesi

67
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Anahtar Yapilandirma Denetimleri " @

TUBITAK

Port Glivenligi |

Bir porttan kac kisinin aga baglanabilecegi
Bir porttan hangi MAC adreslerinin baglanabilecegi

Yontemler

e MAC kisitlamasi
e 802.1x
e NAC

MAC kisitlamasi

e MAC sayisini kisitla
e protect, restrict, shutdown
¢ ARP zehirlemesi saldirilarini 6nlemez !!
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Tesekkurler
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