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Exploit ve Payload kavramlari

Exploit Veritabanlari

Exploit araclari (frameworks)

Metasploit Framework
Msfconsole
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Post-exploitation
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Yazilim veya donanimlarda bulunan hata ve a¢ikhliklari, bu yazilim veya

donanimdan beklenmeyen ve istenmeyen sonuclar doguracak sekilde

kullanan kod parg¢asi veya komut dizini
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Zafiyet tetiklendiginde isletilecek kod dizisi

Hedefe sizildiginda yapilmak istenen isler

Assembly dili kullanilir

Platform ve OS bagiml
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Zafiyet, Exploit ve Payloac

Zafiyet
insan

Exploit
Sosyal Mihendislik
Payload

Para transferi

p—

Password?
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Zaflyet

e MS08 067 Netapi zafiyeti

s EXploit

e Metasploit MS08 067 exploit moduli

s Payload

e Kabuk erisimi
Kullanici ekleme
Dosya yukleme
e Arka kapl agma
e Meterpreter
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Uygulamalarin servis disi kalmasi
Sunucularin servis disi kalmasi
Sistem calisirhginin zarar gérmesi

Ag trafiginde ve sunucularda yavaslik - gec cevap verme

Yapilandirma degisiklikleri

Gizli bilgilerin ifsasi

Arka kapi unutulmasi
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Exploit
Turleri

Yerel Hak | Istemci
Yikseltme |} Tarafi
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Sunucu Tarafi |

meed  Zafiyet, sunucu Uzerinde dinleyen serviste bulunur

medl  Uzaktan kod calistirma ve servis disi birakma

Kullanici etkilesimi gerekmez
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Istemci Tarafi |

Zafiyet, istemci uygulamasinda bulunur

e internet tarayicilari

e Medya oynaticilari

e Dokliman okuyucular

e Run-Time Environments

istemci uygulamalarinda siklikla zafiyet cikmaktadir

Kullanici haklari ile erisim elde edilir

Kullanici etkilesimi gerekli

Sosyal muhendislik saldirilariile birlikte kullanilir
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Istemci Tarafi |

Saldirgan zararli Istemci Istemci
kod iceren uygulamalari bu bilgisayarinda
kaynaklari hazirlar kaynaklara erisir zararl kod calisir
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Yerel Hak Yiikseltme

Kisith haklara sahip kullanicidan daha e uid 0, root
yuksek haklara sahip kullaniciya atlama * Administrator, SYSTEM

Yerel hak
ylkseltme

Yiksek yetkiler ile
calisan
uygulamalarin
somarilmesi

Kernel saldirilari

Race conditions

Yetki kontroli
tamamlanmadan
bir programin
calistiriimasi

csrss.exe,
SUID programs winlogon.exe,
Isass.exe

SLoEe
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EXP LD I I 7 7
Currently Archiving Exploits
DI I I I I B I Is E - Updated (CVE And Archive):

HOME BLOG GHDB ABOUT REMOTE LOCAL WEB DOS SHELLCODE PAPERS SEARCH SUBMIT

M acunetix ¥ DOWNLOAD YOUR FREE TRIAL NOW

The Exploit Database OO =

¥ i [E 0
The Exploit Database (EDB) - an ultimate archive of exploits and ACKING-DATA3ASE
vulnerable software. A great resource for penetration testers,
vulnerability researchers, and security addicts alike. Our aim is to
collect exploits from submittals and mailing lists and concentrate
them in one, easy to navigate database.

Date Description
2012-05-05
2012-05-04
2012-05-04
2012-05-03
2012-05-01

2012-05-01

L L4 L L Ld <

2012-04-30

www.exploit-db.com

©O88
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Exploit Veritabanlari

New Malware Strain Locks Up Computers
Unless Ransom Is Paid

Recent Files &

[Anl Exploits [ Advisories | Tooks“\ {Whitepapersw \"Other \

Contact

Apple Patches
Serious

Security Holes
In iOS Devices

Cybercrims
Dump Email For
Irresistible
Twitter,
Facebook Spam

Apple Logging
Passwords In
Plain Text

NeXus Infotech CMS SQL Injection

Authored by gr00Ove_hack3r

tags | exploit, remote, sql injection
D5 | £91e35acddfd42bg50acdfbca218051b

NeXus Infotech CMS suffers from a remote SQL injection vulnerability.

Posted May 7, 2012

Download ' Favorite  Comments (0)

| k2| Follow us on Twitter
3 Fotiowus on Facebook

LZA\_“ Subscribe to an RSS Feed

Recent News &

McAfee Founder Booked On Drug, Weapons
Charges, Report Says

Hacker Team Emerges Claiming Credit For
Military Cyber Rampage

MI6 Code Breaker Found Dead After
Returning From Black Hat

Adobe Posts Fix For Critical Flash Flaw

Lockheeds Bags $454m To Tool Up
Pentagon's Cyber Crime Center

Users Ignoring Facebook Privacy Measures
Chinese Passports To Get Chipped

Sixth LulzSec Hacker Indicted By US
Authorities

U.K. Ministry Of Defense Tries To Play Catch
Up With Hackers

Anatomy Of An Online Bank Robbery

View More News —

packetstormsecurity.org

TUBITAK
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Exploit Veritabanlari

Exploit-db ‘den
MS03 026 : Hedef sunucuda
Wy Kodun Exploit
zafiyeti icin : oturum elde
: derlenmesi calistirilmasi : )
exploit edilmesi

aratiimasi
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TUBITAK

Exploit arama (manuel)

Farkh exploit kodlari (en ideali?)
Kodun derlenmesi

Kodun duzeltilmesi

Hedef sistem versiyon tespiti
Exploit kararli calismayabilir
Her exploit tek payload calistirir

Farkli payload icin koda midahale gerekli

Post-exploit kisitl veya mimkun degil (etkilesim imkani kisitl)
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Exploit kodunun Kodun yeniden Her exploit ile istenen

payload kullanimi

calistirllmasi icin kullanimi ve
kararli ortam modulerligi

\

Immunity Canvas

CANVAS «

—— COoOREeE=

S imeRcT Core Impact
@met asploit” Metasploit
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Metasploit
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Exploit calistirma ve gelistirme araci
H.D. Moore, 2003

Acik kaynak kodlu

Ruby ile yazilmis

Exploit moddlleri incelenebilir
Rapid7 Grini

Metasploit Community ve PRO

Nexpose ile entegre calisma

ﬂae
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LIBRARIES

TOOLS

S

INTERFACES

Console

CLI

WEB
PLUGINS BA Pro & commun ity
Editions

GUI

/-—\_\ Pro & community
v Editions

Armitage

- |

MODULES
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Exploits

e ——
(oot

e Acikligi somiren kod parcasi

sl Payloads

e Exploit edildikten sonra elde edilen haklar ile hedef sunucuda ¢alistirilan kod pargasi

e ENCOders

e Antivirus, IPS/IDS gibi sistemleri atlatmak i¢in kodlama

s Auxiliary

¢ Yardimci modiiller

E— Post

e Exploit edilmis sistemde saldiriyi ilerletmek icin ¢alistirilan kod parcasi
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Kullanici Arayuzleri |

=] Msfconsole

* Metasploit konsol arayizi

— Msfcli

¢ Betikler ile birlikte kullanilabilecek komut satiri arayizi

me]  Msfpayload

* Payload Uretici

— Msfencode

* Payload kodlayici, IDS, IPS ve anti-viriis’lerden korunma

s WEB

¢ Metasploit PRO ve Community

memn]  Armitage
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Exploit arama |

-

e Excellent: Servis disi birakmayan basarili

e Great: Hedef sistemin versiyon bilgisini tespit eder ve
otomatik ayarlari yapar

e Good: Genel yapilandirmada duzgtin calisir

e Normal: Tam olarak hedef sistemin versiyon bilgisini
tespit edemez

e Average: Guvensizdir
e Low: Nadiren duzgin calisir
e Manual: Cok gluivensizdir, genelde servis disi birakir
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= A
addres=ss

Zervice

umae
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Fame

Lutomati

m=f exploit (m=sC
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e Stagers + Stages

e Baglantiyi ve istenilen islevi beraber yapar
e Tek is gerceklestirmek icin

e Ornek: adduser, exec, shell_bind_tcp

S

e Baglantiyi gerceklestirir

e Kicuk boyutta ve glvenilir

e Bliylk boyuttaki payload’lari (Stages) hedef sisteme ylkler
e Ornek: bind_tcp, reverse_tcp, reverse_http

N

e Hedef sistemde kompleks islemler gerceklestirme yetenegi
e Stages tarafindan yuklenir

e Bliylk boyutta olabilir

e Ornek: meterpreter, shell

39
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msf exploit (ms08

PAYLOAD =» windows/

msf exploit (m=08_06 etapi) how options
Module options (exploit, I w2/ smb/ms08 067 netapi):
escription

target address=
the 5SME =ervice port

g , e —
pipe name to use [BROWSER,

Payload

Name
EXITFUNC ] Y Exit technigue:
LEORT Y I li=zten port

target addr

=

Exploit target:

Id Hame

Automatic Targeting



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

msfconsole

TUBITAK



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Uygulama

Msfconsole Exploit Payload

baglatin ayarlayin ayarlayin Exploit
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Meterpreter
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Payload Kullaniminda Kisitlar “ @

Her bir payload tek bir is gerceklestirebilir

e Kullanici ekleme
e Belirli bir porta kabuk baglama

Yeni process olusturulmasi alarm uretir
Diskte dosya olusturulmasi alarm Uretir

Dinamik 6zellik ekleme imkani yok

Her bir yeni ozellik icin tekrar exploit gerekli

Kabuk erisimi kabuk komutlari ile sinirli
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Linux kabuk benzeri komut satiri

DLL enjeksiyonu ile ¢alisir

Yeni process olusturmaz

Baglandigi process’in haklariile calisir

Dinamik olarak modul — 6zellik ekleme kapasitesi

Kabuk disindaki komutlari calistirma yetenegi

Bircok farkl isi gerceklestirebilir

e Kabuk erisimi alma
¢ Kullanici ekleme, silme

Post exploit moddlleri
Sifreli iletisim

istikrarli, esnek ve dinamik exploit ortami


https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

TUBITAK

EXITFUNC

PORT



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Meterpreter



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Meterpreter

SBITZBMA4R:



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Meterpreter

TUBITAK

-

hddre==
Ll ’



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

B — Y



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Meterpreter

post/windows, gi
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Dumping
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INDOWS\System32\cmd.exe

uments and Settings\Administrator>ipconfig

IP Configuration

et adapter Local Area Connection:
Connection—specific DNS Suffix . : localdomain
IP Addeess. = o « o = o » =» » » » = 192.168.126.130
Subnet Mask . . . . . . . . . . . = 255.255.255.09
Default Gateway . . . . . . . . . = 192.168.126.2
uments and Settings\Administrator>ipconfig

IP Configuration

et adapter Local Area Connection:

Connection—specific DNS Suffix . : localdomain

IP AddEess. = o « o = o » » » » » = 192.168.126.130
Subnet Mask . . . . . . . . . . . = 255.255.255.09
Default Gateway . . . . . . . . . = 192.168.126.2

uments and Settings\Administrator)
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:\WIND
: \WINDO
WINDOWS

\WINDOWS 3
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e ? | help

e background
e exit

e |oad

e migrate

® run

e getsystem
e hashdump
e timestomp
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e cat

e cd

e download | upload
e edit
°|s

e mkdir
* mv

e pwd
°rm

e rmdir
e search
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I

e idletime

e screenshot

e keyscan_start
e keyscan_stop
e keyscan_dump
e record_mic

e webcam_list

e webcam_snap
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e clearev
® execute
e getpid
e getuid
e kill

® pS

e reboot
e shutdown
* reg

e shell

e sysinfo
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Uygulama

Ekran
goruntusu
alin

Msfconsole Exploit Payload : Hak Ozetleri
Exploit . :
baslatin ayarlayin ayarlayin yukseltin alin
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