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Acik sunucularin tespiti

Ag topolojisi kesfi

Acik portlarin tespiti
Versiyon tespiti
Isletim sistemi kesfi

Zafiyet tespiti
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Kesif Turleri
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_ Kesi Tirerl =

 Agin dinlenilmesi

— Tcpdump ‘
— Wireshark

e ARP tablosu

e Aktif paket gobnderme
— Nmap
— Hping
— Scapy

— Ping, tracert, vb.
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Kesif Turleri

TUBITAK

Wireshark

Ethernet; 65

Fibre Channel | FDD]| IPvd: 35

Address 4
101001010
10.10010.20
10100120.19
10100120.22
10100120.32
10100120.51
10100120.62
10100.120.63
10.100120.63
10100120.72
10100120.81
10100120.81

~ Address B

1010012082
10.100120.82
10.100.120.255
10.100.120.255
10.100.120.255
10.100.120.255
10.100.120.255
10.100.120.255
224.0.0.252
10.100.120.255
255.255.255.255
224.0.0.252

1pv6: 16 | 1Px: 1| 1x74 | nice | rsve | scrp | cp: 2| Token Ring | uDP: 64| Use | wian

22

=
[=]

0
0
0
0
0
0
0
0
0
0

IPvd Conversations

22 2240
1628
1776

35328
15552
88 320
35328
85 320
150
88 320
684
128

< |

0

756
1776
35328
15552
88 320
35328
88320
150
88320
684
128

4 Packets A—B 4 Packets 4 Bytes 4 Packets A—~B { Bytes A—~B 4 BytesA—E 4 RelSta »
2240 0,000

872 0,061 _
0 26,910
0 6921
0 21,488
0 11,169
0 7,298
0 3,008
0 16,996.

0 1,082

0 21,003

0 21,261 .
»

Name reselution

[ Help H Copy

[] Limit to display filter

Follow Stream
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Kesif Turleri

ARP Tablosu

BN Komut Istemi |- B | (]

Microsoft Windows L[Silirim 6.1.76811
Telif Hakki <c?> 28809? Microsoft Corporation. Tiim haklar

C:sxUserssortakrarp —a

Arabirim: 18.1880.1880_.39 —— Hxd
Internet Adresi Fi=ziksel Adres Tiiril
19.188.184.1 H-—ca—?h—8e-fHA-54 dinamik
14.188.14d8.52 "H-5a-ht—2a—-898-db dinamik
14.184.184.84 c3—ch-h8-52-f3-fc dinamik
19.188.184. 255 Ff—ffff—fffr—fr-=f statik
224.8.8.22 A1-A0—5e—-HAA-HA-16 statik

224.8.8.251 A1-AA-5e-AA-88—fhb statik
224.8.8.252 A1-BA-5e-A8-BA—fc statik
239.192.8.8 A1 -Al-5e-48-00-808 statik
239.192.152.143 A1-B8-5e—-48-98-8f statik
239.255.255.25A A1-80-5e-f—ff-fa statik
255255255255 3 et i e i S i e 3 e statik

Arabirim: 122.168.147.1 —— @x1?
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_" TUBITAK
— B\ VA

e Ag tarama aracl

e Acik kaynak kodlu

e Ucretsiz

e Yaygin kullanim

e Genis bir topluluk destegi

e Gucli

e Bircok isi tek basina yapabilir
e Her platformda calisir

e jyi dokiimantasyon

[

\
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_“ TUBITAK

Sunucu kesfi

Ag topolojisi kesfi

Port taramasi

Servis ve versiyon tespiti
isletim sistemi tespiti
Guvenlik duvari tespiti
Zafiyet tespiti

Kaba kuvvet saldirisi

Exploit



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

_“ TOBITAK

MNelaMEICINEN!

o SYN Taramas| Servis ve Versiyon

e TCP Taramasi TeSpiti
e UDP Taramasi

Ping Taramasi

isletim Sistemi

Zamanlama Betik Taramasi "
Tespiti

Blyuk Aglarin
Taranmasi

IPS/IDS Atlatma
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NMAP Ping Taramasi
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NMAP Ping Taramasi “ @

! TUBITAK

Acik sunucularin tespiti

# nmap -sP 172.20.1.0/24

e ICMP echo request

e TCP 443 portuna SYN

e TCP 80 portuna ACK

¢ |CMP timestamp request

Lokal agda “ARP scan”

q
1
b
!
1
L
1
l
q

13
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NMAP Ping Taramasi

TUBITAK

-sP

Starting Hmap 6.25 |

Mmap scan report for

Host i= up

MAC Address: 00:50:56:¢ (VHware)
Mmap scan report for L16l1.2

-
]

&
Host i= up (0.0003 latenc
MAC Address: 00:50:56:E4:80

&

rI
S9F (VHware)

L1el1.132

L™

o =

Mmap scan report for 152.1
Host i=s up.
Mmap =can report for
Ho=t is up (0.00046s 1] ncy) .
Addre=s=zs: 00:50:56:EE:1D:06 (VHware)
256 IP addresses (4 hosts up) scanned in 6.26 seconds

k]

grep "Hmap =scan"™ cut —-d' ' -f5

Lol B B e

W w0
Fa R B3 BRI O
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NMAP Port Taramasi
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NMAP Port Taramas " “ &

TUBITAK
Port
TCP/IP SYN TCP UDP UDP
. IEICINEN .
Temelleri IEICINER . IEICINER Temelleri IEICINER
Secenekleri
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TCP/IP Temelleri "

OSI Referans Modeli |
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Katmanlar ve Protokoller

TUBITAK

Application

Presentation

HTTP Telnet FTP

Hyper Virtual File
Text Terminal Transfer

Transport Protocol :
Protocol Protocol

TFTP

Trivial
File
Transfer
Protocol

Session
TCP UDP
Transport (Reliable Datagram Service) (Unreliable Datagram Service)
IP
Network Addressing, Routing, Fragmentation
: 802.3 802.4 802.5
Data Link CSMA/CD Token Bus Token Ring Fbb!
(Ethernet)
Physical Physical Medium (Token Ring, 10Base-T, 100Base#¢lc...)

18
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TUBITAK

Ornek: DNS Protokolii "

|
,Ad* mail.yahoo.com 8

-~

Uygulama Katmani (L5)

s DNS Servisi

DNS Sunucu

N

Tarayici

DNS S.Q. “mail.yahoo.com”
|

A4

Tasima Katmani (L4)

I
DNS S.Q. “mail.yahoo.com”

\I/

ubP

Ag Katmani (L3)

\L :
1 71%
IP  UDP  DNSS.Q. “mail.yahoo.com” IP  UDP  DNSS.Q. “mail.yahoo.com”
4 \lI/ 4 = N\
Veri Bagi Katmani (L2) "N Veri Bagi Katmani (L2)
| s 7
Eth. IP  UDP  DNSS.Q. “mail.yahoo.com” Eth. IP  UDP  DNSS.Q. “mail.yahoo.com
v o ar.a.vuz'?r' : |
A | =
Fiziksel Katman (L1) S >| Fiziksel Katman (L1)
& ) F|Z|ksel IIetlm & )

Uygulama Katmani (L5)

N
DNS S.Q. “mail.yahoo.com”

]
|

Tasima Katmani (L4)

A
DNS S.Q. “mail.yahoo.com”
I

> UDP

! Ag Katmani (L3) \
\ L
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TCP/IP ile iletisim

X Y
I =
Host X e‘ HostY
Application Router A Router B Router C Application
Transport - Transport
Network Network
Data Link Data Link Data Link Data Link Data Link
Physical Physical Physical Physical Physical

v
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_TCP TR

* Baglanti yonelimlidir

* \Verilere sira numarasi eklenir

* Veriler parcalara bolinebilir

e Guvenilirdir

e Akis kontroli mekanizmasi vardir

e Cift yonludur

21
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TCP 3’lu el sikisma

SYN

%
% AC*

Veri Transferi

|
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_TCP TR

Bayraklar

°' ‘°
0’ ,o

23
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SYN Taramasi . “ @

TUBITAK

RST

KAYNAK HEDEF
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NOBREICINEN

rootESGE:~% nmap -85 10.0.0.1 -p22,23,25

Starting Mmap 6.25 [ http://nmap.org ) at 2(
Hmap scan report for 10.0.0.1
'Host is up (0.0013= latency).
PORT STATE SERVICE
'22/tep filtered ssh

123/tcp closed telnet

25/tcp open smtp

Hmap done: 1 IP address (1 host up) scanned

rootBSGE : ~#

Filter: lip.addr ==10.0.0.1

Source

10.100.120. 102

10.100.120. 102
10.0.0.1

Destination Protocol Info

(4

TUBITAK

H » ‘ Expression... Clear

10.0.0.1 TCP 40131 = telrnet [SYN] Seq=0 Win=10

10.0.0.1 CP 40131 > smtp [RST]

Seq=1 Win=0 Le
telnet = 40131 [RST, ACK] s
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SYN Taramasi “

CLOSED

OPEN

—m

k’w/ RSTIACK
% R*p
KAYNAK } KAYNAK HEDEF

HEDEF

——

FILTERED FILTERED
Wh

‘ o %
|

KAYNAK HEDEF f KAYNAK HEDEF

Wh

ICMP unreachable

26
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Terimler - Port Durumlari “ @

! TUBITAK
| OpEN

e Porta erisim var
e Bir servis dinliyor

closed

e Porta erisim var

e Guvenlik duvari trafigi filtrelemiyor
e Port Uzerinde dinleyen bir servis yok
e Ornek: Sunucu RST donmiis
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Terimler - Port Durumlari “ @
. ! TUBITAK

e Cevap alinamamis
e Guvenlik duvari trafigi filtrelemis
e Port acik veya kapali olabilir

sl Open|filtered

e Cevap alinamamis

e Guvenlik duvari filtrelemis olabilir
e Uygulama cevap donmemis olabilir
e UDP taramasi
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Port Taramasi ‘ | @

TUBITAK

Onemli Port Numaralari

21-FTP 443 - HTTPS

22 - SSH 445 - SMB, Microsoft-DS
23 - Telnet 514 - RSH
25 - SMTP 902 - VMware
53 (UDP) - DNS 1433 - MSSQL
80 - HTTP 1521 - Oracle
110 - POP3 3306 - MySQL
139 - Netbios 3389 - RDP

143 - IMAP 5900 - VNC

161 (UDP) - SNMP

8080, 8081 - Proxy, Uygulama Sunucu

WWW.iaha.org @080

29
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Port Taramasi “ @

TUBITAK

En sik kullanilan 1000 port --top-ports 10

-p 80,443,445-447 -F (fast)

-sU -sT -pU:53,T:21-25,80

Tum portlar: -p1-65535

rootESGE:~#% nmap -8S --reason 10.0.0.1 --top-ports 10 =-n

Starting Nmap 6.25 ( http://nmap.org ) at
Nmap scan report for 10.0.0.1
Host is up, received reset (0.00089s latency).

PORT STATE SERVICE REASON
21/tcp closed ftp reset
22/tcp filtered ssh no-response
23/tcp closed telnet reset
25/tcp open smtp syn-ack
80/tcp open http syn-ack
110/tcp open pop3 syn-ack
139/tcp open netbios-ssn syn-ack
443/tcp closed https reset
445/tcp open microsoft-ds syn-ack

3389/tcp closed ms-wbt-server reset

Nmap done: 1 IP address (1 host up) scanned in 1.30 seconds
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maed POrt Taramasi ile Sunucu kesfi

e Sunucular ping’e kapali ise
e Ozellikle dis taramalar veya sunucu blogu taramalari

e # nmap -sS --top-ports 10 --open 172.20.1.0/24 -PN -n

31
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# nmap -sT 10.0.0.1 -PN -n -p80
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SYN Taramasi - TCP Taramasi " @

TOBITAK
SYN Taramasi

Filter: |ip.addr == 10.0.0.1 ‘l > | Expression... Clez

Source Destination Protocol Info

10.0.0.1 10.100.120.102 TCP http = 39649 [SYN, ACK] Seq=0 A
10.100. 120,102 10.0.0.1 CP 30649 > http [RST] Seqg=1 Win=0

TCP Taramasi
Filter: |i|::.ac|c|r ==10.0.01 || > | Expression... Clear
Source Destination Protocol Info
10.0.0.1 10.100.120.102 TCP http = 41656 [SYN, ACK] Seq=0 Ack=1
10,100,120, 102 10.0.0.1 TCP 41656 = http [ACK] seq=1 Ack—l Win=14

10.100.120.102 10.0.0.1 CP 41656 = http [RST, ACK] ¢
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SYN Taramasi - TCP Taramasi " @

TUBITAK

NAREICINES TCP Taramasi

e 3’| el sikisma e 3’| el sikisma
tamamlanmaz tamamlanir

e SYN+ACK gelirse RST ile e SYN+ACK gelirse ACK
baglanti kapatilir ile baglanti tamamlanir

e Sunucuda kayit e Sunucuda baglantiya
tutulmaz iliskin kayit tutulur

e Root hakki gerektirir e [sletim sistemi TCP
e Paketlere miidahale connect() metodu

gerekli kullanir, root hakki

gerektirmez
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UDP Temelleri "

OSI Referans Modeli |
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UDP Temelleri

o |letisim sirasinda baglanti olusturmaz

v

TUBITAK

e Hata denetimi yoktur

e Kaybolan paket yeniden gonderilmez

s Veri aktarimi hizhidir

e Multimedia i¢in uygundur

=] Dogrulama mekanizmasi yoktur

e |P sahteciligi yapilabilir

Ornek kullanim alanlari

e DNS
e DHCP
e Multimedia
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# nmap -sU -p161 10.0.0.1

* Uzun zaman alir (timeouts)

Belirli portlar:
— DNS (53), TFTP (69), DHCP (67-68), NTP (123), SNMP (161-162)

Bos UDP paketi gonderir

Versiyon tespiti ile birlikte calistiriimal

37
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UDP Taramasi " @

' TUBITAK

rootEEEEr~% mmap -sU —--top-ports 10 -Pn -n —--reason 10.0.0.254

Starting MNmap 6.25 ( http://nmap.org )
Hmap =can report for 10.0.0.254
Hos=st i=z up, receiwved user-=zet (0.005&6=2 latency).

PORT STATE SERVICE EEASCH

53/udp filtered domain port—unreach from 152.168.20.100
67 /udp open|filtered dhcps no-response

123/udp open ntp udp-response

135/udp filtered msrpc port-—unreach from 1592.168.20.100
137/udp filtered netbios-ns port-—unreach from 1592.168.20.100
138/udp filtered netbios—dgm port-unreach from 192.168.20.100
161/udp open sSnmp udp-response

445/udp open|filtered microscft-d= no-response

631/udp filtered ipp port-unreach from 192.168.20.100
1434/udp filtered m=s—-sgl-m port-—unreach from 152.168.20.100

Hmap done: 1 IP addres=s (1 host up) =sScanned in 6.10 =econds

T —

O 38
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UDP Taramasi " @

TUBITAK

OPEN

Upp Pake,,
UDP cevap

HEDEF SUNUCU
FI LTERED

CLOSED

HEDEF SUNUCU

OPEN | FILTERED

Upp paken ) pake'

‘ Other \CMP umeachab\es

cevap yok

HEDEF SUNUCU HEDEF SUNUCU
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_" TOBITAK

W Ping Taramasi

[_ Blyuk Aglarin Taranmasi

41
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_" TOBITAK

Servis, Versiyon ve

Isletim Sistemi Tespiti

42


https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Servis ve Versiyon Tespiti

Port Uizerinde c¢alisan servisin tespiti

e Uygulama belirli portta calismak zorunda degil
e TCP/443 portunda SSH calisabilir

v

TUBITAK

Portta calisan uygulamanin versiyonu

e |SC BIND DNS veya Microsoft DNS
e |SC BIND DNS versiyon numarasi

nmap-service-probes veritabani

e Uygulama protokoll (FTP, SSH, ...)

e Uygulama adi (ISC BIND, Apache httpd, ...)
¢ \ersiyon numarasi

e Sunucu adi

e Cihaz tlird (yazici, yonlendirici, ...)

e isletim sistemi ailesi (Windows, Linux, ...)

43
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Servis ve Versiyon Tespiti

TUBITAK

rootE3GE:~¥ mmap -sT 10.100.120.136 -n -Pn

Starting Hmap 6.25 | http://nmap.org )
Mmap =scan report for 10.100.120.136
Host iz up (0.00076= latency).

Hot shown: 297 closed ports

PORT STATE SERVICE

22/tcp open ssh
B0/tcp open http
443/tcp open https

Mmap done: 1 IP address (1 host up) scanned in 0.10 =zeconds
rootESGE:~# nmap -sT 10.100.120.136 -n -Pn[—aVv ]

Starting Hmap €.25 { http://nmap.org )
HNmap =can report for 10.100.120.13&
Ho=st i= up (0.000&85= latency).

Not shown: 997 closed ports

FCET STATE SEERVICE VERSICH

2Z2/tcp open =Ssh CpenS5H 5.3pl Debian 3ubuntu7? (Ubuntu Linux; protocol 2.0)
BO/to open  teopwrapped

443/ tocp open SsSh CpenSS5H 5.3pl Debian 3ubuntu7 (Ubuntu Linux; protocol 2.0§

Service Info: 05 Linux; CPE: cpe:fn:linux:linux_kernel

Service detection performed. Flease report any incorrect results at http://mmap.org
Hmap done: 1 IP address (1 host up) scanned in 34.04 =zeconds

44
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Servis ve Versiyon Tespiti ? “ @

! TUBITAK

GSCE:~#% nmap -sU -pl6él 10.1.0.3 -Pn -n

Starting Nmap 6.25 ( http://nmap.orqg )
Nmap scan report for 10.1.0.3

Host is up.

PORT STATE SERVICE

161/ucdp open|filtered snmp

Nmap done: 1 IP address (1 host up) scanned in 2.08 seconds
root@SGE:~% nmap -sU -pl6l 10.1.0.3 -Pn -n |-sV

Starting Nmap 6.25 ( http://nmap.oxrg )
Nmap scan report for 10.1.0.3
Host is up.

PORT STATE SERVICE.AERSIQN
161/udp open snmp SNMPv1l sexrver (public)
Service Info: Host:

Service detection performed. Please report any incorrect results a
Nmap done: 1 IP address (1 host up) scanned in 2.21 seconds
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GGl GrSi R

 -iLip_listesi.txt
e 192.168.1-255.0-255
« 192.168.1.0/24 10.0.0.0/16

 192.168.1-255.1-10,254

Cikti Yonetimi |
- Y mr--:_,_—_—_—_—™>y;—mmmmm w  -w:yr: rm e R — — — — — — —_— —_I_ e

e -oN: Normal (Okunabilir)

 -0G: Grepable (Parsing)
e -0oX: XML (Veritabanina atmak icin)

e -0A: Tum formatlarda
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e Ping taramasi ile 172.20.0.0/24 ve 172.20.40.0/24 ag
bloklarindaki acik sunucularin tespiti

e Grepable formatindaki ¢ciktidan acik sunucularin liste
olarak cikarilmasi

e Liste olarak cikarilan sunuculara versiyon ve isletim sistemi
tespiti yapiimasi

e 22/SSH, 3389/RDP ve 80/HTTP servisleri acik olan

e Liste olarak cikarilan sunuculara SYN taramasi yapilmasi }
sunucularin tespiti 1
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W Ping Taramasi

[_ Blyuk Aglarin Taranmasi
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Betik Taramasi " @

TUBITAK

Nmap Scripting Engine |

*  Lua programlama dili

*  Ag kesfi

*  Gelismis servis tespiti
» Zafiyet tespiti

* Arka kapi tespiti

» Zafiyet somiirme
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-sC (--script=default)
--script “default and safe”

sl Kategoriler

auth
brute
default
dos
exploit
intrusive
malware
safe
version
vuln
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Betik Taramasi “ @
- - TUBITAK
s Betik veritabaninin giincellenmesi

e # nmap --script-updatedb

== Betik aramak

e #|ocate *.nse | grep telnet

mm  Betik calistirmak

e # nmap -sS -p23 10.0.0.1 --script telnet-brute
e #nmap -sU -p53 10.0.0.1 --script “dns-*”
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org/book/man-lega html™

. Or A « L1
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Betik Taramasi

nmap -—--sScript-

not

T 57
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Betik Taramasi » ”

TUBITAK

Betik Taramasi versiyon tespiti yapilmazsa sadece varsayilan portlara uygulanir

-l

P
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Betik Taramasi " @
! TUBITAK
ma  Kullanisli birkac betik

e *_-brute.nse

e *-info.nse

e dns-recursion

e dns-zone-transfer

e http-slowloris-check
e ms-sql-info

e ms-sql-dump-hashes
* nbstat

e smb-check-vulns

e smb-enum-users

e smb-enum-shares
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Kullanish birkag betik - *.brute.nse

e ftp-brute

e ftp-anon

e ms-sql-brute

e mysqgl-brute

e oracle-sid-brute
* snmp-brute

e telnet-brute

e vmauthd-brute
® vnc-brute
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¥ mmap —--=2cript nbstat 192.168.20.100 -Pn

Starting Hmap 6.40 { http://mmap.org )
Mmap scan report for 19%2.168.20.100
Host iz up (0.00093= latency).

STATE BV

—
[ I A} L L
e -

et 2

FELETT

i et 0]

LT

i ot 0}

HetBIOS ) (VHware)

<unigque><active:>
<groupr<active>
UEITAE<]1c <group><active>
Cl<20> <uniquex<active:
UBITARE< 1> cunicgues<actives

11h i L

IPF address (1 1] up) scanned in
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W Ping Taramasi

[_ Blyuk Aglarin Taranmasi
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Zamanlama, IPS/IDS

Atlatma
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Zamanlama “ @
- TiBITAK
-T paranoid|sneaky| polite| normal|aggressive |insane

e -TO (paranoid) :5 dk

e -T1 (sneaky) :15sn

e -T2 (polite) : 0.4 sn

e -T3 (normal) :Varsayilan tarama, paralel tarama
e -T4 (aggressive)

¢ -T5 (insane)

--max-retries 2

--host-timeout 30m
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Zamanlama " @
! TUBITAK
mad Paralel Taramanin Kapatilmasi

e -TO|1]|2

e --scan-delay 1

e --max-parallelism 1
e --max-hostgroup 1
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e Y

e Paketler arasi sureyi uzat

Zamanlama e Paralel taramayi kapat

Fragmentation o -f

e —-source-port
e Kaynak portu 80 olan bir baglanti daha glivenilir olabilir

Kaynak portu

Tarama sirasini e —-randomize-hosts
ka ristirma e Sira ile taramayi engeller

e Gonderilen paket geri donmez
e UDP trafigi icin mantikli

IP sahteciligi

Guvenlik duvari ve |[Bhnit
IPS/IDS tespiti * —-badsum
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W Ping Taramasi

[_ Blyuk Aglarin Taranmasi
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Buyuk Aglarin Taranmasi
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Buyuk Aglarda Tarama

Blylk aglarin kiicuk alt aglara bolinmesi

¢ Ornekleme kiimesi alinabilir

v

TUBITAK

s [P kesfiicin ping taramasi kullanimi

isim ¢dziimleme yapilmamasi (-n)

med  Hizli tarama segeneklerinin kullaniimasi

«-T4|5

® -max-retries

e --host-timeout

e Paket kaybi yasanabilir (timeouts)
e Servis disi kalma

s Taranacak sunuculara yakin (yiksek hizl) konumdan tarama

e Ag performansi en yuksek bolge
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Bliylik Aglarda Tarama

=== PoOrt taramasinda dikkat edilecekler

¢ En sik kullanilan portlari kullan

e --top-ports

o-F

e Belirli portlari tara

e Guvenlik duvarindan izin verilen portlara kisitla

v

TUBITAK

= Taramayi yavaslatan tarama secenekleri

e VVersiyon tespiti

e isletim sistemi tespiti
® Betik taramasi

e UDP taramasi

med  GUvenlik duvari yapilandirmasini degistirme

e Kapali portlar icin RESET veya ICMP unreachables donmeli

==mml |P bloklari ve adresleri istenebilir
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Buyuk Aglarda Tarama

I

v

TUBITAK

B class ag blogu verilmis

e 10.0.0.0/16

Tum blok taranamaz

Her bir C class icin asagidaki tarama yapilir

e .1,.254, ilk 10 IP adresi
e # nmap -sP -n -T5 10.0.0-255.1-10,254 -0A out
e 11 adet C class tarama siiresi (muhtemelen daha uzun)

Elde edilen acik sunucularin oldugu bloklar taranir

e # cat out.gnmap | grep Up | cut -d’ ‘ -f2 | cut -d’:" -f1,2,3 | sed ‘s/S/\.0\/24/’ |
sort | uniqg > iplistesi.txt
e # nmap -sP -n-T5 -iL iplistesi.txt -0A out
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Diger NMAP Tarama

Turleri
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NULL, FIN, XMAS Taramas _ f A4

TUBITAK

=] SYN, ACK ve RST icermeyen paketler

mumed NULL

e Hicbir bayrak isaretlenmez

— B\

e Sadece FIN bayragi isaretli

mumed XMAS

* FIN,PSH ve URG bayraklari isaretli

Durumlar

Closed Open |Filtered
Hedef cevap donmez Hedef ICMP unreachable déner

Filtered

Hedef RST doner
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ACK Taramasi ? “ @

TUBITAK

=  ACK bayragi isaretli paket gonderilir

=l Portun open veya closed oldugu anlasiimaz

= Filtreleme olup olmadigi tespit edilir

mem Durum

e Unfiltered

e Hedef RST doner

e Port open veya closed durumdadir
e Filtered

e Hedef cevap vermez

e Hedef ICMP unreachables doner
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SYN "from"” zombie
— — Sl
! SYN/ACK ! SYN/V

IP ID = 31337 IPID = 31338

! SYN/ACK s

Rtm-:.'::.-
IPID=31339 =
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(1 ©
-y

SYN “from" zombie

S =
T ¢
,;’p (no response)

! SYN/ACK

IPID = 31337 4

! SYN/ACK ﬂ

RS
IPID = 31338 &5
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SYN "from"” zombie
i ——
! SYN/ACK ! (no responsc)
F:mﬁf' : = r'.="
IPID = 31337 4

! SYN/ACK

r
£

l;m-si >
IPID =31338 ==
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EVEREICINES
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e “Bir veya birden cok tehdit tarafindan
istismar edilen varlik veya varliklar
grubunun zayifligi” —1SO 27005

e “Sistem guvenlik prosedurlerindeki,
tasarimindaki, uygulanmasindaki, veya icra
edilen ve glvenlik acigl veya sistemin
glvenlik politikasinin ihlali ile sonuclanan
dahili kontrollerdeki gucsuzlik veya zayiflik

- NIST

85


https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr

Zafiyet YOnetimi ” | “ @

TUBITAK

Politika
tanimla

Zafiyet ve
politika ihlali
kesfet

Surddr ve
izle

Zafiyetleri Zafiyetleri

azalt onceliklendir
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Zafiyet Taramasi

Banner ve
versiyon
tespiti

Zafiyet
Yapilandirma Kesif

incelemesi . .
Yontemleri

Uygulama
davranis
analizi

I,

! TUBITAK

Protokol
versiyon
tespiti
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Zafiyet Tarayicilar

= Nmap NSE

= Nessus

= Microsoft MBSA
= NeXpose

R nexpose | ..
) (S)Ap'NTVAS u Q‘ DpenVAsl

= eEye Retine

= GFI LanGuard -
A\ Microsoft’

QualysGuard B ‘Baseline Security Analyzer

= Secunia PSI

Y
@

Nessus
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Zafiyet Veritabanlan |

sl Open Source Vulnerability Database (OSVDB)

e http://osvdb.org/

= NIST National Vulnerability Database

e http://nvd.nist.gov/

s Common Vulnerabilities and Exposures (CVE)

e http://www.cvedetails.com/
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e Ajan kurmadan yama eksikligi testi
e Zayif yapilandirma tespiti

e Port taramasi

e Servis tespiti

e Kullanici denemesi

e Exploit uygulanabilirligi

e Yetkili (credential) tarama yetenegi
e 55000+ plugin

e Raporlama ozellikleri

&g .,
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€& - C  [Xbirs//192.168.126.129:8834/register/ Q®r © =

'&) Nessus’

Thank you for installing Nessus, the world leader in vulnerability scanners. Nessus will
allow you to perform:

High-speed vulnerability discovery, to determine which hosts are running which

services
Agentless auditing, to make sure no host on your network is missing security

patches
Compliance checks, to verify and prove that every host on your network adheres to

the security policy you defined
Scan scheduling, to automatically run scans at the frequency you select

And more!

During the next steps, we are going to create an administrative account and register
your scanner with a Plugin Feed, which we will download. You will need an Activation
Code before you can use Nessus; if you do not have an Activation Code already, please
go to http://www.nessus.org/reqgister/ to get one now.

Get started >

O 94
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ik Kullanicinin Olusturulmasi |

& - O  [xpt#rs//192.168.126.129:8834/reqister/ Q@ O =

I'Iessus

First, we need to create an admin user for the scanner. This user will have
administrative control on the scanner; the admin has the ability to create/delete users,

stop ongoing scans, and change the scanner configuration.

Login:|egitim| |
Password: seee |
Confirm Password: eess |

= Prev Next =

Because the admin user can change the scanner configuration, the admin has the
ability to execute commands on the remote host. Therefore, it should be considered
that the admin user has the same privileges as the "root" (or administrator) user on the

remote host.

SIoEL

AK
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Aktivasyon Kodu Elde Edilmesi/Girilmesi

L C & pi¥rs//192.168.126.129:3834/register/ SN < @

I'Iessus‘

As information about new vulnerabilities is discovered and released into the public
domain, Tenable's research staff designs programs ("plugins") that enable Nessus to
detect their presence. The plugins contain vulnerability information, the algorithm to
test for the presence of the security issue, and a set of remediation actions. To use
Nessus, you need to subscribe to a "Plugin Feed" to obtain an Activation Code.

I already have an Activation Code

I will use Nessus to scan my work network

I will use Nessus to scan my home network

Optional Proxy Settings

< Prev Next =

==
SIOISIO/
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“ C | % hitr//192.168.126,129:8834 register/ 0QQ; O =

&« C | X ht#rs//192.168.126.129:3834/downloading/ Qi O

I'Iessus‘

Successfully registered the ¢
Successfully created the use

Next: Download plugins > Please wait...

o ——

The Nessus server €« C' [ pi#rs//192.168.126.129:8834/loading/ SN - Tk @
take some time a¢

Then, the Nessus Nessus

vulnerability scanner
and, therefore, tak d
the plugins are do

Since this operatid N€SSUS is initializing

-

Please wait...

Yoo
@ E™ :‘: kD 97
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Nessus - Kurulum

Username

Password

Sign In To Continue

Looking for the older Flash interface?

tenable

network securit
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- = =< - === —_— —

€ C & bi#ps://192.168.126.129:8834/htmi5.htmi#/results OF < i

NeSsSUS' vuinerobitty scann

0
Results Scan Queue Scan Templates Policies Users Configuration

l!f Results ® Upload O Options W

€ No reports have been generated for this account. Reports can be generated by creating a new scan using the menu ab

OSSE %
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ﬂg System Configuration

G Nessus Advanced Settings

allow_post_scan_editing

D auto_enable_dependencies
x Advanced Settings auto_update
auto_update_delay

cqgi_path

checks_read_timeout

disable_ntp

disable xmilrpc

dumpfile

global max_hosts

Ves

yes

yes

24

fegi-bin:/scripts

Ves

no

fopt/nessusivar/nessus/logs/nessusd dump

30
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NeSSUS vulnerability scanner EODWENSHon & Sueod
. :

Results Scan Queue Scan Templates Policies Users Configuration

Policies Filter Policies
H v Name A Visibility Created By
] External Network Scan shared Tenable Policy Distribution Service
] Internal Network Scan shared Tenable Policy Distribution Service
] Prepare for PCI-DSS audits (section 11.2.2) shared Tenable Policy Distributicn Service
] Web App Tests shared Tenable Policy Distributiocn Service
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Politika Secenekleri |

Policy General Settings

Setting Type | Basic -

Mame  igAd Taramalan

Visibility shared R
| Q
Cescription klik taramasi
Allow Post-Scan Report Editing | PMVate

Update Cancel
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Ayarlari |

Setting Type | Fort Scanning - |

FPort Scan Range | default
Consider Unscanned Ports as Closed [
Messus SNMP Scanner
netstat portscanner (SSH)
Ping the remote host
Metstat Portscanner (W)
Messus TCP scanner [

Messus SYM scanner

Update Cancel
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Setting Type | Performance '|

Max Checks Per Host 5
Max Hosts Per Scan a0
Metwork Receive Timeout (seconds) 5

Max Simultaneous TCP Sessions Per 800
Host

Max Simultaneous TCP Sessions Per 2000
Scan

Reduce Parallel Connections on
Congestion

Use Kernel Congestion Detection (Linux [
only)

Update Cancel
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Gelismis Ayarlar

Policy General Settings

Setting Type | Advanced -

Safe Checks

Silent Dependencies

Log Scan Details to Server

Stop Host Scan on Disconnect [

Avoid Sequential Scans

Designate Hosts by their DMNS Mame [

Update Cancel
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Kullanici Bilgisi Ekleme |

Policy Credentials

Credential Type Windows credentials a

| Q

Windows credentials

S5H settings

Kerberos configuration

Cleartext protocols settings

SMB domain (optional)

SMB passwaord type |F'asswnrd v

Additional SMB account (1)

Additional SMB passward (1)

Additional SMB damain (optional) (1)

Additional SMB account (2)

Additional SMB password (2)
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o Policy Plugin Configurations Enable All | | Disable Al

(51 AL Local Security Checks 10554
(=110 =l Backdoors 89
y

* enabled [RECETIET 2627
(=500 CGlabuses : X55 M
L CISCO 297
(=5 =l CentOS Local Security Checks 1455
enabled L 73
enabled EEEGLELS 303
(=50 Debian Local Security Checks 2692

(= =10 0 Default Unix Accounts 31

Denial of Service 102
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NeSSUS vulnerability scanner SRR & o

Resuits

Scan Templates Policies Users Configuration

Scan Queue

&4 Scan Templates 4 NewScan  © Optons v Filter Templates

e

Mame ic agtaramasi

| . Type Run Mow -

Palicy lc Ag Taramalari v

ScanTargets | 192.162.126.0/24

NeSSUS vulnerability scanner coum akan ek Db
1

Results Scan Queue Scan Templates P Configuration

-$— Scan Queue + NewScan & Options v
Upload Targe

m Cant Name Created By Start Time v

—— & ic ag taramasi egitim June 13, 2013 11:54:32
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NESS US’ \ erabilit | Help & Support Sign Out

Resultz an Queue 0 g SErs Configuration

0
W Filter Options Audit Trail

ic ag taramasi

E Vulnerability Summary e | 2
Q@ vunerabiities L5 —_—
critical Ubuntu 10.04 LTS/ 11.04 71110/ 12.04 LTS : firefox vulne. .. Ubuntu Local Security Checks 1
@ critical Ubuntu 10.04 LTS/ 1140/ 12.04 LTS /1210 : firefox regre... Ubuntu Local Security Checks 1
critical Ubuntu .04 LTS/ 10.04 LTS /10,107 11.04 7 11.10 : fresty... Ubuntu Local Security Checks 1
E Ubuntu 10.04 LTS/ 1110/ 12.04 LTS / 1210 : firefox vulne... Ubuntu Local Security Checks 1
critical Ubuntu 10.04 LTS/ 1110/ 12.04 LTS /1210 : firefox vulne. .. Ubuntu Local Security Checks 1
critical Ubuntu &.04 LTS/ 9.10/ 10.04 LTS/ 10.10 : firefox, firefo... Ubuntu Local Security Checks 1

Ubuntu 10.04 LTS/ 10.10 : firefox, xulrunner-1.9.2 vulnerab. .. Ubuntu Local Security
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H Export Scan Results

O

@ Export Results

Export Format

Select chapters to include

Hosts Summary (Execty

HTML N
Q,

Messus vl

Messus

MNBE export
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|
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Nessus Scan Report

Table Of Contents

Vulnerabilities By Plugin

L] 47161 (1) - Ubuntu 8.04 LTS / 10.04 LTS : firefos. firefox-3.0. xulrunner-1.9.2 vulnerabilities (USM-930-1)

] 47856 (1) - Ubuntu 8.04 LTS £ 10.04 LTS : firefox. firefox-3.0. xulrunner-1.9.2 wulnerability (USM-957-2)

u 49805 (1) - Ubuntu 6.06 LTS /5.04 LTS /9.04/910/10.04 LTS /10.10 : openssl vulnerabilities {(USMN-1003-1)

u 50044 (1) - Ubuntu 6 06 LTS /804 LTS /9.04/9.10/10.04 LTS / 10.10 : linux. linux-ec2. linux-source-2.6.15 vulnerabilities (JSM-1000-1}

u 50046 (1) - Ubuntu 9.10 / 10.04 LTS / 10.10 - webkit vulnerabilities (USN-1006-1)

L 52526 (1) - Ubuntu 8.04 LTS /9.10/10.04 LTS /10.10 : firefox. firefox-{3.0.3.5}. xulrunner-1.9.2 vulnerabilities (USN-1049-1)

] 52579 (1) -Ubuntu 8.04 LTS /910 /1004 LTS /10.10 : firefox. firefox-{3.0.3.5}. xulrunner-1.9.2 regression (USH-1049-2)

] 55070 (1) - Ubuntu 8.04 LTS /9.10/10.04 LTS 7 10.10 : firefox. firefox-3.0. firefox-3.56. xulrunner-1.9.2 wulnerabilities (USH-1112-1)
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