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 SQL Server, Domain Controller Uzerine
kurulmamali

* Kurulursa, veritabanina gerceklestirilecek basarili
oir saldiri ile tUm domain kaynaklar riske girer

* Veritabani sunucusu Active Directory’eait olmal
mi?
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e Veritabani sunucusu;
— DMZ’e
— Ic aga konmamali
— Hem ic agdan hem de internetten izole edilmeli
— Kesinlikle dogrudan internete acilmamalidir.
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e DMZ (De-Militarized Zone)

— Dogrulanmamis kullanicilarinkurumun yerel alan agina girmesini
engelleyen bir sistemdir. Internet Gzerinden gelen kullanicilara
aciktir, fakat yerel alan agina baglanti yapilmasini engeller.

e Firewall

— Yerel Alan Agi Uzerindeki bilgisayarlari internet Uzerinden
gelebilecek saldirilara karsi koruyan, yerel alan agi ve internet
arasindaki ag trafigini, tanimlanan kurallara gore denetleyen
yazilim.veya donanim ¢6zumleri.
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* Saldiri Tespit Sistemi (IDS)

— Potansiyel veya gercek zamanl bir saldiriyi belirleyerek
engelleyebilen yazilim veya donanim ¢ozUmleridir.

* Saldiri Engelleme Sistemi (IPS)
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Kurum i¢i ve kurum disi son kullanicilar:
* Veritabani sunucusuna dogrudan baglanmamal

* Veritabanina uygulama sunucusu Uzerinden
erismeli

* Kullanicinin uygulama sunucusuna erisimi de
firewall.Uzerinden olmali.

* Internet erisimi varsa guvenlik duvari Uzerinden
TCP 1433 ve UDP 1434 portlar ile named
instance’larla ilgili diger portlara gelen trafikler
engellenmeli
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Veritabanina sistem yoneticilerinin erisimi;
Yerel Agdan;
* Veritabani DMZ'i ve Uygulama Sunuculari DMZ'i ayrilmali

* Firewall’a IP ve Port bazh kurallar tanimlanarak i¢ agdan
sadece adminlerin RDP veya SQL Server Management
Studio Uzerinden baglanmasi saglanmali

* ¢ agdanerisim icin de SSL kullaniimali
Internetten;
* internet Uzerinden yonetimsel islemler yapilmamal

* Internetten islem yapilacaksa; VPN kullanilmali. VPN icin,
ek olarak sertifika ve smart card kullanilmasi zorunlulugu
getirilmelidir.
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= SQL Server Installation Center = | =

Planning = Hardware and Software Requirements
Installation Yiew the hardware and software requirements.

hMaintenance :h Security Decumentation
Toolks Wiew the security documentation.

FIT]
|

[TT]
|

Resources Online Release Motes

[TT]
(AN

Advanced Yiew the latest information about the release,

Options \jb How to Get 5CL Server Data Tools

SOL Server Data Tools provides an integrated environment for database developers to
carry cut all their database design work for any 5CL Server platform.

ﬁ Systern Configuration Checker

Launch a tocl to check for conditions that prevent a successful SCL Server installation,

ij Install Upgrade Advisor

Upgrade Advisor analyzes any SOL Server 2008 B2, SCL Server 2008 or S50L Server 2003
compeonents that are installed and identifies issues to fix either before or after you
upgrade to SCL Server 2012,

Online Installation Help

L]
(AN

Launch the online installation documentation.

How to Get Started with S0L Server 2012 Failover Clustering
Read instructions en how to get started with SCOL Server 2012 failover clustering.

T
(RN

How to Get Started with a PowerPrvot for SharePoint Standalone Server Installation

FIT]

Microsoft™ Read instructions on how to install PowerPivot for SharePoint in the fewest possible

s ., SQL Ser\{erZGlz steps on a new SharePoint 2010 server,

@080 .,
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T SQL Server Installation Center HE
#n
Planning i= Hardware and Software Requirements
Installation Yiew the hardware and software requirements.
Maintenance Eh Security Documentation
Tools Yiew the security documentation.
Resources i= Online Release Motes =
Advanced Yiew the latest information about the release.
Options \j How to Get SCOL Server Data Tools
SCL Server Data Tools provides an integrated envircnment for database developers to

carry cut all their database design work for any SCL Server platform,

ﬁ Systemn Configuration Checker

Launch a tool to check for conditions that prevent a successful SQL Server installation,

\j‘ Install Upgrade Adviser

2 Upgrade Advisor analyzes any 50L Server 2008 R2, SOL Server 2008 or SCL Server 2005
components that are installed and identifies issues to fix either before or after you
upgrade to S0OL Server 2012,

Online Installaticn Help

I
(NN

Launch the online installation documentation.

How to Get Started with 0L Server 2012 Failover Clustering
Read instructions on how to get started with SCL Server 2012 failover clustering,

FIT ]
il

How to Get Started with a PowerPivot for SharePoint Standalone Server Installation

[IT]

R Read instructions on how to install PowerPivot for SharePoint in the fewest possible

¢ ., SQL Sewerzglz steps on a new SharePoint 2010 server, :
@089 ..
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Setup Support Rules

Setup Support Rules identify problems that might occur when you install 3OL Server Setup support files, Failures must be
corrected before Setup can continue,

Setup Support Rules Operation completed. Passed: 12, Failed 0. Warning 0. Skipped 0.
Hide details << Be-run

View detailed report

Rule Status -
Restart computer Passed ||
Windows Management Instrumentation (WMI) service Paszed
Consistency validation for S0L Server registry keys Passed
Long path names to files on 50L Server installation media Passed
S0L Server Setup Product Incompatibility Passed

MET 2.0 and .MET 3.5 Service Pack 1 update for Windows 2008 ... | Passed

Previous releases of SCL Server 2008 Business Intelligence Devel.., | Passed

SIS

Mo 5x5 install with SOL Server "Denali” CTPD Passed
Computer domain contreller Paszed
Microsoft MET Application Security Passed
Edition WOWE4 platform Passed |

QK Cancel

12
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Planning % Mew 5CL Server stand-alone installation or add features to an existing installation

Launch a wizard to install 50L Server 2012 in a non-clustered environment or to add
features to an existing SCL Server 2012 instance.

TUBITAK

Installation

Maintenance

Tool % Mew SQL Server failover cluster installation
ools
Launch a wizard to install a single-node SOL Server 2012 failover cluster.
Resources
Advanced y ?‘ﬁ“ Add node to a 50L Server failover cluster
o Launch a wizard to add a node to an existing SCL Server 2012 failover cluster,
Options

E" Upgrade from SOL Server 2003, SOL Server 2008 or SOL Server 2008 R2

Launch a wizard to upgrade SCL Server 2005, SCL Server 2008 or SCL Server 2008 R2 to
SQL Server 2012,

Microsoft

~ SQLServer2012

@080 ..
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Setup Support Rules

Setup Support Rules

SQL Server 2012 Setup - [o] x

Setup Support Rules identify problems that might occur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue.

Operation completed. Passed: 8. Failed 0. Wamning 0. Skipped 0.

Hide details << Be-run

View detailed report

Rule Status
@ Setup administrator Passed
@ Setup account privileges Passed
@ Restart cormputer Passed
@ Windows Management Instrumentation (WMI) service Paszed
@ Consistency validation for SQL Server registry keys Passed
@ Leng path names to files on SCL Server installation media Passed
@ SCL Server Setup Product Incompatibility Passed
@ MET 2.0 and JMET 3.5 Service Pack 1 update for Windows 2008 ... | Passed

Ok Cancel

E MG
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i SQL Server 2012 Setup

Product Key

Specify the edition of SQL Server 2012 to install,

Product Key Validate this instance of SQL Server 2012 by entering the 25-character key from the Microsoft ~
certificate of authenticity or product packaging. You can also specify a free edition of SQL Server, such

as Evaluation or Express. Evaluation has the largest set of SOL Server features, as documented in SQOL
Product Updates Server Books Cnline, and is activated with a 180-day expiration. To upgrade from one edition to

Install Setup Files ancther, run the Edition Upgrade Wizard.

License Terms

® Specify a free edition:

Evaluation W

) Enter the product key:
YOWTXK-GETAR-QWaxX-EVHE2 -GP&EY

< Back Mlext = Cancel
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License Terms

Product Key
License Terms
Product Updates
Install Setup Files

S0L Server 2012 Setup

To install SOL Server 2012, you must accept the Microsoft Software License Terms.

MICROSOFT EVALUATION SOFTWARE LICENSE TERMS

MICROSOFT SQL SERVER 2012 EVALUATION

These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Please read them. They apply to the evaluation software
named above, which includes the media on which you received it, if any. The terms also apply to
any Microsoft

s updates,

+ supplements,

+ Internet-based services, and

b
Ee =
Copy  Print

| accept the license terms,

1 Send feature usage data to Microsoft. Feature usage data includes information about your hardware
configuration and how you use SQL Server and its components.

See the Microsoft SOL Server 2012 Privacy Statement for more information.

< Back MNext = Cancel

TUBITAK
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License Terms

Product Updates Checking for updates...
Install Setup Files

SQL Server 2012 Setup

Product Updates

Always install the latest updates to enhance your SOL Server security and performance.

Product Key

Include SQL Server preduct updates

Read cur privacy statement cnline

Learn more about SOL Server product updates

Skip Scan

Mext =

Cancel

TUBITAK
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SAL Server 2012 Setup

S .

S0L Server Setup files are being installed on the system.

Install Setup Files

SOL Server Setup will now be installed. If an update for SCQL Server Setup is found and specified to be included, the

update will also be installed.

License Terms

Product Updates
Install Setup Files Task Status
Scan for product updates In Progress
Download Setup files Mot started
Extract Setup files Mot started
Install Setup files Mot started
< Back Install Cancel

E MG
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i SQL Server 2012 Setup

Setup Support Rules

Setup Support Rules identify problems that might occur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue.

Setup Support Rules Operation completed. Passed: 6. Failed 0. Warmning 1. Skipped 0.

Feature Selection

Installation Rules Hide details << Re-run

Disk Space Requiremnents View detailed report

Error Reporting

Installation Configuration Rules Rule Status

Ready to Install @ Fusion Active Template Library (ATL) Paszed

Installation Progress @ Previous releases of S0L Server 2008 Business Intelligence Devel... | Passed

Complete @ Mo 5x5 install with 50U Server "Denali CTPD Passed
@ Consistency validation for SQL Server registry keys Passed
@ Computer domain controller Passed
@ Microsoft MET Application Security Passed
1y | Windows Firewall Warning

< Back Mext = Cancel Help

E MG
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i SQL Server 2012 Setup

Setup Role

Click the SCL Server Feature Installation option to individually select which feature components to install, or click a
feature role to install a specific configuration.

Instance Configuration Install PowerPivot for SharePoint on a new or existing SharePoint server to support PowerPivot data

Disk Space Requirements access in the farm. Optionally, add the SQL Server relational database engine to use as the new farm's
Server Configuration G S

Database Engine Configuration

Analysis Services Configuration ® All Features With Defaults

Reporting Services Configuration Install all features using default values for the service accounts.

Distributed Replay Controller

Distributed Replay Client

Error Reporting

Installation Configuration Rules

Ready to Install

Installation Progress

Complete

Setup Support Rules () 50L Server Feature Installation

Setup Role Install SOL Server Database Engine Services, Analysis Services, Reporting Services, Integration Senvices,
Feature Selection and other features.

Installation Rules ) S0L Server PowerPivot for SharePoint

< Back Mext = Cancel Help

TUBITAK
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Feature Selection

SAL Server 2012 Setup

Select the Evaluation features to install.

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requiremnents
Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Features:

Feature description:

Instance Features

Database Engine Services
g
S0L Server Replication
o

Data Quuality Services
Analysis Services
Reporting Services - MNative
Shared Features
Reporting Services - SharePoint

Data Quality Client

SOL Server Data Tools
Client Tools Connectivity
Integration Services

[+] Client Tools Backwards Compatibility
£ ]

Full-Text and Semantic Extractions for Searc

[ ] Reporting Services Add-in for SharePoint Produ

The configuration and cperation of each
instance feature of a 0L Server instance is
isolated from other SOL Server instances.
SCL Server instances can operate side-by-
side on the same computer.

Prerequisites for selected features:

Already installed:
Microsoft MET Framework 4.0
.. Windows PowerShell 2.0

To be installed from media:
Microsoft Visual Studio 2010 Shell

‘... Microsoft Visual Studio Tools for Applicati «

< m >

Select All | | Unselect All

Shared feature directony:

|C:\ngram Files\Microsoft SCL Server',

Shared feature directory (x86): |C:\Pru:ugrar‘r1 Files (x88)\Microsoft SOL Server',

-]
[-]

Mext =

Cancel Help

TUBITAK
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E SQL Server 2012 Setup

Installation Rules

Setup is running rules to determine if the installation process will be blocked, For more information, click Help.

Setup Support Rules Operation completed. Passed: 4. Failed 0. Warning 0. Skipped 0.

Feature Selection

Installation Rules Hide details << Re-run
Instance Cenfiguration View detailed report

Disk Space Requirements

Server Configuration Rule Status

Database Engine Configuration @ Prior Visual Studie 2010 instances requiring update, Passed

Analysis Services Configuration @ S0L Server Analysis Services Server Mode and Edition Check Paszed

Reporting Services Configuration @ Product Update Language Compatibility Passed

Distributed Replay Controller i | Microsoft NET Framework 3.5 is installed on Windows & or hig... | Passed

Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

< Back Mext = Cancel Help

22
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T SQL Server 2012 Setup

Instance Configuration

Specify the name and instance ID for the instance of S0OL Server. Instance ID becomes part of the installation path.

Setup Support Rules [® Default instance
SELD IS D Named instance: MSSQLSERVER I
Feature Selection -

Installation Rules

Instance Configuration Instance D |MSSQLSERUER |
Disk Space Requirements

. . Instance root directory: |C:EPngram Files\Microsoft SCL Server', | EI
Server Configuration
Database Engine Configuration
SR A T T T SQL Server directory: C:\Program Files\Microsoft SQL Server\MSSQL11,MSSQLSERVER

Reporting Services Configuration ) ) ) _ )
Analysis Services directory:  C:\Program Files\Microsoft SOL Server\ M5AST1.MSSOLSERVER
Distributed Replay Controller

Distributed Replay Client Reporting Services directory:  C\Program Files\Microsoft SQL Server\M5R511.MSSOLSERVER

Error Reporting Installed instances:
Installation Configuration Rules — =
Instance Mame Instance ID Features Edition Yersion
Ready to Install
Installation Progress
Complete
< Back Mext = Cancel Help
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Disk Space Requirements

Review the disk space summary for the SOL Server features you selected.

Setup Support Rules Disk Usage Summary:

Sl =.{%) Drive C: 8795 MB required, 42959 MB available

Feature Selection ----- Systern Drive (C:\): 4359 ME required

Installation Rules - Shared Install Directory (C:\Program Files\Microsoft SOL Servert): 1642 MB required

Instance Configuration - Instance Directory (C:hProgram Files\Microsoft SCL Server): 2294 MB required

Disk Space Requirements
Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

< Back Mext = Cancel Help

E% MG MDD
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Server Configuration

Specify the service accounts and collation configuration.

Setup Support Rules Service Accounts | Collation |
Setup Role _ _
Feature Selection Microsoft recornmends that you use a separate account for each SOL Server service, -
Installation Rules Service Account Name Password Slartup Type
Instance Configuration MT Service\50LSERVERALL Manual v
Disk Space Requirements SCL Server Database Engine MT Service\MS5CLSERVER Agtomatic v
Server Configuration SCL Server Analysis Services MT Service\M550L5erve., Al:tu:umatic v
Database Engine Configuration SCL Server Reporting Services MT Service\ReportServer Al:tu:umatic v
Analysis Services Configuration SCL Server Integration Services 11.0 | NT Service\MsDisServer.. Aftomatic v
Reporting Services Configuration SCL Server Distributed Replay Client | NT Serviced50L Server D.. Mianual v
Distributed Replay Controller SOL Server Distributed Replay Con... | MT Service\50L Server O, Manual v
Distributed Replay Client SOL Full-text Filter Daemen Launc... | MT SenvicelMSSCLFDLa.., Manual
Error Reporting SCL Server Browser MNT AUTHORITYWLOCAL L Diabled v
Installation Configuration Rules L -
Ready to Install
Installation Progress
Complete

< Back Mext = Cancel Help

25
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Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories,

Setup Support Rules Server Configuration | Diata Directories | FILESTREAM
Setup Role

Feature Selection Specify the authentication mode and administrators for the Database Engine.

Installation Rules Authentication Mode
Instance Configuration (® Windows authenticaticn mode

Disk Space Requiremnents P o i o
i ] () Mixed Mede (S0L Server authentication and Windows authentication)
Server Configuration

Database Engine Configuration Specify the password for the SOL Server system administrator (sa) account.
Analysis Services Configuration Enter password:
Reporting Services Configuration

Distributed Replay Controller Confirm password:

Distributed Replay Client Specify SOL Server administrators

Error F".Epﬂl"tiﬂg WIN-607BHC2ECY MY user {I.ISEI} SOL Server administrators
Installation Configuration Rules have unrestricted access
Ready to Install to the Database Engine.

Installation Progress

Complete

Add Current User Add... Remove

< Back Mext = Cancel Help
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Analysis Services Configuration

Specify Analysis Services server modes, administrators, and data directories,

Setup Support Rules Server Configuration | Data Directories
Setup Role

Server Mode:
(®) Multidimensional and Data Mining Mode
() Tabular Mode

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements Specify which users have administrative permissions for Analysis Services,

Server Configuration WIN-607B4C2ECYV M\ user (user) Analysis Services

administrators have

; ; ] ; unrestricted access to
Analysis Services Configuration Analysis Services.

Database Engine Configuration

Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Add Current User Add... Remove

< Back Mext = Cancel Help

27
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Reporting Services Configuration

Specify the Reporting Services configuration mode.

Setup Support Rules Reporting Services Mative Mode

S (®) Install and configure,

PRI LR AR Installs and configures the report server in native mode, The report server is operational after

Installation Rules setup completes,

Instance Configuration ) Install only.

Disk Space Requirements Installs the report server files. After installation, use Reporting Services Configuration Manager
Server Configuration to configure the report server for native mode.

Database Engine Configuration Reporting Services SharePoint Integrated Mode

Analysis Services Configuration B

Reporting Services Configura... © Install only.

Sz Installs the report server files. After installation use SharePoint Central Administration to

Distributed Replay Controller ) ; ) j ) .
o _ complete the configuration. Verify the SCL Server Reporting Services service is started and

Distributed Replay Client create at least one SOL Server Reporting Services service application. Fer more information,

Error Reporting click Help.
Installation Configuration Rules

Ready to Install

Installation Progress

Complete

< Back Mext = Cancel Help
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Distributed Replay Controller

Specify Distributed Replay Controller service access permissions.

Setup Support Rules Specify which users have permissions for the Distributed Replay Controller service,
Setup Role WIN-607B4C28CVN\user (user) Users that have been
Feature Selection granted permission will have

unlimited access to the
Distributed Replay
Instance Configuration Controller service,

Installation Rules

Disk Space Requirements
Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Error Reporting

Installation Cenfiguration Rules
Ready to Install

Installation Progress

Complete

Add Current User Add... Remowve

< Back Mext = Cancel Help
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Distributed Replay Client

Specify the corresponding contreller and data directories for the Distributed Replay Client.

Setup Support Rules Specify controller machine name and directory locaticns.

Setup Role
Feature Selection Controller Mame: |SG ETEST |
el = Working Directory: | C:\Program Files (x86)\Microsoft SQL Server\DReplayClient\WorkingDin. | [ .|

Inst, Confi ti
nstance Configuration Result Directory: |C:‘-lF'ru:|gram Files (x86)\Microsoft SOL Server\DReplayClient'ResultDir', | | |

Disk Space Requiremnents
Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

< Back Mext = Cancel Help

TUBITAK
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Error Reporting

Help Microsoft improve SCL Server features and services,

Setup Support Rules Specify the infermaticn that you would like to automatically send to Microsoft to improve future releases
Setup Role of SQL Server. These settings are optional. Microsoft treats this information as confidential. Microsoft

may provide updates through Microsoft Update to modify feature usage data. These updates might be
Feature Selection downloaded and installed on your machine automatically, depending on your Automatic Update
Installation Rules settings.

Instance Configuration

Disk Space Requiremnents
See the Microsoft SOL Server 2012 Privacy Statement for more information.

Server Configuration

Database Engine Configuration Read more about Microsoft Update and Automatic Update.

Analysis Services Configuration

Reporting Services Configuration n Send Windows and SQL Server Error Reports to Microsoft or your corporate report server. This setting
Distributed Replay Controller cnly applies to services that run without user interaction.

Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

< Back Mext = Cancel Help
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SQL Server Kurulumu

TUBITAK

i SQL Server 2012 Setup

Installation Configuration Rules

Setup is running rules to determine if the installation process will be blocked. For mere information, click Help.

Setup Support Rules Operation completed. Passed: 7. Failed 0. Waming 0. Skipped 0.

Feature Selection

Installation Rules Hide details << Re-run

Instance Configuration Wiew detailed report

Disk Space Requiremnents

Server Configuration Rule Status
Database Engine Configuration @ FAT32 File System Passed
Analysis Services Configuration @ Existing clustered or cluster-prepared instance Passed
Reporting Services Configuration @ Cross language installation Passed
Distributed Replay Controller @ Same architecture installation Paszed
Distributed Replay Client (@ | Reporting Services Catalog Database File Existence Passed
SR @ Reporting Services Catalog Temporary Database File Existence Passed
Installation Configuration Rules @ SCL Server Analysis Services Server Mode and Edition Check Passed

Ready to Install
Installation Progress

Complete

< Back Mext = Cancel Help

E% MG MDD
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SQL Server Kurulumu

o

Ready to Install

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requiremnents
Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

SAL Server 2012 Setup

Werify the SOL Server 2012 features to be installed.

Ready to install SQL Server 2012:

- 5CL Client Connectivity SDK
- Master Data Services
- Role: AllFeatures WithDefaults
= Instance configuration
- Instance Marne: M55OLSERVER
- Instance |0 M35CL5ERVER
—|- Instance |Ds
50L Database Engine: MS50L11.MS50OLSERVER
Analysis Services: M3A5T1.M550LSERVER
Reporting Services: MSR511.M55CLSERVER
- Instance Directory: C:\Program Files\Microsoft S0OL Servert,
—|- Shared component reot directory
- Shared feature directory: C:\Program Files\Microsoft 50L Server',
- Shared feature (WOWEL) directory: CAProgram Files (x868)\Microsoft S0L Servert,
= Error and Usage Reporting
- Usage Reporting: False

- Error Reporting: False

Deneliet | lnddate
£ m

Coenfiguration file path:

ChProgram Files\Microsoft SOL Servert11005etup Bootstrap'Logh20160426_0941300CenfigurationFile.ini

< Back Install Cancel

Help

TUBITAK
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SQL Server Kurulumu

TUBITAK

i SQL Server 2012 Setup

Installation Progress

Setup Support Rules

Feature Selection Creating servicing cache folder.

Installation Rules

Instance Configuration

Disk Space Requiremnents
Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress
Complete

Mext » Cancel Help
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o

Complete

SAL Server 2012 Setup

Your SOL Server 2012 installation completed successfully with preduct updates.

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requiremnents
Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Information about the Setup operation or possible next steps:

Feature Status -
@ S0L Browser Succeeded
@ Documentation Components Succeeded
@ SOL Writer Succeeded
@ S0L Client Connectivity Succeeded =
@ S0L Client Connectivity SDK Succeeded =

L

Detailz:
Viewing Product Documentation for SQL Server ~
Only the components that you use to view and manage the documentation for SQL Server have
been installed. By default, the Help Viewer component uses the online library. After installing
SQL Server, you can use the Help Library Manager component to download documentation to
wour local computer. For more information, see Use Microsoft Books Online for SQL Senver
<http://go.microsoft. com/fwlink/?LinklD=224683>. v

Summary log file has been saved to the following location:

Ch\Program Files\Microsoft SOL Servert 1 100Setup Bootstrap'\ Logh 20160426 0941300 Summany WIN-
607BAC2ZECWN 20160426 094130.0¢

Close Help

TUBITAK
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Servis Paketleri ve Yamalar " ‘@'
TUBITAK

* SQL Server guncellestirmeleri iki amac i¢in kullanilir,
— Guvenlik agiklarinikapatmak
— Fonksiyonellik problemlerini gidermek
* Yamalar iki farkli sekilde yUklenir
— Tek yama iceren hotfix paketleri ile
— Bircok yamayi barindiran servis paketleri ile

* SQL Server versiyonu servis paketi ve yamalarinin
gerceklestirilerek en son gincellemelerin yapiimis
olmasi gerekir.

* Hotfixes.and Cumulative updates
— http://support.microsoft.com/kb/968382
* Service Packs
— http://blogs.msdn.com/b/sqlreleaseservices/
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Servis Paketleri ve Yamalar "
TUBITAK

. | Server sunucusunun guncel olmasi ile
mu 1teme| zafiyetlere karsrkorunma saglanir.

* SQL Serverservis paketi sirUmlerinin tespiti icin;

SELECT SERVERPROPERTY('ProductLevel') as SP_installed,

SERVERPROPERTY('ProductVersion') as Version;

* Guncel paketlerin yUklenebilmesi igin
— Kullanilan sunucu versiyonu ve yiklenen patch ler
tespit edilir
— Test ortaminda gerceklestirilen guncellestirmeler

basarili bir sekilde yUklendikten sonra production
ortamina kurulumlar gerceklestirilmelidir.

e o/
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Servis Paketleri ve Yamalar "
TUBITAK

i T e B ommmsmsm—_E——t oAmm oaAaEm s
[ SELECT SEEVEERPRO :_Tc_?':'l'P ocductLevel') as 5P installed,
L:CE"-.-'::P:-“P:'.?:l ProductVer=zion') as Version:

| I

&l Results ij Messages
5P _installed  Version

1 {RTM 111]'211]-[|"E'D

....................................

* ProductLevel
— 'RTM'=COriginal release version
— 'SPn' =Service pack version
— 'CTPn', = Community Technology Preview version

* ProductVersion: major.minor.build.revision
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TUBITAK

Servis Paketleri ve Yamalar

* SQL Server'in versiyonunu bulmak icin:
SELECT @ @VERSION

Microsoft SOL Server 2012 (SP1) - 11.0.3000.0 (X64)
Oct 19 2012 13:38:57 Copyright (c) Microsoft
Corporation Enterprise Evaluation Edition (64-bit) on
Windows NT 6.2 <X64> (Build 9200: ) (Hypervisor)

SULYueryLsql - L...master (sa (33))°
SELECT E@VERSICHN

| m

o Results | [y Messages

{HD column name)

I Mlmsnﬁ SQL Server 2012 - 11.0.2100.60 (¥64) Feb 102012 19:39:15 Copyright {c) Microsoft Corporation Ex... |
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Servis Paketleri ve Yamalar " ‘@'
TUBITAK

* SQL Server'a son guncel service pack ve
hotfixleri kurulmal
— Servis pack:

e bilinen sorunlari dUzeltir

« Urin islevselligini genisleten araglar, siriciler ve
guncellestirmeler saglar.

— Hotfix:
* Belirli bir sorun icin gelistirilirler
* Son Servis paketi veya hotfixler icin Microsoft
web sayfasina bakilmal

* Otomatik gUncellemeler canl veritabanlarinda
kapatilmali
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Servis Paketleri ve Yamalar || ‘@'
I TUBITAK

* Hotfix paketleriicin
— http://blogs.msdn.com/b/sqglreleaseservices/

* Servis paketleriigin
— https://support.microsoft.com/en-us/kb/2755533

» 1
v MC D 4
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SQL Server Portlari

TUBITAK

o S Q L S e rve r p O rt = Sql Server Configuration Manager

File Action View Help

numaralan TCP 52 -1 ¢
@ 5L Server Configuration Manager (Local) Protocol Name Status
B SOL Server Services %~ Shared Memory  Enabled

1 Ve U D P 1 _E_ S0L Server Network Configuration (32bit|| 5= Named Pipes Dizabled
433 434 I+ .. SQL Mative Client 11,0 Configuration (32 Enabled
P _E_ S0L Server Network Configuration

Protocols for MSSQLSERVER TCP/IP Properties [ x|

d|§|nda bir port le s
IP Addresses

B ip1 -~
deg|§t|r|I|neI| |
Enabled Mo
IP Address fedlfBcc2T3R3323:a5ad%:12 =
TCP Dynamic Ports -
TCP Port 1433
B ipz
Active Yes
an Enabled Mo
[ ] B O | e C e IP Address 192,163.159.149
y TCP Dynamic Ports
| TCP Port 1433 |
Eip3
varsayilan
Enabled Mo
IP Address =1

portlara yonelik S —— v
saldirilar onlenir

Indicates whether the selected IP Address is active.
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Isimlendirme Kurallari " ‘@'

' TUBITAK

* SQL Server instance adlandirilirken;
— Instance’in versiyon numarasiniicermemeli
— Hassas bilgilericermemeli

* Server adindakiVersiyon numarasi saldiri stratejisi
olusturulmasini kolaylastirir.

* Varsayilan-olarak makine adi ile Instance adirayni

olmakta.

--Server name icin
S SELECT [@@ServerName
--instance name icin (default instance name MSSQLSERVER)
SELECT (@#iiservicename
--instance name listesi
—|EXECUTE xp_regread (@rootkey="HKEY LOCAL MACHINE',
fkey="SOFTWARE\Microsoft\Microsoft SQL Server\Instance Names\SQl',
fvalue_name="'MSSQLSERVER'

B =] M W fa d pa

100% =< n

[ Results UJ Messages

1 WIN-G0TB4C28CVN

(Mo column name)
1 | MSSQLSERVER |

Value Data
1 EMSSGLSEHVEH EMSSGL1TMSSQLSEHUEH
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Isimlendirme Kurallar | &

! TUBITAK

SQL Server 11.0.2100 exploit | !.; Q,

Tiimii Videolar Haberler Alisvens Hartalar Daha fazla Ayarlar Araclar

Yaklagik 185 sonug bulundu (0,53 saniye)

Microsoft Security Bulletin MS12-070 - Important - TechNet
https:/ftechnet. microsoft.com/en-us/library/.../ms12-070.asp... ¥ Bu sayfanin ¢evirisini yap

9 Eki 2012 - An attacker could exploit this vulnerability by sending a specially crafted link to the user
and ... Vulnerability in SAL Server Could Allow Elevation of Privilege (2754845) .. 11.0.2100-
11.0.2217, 11.0.2300-11.0.2375. SAL ...

Vulnerability Affecting SQL Server 2008, 2008 R2, 2012, 2014 )

https://blogs.sentryone_com/___/vulnerability-ms15-058/ + Bu sayfanin ¢evirisini yap
20 Tem 2015 - Also, note that SQL Server 2014 Service Pack 1 was not affected by the secunty ...
RTM, 11.0.2100 => 11.0.29599, Move to a newer branch. SQAL ...

Microsoft SQL Server - sp_replwritetovarbin ... - Exploit Database

https:/iwww exploit-db_ com/exploits/163592/ » Bu sayfanin ¢evirisini yap
24 Oca 2011 - Microsoft SQL Server - sp_replwritetovarbin Memory Corruption (MS09-004) (
Metasploit). CVE-2008-5416. Remote exploit for Windows ...

Microsoft Sqgl Server : List of security vulnerabilities - CVE Details )

https:/iwww_ cvedetails.com/.__/Microsoft-Sql-Server. html v Bu sayfanin ¢evirisini yap
Security vulnerabilities of Microsoft Sql Server : List of all related CVE secunty ... CVE ID, CWE ID, #

of Exploits, Vulnerability Type(s), Publish Date, Update Date ...
P y Type(s) P @@@

= MG RO
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* SQL Server'in kullanilan tum;

— Versiyonlari
— SUrimleri(SQLEXPRESS dahil) ve
— Farkli Dilleri icin envanter tutulmali

* NMAP Scriptleri de SQL Server taramalari i¢in
kullanilmaktadir.
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TUBITAK

at 201e-12-07

o T

asoft SQL

Windows; CPE: cpe:/o:microsoft:windows

performed. Please report any incorrect results at https://mmap.org/submit/

done : addres=sez (44 host=s up) =scanned in 7.52 seconds

SEall:

Starting Hmap 7.31 {
Hmap =scan report for

Ay

Host is u 0.00026s

MAC Addres=: 0B:00:27:51:FA:68 (Oracle VirtualBox wvirtual HIC)

Host =script results:
ms—-sgl-info:
192.168.4.150:1433:
Version:
Post-5P patches applied: false
number: 11.00.2100.00

Product: Microsoft 5QL Server

oy

L

21
name: Microsoft SQL Server 2012 RIM

Service pack lewvel: RTH

TCP port: 1433

Hmap done: IPF addres=s (1 host up) scanned in 0.21

b (A T T = o B
SRSl . L 2
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* Login olusturmakiicin Create Login DDL i
kullanilmali;

— https://msdn.microsoft.com/en-us/library/msi8g751.aspx

* alterloginile disable edilebilir veya login adi
degistirilebilir

* Birlogini disable etmek icin Alter Login kullaniimal;

* Sql Server, Windows authentication modunda

kurulmusgsa varsayilan olarak sa accountu disable
olur.

* lleride sqgl authenticationa cevrilme ihtimali icin sa
guclu bir sifre verilmeli.
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* CREATE LOGIN

— Windows Authentication

CREATE LOGIN [<domainName>\<loginName>] FROM WINDOWS;

GO

— SQL Server Authentication.

CREATE LOGIN shcooper

WITH PASSWORD = 'Bazlnga' MUST_CHANGE;
GO
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* Hesaplar kisiye 6zgu olmali, paylasilmamali

* Kullanicilar rollere ve gruplara-baglanmali, Haklar
rol ve gruba‘verilmeli

* SQL Server accountlariicin 6zel olusturulmus
hesaplar kullaniimali

* Sik sik.grup rol, Uyelik ve verilen haklar kontrol
edilmel

— gorev yetki, departman degisikliklerinin sisteme
yansitilmasi gerekir.
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“sa” Hesabinin Adinin Degistirilmesi || @

TUBITAK

* sa hesabinin adi kolay tahmin edilemeyecek bir
ad ile degistirilmeli

* Boylece sa hesabina karsi yapilan saldiri
yapilmasi zorlasir

* BirSQL Server login‘inin adini degistirmek icin;

ALTER LOGIN sa DISABLE;
ALTER LOGIN sa WITH NAME = <yeni ad>
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* “sa” hesabiicin gquclu sifreler kullaniimali
* "sa”icin;
— Windows Authentication modu kullanilsa da
— “sa” hesabi kapali olsa bile gucli sifre verilmeli
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Eger 6zel tanimlanan
bir audit trace yoksa
"C2 Audit Mode”

A\ II

parametresi “1
yapilmali

Boylece security

eventleri icin Common

Criteria uyumlu

otomatik denetleme

aktiflesir

— Uluslararasi kabul

gormus, belli
standartlarave
kriterlere gore Yazilim,
Donanim veya
Sistemlerin guvenligini
denetleyip
uygunlugunu tespit
etmektedir.

3

Selecta page
1 General
125 Memary
e Processors
= Securty
T Lonnections
[# Database Settings
2 Advanced

2 Pemmissions

Connection

Server:
wll | | IJ

Connection:
W kTRl 2R W \user

3¢ View connection properties

Server Properties - WP S TSN

8 Serpt + [ Help

Server authentication

() Windows Authentication mode
() 5QL Server and Windows Authentication mode

Login auditing

) MNone

(®) Failed logins only

() Successful logins only

() Both failed and successful logins

Server proy account
[] Enable server proxy accourt

Options

| Enable Common Criteria compliance
[ Enable C2 audt tracing

Progress
Ready

[] Cross database ownership chaining

" TUBITAK

_I:I-
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Baslangi¢ Parametreleri "

* Ozel bir ihtiyac¢ yoksa “Scan for Startup Proc”
parametresi “0” yapilmali. Boylece;

— SQL Server'in baslangi¢ prosedurleri ¢alistirmasi
onlenir

— Kotu niyetli kullanimdan dogacak tehlikeler azaltilr

[ SELECT name,
CAST (value as int) as value configured,
CAST (value in use as int) as value in use
FECOM =vyv=.configurations

-~ WHERE name = '5can for startup procs':;

| ]

a Fesults |-::_== Messages

Name value configured walue_in_use

scan for startup procs {I' 0

e O
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"Scan for
Startup Proc”
parametresi ve
diger
parametrelerin
degerleri
sp_configure
kullanilarak
degistirilebilir.

!
8 | EXECUTE sp configure 'scan for startup procs', @
9 RECONFIGURE WITH OWVERRIDE

100 %% = [11] )

ug Messages
Configuration option 'scan for startup procs'
changed from @ to @. Run the RECONFIGURE statement
to install.
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SQL Server uygulamasinin ac
Uzerine kurulmasi tavsiye edi

Bu sekilde gergeklestirilen ya

anmis sunucular
mektedir.

vilandirma ile

guvenlik acisindan esneklik e

de edilmis olur.

Network Uzerinde farkli bir alt aga

yerlestirilmelidir.

Belirli protokol ve hostlarin erisimi saglanmis

olur.

— Erisim kontrol altina alinmis olur.

v

TUBITAK
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» Surekliligin saglanabilmesi i¢in ise hata durumlari
ve asiri yukin hesaplanmasi gerekir.

* Hata durumunda bir veritabaninin hata vermesi
ile sistemin ¢alisamaz hale gelmesini 6nlemek
amaci ile cluster yapisi kullanilmahdir.

* Load balans sistemi arkasina yerlestirilmis birden
fazla adanmis sunucu ile

— Hata durumunda c¢alisan diger sunucular hizmet
vermeye devam ederler.

— Islem yiiki birden fazla sunucuya dagitilarak, asir
yuklenmeden kaynaklanacak hatalarin 6nine gecilmis
olur.
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* SQL Server Uzerinde adanmis sunucu
kullanilmasi igin;
— Kullanilmayan servis veya roller kaldirilmahdir.

— Sadece SQL server uygulamasinin sistemde kurulu
olmasi beklenmektedir.

* Sistem Uzerinde adanmis sunucu ve yuk
dengeleme kullanilirsa

— Maliyeti, tekli sunucu sistemlere gore daha
maliyetlidir.

— Kurulumu yapilmis bir yapida degisiklik yapmak
zordur.
— Ancak, sistem daha guvenli ve surekli bir yapida olur.
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