Oracle Veritabani Giivenligi Egitimi Uygulama Dokiimani

Ag uzerinde yer alan MsSQL sunucularinin msfconsole ile tespit edilmesi

AMAG: Ag Gzerinde yer alan MsSQL Serverlarinin tespit edilmesi
GEREKSINIMLER: Kali Linux, msfconsole
Adim 1 - Putty ile Kali Linux tizerinde oturum agllir.

Adim 2 - komut satirinda asagida yer alan kod galistirilir.

msfconsole

Adim 4 — Mssql_ping modili metasploit tGzerinde yiklenir.

ux1il. #

Module options (auxiliary/scanner/mssql/mssgl_ping):

Name Current Setting Reguired Description

PASSWORD The password for the specified username
RHOSTS The target address range or CIDR identifier
THREADS The number of concurrent threads

USERNAME The username to authenticate as

Adim 5 - Gerekli parametreler girilerek sonuglar izlenir.

RHOSTS =» 192.168.1.2088-25

msf auxiliary( ) » g

msf auxiliary( ) :rD

Scanned 13 of 55 hosts (823% complete)

Scanned 16 of 55 hosts (B29% complete)

Scanned 17 of 55 hosts (@38% complete)

SQL Server information for 192.168.1.217:
tcp 27908

np \\SERVER2\pipe\sgliquery
Versicn 2.08.194

InstanceName MSS5QLSERVER

IsClustered No

Serveriame SERVERZ

Sonug: Calisan sql server versiyon hakkinda bilgi edinilmis olur.

TUBITAK - BILGEM



