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TUBITAK

Isletim Sistemi ve Ag lle ilgili
Konular

MODUL 1
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_ FiziselGovenic [\

* SQL Server sunucusu fiziksel olarak guvenli bir
yerde konumlandiriimalidir.
— Kilitli Odalar
— Kamera Sistemleri
— Giris Cikis Kayitlari...

* Sadece yetkisi olan personel erisim saglamal
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* SQL Server, diger etki-alanlari tarafindan
guvenilen bir etki alaninda ise;

— Guvenilen etki alanlarina verilen erisim haklari kontrol
edilmelidir

* Guvenilen etki alanindan SQL Server‘a ve icerdigi
veritabanlarina sinirli yetki verilmelidir

* Verilen yetkiler ve haklarin dokimantasyonunun
yapilmasi gerekmektedir
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internet Uzerinden Erisilen SQL Server [ &

TUBITAK

* SQL Server bir uygulamaya kaynak sagliyorsa
(web server gibi)

— internet erisimi SQL Server, WEB Server ile beraber
DMZ'e konulmali

* BuSQL Server'in veritabaninin igerigi sadece
public olarak yayinlanabilecek veriler igin
olmalidir.
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internet Uzerinden Erisilen SQL Server [ \ 4

TUBITAK

 Ozellikle internete acik bir SQL Server givenlik
duvari arkasinda konuslandirilmalidir.

* TCP-1433 ve'UDP 1434 portlari bloke edilmel

* Named Instance’lar ek olarak diger portlari
dinliyorsa bu portlar da ayrica bloke edilmeli

* Multi-tier ortamlarda ¢oklu firewall kullanarak
denetimli altaglar olusturulmali

* Web logic ve bussiness logic farkli makinelere
dagitilmal
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_TestVEEET eSS

* Test ve gelistirme sunucular, canli sistem
sunucularrile farkli ag segmentlerinde
konuslandiriimalidir

* Yamalar, canli sistem sunucularina
uygulanmadan once dikkatlice test edilmelidir
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Veritabani I¢in Adanmis Sunucu " ‘@'

TUBITAK

* SQL Server, Uzerinde baska servislerin
calismadigi bir sunucu Uzerine kurulmaldir.

— Web servisleri
— Mail servisleri kurulmamali

* Diger servislerdeki acikliklar SQL Server
sunucusunda guUvenlik acikliklarina neden olabilir

* Anti virds yuklu ise data/log dosyalari tarama disi
birakilmall
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Isletim Sistemi GUvenlik Ayarlar " ‘@'

TUBITAK

* SQL Server 2012'in Uzerinde ¢ahistigi Windows
Isletim sisteminin kritik gUvenlik ayarlar
yapilmalidir

* Buyapilandirmalar icin asagidaki kaynaklardan

faydalanilabilir.
— www.bilgiguvenligi.gov.tr
— WWW.ciS.security.com

— www.sans.org/reading-room/
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Windows Kullanici Hesaplari || ‘@'

' TUBITAK

* Windows sistem Uzerinde Guest hesaplarinin
kapatilmasi gerekmektedir.

[ | Console Root Mame Full Mame Description
o Services (Local) & p dministrator Built-in arcount for ad
4 & Computer Management (Local) #; Guest Built-in account for gu

4 [f} System Tools
[ G—) Task Scheduler

i 2l Event Viewer Guest Properties _

I+ 22 Shared Folders

Buser

4 % Local Users and | Remote control I Remote Desktop Services Profile Dialin
| .| Users I General | Member Of | Profile | Environment Sessions

| Groups _

[ @ Performance k,‘ Guest
iy Device Manage -

4 2= Storage
[ -T@ Windows Server Full name:
= Disk Managemg

[ :ZJ¢ Services and Applic

Description: Built4n account for guest access to the
computer/domain

lUser must change password at next logon
IUser cannot change password
Password never expires
I Account is disabled

Accourt is locked out
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_ WinGoHS SETEIESS

* SQL Server sunucusu.uzerinde kullanilmayan
servisler kapatilmalidir

» Kapatilirken'uygulamalarin ihtiyaclari
gozetilmelidir

 Alternatif yaklasim hangi servislerin acik
kalacagini belirlemektir
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Kapatilacak Windows Servisleri | \ 4

TUBITAK

Windows Servisleri

Alerter
Clipbook Server
Computer Browser
DHCP Client
Distributed File System
Distributed Transaction Coordinator
Fax Service
Internet Connection Sharing
IPSec policy agent

License Logging
Logical Disk Maneger Administrative Service

Windows Messenger

Netmeeting Remote Desktop Sharing

Network DDE
Network DDE DSDM

Print Spooler

Remote Access Connection Manager
Remote Registery

Removable Storage

RunAs Service

Smart Card

Smart Card Helper

Task Scheduler

Telephony

Telnet

Windows Installer
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L ——E

TC P / I P Oze I | I kl e rl n d e DHCP Client Properties (Local Computer)
t General logOn  Recovery Dependencies
«otomatik IP adresial» R
secilirse, bilgisayar DHCP ¢ oweree  ocrom
. Y 4 4 . Descrintion: Registers anu::| updates IP add!'esses_and DNS A
Iste m C I SI ’] a | I n e g e | I r. _ a records for this computer. I this service is stopped,
® | Ste m C I b I | g I S a ya r D H C P g Ei:ﬂti:de:::\i;:tlz%EZ\.suchnst.em 4+ LocalService Network Restricted

Startup type: ALtomatic "

kullanacak sekilde
ayarlandiginda katildigi ag

Service status: Rurning

icin gecgerli oldugu bilinen ot Sor R—
bir IP adresi alir. You oo spefythe St paramctrs ot cply when you st o srvie

Cancel Aooly
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Print Spooler Servisi | \ 4

' TUBITAK

Print Spooler Properties (Local Computer) >

* Print Spooler, her
bilgisayarda yazdirma
|§|em| |g|n ga||§an b|r Display name:  Print Spooler

General logOn Recovery Dependencies

Service name: Spooler

Description: is service spools prnt jobs and handles imteraction A
h I Z m ett I r ith the prirter. If you tum off this service, you won't |,

Path to executable:
C W Windows™System 32 spoolsy exe

Startup type: Automatic e

Service status: Rurining
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

Cancel Aoy
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_ WinGOHS SETEIESS

* Remote Registry,

— Uzak kullanicilarin gerekli izinlere sahip olmasi
kosuluyla, bilgisayarinizdaki kayit defteri ayarlarini
degistirmesini saglar.

e Task Scheduler,

— SQL Server Agent veya isletim sistemi Uzerinde
zamanlanmis gorevler yoksa kapatilabilir
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Windows Servisleri Listeleme

N4

TUBITAK

PS C:slUserssoracle’ Get—Service | Where—-0Object € S_.S8tatus —eq "Running'

Hame

AeLookupSuc
Appinfo
AudioEndpointBu. ..
AudioS ey

BFE

BITS
CertPropSvc
CryptSvc
CzcService
DcomLaunch
Dhcp
Inscache

DPS

eventlog
EventSystem
FontGache
gpsvC
hidserv
Intel<R>» PROSet...
iphlpsvc
Lanman3Server
LanmanWorkstation
Imhosts
MMCSS

MpzSuc
Metman
netprofm
MNlaSuc

nsi

PcaSvuc
PlugPlay
Pouwer
ProfSuc

DizplayMame

Application Experience
Application Information

Windows Audio Endpoint Builder
Windows Audio

Baze Filtering Engine
Background Intelligent Transfer Ser...
Certificate Propagation
Cryptographic Services

Offline Files

DCOM Server Process Launcher
DHCP Client

DNS Client

Diagnostic Policy Service
Windows Event Log

COM+ Event System

Windows Font Cache Service
Group Policy Client

Human Interface Device Hcoccess
Intel<R> PROSet Monitoring Service
IP Helper

Servep

Horkztation

TCPAIP HetBIOS Helper
Multimedia Class Scheduler
Windows Firewall

Metwork Connections

Metwork Lizt Service

Metwork Location Awareness
Metwork Store Interface Service
Program Compatibility Assistant Ser...
Plug and Play

Power

User Prufile Service

@853
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Servis Hesablarinin Se¢imi ve Yonetilmesi " @

TUBITAK

* SQL Server 2012, birWindows servisi seklinde ¢calismaktadir.

* Kurulum sirasinda / sonrasinda:
— TUm servisler ayni servis hesabini kullanabilir

— Veya Her birservis kendi servis hesabini kullanacak sekilde
yapilandirilabilir

* Servis hesaplariizole edilmelidir; her bir servisin servis hesabi
farkli olmali

* Hesaplar SQL Server Configuration Manager ile yonetilebilir
* https://msdn.microsoft.com/en-us/library/msi144228.aspx

Marne State Start Mode  Log On As Process I Service Type
ﬂ SCL Server Integration Services 11.0 Running Autornatic  NT Service\MsDtsServer110 1056

ESQL Full-text Filter Daemon Launcher (MS50LSERVER) Running  Manual MNT Service\MSSCOLFDLauncher 2400

EF SOL Server (MSSOLSERVER) Running Automatic  NT Service\MSSOLSERVER 1443 S50L Server
@ SOL Server Analysis Services (MS5CLSERVER) Running Autornatic  NT Service\MS50L5erverOLAPService 1508 Analysis Server
S0L Server Reporting Services (MSSCILSERVER) Running Automatic  NT Service\ReportServer 1592 Report Server
ﬁ S0L Server Browser Stopped  Other (Bo.. NT AUTHORITY\LOCALSERVICE 0

@ S0OL Server Agent (MSSCQLSERVER) Stopped  Manual MT Service\ SOLSERVERAGENT ] S0L Agent



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://msdn.microsoft.com/en-us/library/ms144228.aspx

Servis Hesablarinin Secimi ve Yonetilmesi

N4

TUBITAK

* Her bir servis ayri ayriyapilandinlabilmektedir

* Built-In sistem hesaplari veya domain hesaplari

kullanilabilir.

i‘._w!,L Microsoft SOL Server 2005 Setup

Service Account
Service accounts define which accounts ta login,

]|

Service

[~ Customize For each service account

Service:

| =

"~ Use the built-in System account IL-:u:aI syskerm

{* |lse a domain user accounk

Usernamme: f

Password: I

Domain: |

SQL Server Database Engine

SQL Server Analysis Services

SQL Server Reporting Services

SQL Server Integration Services 11.0
SQL Server Distributed Replay Client
SQL Server Distributed Replay Con...

SOL Full-text Filter Daemon Launc...

—Stark services at the end of setup
[w | S0l Server

¥ S0l Server Agenk
v Analysis Services

SOL Server Browser

Help | < Back

| MNext = I

Cancel

Microsoft recommends that you use a separate account for eac

Account Name

SQL Server Agent NT Service\SQLSERVERA.

NT Service\MS5QLSERVE|
NT Service\M55C0L5erve..
NT Service\ReportServer
NT Service\MsDtsServer..
NT Service\SOL Server D..
NT Service\SQL Server D..
NT Service\MSSQLFDLa...
NT AUTHORITYALOCAL .
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Varsayilan Kullanici ve Gruplar " ‘@'
' TUBITAK

* Gruplarin bazilar, ilgili moduller kurulunca
olusturulur

1.

2.

3.

 Bazi kullanicilar standart kurulumda
gelmeyebilir.

Lokal Kullanicilar Lokal Gruplar

Administrator
Guest

HelpAssistant

Administrators

Backup Operators

DHCP Administrators

DHCP Users

Guests

HelpServicesGroup

Network Configuration Operators

Performance Monitor Users

Performance Log Users
Power Users

Print Operators
Remote Desktop Users
Replicator

Terminal Server Users
Users

WINS Users
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M5 SO e

Dusuk haklara sahip Local veya Domain hesabi
kullanilmali

SQL Server, uzak islemlere ihtiya¢ duyuyorsa

— Ornek; Network Uzerinden yedekleniyorsa, Domain
hesabr kullaniimali

Aksi takdirde lokal kullanici hesaplari kullaniimali

Servis hesaplari i¢in paylasilan hesap
kullanilmamal

Yetkilendirmeler servis hesaplarina deqil,
hesaplarin bagli oldugu gruba verilmel

v

TUBITAK
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MS SQL Servis Hesabi

TUBITAK

e SQL Server servis hesabi kurulum sirasinda
tanimlanir

| SQL Server 2012 Setup - [= [T
Server Configuration
Specify the service accounts and collation configuration.
Setup Support Rules m
Setup Role
Feature Selection Microsoft recommends that you use a separate account for each SOL Server service,
Installation Rules Service Account Name Password Sartup Type
Instance Configuration NT Service\SQLSERVERA. Manual v
Disk Space Requirements SQL Server Database Engine NT Service\ MSSOLSERVE] ANtomatic W
Server Configuration SOL Server Analysis Services NT Service\MS50L5erve.. Aftormatic | v
Database Engine Configuration SQOL Server Reporting Services NT Service\ReportServer Adtomatic w
Analysis Services Configuration SQOL Server Integration Services 11.0 | NT Service\MsDtsServer., Adtomatic w
Reporting Services Configuration SOL Server Distributed Replay Client | NT Service\SCIL Server D., Manual v
Distributed Replay Controller SOL Server Distributed Replay Con... | NT Service\SCIL Server D., Manual v
Distributed Replay Client SOL Full-text Filter Daemon Launc... | NT Service\MSSOLFDLa... Manual
Error Reporting 50L Server Browser NT AUTHORITYAWLOCAL . Disabled v
Installation Configuration Rules L -
Ready to Install
Installation Progress
Complete
<Back || MNet> || Concel || Hep |

&89 ..
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MS SQL Servis Hesabi Degistirilmesi | ‘@'

* Kurulum sonrasi servis hesabi Windows
services.msc veya SQL Server Configuration
Manager ile degistirilebilir.

* Servis hesabi, Windows Uzerinden
degistirilmemeli

* Configuration Manager kullanilarak
degistirilmeli. Boylece:
— Degistirilen hesaba 6nceki hesabin yetki ve haklarinin
aynenyansitilir

— Yeni hesabin olmasi gereken grupta olmasi
garantilenir

— Servisi calistirabilmesi igcin dogru haklar verilmis olur
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Servis Hesabi Se¢imi "

Secilebilecek Olasi Hesaplar

Hesap Problemi Tercih
Administrator olmayan domain kullanicisi V
Administrator olmayan lokal kullanici V
Network Service hesabi Paylasilan hesap X

- Gereksiz yetkiler

Local h
ocal System hesabi - Paylasilan hesap

Administrator olan lokal kullanici Gereksiz yetkiler X

Administrator olan domain kullanicisi Gereksiz yetkiler X

23
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B —\v,

e Etkialanindaki SQL Server

— Domain kaynaklarina erismesi gerekiyorsa,

— Sql Server ¢alisan diger makinelere linked server
baglantisi yapmasi gerekecekse bir domain hesabi
tercih edilebilir

* Etkialaninda olmayan SQL Server
(Ornegin:DMZ'de ise)

— Domain kaynaklarina erisim ihtiyaci yoksa
Administrator olmayan bir lokal kullanicitercih edilir

— SQL Server, kurulumda her bir SQL Server servisi igin
bir Windows grubu olusturur.
* Ve her bir servis hesabi uygun gruba koyulur.
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SQL Server Servis Hesabi Haklan " ‘@

! TUBITAK
Configure Windows Service Accounts and Permissions

https://msdn.microsoft.com/en-us/library/ms143504.aspx

Servis Hesabina Verilmesi Gereken Hak Acgiklama

Log on as a service Servis olarak logon olma

Act as the part of the operating system isletim sisteminin parcasi olarak calisabilme

Batch islemi icinde veya job icinde login olabilme.

Log on as a batch job interaktif olmayan kullanici modu

“CreateProcessAsUser()” API’'ni cagirarak baska bir

Replace a process-level token N 4
P P servisi baslatabilme

Kullanicinin yetkisi olmasa bile bir directory agacinda

Bypass traverse checking ileri geriye hareket edebilmesi

Adjust memory quotas for a process Prosesler icin bellek kotasi uygulanmasi

Permission to start SQL Server Active Directory

SQL Server Active Directory Helper’i baslatabilme
Helper

Permission to start SQL Writer SQL Writer’1 baslatabilme ..



https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode.tr
https://msdn.microsoft.com/en-us/library/ms143504.aspx

SQL Server Servis Hesabi Haklari

TUBITAK

* Servis hesabina "Local Security Settings” den
haklar verilebilir.

s Deny log on as a batch job Log on as a service Properties EE
1o Deny log on as a service
i) Deny log on locally Local Security Setting | Explain |
1) Deny log on through Remote Desk Log on as a service
1o Enable computer and user account =f>
1) Force shutdown from a remote sys
le] Generate security audits
L] lrnpersonate a client after authenti
. NT SERVICEMALL SERVICES
1) Increase a pn:uces.s wcur.kln-g set NT SERVICE\MsDtzServer110
1| Increase scheduling priority NT SERVICE\MSSQLFDLauncher
: : NT SERVICENMSSQLSERVER
s] Load and ”'?"“d device drivers NT SERVICE\MSSQL ServerOLAP Service
l| Lock pages in memary MT SERVICE Report Server
= L hatch ioh MNT SERVICENSGL Server Distrbuted Replay Client
el NT SERVICE\SQL Server Distributed Replay Cortroller
s Log on as a service NT SERVICENSQLSERVERAGENT
[z Manage auditing and security log Performance Log Users
) ) S0LServer200550 L BrowserUsersWIN-G07BAC2ECVN
g Modify an object label SQLServerMSASUserSWIN-507B4C28CVNSMS SQLSERVER
o] Medify firmware environment valy
[ Perform velume maintenance task Add User or Group.. Remove
1) Profile single process
17| Profile system performance
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SQL Server Servis Hesabi Haklari " ‘@'

* Servis hesabina ac¢ikca “Log on locally” hakki
deny edilmeli

— Computer Configuration\Windows Settings\Security
Settings\Local Policies\User Rights Assignment

— Determine which users can log on at the computer.
* Servis hesabinin log on olmasina ihtiyag yoktur

* Boylece veritabani sunucusuna erisim elde
etmek icin yapilacak olan kaba-kuvvet saldirilari
onlenmig.olur
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SQL Server Servis Hesabi Haklari " ‘@'

* Eger servis hesabi bir domain hesabi ise, bu
hesabin sadece veritabani sunucusu Uzerinde
"Log onTo" Windows hakki olacak sekilde
ayarlanmali

* Boylece bu servis hesabi ile herhangi bir domain
bilgisayarinda oturum a¢masi 6nlenmisg olur.
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SQLServer Agent Servis Hesabi " ‘@'

TUBITAK

* SQLServerAgent Servis hesabiicin, eger;

— Replikasyon varsa
— DTS kullaniliyorsa(DTS'in yeni versiyonu SSIS)

— Serverlar arasi baglantiya ihtiyag duyuyorsa
— Domain hesabi olmasi gerekir

* Bu hesaba dusuk yetkiler verilmeli

* SQL Server Agent servisi, Windows
Administrator grubuna Uye olan bir hesap altinda
calistinlmamalidir
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SQL Server Agent Servis Hesabi Haklari " ‘@'

' TUBITAK

* SQL Server Agent servis hesap veya hesaplarina
asagidaki haklar verilmelidir:

* Bu haklar varsayilanda ilgili servis hesabina
verilmektedir.

Servis Hesabina Verilmesi Gereken Hak Aciklama

Log on as a service Servis olarak logon olma

Act as the part of the operating system isletim sisteminin parcasi olarak calisabilme

Batch islemi icinde veya job icinde login olabilme.

Log on as a batch job interaktif olmayan kullanici modu

“CreateProcessAsUser()” API'ni cagirarark baska

Replace a process-level token ) .. ;
P P bir servisi baslatabilme

Kullanicinin yetkisi olmasa bile bir directory

Bypass traverse checking agacinda ileri geriye hareket edebilmesi

Adjust memory quotas for a process Prosesler icin bellek kotasi uygulanmasi
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