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DESA Mission Statement

The Department of Economic and Social Affairs of the United Nations Secretariat is a vital
interface between global policies in the economic, social and environmental spheres and
national action. The Department works in three main interlinked areas: 1) It compiles,
generates and analyses a wide range of economic, social and environmental data and
information on which States Members of the United Nations draw to review common
problems and to take stock of policy options; 2) It facilitates the negotiations of Member
States in many intergovernmental bodies on joint course of action to address ongoing or
emerging global challenges; and 3) it advises interested Governments on the ways and means
of translating policy frameworks developed in United Nations conferences and summits into
programmes at the country level and, through technical assistance, helps build national
capacities.

Note by UNDESA

The designations employed and the presentation of the material in this publication do not
imply the expression of any opinion whatsoever on the part of the Secretariat of the United
Nations concerning the legal status of any country, territory, city or area or of its authorities
or concerning the delimitation of its frontiers or boundaries. The term ‘country’ as used in
the text of this publication also refers, as appropriate, to territories and areas. Since there is
no established convention for the designation of “developed” and “developing” countries or
areas in the United Nations system, this distinction is made for statistical and analytical
purposes only and does not necessarily express a judgment about the stage reached by a
particular country or region in the development process. Mention of the name of any
company, organization, product or website does not imply endorsement on the part of the
United Nations. The views expressed in this publication are those of the individual authors
(see acknowledgements) and do not imply any expression of opinion on the part of the
United Nations.
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Message from Under-Secretary-General Mr. Wu Hongbo

The 10t annual Internet Governance Forum in 2015 once again demonstrated the key role of the
IGF and its growing community of stakeholders in facilitating discussion on crucial themes and
issues related to Internet governance. Indeed, the success and utility of the IGF was re-affirmed
when its mandate was extended for another 10 years as part of the UN General Assembly’s
WSIS+10

The annual global multistakeholder Internet Governance gathering took place from the 10th to the
13th of November 2015 in Jodo Pessoa, Brazil. It was hosted for the 2 time by the government of
Brazil, who have been an active player in the IGF and the multistakeholder Internet Governance
model since its inception in 2006. More than 2,400 registered participants from over 116 countries
attended the meeting, with thousands more actively participating online. The overarching theme for
IGF 2015 was: ‘Evolution of Internet Governance: Empowering Sustainable Development’. This
theme was timely, as the United Nations General Assembly (UNGA) adopted the 2030 Agenda for
Sustainable Development in September 2015, and reviewed the implementation of the WSIS
outcomes at its 70th Session soon after the IGF. Output-oriented debates and discussions during the
four-day meeting addressed both opportunities and challenges under the following sub-themes:
Cybersecurity and Trust; Internet Economy; Inclusiveness and Diversity; Openness; Enhancing
Multistakeholder Cooperation; Internet and Human Rights; Critical Internet Resources; and
Emerging Issues.

Through preparatory activities and during the 4-day meeting the IGF once again demonstrated its
capacity to produce tangible outcomes within a multistakeholder collaborative framework.
Mobilizing the inherent benefits of solving problems through a diversity of perspectives, and
building on a busy and compelling agenda, the IGF community was united in its willingness to
address complex issues and work towards concrete solutions. The IGF 2015 was also successful in
facilitating greater participation among stakeholders from developing countries and enhancing
linkages between the growing number of national and regional IGF initiatives, the global IGF and
the rest of the Internet governance ecosystem.

The entire IGF 2015 was webcast and interactive online participation enriched sessions throughout
the week, allowing many additional participants from all over the world to engage with those present
in Jodo Pessoa. Real-time transcription was also available to enhance the overall participatory
experience for delegates both there in the meeting rooms and those following around the globe. 50
remote hubs connected participants from countries such as Mexico, Argentina, Zimbabwe, Nigeria,
Egypt, Iran, Cuba and New Zealand, to name a few. Thousands of interested individuals followed
the proceedings on Twitter (#IGF2015), so that virtual discussions took off even before the meeting
started, continued throughout the week, and lasted long after delegates left Brazil to return home.
This two-part publication contains a summary and the proceedings of the 2015 IGF.

UNDESA has helped foster the growth of the IGF in the past ten years and we look forward to
continuing to do so, together with you, in the next decade.
Thank You.

WU Hongbo
Under-Secretary-General for Economic and Social Affairs
United Nations Department of Economic and Social Affairs



Editor’s Introduction: The 2015 IGF Report

This is the 10th edition of the annual Internet Governance Forum (IGF)
proceedings produced by the IGF Secretariat since the first meeting in Athens
in 2006. By collecting and organizing the outputs, reports, transcripts,
webcasts and other proceedings here in this 2-part report, the IGF Secretariat
hopes that this content helps capture the historically important institutional
memory of the discussions and debates during the now thousands of sessions
that have taken place within the IGF in its first ten years.

The 2015 proceedings are presented in two parts. Part I: Summary of IGF
2015 — Reports and Outputs from the 10" IGF intends to provide a
comprehensive overall summary of the annual meeting and includes all of the
main session, workshop, open forum and other reports (together with links to
their transcripts and webcasts if available) produced from the meeting as well
as the Chair’s Summary, tangible outputs from the 2015 IGF Best Practice
Forums (BPFs) and Policy Options for Connecting the Next Billion work and
reflections on the meeting including the stock-taking synthesis report, the
gender report card and attendance statistics.

Part 2: Transcripts of the Proceedings contains edited transcripts from all of
the high-level main sessions that took place during the 4-day meeting, as have
been traditionally presented by the Secretariat since the first edition of the IGF
proceedings. Transcripts of the High-Level Opening Ceremony, Opening
Session and Closing Ceremony are also included. Transcripts contain both
verbatim records of participants who spoke in English as well as English
translations of those who spoke in one of the other UN official languages and
Portuguese. Therefore, just as in the previous publications, some statements
may be easier to understand and more clearly written than others. But we hope
what is captured most significantly are the constructive debates and exchanges
of opinions and ideas that make the IGF deliberations so unique. Links to the
IGF website which contain full un-edited transcripts produced immediately
after the meeting are also included in the Part II Table of Contents.



10" IGF Chair’s Summary

Executive Summary:

The IGF’s tenth annual meeting took place during an important time for not only the future of
Internet governance and the IGF in the ongoing process of reviewing the progress made on the
World Summit on Information Society (WSIS) outcomes, but also for making sure that Information
and Communication Technologies (ICTs) and the Internet will support and help to enable the
recently adopted 2030 Agenda for Sustainable Development!.

The tenth annual meeting of the IGEF was held from the 10 to the 13® of November 2015 in Jodo
Pessoa, Brazil. More than 2,400 registered participants from over 116 countries attended the
meeting, with thousands more actively participating online. The overarching theme for IGF 2015
was: ‘Evolution of Internet Governance: Empowering Sustainable Development’.

This theme was timely, as the United Nations General Assembly (UNGA) has just adopted the 2030
Agenda for Sustainable Development and is reviewing the implementation of the WSIS outcomes at
its 70th Session in December. Output-oriented debates and discussions during the four-day meeting
addressed both opportunities and challenges under the following sub-themes: Cybersecurity and
Trust; Internet Economy; Inclusiveness and Diversity; Openness; Enhancing Multistakeholder
Cooperation; Internet and Human Rights; Critical Internet Resources; and Emerging Issues.

Throughout the preparatory process and during the annual meeting the IGF, which derives its
mandate from the WSIS Tunis Agenda, has played a key role in facilitating policy debates related to
these themes at this critical moment for the future of Internet governance. As a multistakeholder
platform to facilitate constructive discussions about emerging Internet governance challenges, the
IGF hosted more than 150 sessions throughout the week and enabled the IGEF’s various community-
driven intercessional activities to promote the collaborative work they have been delivering
throughout the year and provided the broader IGF community an opportunity to contribute
feedback on a variety of significant outcomes.

Highlights:

e IGF 2015 was planned in consultation with the host country and in accordance with
guidance from the IGF’s Multistakeholder Advisory Group (MAG). Both the preparatory
and the intercessional work of the IGF were guided by recommendations of the
Commission on Science and Technology for Development (CSTD) Working Group
on Improvements to the IGF>.

® In line with the CSTD Working Group recommendations, the IGF demonstrated its
capacity to produce tangible outcomes within multistakeholder collaboration frameworks.
Mobilising the inherent benefits of solving problems through a diversity of perspectives, and
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building on a busy and compelling agenda, the IGF community was united this year in its
willingness to address complex issues and work towards concrete solutions.

® IGF 2015 again aimed to facilitate increased participation among stakeholders from
developing countries and to enhance linkages between the growing number of National and
Regional IGF initiatives, the global IGF and the rest of the Internet governance ecosystem.
Insights and outputs from the more than 40 National and Regional IGF initiative meetings*
that took place in the past year served as valuable inputs at IGF 2015.

® Co-facilitators of the WSIS+10 High-Level Review, H.E. Mr. Janis Mazeiks, Permanent
Representative of the Republic of Latvia and H.E. Mrs. Lana Zaki Nusseibeh, Permanent
Representative of the United Arab Emirates, attended the 10 IGF and reported that views
from the multitstakeholder community during the consultations held at the IGF would
inform the UN General Assembly High-level Meeting on the overall review of the
implementation of the outcomes of the World Summit on the Information Society, taking
place on 15-16 December 2015 at UN Headquarters in New York

® The presence and active participation of the UN Special Rapporteur on the promotion and
protection of the right to freedom of opinion and expression and the UN Special
Rapporteur on the right to privacy in the digital age enriched debates throughout the week
related to human rights. Privacy issues were debated at length in many of the workshops,
where it was stressed that encryption and anonymity need to be reinforced around the world
whilst respecting other human rights. Other workshops emphasized that privacy,
transparency and security need to complement, not compromise each other. Workshops
related to human rights stressed the importance of the universality, indivisibility,
interdependence and interrelation of all human rights and fundamental freedoms, both
online and offline.

® Since its inception, the IGF has proven its value in the cross-cutting area of Critical
Internet Resources (CIRs) as the IGF community has shepherded discussions and debates
about the handling of CIRs. As the IGF has matured, issues related to CIRs are now
approached at a more practical level in main sessions and in both technical and non-
technical workshops. Discussions have turned to focus more on sharing information and
enhancing mutual education; covering a diversity of interest under the CIR banner: top-level
domains, internationalised domain names, the exhaustion of IPv4 and the realities of the
IPv6 transition, and the role of Internet Exchange Points (IXPs). IGF 2015 also saw
discussions about the Internet Assigned Numbers Authority IANA) transition addressed at
an informative and constructive level.

® The IGF once again served as a nexus for UN agencies, intergovernmental
organizations and major institutions tackling challenges related to Internet public
policy. During the week the UN Commission on Science and Technology for Development
(CSTD) held an open session on the ten-year review of the progress made in the
implementation of the WSIS outcomes; the UN Educational, Scientific and Cultural
Organization (UNESCO) organized a number of events and workshops, including the
launch of an Internet Freedom Series Publication and presentation of a Comprehensive
Study on the Internet. The International Telecommunication Union (ITU) presented a new
'e>merge' partnership and discussed the implementation of its Connect 2020 Agenda. Open
Forums were convened by the UN Conference on Trade and Development (UNCTAD),
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the UN Office of the High Commissioner for Human Rights (OHCHR), the Council of
Europe and the Organisation for Economic Co-operation and Development (OECD),
among many others.

® Emerging groups and initiatives such as the Global Commission on Internet
Governance, the NETMundial Initiative and the Global Forum on Cyber Expertise held
sessions. The Italian Chamber of Deputies presented an “Internet Bill of Rights”; the
“African Declaration on Internet Rights and Freedom initiative” was discussed; Stanford
University carried out a deliberative poll exercise on the multi-dimensional subject of access;
and various emerging and established observatories related to Internet governance shared
experiences with a focus on future collaboration.

® Youth participation was particularly strong during the 10th IGF. The Youth Coalition on
Internet Governance developed an ‘IGF for Newbies’ resource to help assimilate young
people with the IGF and Internet governance issues. A programme called Youth@IGF
empowered the next generation of leaders and increased the on-site participation of
approximately 70 young leaders from Latin America and the Caribbean in debates
throughout the IGF.

® Gender, diversity and intersectionality were important topics at IGF 2015, with related
debates displaying a mature, in-depth way of approaching topics about human rights in
diverse contexts, including growing cognisance of existing disparities and inequalities.
Internet intermediaries’ roles in protecting, enabling and upholding human rights were also
discussed. In the context of the IGI’s intercessional work on Connecting the Next Billion, it
was also clear that there is no longer a question about whether the Internet is a critical
enabler for sustainable development or not. The debate now emphasizes the importance of
the quality and type of access, and how such factors impact and enable human rights and
sustainable development.

® Other important issues addressed at IGF 2015 included the Internet of Things,
jurisdictional and trade issues, child online protection, the rights of persons with
disabilities online, and big data.

® The entire IGF 2015 was webcast and interactive online participation enriched
sessions throughout the week, allowing many participants from the developing world to
engage with those present in Jodo Pessoa. Real-time transcription was also available to
augment the overall participatory experience for delegates in the meeting rooms and
following around the globe. 50 remote hubs connected participants from countries such as
Mexico, Argentina, Zimbabwe, Nigeria, Egypt, Iran, Cuba and New Zealand, to name a few.
Thousands of interested individuals followed the proceedings on Twitter (#FIGF2015), so
that virtual discussions took off prior to the start of the meeting, continued between meeting
rooms and during breaks throughout the week, and lasted long after delegates left Brazil to
return home.

10th IGF Outputs and Recommendations:

% This yeat’s ‘Policy Options for Connecting the Next Billion” process produced a tangible
and community-driven, bottom-up IGF output. The compilation output document and the
comprehensive collection of inputs and contributions to the process’, available on the IGF
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website, will be forwarded to other related processes such as the UNGA 2nd Committee
through UNDESA, the ITU Council and UNESCO through council meetings, and these
agencies will be encouraged to disseminate this information as widely as possible to make
public officials aware of the work.

Outputs® from the 2015 Best Practice Forums (BPFEs), available on the IGF website, were
presented to the community in dedicated sessions and in a main session. The BPFs worked
throughout the year to produce diverse outputs which have now become robust resources,
with the potential to serve as inputs into other pertinent forums, and can evolve and grow
over time on the subjects of: Regulation and Mitigation of Unwanted Communications;
HEstablishing and Supporting Computer Security Incident Response Teams (CSIRTS);
Developing Meaningful Multistakeholder Participation Mechanisms; Practices to Counter
Online Abuse and Gender-Based Violence Against Women and Gitls; Creating an Enabling
Environment for IPv6 Adoption and Enabling Environments to Establish Successful IXPs.

Participants in the dynamic coalitions session were invited to provide preliminary feedback
on the coalitions’ output documents, both verbally from the floor and via idea ratings sheets.
It was agreed that the documents were “living” documents and that the discussion on them
would continue, including through piloted rating sheets online. There was agreement among
the DC’s that there would be merit in increasing collaboration among the coalitions to
develop common procedures.

The report from the consultations held at the IGEF on WSIS+10 review was forwarded by
the co-facilitators of the process to inform the UN General Assembly High-level Meeting on
the overall review of the implementation of the outcomes of the World Summit on the
Information Society, taking place on 15-16 December 2015 at UN Headquarters in New
York.

The Main Session on the NETmundial Statement and the Evolution of the Internet
Governance Ecosystem produced a document describing, with examples, the evolution of
the Internet governance, at national, regional and international levels, subsequent to the Sao
Paulo meeting, with regard to both (a) the principles for Internet governance that have been
defined by the NETmundial Statement and (b) the NETmundial roadmap, as well as places
where improvements may be considered.

It was recommended during the main session on Internet Economy and Sustainable
Development that UN departments and agencies such as UNDESA, ITU, UNESCO and
UNCTAD can feed IGF outputs into work towards synchronising WSIS action lines to
individual SDGs.

The more than 150 thematic workshops and other sessions that took place throughout the
week” will also produce output reports which will be available to all on the IGF website and
can serve as resources and inputs into other relevant processes.

6 . . - _ -
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% National and Regional IGF initiatives were invited to consider putting forward a theme for
intercessional work to link substantive activities of these initiatives with the Global IGF,
pending the renewal of the IGF mandate.

Extended Summary:

Opening Ceremony and Opening Session

UN Assistant Secretary-General for Economic Development Lenni Montiel opened the 10th IGF
with remarks from UN Secretary-General Ban Ki-Moon, who set the stage for the meeting, stating
that:

“Less than two months ago, world leaders adopted the visionary 2030 Agenda for

Sustainable Development. Our challenge now is to implement this blueprint for a

better future. Information and communications technologies and the Internet can
empower this global undertaking.”

In a video message Brazilian President Dilma Rousseff declared her support for the IGF’s mandate
to be extended in order to enable the sustainable and inclusive development of the Internet. The
Brazilian Minister of Communications, André Figueiredo, then assumed the chairmanship of the
meeting. In his statement Minister Figueiredo reminded participants that in developing countries,
access to the Internet for those still not yet connected to the information society remains the most
pressing issue. The statement also emphasized that in Brazil there is full awareness of the importance
of Internet access in people’s lives. Virgilio Almeida, coordinator of the Brazilian Internet Steering
Committee, emphasized in his statement that the Internet of the future must contribute to improving
health, the preservation of the environment and other SDGs.

High-level officials during the opening session thanked the Government of Brazil and CGLbr for
being the only two-time host of the IGF and praised the overall organization of the meeting and
warm hospitality of the local staff.

Speakers throughout the opening session spoke to how Internet governance should evolve and how
the International community could address concerns related to increased use of the Internet. Others
stressed that ‘permission less innovation’ and openness was vital to the Internet's future utility. Many
agreed that ambitious public and private partnerships are needed to make a real difference for
disadvantaged populations. The IGF, with its wide diversity of views and multistakeholder nature,
provides the ideal space to develop a response to the challenges that the evolution of the Internet
presents.

Indeed, strong statements of support for the renewal of the IGEF’s mandate, which will be decided
during a meeting of the UNGA on the overall WSIS review in December 2015, were made by several
of the speakers. Representatives of governments, including Turkey, the European Commission, the
United States, Japan, and China, called for the extension of the IGF mandate, recognizing the
invaluable multistakeholder synergy it brings to the discussion on Internet governance.

Main Sessions8

* DAY One *

8 Full transcripts from all main sessions can be accessed here: http:
sessions
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IGF WSIS+10 Consultations

The open and multistakeholder WSIS+10 consultation session brought together a diverse and
inclusive group of stakeholders on an equal footing, to address and comment on the UNGA’s
Overall Review of the Implementation of WSIS Outcomes Draft Outcome Document, just released
on 4 November 2015.9

The presence of the two co-facilitators of the High-Level review process enriched the deliberations
and H.E. Mr. Janis Mazeiks, Permanent Representative of the Republic of Latvia and H.E. Mrs. Lana
Zaki Nusseibeh, Permanent Representative of the United Arab Emirates confirmed that a report!®
on the consultations held at the IGF would act as an input into the High-Level review of the UNGA
set to take place on 17-18 December.

* DAY Two *
Internet Economy and Sustainable Development

Participants in this comprehensive main session recommended that deliberations on issues related to
the Internet Economy and Sustainable Development coming from the IGF could serve as valuable
inputs to the draft WSIS outcome document.

UN agencies such as UNDESA, ITU, UNESCO and UNCTAD can feed IGF discussions into
synchronizing WSIS action lines to individual SDGs. It was stressed that Internet and ICT's can
support all 17 SDGs and the IGF can contribute to enabling citizens across local economies to
better understand the potential of ICT's and Internet access. Other recommendations coming from
the session included:

e Creating more awareness about the SDGs, IGF, Multistakeholder mechanisms and how Internet
can help achieve SDGs on Regional and National levels, through different stakeholders and
Governments.

¢ Inducing more investment into Internet innovation to serve the SDGs, through both public
funds and Venture Capital incentives, among other channels.

e Engaging further local SMEs in localized results serving the SDGs, from local content, to
solutions serving different SDGs.

e Improving policies serving access, privacy and security of the Internet.

e Engaging more Women and youth.

e Tostering Internet entrepreneurship.

e Extending the Internet economy to marginalized groups and LDCs.

e Augmenting local content.

e Increase knowledge sharing, capacity building and preparation of youth for future employment.
e Transforming the digital divide into social inclusion.

IGF Policy Options and Best Practices for Connecting the Next Billion

The intercessional work on ‘Policy Options for Connecting the Next Billion” was presented and
discussed during this main session focused on the 2015 intercessional work. More than 80
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10 The summary report forwarded to the co-facilitators is included herewith on page 28 of this chair’s
summary.
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background contributions were received from the community for the ‘Policy Options for
Connecting the Next Billion!"” paper including submissions from five Regional IGFs representing
most regions of the world (Asia-Pacific IGF, Arab IGF, African IGF, European Dialogue on
Internet Governance, Latin American and Caribbean IGF), nine National IGFs, and inputs from
Governments, Intergovernmental Organizations, Civil Society, Private Sector and Business
Community, Technical Community, Academic Community, IGF Best Practice Forums (BPFs) and
Dynamic Coalitions and individual IGF stakeholders. Participants agreed that this compilation
document and the full list of background contributions will now serve as a robust resource on this
important topic and can also serve as an input into other relevant Internet public policy fora and
processes moving forward.

The outputs from the work of the IGF Best Practice Forums were also presented and it was
suggested that moving forward BPF work could perhaps be fed into consultations through the
National and Regional IGF initiatives. IGF intercessional work, including the BPFs, offer the
Internet governance community tangible ways to address pressing Internet policy challenges and
issues. Discussions stemming from the BPFs will now inform policy debates taking place in other
fora. Delegates stressed that the Best Practice Forum outputs, developed through iterative processes
that collect a wide breadth of knowledge from the diverse IGF community, demonstrate the
community’s efforts to strengthen the IGF, and to build consensus around key issues.

* DAY Three *
Enhancing Cybersecurity and Building Digital Trust

Lack of trust in the Internet, a key driver of the global economy, can adversely impact the
achievement of the sustainable development goals. Recognizing the crucial need to enhance
cybersecurity and build trust, this main session held valuable discussions with stakeholders coming
from government, private sector and civil society to give them an opportunity to share their views on
the challenges, and provide recommendations for addressing the issues.

The general consensus coming from the session was that cybersecurity is everyone’s problem and
everyone should be aware and understand that the cyber world is a potential unsafe place. A culture
of cybersecurity is needed on different levels. Individual action was encouraged to make the Internet
safer. Moreover, a need for a comprehensive approach to tackling cybercrime and building trust,
such as the introduction of security elements when developing cyber products and services, was
highlighted. Participants also stressed the critical role that education plays in addressing cybercrime
issues and noted that education should be expanded to involve all levels of society. Capacity-building
was cited as an indispensable driver for cybersecurity.

There were calls for further multistakeholder participation in the tackling of cybercrime. Session
panellists agreed that the IGF, including national and regional IGFs, has proven to be a good
collaborative multistakeholder process for cybersecurity, but still needs to reach out to get missing
parties around the table. The involvement of the government, private sector, civil society and other
stakeholders in handling cyber security was stressed as fundamental in terms of sharing best
practices, sharing results of critical assessments and identifying globally accepted standards of
cybersecurity. All stakeholders must understand, respect and trust each other’s expertise and
competences.

A Dialogue on ‘“Zero Rating’ and Net Neutrality

11 . . . . -
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During this session many different views on the business practice of Zero Rating (ZR) were
expressed. Zero Rated services provide a mobile broadband subscriber with access to select content,
without that access counting against the subscriber’s data cap. In the session opening, two questions
were posed to the speakers: 1) whether ZR assists in connecting the unconnected by offering
Internet access to those who cannot afford it, and 2) whether ZR is a violation of net neutrality when
it does not offer access the “full Internet.”

The positions that were heard from expert speakers and session participants on ZR were extremely
diverse. Some think ZR is a direct violation of Network Neutrality, others don’t even think that it is a
Network Neutrality issue. The national regulators who participated in the session described
completely different approaches to ZR. A third theme that came through was that further research is
needed. The discussion also focused on other means to increase Access, such as the use of municipal
Wi-Fi and community networks. ZR is only one means of connecting people to the Internet. It was
recommended that further reseatrch is needed on this complex subject.

The session aired different views of ZR and offered vibrant discussion on the topic. The dynamic
input from the audience participants, both in situ and online indicated the importance of holding
future sessions dedicated to this and related topics, with more time for input and debate on all
aspects and positions. The session was clearly too short to hear all audience contributions that
needed to be heard. There was consensus that there is a clear need for more research on ZR, to be
undertaken from different viewpoints. Closing the circle to the points presented in the introduction:
access, affordability and awareness are important dimensions to consider in policy discussions on
ZR.

IGF Dynamic Coalitions (Day 3 and Day 4)

IGF Dynamic coalitions'? were featured in a main session at the IGF for the first time this year. The
MAG decided to dedicate a main session to the coalitions in order to both highlight the groups’
reports and open them to consideration as tangible outputs.

Eight coalitions - on Accessibility and Disability (DCAD), on Core Internet Values (DCCIV), on
Gender and Internet Governance (DCGIG), on Internet Rights & Principles IRPC), on Network
Neutrality (DCNN), on Platform Responsibility (DCPR), on Public Access in Libraries (DCPAL),
and on the Internet of Things (Dicots) - volunteered to present their work in the first segment of the
session. These eight were part of an experimental process to solicit feedback from participants via
“idea ratings sheets” containing key themes from the coalitions’ respective reports. The sheets were
used to stimulate debate and discussion during the second segment of the session on the following
day. Essential themes or issues presented for feedback included the right to access, gender inclusion
in Internet governance processes, support to libraries as public access points, and common
definitions of net neutrality. The rating sheets were an innovation of the session and were used for
the first time in an IGF setting.

In addition, in the session’s second segment, three new dynamic coalitions on Child Online Safety
(DCCOS), on Accountability, and on Freedom of Expression Online, had the opportunity to
introduce themselves and invite participation in their burgeoning groups.

A suggestion that emerged from the discussions was a proposal to create a DC Coordination Group.
This proposal found broad support among the participants. The main task of the proposed group
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would be to develop a charter for all DCs with common principles and rules of procedure they
would agree to adhere to, such as having open lists and open archives. The Group would also look at
areas of overlap and duplication and aim to create synergies among the DCs.

* DAY Four *
Human Rights on the Internet

Discussions about the importance of human rights on the Internet have grown increasingly
prominent at the IGF. The Main Session on Human Rights also reflected a growing recognition that
human rights extend beyond enabling access to multiple other dimensions that affect how the
Internet enables sustainable development. The Session demonstrated that there are a variety of ways
to engage on human rights and that the IGF is becoming an increasingly important platform to
discuss these broad issues, what policy actions are needed, and how the IGF community can help to
ensure that the Internet is used to enable sustainable development and to promote human rights
globally. Topics like hate speech, protecting journalists and citizen journalists to ensure freedom of
expression online, preventing the radicalization of youth, the protection and promotion of privacy,
and the importance of protecting women’s and LGBT communities’ rights online and offline by
addressing online abuse and gender-based violence were addressed; as were private sector
responsibilities in promoting and protecting human rights online. The Session also reflected a more
in-depth way of unpacking human rights, how rights apply in a ‘real world’ context of existing
disparity and inequality, the importance of diverse contexts around the world, and how the IGF can
also help to ensure that the Internet can help reduce global inequalities and discrimination.

The session focused on three major areas of discussion, namely freedom of expression, privacy and
assembly; access, human rights and development; and emerging issues. Discussants from different
stakeholder groups provided substantive inputs to some of these pre-defined questions, which were
also opened up to participants from the floor for broader conversation. Moderators introduced the
overall framing for the session, and actively engaged discussants and participants in the conversation.

In general, the Internet’s potential for enabling human rights was stressed in the context of growing
Internet access. With reference to other sessions over the week at IGF 2015 some speakers noted
that the meeting was characterised by a particular emphasis on certain topics like dangerous and hate
speech (including speech targeted at migrants and different ethnic communities; lesbian, gay, bisexual
and transgender communities; women; and related gender-based violence and abuse); the prevention
of radicalizing youth; and the relationship between surveillance and privacy.

Recommendations and next steps

The session benefited from a rich discussion on a variety of topics, and offered many potential
outcomes and recommendations for future work. A selection of these include:

e Discussions about human rights online cleatly recognise the particular importance of protecting
and promoting privacy, children, minorities, disabled people, and women.

e In the future, there is a need to also investigate how cultural diversity can be balanced with access
in the context of promoting human rights, and a related demand for supporting indigenous
people’s needs in terms of cost, access, and needs where cultural and language preservation are
concerned.

e The need to encourage and promote user trust in technology and education on how to use online
platforms in ways that do not infringe others” human rights was stressed.
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e In the future, it is important that the IGF and other platforms focus on mechanisms for the
domestic, regional and international enforcement of human rights and principles; and also refer
to and investigate existing legal precedents. The pace of technological change cannot be used as
an excuse for inaction, but regulatory responses should be adopted and implemented with
caution.

e There is a need to more clearly investigate and define corporate (including platform and
intermediary) responsibility for protecting human rights; but state responsibilities should not
simply be transferred to the private sector.

e Discussions at the IGF about human rights also need to be reflected and integrated in other
regional and international human rights fora.

The NETmundial Statement and the Evolution of the Internet Governance Ecosystem

The NETmundial Multistakeholder Statement covers a wide range of Internet Governance issues
that are of great relevance to the IGF. In particular, the Statement highlighted the need for a
strengthened IGF in its mandate of serving as the focal point for the discussion of many issues,
according to the Tunis Agenda, including some that may not yet be fully addressed in existing
organizations, processes and fora.

The session aimed to take stock of the evolution of the Internet Governance ecosystem with regard
to the principles and roadmap contained in the NETmundial Multistakeholder Statement. To review
the current and future impact of the NETmundial Statement on Internet Governance processes. The
session took stock of how those issues are being advanced by the broader Internet governance
community 18 months after the Sdo Paulo meeting, by means of concrete examples provided by
various players of the ecosystem dealing with different governance issues at national, regional and
international levels.

Participants in the open mic session (in person and remotely) raised the following issues:

® There is a need for considering the opinion of people with disabilities in order to implement
the provisions of the NETmundial Statement regarding accessibility.

O In the context of this manifestation, some leaders of relevant organizations expressed their
commitment to inform the OECD about the discussions at IGF.

® The NETmundial methodology is unequivocally one of the main reasons for its success.
That methodology has to be studied and be used to enhance the methodologies applied at the IGF.

O Some speakers reacted to this issue by underscoring that strong evidence, good arguments and high
quality debate make a lot of difference for societal self-determination.

®  One of the issues that led to the occurrence of the NETmundial Meeting was the issue of
mass surveillance. Currently, that topic has not been dealt with satisfactorily.

O One expert highlighted that civil society has a key role to occupy in cybersecurity debates and
decision-mafking processes.

® Child protection is still a matter of concern.

e tis disappointing that there is little or no mention of the NETmundial Meeting in the
context of the WSIS+10 process.
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O Some panelists argued however that different governance processes tend to ignore each other and
contended that during the 10th edition of the IGE in 2015 there were several steps to close the bridge between the
discussions at the IGE and the WSIS+10 process. They recalled the participants of the efforts of Brazil to bring to the
IGF the two co-facilitators of the WS1S+10 which resulted in their commitment to take a summary of consultations
on the WSIS review to the UNGA.

O One expert explained that the procedures adopted for the NETmundial meeting are too adpanced
for many governments to accept. But he was optimistic about a “learning spiral” that guarantees that issues are
revisited from time to time which leads to an increased level of understanding at each iteration.

Key Takeaways and the Way Forward

According to the discussions that took place during the main session and the evidence presented by
the speakers, it is possible to affirm that one year and a half after the adoption of the NETmundial
Statement, Internet governance has evolved to encompass the following characteristics:
e Human rights and shared values have become a permanent item on the work
agenda of Internet technical fora and organizations.
® One thing that was only tangentially mentioned during the discussions that took
place in the main session is the growing list of activities and tracks that now form the IG
ecosystem. Besides the strengthening of the best practice forums and the dynamic coalitions,
the proliferation of national and regional pre-IGF events as documented by the IGF
Secretariat (http://bit.ly/1YuuN5h) reveals the growing recognition of the distributed,
decentralized and multistakeholder nature of the ecosystem.
® More importantly, different methodologies (such as the ones presented in the
responses provided for policy question #2) have been developed and can support the
evaluation of how advanced or not is the implementation of the NETmundial Principles and
Roadmap in the years to come.

The following items consist of takeaways that emerged from the discussions and prospective items
that can be considered in the furtherance of the dialogue on the implementation of the NETmundial
Principles and Roadmap. In sum, they contribute to the understanding of Internet governance
subsequent to the Sao Paulo meeting:

® The NETmundial Statement is still up to date and valuable in all of its
recommendations. Besides considering the document as a source of normative guidance for
Internet governance, some speakers argued that the NETmundial process has been
increasingly invoked as a benchmark for result-oriented Internet governance deliberations
(except in intergovernmental arenas as noted elsewhere). Different speakers underscore the
strong and solid methodology that guided the process from its inception to its conclusion.

® There was a general sense among the speakers in the session that the IGF has made
important improvement to become increasingly more outcome-oriented, which is consistent
with the recommendations of the the CSTD Working Group on Improvements to the IGF

(available at: http://www.unctad.info/en/CstdWG/) and the NETmundial Meeting.

O Some speakers highlighted the maturity of IGE discussions and commended the initiative of
developing the Y outh@IGF program.

e International trade and cybersecurity (and their overlap with Internet governance)
are critical areas for the advance of multistakeholder participation.
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O 1t was recommended that cybersecurity discussions consider development as a fundamental human
right.

® There was a general sense among the speakers with regard to the importance of
promoting NETmundial principles in all tracks and spheres that form the Internet
governance ecosystem. It is necessary however to analyse the meaning of those normative
propositions according to the different local and regional contexts.

Closing Ceremony

Ambassador José Antonio Marcondes de Carvalho, Undersecretary for Environment, Energy and
Science and Technology, Ministry for Foreign Affairs of Brazil, chaired the closing ceremony which
featured closing statements from leading representatives from the IGF multistakeholder community.
In his remarks, Mr. Ricardo Coutinho, Governor of the State of Paraiba, praised the organizational
efforts of Mr. Hartmut Glaser, Executive Secretary of CGI Brazil. Many speakers echoed a message
of great thanks to CGI and to the local and host country government officials and supporting staff.

It was said that the IGF by its nature is an inclusive environment, as are the National and Regional
IGFs that have emulated in their own circumstances. Speakers urged delegates to leverage that
inclusiveness and continue to strive for greater participation, particularly from developing countries,
in IGF processes. By doing this it was said that we can help foster an open Internet, that has seen
tremendous growth and innovation, provides an engine for economic growth and serves as a
platform for expressing ideas, thought and creativity.

Ms. Yolanda Martinez, Head of the Digital Government Unit, Secretariat of Public Administration

of Mexico, offered again on behalf of the Government of Mexico to host the 11 IGF in 2016,
pending the renewal of the IGF mandate.
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Main Session Reports

e Ten-Year Review of the World Summit on the Information Society:
Developing Messages from the IGF Community

e Internet Economy and Sustainable Development

e IGF Intersessional Work: Policy Options and Best Practices for Connecting
the Next Billion

e Enhancing Cybersecurity and Building Digital Trust

e A Dialogue on “Zero rating” and Network Neutrality

¢ IGF Dynamic Coalitions

e Human Rights, Access and Internet Governance Roundtable

¢ The NETmundial Multistakeholder Declaration and the Evolution of the
Internet Governance Ecosystem
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“Ten-Year Review of the World Summit on the Information Society:

Developing Messages from the IGF Community”

Transcript
Video
Backgrounds

During the Internet Governance Forum Multistakeholder Advisory Group (MAG) meeting, members of the MAG
proposed a special session regarding the WS1S+10 Review. The MAG members endorsed this concept, and an
organizing group drawn from different stakebolder communities undertook the development of the main session at the
IGF in Jodo Pessoa. With the support and engagement of the MAG Chair, Mr. Janis Karklins, the host country Co-
Chair, Mr. Benedicto Fonseca Filho, and Mr. Chengetai Masango of the IGE Secretariat, invitations were extended
to the Co-Facilitators and to the Offfice of the President of the General Assembly from the MAG co-organizers: Ms.
Lea Kasper, Ms. Marilyn Cade, Ms. Lynn St. Amonr, Mr. Jandyr Ferreria dos Santos Junior, and Ms. Shita
Laksmt, who also acted as rapportenr of the session.

The co-organizers are from civil society, the private sector, the technical community and government. After extensive
online consultation, the co-organizers decided to formulate gniding questions, drawing upon the approach taken by the
WSIS Co-Facilitators in the New York consultations. The questions were distributed to participants abead of tinse,
were also handed out as printed copy in the room, and provided guidance during the 3-hour session, which was co-
moderated by Ambassador Fonseca Filho of Brazil and Ms. St Anour from the technical community.

Drawing on the NetMundial modalities, the co-organizers provided separate microphones for each stakeholder group.
The moderators rotated across these to ensure a balanced set of comments from each group.

The presence of the WS1S Co-Facilitators, Ms. Lana Zaki Nusseibeh, Permanent Representative of the United
Arab Emirates to the UN, and Mr. Janis Mazeiks, Permanent Representative of Latvia to the UN, as well as of
IGF Secretariat staff, was welcomed. The Co-Facilitators delivered opening remarks, with Ms. Zaki Nusseibeh
proposing additional guiding guestions:

1 - What concrete measures in policy and financing can accelerate the achievement of affordable, relevant,
high-quality access in order to bridge the digital divide?

2 - What are the specific measures that can address the gender dimension of the divide?

3 - How do we make sure that our global Internet governance system reflects the global nature of the Internet?

The following summary of the session addresses the guiding questions and synthesizes the
comments received from all stakeholders. The full transcript of the session is also available.

SECTION 1 - ICT for development (preamble, sections 1 through 3)

The guiding questions posed were:

13 Full transcript of the session available here: http://www.intgovforum.org/cms/187-igf-2015 /transcripts-igf-
2015/2834-2015-11-10-wsis-10-consultations-main-meeting-hall. Webcast available here:
https://www.youtube.com/watch?v=wVUDHt4s3ng
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e How can ICTSs be harnessed for sustainable development? What insights and experiences
from the last 10 years should be highlighted by the review?

e  What concrete measures can help bridge the digital divide, including between and within
countries, and How can the IGF community contribute to the implementation of the
Sustainable Development Goals (SDG’s) and achieving ICT4D for all? What could be the
role of the IGF in these efforts?

e How should human rights issues related to ICT's be addressed in the outcome document?

e How should the outcome document handle present and emerging concerns about
cybersecurity?

COMMENTS
There was general support across the stakeholder groups for:

- The ICT for development paragraphs, for embedding ICT's in development processes, and for the
continued focus on Development at the centre of continued WSIS activities.

- Increased focus on relevant policy development processes in the developing and least developed
countries to help ensure full equitable participation in all IG processes and forums.

- The strengthened and expanded Human Rights language in the Draft Outcome Document. There
was significant support for the recognition that Human Rights obligations apply online just as they
do offline, as well as for support for the language on free speech, privacy and surveillance in other
paragraphs.

- The linkages drawn between the WSIS activities and the SDG 2030 goals, affirming that ICT's need
to be seen as an instrument for achieving all the Sustainable Development Goals, and calling for a
regular/periodic review that focuses on the effectiveness of the linkage, highlights Best Practices in
meeting the SDGs, while looking for innovative ways to meet those targets.

- Expanding regional, national, and intra-national or sub-national IGF Initiatives given their
contributions, their importance to the global IGF, and their role in increasing policy development
capacity building.

- Re-balancing the language around multi-stakeholder and multilateral throughout the Outcome
Document given the over-emphasis on multilateral and consequent diminishment of the multi-
stakeholder model. A broad set of stakeholders felt that the references to multilateral did not reflect
reality or historical fact, noting that the multi-stakeholder model has governed much of the Internet's

development from the very beginning.

- Further elaborating how to better enable the private sector particularly in the area of capacity
building and infrastructure development.

- Looking more broadly at the question of cybersecurity to ensure it fully recognizes the role of all
stakeholders and spaces beyond the UN in building confidence and security in ICTs.

Some support for (no comments against):
- Stronger language that commits governments to increase public services online.
- Para 38; suggest adding references to anonymity and encryption as enablers of rights; include

reference to Human Rights covenants or binding instruments in the text (para 5 & 47).
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- Adding language to ensure that encryption tools are protected online as they are enablers to the
freedom of expression and privacy, noting that blanket prohibitions on encryption violated
international Human Rights.

- New financial mechanisms and the idea that there should be a further mechanism separate from
usual development assistance.

- The reference to public access in paragraph 27 while looking for stronger language supporting
public access as an enabler.

No consensus:

- Para 49 — the fact that there was no consensus on the need for a convention on cybercrime, but
requests that the language should rather reflect existing consensus on need for cooperation and
capacity building.

- There was also call for acknowledging role for non-state actors, who are contributing to addressing
cyber security and cybercrime.

Additional text suggestions but without consensus:

- Include the notion of technology neutrality at the end of paragraph 15 - the end of the paragraph
could read “..now understood to be foundational contributors to enable development and should
recognize the principle and importance of technologically neutral solutions.”

- Add SDG # 10 to paragraph number 14: “..9¢ (infrastructure and access), 10 (reduce inequality
within and among countries), and....” .

- Add a reference re the Internet as a common good and requirement for free access to basic
information in paragraph 21.

- Linkage to the Sustainable Development Goals (SDGs) should be strengthened and make specific

reference to SDG 16.10, which aims to “ensure public access to information and protect
fundamental freedoms, in accordance with national legislation and international agreements”.

SECTION 2 - Internet Governance and Enhanced Cooperation

The guiding questions posed were:

e  What should the main goals of Internet governance be now and in the future?

e How long should the IGF mandate be? How should improvements be implemented? What
should be the role of UN?

e What are the respective roles of governments and non-governmental stakeholders? How do
you view their fulfilment over the last 10 years and how should they develop in the future?

e How can Enhanced Cooperation across and within the IG ecosystem be strengthened
through the WSIS framework?

COMMENTS
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There was general support across the stakeholder groups for:

- Including the word multi-stakeholder before the word multilateral in paragraph 50, and adjusting
the language around multi-stakeholder vs. multilateral, in order to better represent reality, in terms of
who has primarily governed the Internet since the beginning.

- Maintaining the working definition of Internet Governance that is contained in paragraph 34 of the
Tunis Agenda.

- The renewal of the IGF mandate, with the consensus opinion of 10 years (though several would
have preferred an open ended mandate).

- A request for recognition of the IGF's evolution towards being more outcome oriented, and more
focused on capacity building, identifying emerging issues and facilitating institutional dialogue and
building on the CSTD Report on Improvements for the IGF.

- Enabling developing countries to participate substantively and equitably in the various forums
related to Internet Governance and in the policies which have a direct impact on social and
economic development. Text should be added to the Outcome Document stating that funding
mechanisms, especially for developing country participation, should be expanded (not only
strengthened) to make this a reality.

Some support (and no comments against):

- There are clearly still differences of opinion on what enhanced cooperation means. It was suggested
that the WSIS review not focus its attention on long and potentially fruitless discussions about
enhanced cooperation in the abstract but instead address it from an issues based perspective: for
example: What does enhanced cooperation mean for child online protection, and how do all
stakeholders (including governments) play a role?

- The role of the CSTD was recognized and welcomed in discussions about Enhanced Cooperation.

- Paragraph 59 references the UN regional commissions and they could be mobilized again to do
this. Another suggestion was the regional IGFs as potentially an effective venue to organize these
reviews.

Some divergence:

- Paragraph 51, purports to be established language (paragraph 35 of the Tunis Agenda) yet inserts
the text: “within the respective roles and responsibilities” taken from paragraph 50, hence it was
recommended that that additional text be deleted as it is not in fact established language.

- With regards to various references on multi-stakeholder vs. multilateral (such as in paragraph 50),
or conflated text (such as in paragraph 51), the point was raised that the language should reflect
where we are today and all that we have learned through these processes.

- There was a suggestion that where we quote the Tunis Agenda language we include an introduction
to place the language in context, so that we are not bound by the status quo of 2005 but we recall

where we were and how we got to where we are today.

- There was a request to review the language that was agreed (for the Zero Draft) based on inputs
and comments from multiple participants, including several governments, organizations from Civil
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Society, private sector, technical and academic community. That language did not contradict the
agreed language from the Tunis Agenda and better represented both the roles and responsibilities of
different stakeholders as well as the process that is the basis for Internet Governance today.

- There were significant concerns about paragraph 56 as it seems to imply a state-to-state discussion
on enhanced cooperation. It was repeatedly noted that enhanced cooperation involves more than
just enabling governments to exercise their power, and that enhanced cooperation already takes place
in many settings. Further, a special session of the General Assembly on enhanced cooperation will by
its nature be state-to-state and thus not inclusive. The text needs to be clear that government is one
of the stakeholders along with many others.

- Paragraph 56, where there is a call for a new intergovernmental Working Group with participation
of different stakeholders received comments of non-support, and clarification of why. Statements
were made that this is redundant given that the CSTD WG is still constituted. Opening new working
groups will take energy from existing efforts and other stakeholder efforts. There was some support
to continue the CSTD WG on EC with a new mandate.

- The current text on net neutrality was felt by some to be too constrained, and it was suggested that
a statement adopted in the Council of Europe in November 2014 might be more appropriate, it says
“take necessary steps to preserve the open and neutral character of the Internet and support end user
rights to access, disseminate and use Internet content or services of their choice”.

Additional specific text suggestions:

- Paragraph 50 - the recognition that the Internet is a global resource that should be managed in the
public interest was welcomed. It was suggested that the principles of openness and inclusiveness be
added as these are key Internet Governance principles, and it would be more consistent with
paragraph 12 in the preamble.

SECTION 3 - Implementation and Follow-up

The guiding questions posed were:

e What financing mechanisms should be put in place to implement WSIS outcomes?

e The review of the implementation of the WSIS outcomes has taken place at 5-year intervals.
How often should reviews take place and what should be their nature?

e What role can the IGF and various national and regional IGF Initiatives play in WSIS
implementation and follow-up?

e What should be the objectives of the annual reviews: WSIS Action line reviews at the WSIS
Forum, and the annual WSIS reports by CSTD?

e How should stakeholders continue to be involved leading up to the UNGA High Level
Event in December?

COMMENTS
There was some support for (and no comments against):
- Including a statement in the Follow up and Review section of the Outcome document that ICT's

are a very important instrument for achieving the SDGs (given the linkages between the WSIS
activities and the SDG 2030 goals).
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- An annual review of the linkages between the WSIS activities and the SDG 2030 goals and their
effectiveness, highlighting Best Practices, and looking at innovative ways of meeting those goals.

- Regular/petiodic regional reviews similar to those in the WSIS process, involving all stakeholders
and including reports on progress in achieving the outcomes within the context of the 2030 Agenda

for Sustainable Development.

- Using the WSIS Matrix (created by the ITU with the WSIS coordinators) to measure progress and
strengthen the impact of ICT's for Sustainable Development.

- Continuing the role of the CSTD and the WSIS Forum, respectively in WSIS review and in Action
Line Review.

10™ IGF Main Session: Internet Economy and Sustainable Development

Transcript
Video

Agenda:

The discussions at the IGF session reflected the importance of Internet Economy enabling policies
and eco-system for the fulfillment of different SDGs.

The main session was split into the following main issues/topics:

- Setting the scene

- Global Vision

- Internet Role and Economy challenges and successes delivering SDGs.

- How the IGF and other IG organizations/efforts might better support the SDGs;
- Recommendations

Policy Questions:

How do we foresee the Information society in 2030 & how it may be different that 2015?

What are the obstacles for Internet entrepreneurship?

What are the barriers for obtaining equality through the Internet?

How ICT capacity building is better delivered?

What are the best way improve health, education, timely Justice, environment protection, society
engagement with the help of the Internet?

What are the hurdles to obtaining access to meaningful information from the Internet?

What are the barriers to increase the access for the non-connected?

Are there best practices for the above challenges?

What regulatory and policy issues needs to be addressed to improve the Eco-System?

IGF post-2015, ‘Multistakeholderism’ and supporting the delivery of the SDGs

Investing in human capital: How to ensure investment in ICT oriented human capital from
marginalized communities to young entrepreneurs within a healthy eco-system?
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Auvailability of local applications and content: In many countries technology is coming from outside
and the applications and content provided might not be localized to the local need or available in
local language. Problems range from integrating the local languages into the system, and updating the
contents posted on websites, to customized applications catering for local needs. The lack of suitable
regulation, and investments eco-system can hinder innovation in content creation and application
development. What best ways to promote creation of locally relevant content and applications?

Intellectual Property Rights: How can we raise awareness about the importance of protecting IPR for
both international and local applications and content, and how can we balance between IPR policies
and increased availability and affordability? Of the 17 SDGs, where can Internet based technologies
make maximum contribution to ensure rapid achievement of objectives? Implementing Sustainable
Development: are we identitying synergies between the SDGs and WSIS Action Lines and practical
measures to support their implementation?

Host Country Chair: Mr. Henrique Faulhaber, Director and Founder of Calandra Solutions,
Advisor of the Brazilian Internet Steering Committee

Moderator: Joseph Alhadeff (Chair — ICC, Digital Economy Commission & VP Oracle)

Panelists:

Intergovernmental:

Mr. Lenni Montiel; Assistant-Secretary-General for Development — United Nationsy

Mr. Gary Fowlie; Head of Member State Relations & Intergovernmental Organizations - ITU
Ms. Lydia Brito; Director of the Office in Montevideo - UNESCO

Ms. Michele Woods; Director, Copyright Law Division - WIPO

Government:

H.E. Rudiantara, Minister of Communication & Information Technology - Indonesia

H.E. Junaid Abmed Palak- Information and Communication Technology Minister of
Bangladesh

Ambassador Sepulveda, Deputy Assistant Secretary, U.S. Coordinator for International and
Communications Policy at the U.S. Department of State

Private Sector

Sergio Quiroga da Cunba, Head of Latin America, Ericsson
Jimson Olufuye, Chairman — Africa ICT Alliance (AACTA)
Silvia Rabello, President - Rio Film Trade Association

Civil Society:

Sunil Abrabam; Executive Director, Centre for Internet and Society -Bangalore-

Helani Galpaya; CEO LIRNEasia, an ICT policy and regulation think tank active across emerging Asia and
the Pacific.

Mrs. Sally Metwaly- Director of Social Innovation and Entreprenenrship programes, Misr-

Elkbeir Foundation (possible remote participation)

Technical Community & Academia:
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- Jari Arkko; Chairman — IETF
Rail L. Katzy Adjunct Professor, Division of Finance and Economics, Columbia Institute of
Tele-information

Desired results/output:

Identifying challenges to internet economy and ICT enabling SDGs

Identifying best practices & successful policies enabling SDGs through Internet.
Highlight the importance of the Internet role to sustainable development.
Identify how IGF post 2015 would support the SDGs

Brief Summary:

Participants in this comprehensive main session recommended that deliberations on issues related to
the Internet Economy and Sustainable Development coming from the IGF could serve as valuable
inputs to the draft WSIS outcome document.

UN agencies such as UNDESA, ITU, UNESCO and UNCTAD can feed IGF discussions into
synchronizing WSIS action lines to individual SDGs. It was stressed that Internet and ICT's can
support all 17 SDGs and the IGF can contribute to enabling citizens across local economies to
better understand the potential of ICT's and Internet access. Other recommendations coming from
the session included:

Creating more awareness about the SDGs, IGF, Multistakeholder mechanisms and how Internet
can help achieve SDGs on Regional and National levels, through different stakeholders and
Governments.

Inducing more investment into Internet innovation to serve the SDGs, through both public funds
and Venture Capital incentives, among other channels.

Engaging further local SMEs in localized results serving the SDGs, from local content, to solutions
serving different SDGs.

Improving policies serving access, privacy and security of the Internet.

Engaging more Women and youth.

Fostering Internet entrepreneurship.

Extending the Internet economy to marginalized groups and LDCs.

Augmenting local content.

Increase knowledge sharing, capacity building and preparation of youth for future employment.
Transforming the digital divide into social inclusion.

Main Session: IGF Intercessional Work: Policy Options and Best
Practices for Connecting the Next Billion

Transcript
Video

Description/Agenda:
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The purpose of this main session on Policy Options and Best Practices for Connecting the Next
Billion’ was to bring the IGF community together in a roundtable format for an interactive and
output-oriented discussion which will review the work of some of the main inter-sessional activities
of 2015 including the collaborative ‘Policy Options for Connecting the Next Billion” compilation
report and the six Best Practice Forum’s. The session gathered those from the community who have
made great contributions to the inter-sessional work, including representatives from National and
Regional IGF initiatives, and representatives from all stakeholder group’s, to identify both challenges
and potential solutions for bringing the next billion global citizens online.

Examples of policy questions addressed throughout the preparatory process of the ‘Connecting

the Next Billion’ exercise:

1. How would you define the issue “Connecting the Next Billion”?

Have you observed any regional or national specificities regarding connectivity (e.g. Internet
industry development)?

3. Do you know of existing policy measures, and private sector or civil society initiatives
addressing connectivity? If yes, was the policy a government policy, industry policy (either
collective best practice or corporate policy), technical policy, or did it pertain to civil society
collaboration? Describe them.

4. In your opinion, what worked well in the development of the policy, and what
impediments were encountered?

5. What was the experience with implementation?

6. Did you experience any unintended consequences of policy developments/interventions,
good and bad?

7. Can you think of unresolved issues where further multistakeholder cooperation is needed?

Did you gain any insight as a result of the experience?

9. List proposed steps for further multistakeholder dialogue/actions.

*

Host Country Chair: Mr. Maximiliano Martinhio, Secretary of Telecommunications, Ministry of
Communications of Brazil
Moderator(s): H.E. Benedicto Fonseca (Brazil) and Constance Bommelaer (ISOC)

Panelists and agenda:

High-Level Remarks — Lenni Montiel, UN Assistant Secretary-General for Economic Development in the
Department of Economic and Social Affairs
Welcome and Introduction — Conustance Bommelaer, Senior Director, ISOC and H. E. Benedicto Fonseca,
Brazi/ - 10 min
e The importance of strengthening the IGF
e IGF issues and the broader context: Sustainable Development Summit, WSIS+10, etc.
e Types of outcomes: Policy Options, Best Practices, methodology and post-2015
perspectives
Defining the issue — Dr. Pepper, Vice President, Global Technology Policy, Cisco 10 min
e What does Connecting the Next Billion entail?
e  Why is this issue important and what are the challenges?
Policy Options for Connecting the Next Billion:
e Overview of the complete findings — Brian Gutterman, Associate Programme Manager, IGF
Secretariat
e Pointer to short synthesis
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o Perspectives from the regions, i.e. regional/national IGFs - Lee Hibbard, Head of Information
Society Unit, Council of Europe and Makane Faye, Chief, Knowledge Management and Library Services,
UNECA

e Call for representatives of national/regional IGF leaders and other contributors/participants
to weigh in from the table: Avri Doria, APC; Carolyn Nguyen, Technology Policy ad Strategy,
Microsoft; Alice Stu, Stanford; Tomas Lamanauskas, Head, Corporate Strategy, I'TU; Manu K.
Bhardwaj US' State Department; Jack Deasy, O3B Networks; Kevin Martin, 1P, Public Policy, Mobile
and Global Access).

IGF Best Practices and how they help Connect the Next Billion

o Leaders of IGF Best Practices report on outcome of their work, its importance in
Connecting the Next Billion, and proposed next steps for IGF work:
o Multistakeholder mechanisms - _4v7; Doria, APC
Establishing CSERT' - Ju/ia Cormwell McKean, eSafety Commission, Australia
Mitigating Spam - Cristine Hoepers, Internet Policy Consultant
Enabling IPv6 - [zumi Okutani, Policy Liaison [PNIC and Susan Chalmers
Establishing successful IXPs — Malor: Hutty, Head of Public Affairs, Lynx, and Jane
Coffin, Director, ISOC
o Countering abuse against women online - Jac Kee, Women's Rights Policy
Coordinator, APC and Subi Chatuverdi, Adjunct Faculty and DGM Corporate
Communications
o Question to the audience - Which Best Practices should be developed going forward, how
they would be relevant to Connect the Next Billion?
The way forward — Vint Cerf, Google
e What are the emerging trends/challenges to Connect the Next Billion?
e How can the IGF catalyze global initiatives
e What should be the role of the IGF in tackling issues and how should its community
continue to shape its outputs in a relevant and useful way?
o Q&A with the audience

O O O O

Conclusion — H.E. Benedicto Fonseca, Brazil
Remote moderator: Rague/ Gatto, Regional Policy Manager, ISOC

Brief Summary:

The intercessional work on ‘Policy Options for Connecting the Next Billion” was presented and
discussed during this main session focused on the 2015 intercessional work. More than 80
background contributions were received from the community for the ‘Policy Options for
Connecting the Next Billion'¥ paper including submissions from five Regional IGFs representing
most regions of the world (Asia-Pacific IGF, Arab IGF, African IGF, European Dialogue on
Internet Governance, Latin American and Caribbean IGF), nine National IGFs, and inputs from
Governments, Intergovernmental Organizations, Civil Society, Private Sector and Business
Community, Technical Community, Academic Community, IGF Best Practice Forums (BPFs) and
Dynamic Coalitions and individual IGF stakeholders. Participants agreed that this compilation
document and the full list of background contributions will now setrve as a robust resource on this
important topic and can also serve as an input into other relevant Internet public policy fora and
processes moving forward.

14 . . . . J
http:/ /www.inteovforum.org/cms/policy-options-for-connection-the-next-billion /cnb-outdocs
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The outputs from the work of the IGF Best Practice Forums were also presented and it was
suggested that moving forward BPF work could perhaps be fed into consultations through the
National and Regional IGF initiatives. IGF intercessional work, including the BPFs, offer the
Internet governance community tangible ways to address pressing Internet policy challenges and
issues. Discussions stemming from the BPFs will now inform policy debates taking place in other
fora. Delegates stressed that the Best Practice Forum outputs, developed through iterative processes
that collect a wide breadth of knowledge from the diverse IGF community, demonstrate the
community’s efforts to strengthen the IGF, and to build consensus around key issues.

Summary report

PART 1 — Comments on Connecting the Next Billion

Mr. Maximiliano Martinhdo, Secretary of Telecommunication of the Ministry of Communications of
Brazil and Mr. Lenni Montiel, UN Assistant Secretary-General for Economic Development have
opened the session, emphasizing in their respective remarks the importance of the intercessional
work in the IGF, especially the topic of policy option for connecting the next billion which is an
essential for the Internet development and bridging the Digital Divide.

The session was moderated by Ambassador Benedicto Fonseca and Mrs. Constance Bommelaer.

Mrs. Bommelaer has set the scene for the work that led for the session towards more IGF outcomes
aligned with paragraph 72 from Tunis Agenda. There were six best practices forum discussions on
multistakeholder mechanisms, mitigating spam, establishing successful IXPs and encountering abuse
against women online, which were held under the overarching intercessional theme of connecting
the billion. Moreover, the community has widely taken the public consultation in the run up for the
IGF. All the inputs have been consolidated into a final draft document to be discussed in this

session.

Mr. Robert Pepper, from Cisco, has stated that in order to close the Digital Divide we need to
accelerate and speed up the way to connecting the next billion and understand the gaps to get more
people connected. He raises four challenges to be faced in this path: (i) infrastructure (in the supply
side) and access (including ability to be connected); (i) affordability (in the demand side); (iii) skills
and capacity building; and (iv) awareness and content that leads to relevance. There is another piece

regarding income inequality and gender gap in the use of the Internet.

Mr. Brian Gutterman from IGF Secretariat has explained the key findings on the public consultation
held prior the IGF. There were more than 80 individual and organizational contributions and 5
regional IGF initiatives took on the theme (African IGF, LACIGF, EURODIG and Arab IGF). All
contributions and the draft document are available in the IGF website. The consolidated draft
document is divided into 5 sections: deploying infrastructure, increasing usability, enabling user,
ensuring affordability and policy recommendations for creating an environment for Connecting the
Next Billion.

Mr. Makane Faye has shared the experience from the African European Commission on discussions
for Connecting the Next Billion. There was over 150 multistakeholder participants involved and 8

28



recommendations: adopt the best practices methodology program; enhance multistakeholder

cooperation through improving the communication and IT tools; develop strategic partnerships to
support infrastructure development; sustainable use of ICT and applications; improve local content
development and eLearning initiatives; increase access to information and knowledge; preserve the
identity and unique cultural heritage of Africa through free Internet platforms; and monitoring and

evolution of the program.

Mr. Tomas Lamanauskas, I'TU, recall the Sustainable Development Goals that recognizes the
importance of ICT's to achieve its goals as a vision. Also highlight the fact that the Digital Divide is
widening with multiple devices connected in Internet of Things in one side and other regions with
none, and it is important to take on the ways and tools. Moreover, emphasized the need to connect

the next billion not only as users but also as active participants of the economy.

Mrs. Avri Doria highlights the need to look forward. After the report, to narrow the issues and take
it further with concrete steps to work with throughout the next years.

Mrs. Carolyn Nguyen has delivered Microsoft's contributions key points, which are concrete
examples on both, demand and supply side, for affordable access in remote areas and capacity
building. She has also addressed the need for evidence-based policy making and asked if we should

have a set of connectivity principles, a framework, a tool set?

Mr. Manu Khardawaj, from US State Deparment has presented the new initiative Global Connect
focused on internet development, launched after community demands and IGF USA discussions. He
also mentions that this intercessional work has resulted in a set of policy recommendation to
potentially guide local initiatives or other efforts to unlock digital growth and expand the benefits of
connectivity to the world.

Mr. Jack Deasy, from O3B Networks, has pointed that there are several satellite industry investments
to expand broadband for the unconnected, now the challenge is to connect communities which need
manageable and accessible recommendations to be really engaged.

Mr. Kevin Martin from Facebook states that policies and actions need to reflect the fact that you
have multiple challenges while addressing the lack of infrastructure and the costs of access. He has
also emphasized some of the key points in the report: increasing usability and enabling users. Finally,
he introduced his company new programme to provide free access to content.

The floor was open to audience. The questions were about youth engagement in the process of
policy making in internet and the expansion of infrastructure also through the Spectrum for mobile
broadband and other types of wireless. Also it was raised the other challenges for connecting the
next billion such as illiteracy and electric power in Africa.

Mrs. Carolyn Nguyen has shared the experience from EURODIG organizing a specific workshop on
Policy Options for Digital Access and Inclusion, which results in the following challenges to address
in Europe: increase usage when infrastructure already exists, but also consider the access issues in
rural areas and other geographical realities; and the need to develop digital agendas for all different
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layers and respective solutions. She has also stressed the importance of clear statistics and data, as
well as to facilitate the connection of all international organizations on a national level, sharing the
investment and development of public-private partnerships. Mr. Lee has added that in the context of

access, it has been discussed the Internet as a global resource to be managed in the public intetest.

Mr. Manu Khardwaj has called all countries to view the connectivity as a central issue to their
national development strategy and to consider its cross-cutting nature of how its impacting all
sectors of the economy. And Mt. Pepper has emphasized open multistakeholder country
programmes to drive up Internet extension and access.

PART 2 — Best Practices Forum results linked to Connecting the Next Billion

BFP Strengthening Multistakeholder Participation Mechanisms — Avri Doria

BFP Regulation and Mitigation of Unsolicited Communications — Julia McKean

BFP Establishing and Supporting Computer Security Incident Response Team (CSIRTSs) — Christine
Hoepers

BFP Creating an Enabling Environment for IPv6 Adoption — Susan Chalmers

BFP Enabling Environments for Establishing successful IXPs — Jane Coffin

BFP Encountering Abuse Against Women Online — Jac Kee

Mr. Vint Cerf has delivered closing remarks in which he calls for a new label: Internet Stewardship
Forum as it is about making the Internet to continue to be constructive environment for everyone.
He highlights that the next billion will be connected from many different parts of the world, as
technology keeps changing, prices goes down and speeds goes up. Accessibility is also an important
issue, with a technological solution, while violence against women is a societal problem. Therefore,

the intercessional work is fundamental.

10" IGF Main Session: Enhancing Cybersecurity and Building Digital

Trust

Transcript
Video

Co-Facilitators: Dominique Lazanski, Subi Chaturvedi and Segun Olugbile

The session built upon existing global initiatives including GCSC2015 and others.

Agenda:

This main session explored the following issues:
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Identify the issues: what are the critical challenges in establishing resiliency and trust from the
different stakeholders’ perspectives? What are the key issues and challenges for a secure and
sustainable free and open cyberspace and how can international cooperation be enhanced? Engaging
with diversity and regional/national/linguistic/forensic challenges — problem definition with a
solutions approach/ case studies? Assess the capacities: what capabilities are essential to addressing
cybersecurity challenges and how can they be measured?

How do we strike the right balance between cybersecurity and human rights including free speech?
How can we create a secure cyberspace for netizens, small and large business, startups and
governments without thwarting innovation? How do we engage diversity and

regional/national /linguistic/forensic challenges?

Capacity building: what are the best practices in addressing today’s and tomorrow’s challenges? What
platforms would facilitate and accelerate these efforts and how can they best achieve synergy in this
field?

How do we promote the use of Internet for international peace and security? What
recommendations are there for high level principles for cyber cooperation? How do we discover new
approaches for institutionalising and disseminating best practises for capacity building including:
Rights, Recourse, Jurisdiction - Understanding risk behavior, disruptive technologies initiating cyber
hygiene, national digital literacy and broadband plan integration

Multistakeholder collaborations: what are examples of successful proactive and reactive
collaborations to address cybersecurity challenges, either nationally, regionally, or globally; within a

sector and across sectors?

How can we amplify multistakeholder participation in promoting international stability of the
internet and enhancing cooperation in global internet governance towards a secure cyberspace?

How do we enhance digital trust and protect privacy through bilateral and multistakeholder
initiatives and collaborative spaces? What case studies are available?

Next steps: What practical and concrete steps can be taken or initiatives could be implemented?
What other evidence-based research is needed? How can Cybersecurity be more open, accountable
and transparent? What are the next steps? And what processes can and should be part of the next
steps?

Host Country Chair: Paulo Sergio Carvalho

Moderatots:

Wout de Natris — De Natris Consult
Paul Blaker — Department of Culture, Media and Sport, UK Government

Speakers:
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David van Duren of the Global Forum on Cyber Expertise

Chris Painter Head of Cyber Issues (US State Department — Governments and Compliance/Balance
Govt. of Netherlands (Dutch)

Bob Hindon — ISOC — Chairman of the board

Paulo Sergio Carvalho - Host Country chair

Rahul Gosain

Tomas Lamanauskas, Head, Corporate Strategy, ITU- Confirmed

Megan Richards — EU

Michael Kaiser — Stop. Think. Connect

Carolyn Nguyen - Microsoft

Audrey Plonk - Intel

Corrine Cath - Internet & Jurisdiction Project — recent Oxford University graduate
Academia — ALX (University of Mexico)

Marco Hogewonig — External Relations Officer — Technical Advisor RIPE

Brief Summary:

Lack of trust in the Internet, a key driver of the global economy, can adversely impact the
achievement of_the sustainable development goals. Recognizing the crucial need to enhance
cybersecurity and build trust, this main session held valuable discussions with stakeholders coming
from government, private sector and civil society to give them an opportunity to share their views on
the challenges, and provide recommendations for addressing the issues.

The general consensus coming from the session was that cybersecurity is everyone’s problem and
everyone should be aware and understand that the cyber world is a potential unsafe place. A culture
of cybersecurity is needed on different levels. Individual action was encouraged to make the Internet
safer. Moreover, a need for a comprehensive approach to tackling cybercrime and building trust,
such as the introduction of security elements when developing cyber products and services, was
highlighted. Participants also stressed the critical role that education plays in addressing cybercrime
issues and noted that education should be expanded to involve all levels of society. Capacity-building
was cited as an indispensable driver for cybersecurity.

There were calls for further multistakeholder participation in the tackling of cybercrime. Session
panellists agreed that the IGF, including national and regional IGFs, has proven to be a good
collaborative multistakeholder process for cybersecurity, but still needs to reach out to get missing
parties around the table. The involvement of the government, private sector, civil society and other
stakeholders in handling cyber security was stressed as fundamental in terms of sharing best
practices, sharing results of critical assessments and identifying globally accepted standards of
cybersecurity. All stakeholders must understand, respect and trust each other’s expertise and
competences.
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IGF2015 Main Session Report:
A Dialogue on Zero-Rating and Network Neutrality

Transcript

Video

Susan Chalmers and Ginger Paque, Editors

MAG co-organisers: Susan Chalmers, Principal, Chalmers & Associates, US/New Zealand; Ginger
Paque, Director, Internet Governance Programmes, DiploFoundation, US/Venezuela; Ephraim
Percy Kenyanito, Policy Fellow, Access Now, East Africa

Host Country Chair: Nivaldo Cleto, President, Association of Brazil’s Registration Authorities
(AARB); Counselor, Brazilian Internet Steering Committee (CGL.br)

Lead Moderator: Dr. Robert Pepper, Vice President, Global Technology Policy, Cisco, USA

Floor and Readout Moderators: Carolina Rossini, Vice President, International Policy, Public
Knowledge, Brazil/US; Vladimir Radunovic, Director, E-diplomacy and Cybersecurity Programmes,
DiploFoundation, Serbia

Organisational note: The IGF Main Session A Dialogue on Zero-Rating and Network Neutrality was
organised in open consultation with the Internet community over the course of several months.

1.11  Scene Setting

At the IGF2014 in Istanbul, the workshop session Nez Neutrality, Zero Rating and Development: What is
the Data? considered the Internet policy issue of Zero Rating (ZR). Many different points of view
were expressed.

Discussion focused on how ZR can connect more people to the Internet, both in terms of
connecting those who do not have physical access to Internet infrastructure, and also in terms of
connecting those who do have physical access, but do not, or cannot, connect for one reason or
another. For example, some would connect but cannot afford to pay. Others see no value in
connecting to the Internet. Finally, some have neither the skills nor the capacity to connect and
engage online.'> In this regard, access, affordability and awareness emerged as important themes.

For proponents of ZR, when a zero-rated service provides something to the consumer “for free,” it
solves for the problem of affordability. The problem of Internet awareness is solved by providing
access to it through ZR, thus giving people the opportunity to understand the value that the Internet
can bring to them. A ZR program may only provide free access to a handful of basic services, but
providers claim that this initial access, while limited in scope, will “whet the appetite” of new
Internet users and encourage them to purchase plans to access the “full Internet.”

PCarolina Rossini and Taylor Moore, ”Exploring Zero-Rating Challenges: Views From Five Countries” (2015),
available at https:/ /www.publicknowledge.otg/assets/uploads/blog/Final Paper-Jul_28-TM.pdf
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At the same time, however, the workshop session considered how ZR can be used to create lock-in
and permit providers to behave in anticompetitive ways. Also, ZR can be used to create walled
gardens for end users, potentially restricting people’s understanding of the Internet to being one
particular platform or application.

Another issue discussed was the interaction between ZR and network neutrality principles. Some
were concerned that ZR could be used in a way to violate network neutrality. Others maintained that
ZR violates network neutrality by default, by treating content, and its traffic management, in a
discriminatory way. Finally, a major concern was that ZR models offer only a subset of the “full
Internet,” preventing people from going where they really want to go, on the Internet.

During the 2015 main session, ZR was discussed as one policy option for solving these problems -
an alternative to the deployment of community networks, for example, or the provision of municipal
wifi. After providing the above summary of ZR issues and last year’s discussion, moderator Dir.
Robert Pepper, Vice President of Global Technology at Cisco, noted that it was clear that both
legitimate concerns and aspirations exist for ZR. The ensuing discussion at the main session sought
to explore these concerns and aspirations. Following readouts from “feeder sessions,” (summarised
below) discussion on ZR began with a presentation of new research on this complex and challenging
Internet policy issue.

1.1.2 “Feeder Session” Readouts

WS 156 Zero-Rating and Neutrality Policies in Developing Countries This roundtable session
focused on “zero rating services as a tool to provide Internet access and how [these services| can
affect the open, free Internet.” As seen in other sessions during the IGF, affordability of access and
the lack of interest in connecting to the Internet were two rationales given by private sector
participants in support of ZR. Further, ZR was explained as a temporary solution for these problems
- “an entry-level for people offline.” On the other hand, contributions from civil society participants
highlighted “the ability to connect, create, consume and contribute” as important Internet principles
which should not be sacrificed by ZR, which creates “a false version of the Internet.” A suggestion
made submitted during the roundtable session was that, if permitted, ZR “must be done under
specific rules to prevent distortion of competition through relationships in the whole digital
ecosystem.”

Access/PROTESTE event on Zero Rating This event featured “a public show and tell” of
research on the different kinds of zero-rated mobile services that are offered by large, global service
providers. Participants discussed different definitions of ZR, data caps and data prices in different
countries, the effects of ZR on Human Rights, consumer rights, competition law, and innovation
policy, whether users equate platforms offering ZR services with the actual Internet (the conclusion
was “yes”), alternative approaches to increasing access, and whether ZR violates network neutrality
principles. Finally, as heard elsewhere in related sessions during the IGF 2015, the need to
distinguish between theoretical harms and real harms was noted and there was general agreement
amongst event attendees that more data is needed.

Dynamic Coalition on Network Neutrality The DCNN representative presented highlights from
its annual meeting and report. The report included regulatory perspectives from Norway, where ZR
“is not considered compatible with net neutrality’” due to the fact that “the goal of net neutrality is to
avoid fragmentation and preserve the Internet as a platform that's open to communication and
innovation.” It was noted that this perspective is shared by other national regulators, particularly in
Europe. On the issue of how consumers think about ZR, according to a study discussed during the
DCNN meeting, users with low data caps appreciate ZR offerings and users with high data caps do
not seem to care. This could be problematic; it could lead to Internet Service Providers keeping data
caps artificially low.
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Despite the above illustration from Norway, it was noted that discussions within the DCNN this
year also considered whether ZR could be considered as a short-term exception to network neutrality
rules, provided that such zero-rated services ate offered under Fair, Reasonable, and Non
Discriminatory (FRAND) conditions. Finally, it was stressed that supporting the creation of
community networks can be a more sustainable approach to increasing Internet access and
empowering people, rather than providing access to a limited selection of ZR applications.

WS 21 SIDS Roundtable: the ‘Free Internet’ - Bane or Boon? The Small Island Developing
States (SIDS) roundtable discussion focused on free Internet more generally; ZR was considered as
one example amongst others. Discussion often referred back to the questions of who pays for ‘free
Internet”? and what does “free Internet” mean? The discussion considered various aspects of the Internet
ecosystem, for example infrastructure, applications, and cost. These aspects should be addressed
individually as well as collectively when assessing “Free Internet” programmes and their contribution
to “the overall objective of being able to derive the maximum benefit for small economies.”
Different stakeholders drive these different aspects, but the synchronization of their work is
“imperative.” In light of the unique connectivity situations that SIDS face, “innovative solutions” are
needed to fund Internet infrastructure rollouts. Finally, “expressions of concern” were voiced “as to
whether implementation of free Internet and Zero Rated services present in the Caribbean region
were really benefiting the citizens,” and there was “unanimous agreement” that non-technology
player participation (e.g. civil society and academia) in the development of free Internet programmes
is key.

In the final readout of the main session, a preview of the then-upcoming workshop WS 79 Zero-
Rating, Open Internet, and Freedom of Expression was provided. The aim of the panel session
would be to consider the impact of ZR plans on the open nature of the Internet and on network
neutrality, Freedom of Expression, competition in the telecommunications market, consumer
behaviour, inclusiveness, and Internet Governance. Discussion would focus on understanding ZR's
effect on socioeconomic development, and on evaluating the effectiveness of current regulatory
trends, where regulators assess ZR plans on a case-by-case or market-by-market basis.

1.1.3 Research

Dr. Silvia Elaluf-Calderwood, Research Fellow at Oxford Brookes University, summatized her work
with Roslyn Layton from Aalborg University on ZR in different countries. The work includes an
early review of the regulatory impact in countries that “banned some forms of the practice” -
Slovenia, Chile and the Netherlands.!¢ Elaluf-Calderwood highlighted two obsetrvations in particular.
The first was that local start-ups and small operators - those who are typically the first movers in
providing zero-rated services - are usually the ones who are negatively affected when ZR is banned.
Large incumbents are not. Second, low volume users may end up paying for the services of the high
volume users. Reducing the lowest priced offers in the market, top price offer gets more data, that
only helps the experienced elite user. The first-time internet user is not going to chose such product
anyway.

10 Roslyn Layton and Sylvia Elaluf-Calderwood, “Zero Rating: Do hard rules protect or harm consumers and
competition? Evidence from Chile, Netherlands and Slovenia” (2015), available at
http://papers.sstn.com/sol3/papers.cfmrabstract id=2587542. This paper also responds to five common
criticisms of zero rating: 1) The operator that offers zero rating will win market share; 2) The zero rated service
will win market share; 3) The presence of zero rating will preclude the emergence of new applications and
services; 4) Users do not go to non-zero rated content. If Facebook is free, they don’t

venture beyond it; 5) Operators that are zero rating their own content foreclose other content.
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According to Elaluf-Calderwood, ZR is a marketing tool and, to consider it as a network neutrality
issue, “is perhaps to extend too much the concept.” Based upon their research, Layton and Elaluf-
Calderwood’s preliminary conclusion is that ZR should not be banned because it affects less than 1%
of the market that is using it.

Helani Galpaya, CEO of LIRNEasia, said that many people in emerging Asia are coming online
through ZR services “because mobile devices [are] how Asians are connecting to the Internet.”
Galpaya outlined key research questions relating to ZR, asking, for example:

® Whether ZR drives users to adopt a new and different form of connectivity beyond their
traditional SMS and voice services?

® Whether ZR serves an on-ramp for new users to the full Internet?
Whether people stay within their ZR walled gardens, and what do they do when they are
there?

® Whether some equate Facebook with the Internet?

Research indicates that the answer to this last question is “yes”.!” The first two questions were
answered as “cautiously yes,” and too eatly to say, given that there is “big hole in the research” on
whether ZR subscribers eventually convert to paying, “full Internet” users. Galpaya noted that
Facebook is on the record as saying 50% of users convert to paying consumers of the full internet
within 30 days. Telecom operators have confirmed this number anecdotally.

Do some stay inside of their ZR walled garden? “Of course they do” Galpaya says, and in that walled
garden they “organize themselves politically,” find jobs, and communicate with friends and family. In
a specific example, hairdressers have used zero-rated services to “find out about hairstyles of
celebrities” as “this is what their customers demand.”

Galpaya concluded as some other participants did by calling for further research, explaining that “we
don’t have the basis for policy making at this point.”

Dhanaraj Thakur, Research Manager at the Alliance for the Affordable Internet (A4Al), presented
research that focused on how various Internet service plans impact the affordability of Internet
access of in developing countries, in order to “inform policymakers on the best ways to address these
emerging services.” After canvassing the availability of mobile data services in eight different
countries, across three continents (Africa, Asia, and South America), A4Al developed four categories
of mobile service plans:!8

1. Full cost data bundle, where the user pays the advertised price and uses their data in
whatever way they wish;

2. Service-specific data bundle, where the user purchases data (often at a discounted rate) to
use on specific sites or apps;

3. Earned data, where the user earns data after performing some type of action, such as
viewing an advertisement or completing a survey; and,

4. Zero-rated data, where access to specific content comes at no additional cost to the user.

17 e . , . » .
Leo Mirani, “Millions of Facebook users have no idea they’re using the Internet” Quartz (2015), available at
http://qz.com/333313 /milliions-of-facebook-users-have-no-idea-theyre-using-the-internet/.

' Alliance for Affordable Internet, “The Impacts of Emerging Mobile Data Services in Developing Countries”
(2015), available at http://1e8q3q16vyc81g813h3md6g5f5e.wpengine.netdna-cdn.com/wp-
content/uploads/2015/11/MeasuringlmpactsofMobileDataServices ResearchBriefl.pdf.
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Thakur said that, looking across all of the countries studied, 51% of mobile data plans fit into the
“service-specific” category, 33% are “full cost” data plans, 13% are zero-rated, and 3% are “earned
data” plans. The next phase of this research is to survey users in the countries studied to answer the
types of questions that both Elaluf-Calderwood and Galpaya raised during the interventions, for
example the extent to which ZR users convert to the “full Internet” and whether alternative models
can drive greater Internet adoption “particularly among the low income groups and other excluded
groups.”

1.1.3.1  Questions

Questions from the floor that related to research included:

® Whether there is empirical evidence that supports the assertion that ZR creates walled
gardens;

Elaluf-Calderwood acknowledged that while most ZR content is from “common applications that
are social networks,” ZR providers expect that users will eventually move to broader Internet
services on a paid basis, adding that while “it is not ideal...for some people it is an introduction.”
Galpaya confirmed that there is empirical evidence showing that ZR creates walled gardens, but that
there is also evidence to support the assertion that people in these walled gardens benefit from these
free services in different ways because they are cheaper substitutes.

® Whether there is “a correlation between the percentage of service-specific packs in specific
countries, and the number of Telecom service providers...in [those] countries;”

Thakur responded that research did not reflect a correlation between the number of service
providers in a given country and the number of service-specific plans. He went on to explain:

I wonld suspect then that this has more to do with the intensity of the competition in the market, not necessarily a
number of operators, but that's a good guestion that we conld explore more because then it addresses the impacts of
these plans on competitiveness in the market.

Another question raised, but which could not be addressed given time constraints was whether ZR is
an issue in the Electronic Commerce chapter of the Trans Pacific Partnership Agreement.

1.1.4 Different Types of Zero-Rating and Alternatives

Kevin Martin, Vice President, Mobile and Global Access Policy at Facebook, explained that the
company understands those who remain unconnected to the Internet as belonging to one of three
different groups:

1. Those lacking access to Internet infrastructure;

2. Those who cannot afford to pay for Internet access; and

3. Those who “live within a range of a signal” but are unaware of the value and relevance of
having access to the Internet.
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Martin explained that Facebook’s “Free Basics”!? programme was developed to help connect people
in this third group.?’ This zero-rated service provides end users free access to certain content,
including “news, education, health sites, jobs, government sites, and local content.” The Internet
Service Providers (ISPs) who participate in Free Basics are not paid by Facebook or the other
content providers. The programme is non-exclusive and non-discriminatory; Facebook engages with
participating ISPs and content providers on equal terms. In response to questions raised throughout
the discussion relating to Free Basics users eventually subscribing to the “full Internet,” Facebook
research indicates that Free Basics leads to a 50% increase in the rate people are brought onto mobile
networks, and at least 50% of people who come online through Free Basics begin paying for data to
access the broader Internet within 30 days.

A different approach to connecting the unconnected, referred to as “Equal-Rating” was presented by
Jochai Ben-Avie, Senior Global Policy Manager at Mozilla. Equal-rating is an initiative to explore
“alternative solutions to help connect the unconnected, and connect them to the full diversity of the
Internet.” Citing the need “to spark innovation in alternative market solutions, bringing...all of the
Internet to everybody” Ben-Avie described two such Mozilla projects in the Firefox OS Ecosystem:
a Mozilla partnership with Grameenphone (owned by Telenor Group) in Bangladesh which allows
users to receive 20 MB of data for free each day, in exchange for viewing an advertisement. And a
second partnership with Orange which allows residents of multiple African countries to purchase
$40 Firefox OS smartphones that come packaged with 3-6 free months of voice, text, and up to 500
MB per month of data.

Speaking more broadly on the issue of connecting the unconnected, Ben-Avie said:

I want to be clear, if we're going to accelerate the rate of which people are connecting, there are definitely parts of the
world where we'll have to subsidize the cost to [the] user in some fashion. Zero-Rating bas been offered as a an
opportunity to do that, but we believe that we bave only seen a limited set of models now. We believe that there must
be...alternative solutions to help connect the unconnected to the full diversity of the Internet.

On the question of whether ZR violates network neutrality, Ben-Avie explained that such services
“don't raise the same prototypical harms of neutrality of blocking and throttling, but we see many of
the same kind of anti-innovation, anti-competition concerns.”

Addressing the question of spreading access to Internet infrastructure, Steve Song, founder of
Village Telco,! noted that there was little diversity in the options being used. In Sub-Saharan Africa,
beginning in 2009, Song explained that the arrival of a dozen undersea cables sparked investment in
terrestrial projects?. This, combined with a drop in the price of wireless technologies, opened up the
possibility of new access options. Whether it is working with unlicensed wireless, dynamic spectrum
options, or micro GSM services, entrepreneurs and community organizations can now define their

19 .
In response to concerns about whether the original Internet.org name confused users, Facebook changed
the name of the program to Free Basics.

* Facebook also is working on other initiatives to connect those in the first two groups, for example through
the work of its Connectivity Lab, which is exploring how technologies such as satellites and high-altitude solar
planes can be used to connect people in areas without adequate Internet infrastructure, and the Express WiFi
programme that the company has rolled out in India to explore using unlicensed spectrum to lower the cost of
connectivity.

2 “Village Telco is an initiative to build low-cost community telephone network hardware and software that
can be set up in minutes anywhere in the world. No mobile phone towers or land lines are required. Village
Telco uses the latest Open Source telephony software and low cost wireless mesh networking technology to
deliver affordable telephony anywhere.” See http://villagetelco.otg/about/.

2 A history of African undersea fibre optic cable development can be found at
https://manypossibilities.net/african-undersea-cables-a-history/ and a map of African terrestrial fibre
networks at https://afterfibre.nsrc.org

38


https://blog.mozilla.org/blog/2014/09/15/expanding-reach-in-asia-telenor-group-brings-firefox-os-smartphones-to-bangladesh/
https://blog.mozilla.org/blog/2015/03/01/firefox-os-proves-flexibility-of-web-ecosystem/
https://blog.mozilla.org/blog/2015/03/01/firefox-os-proves-flexibility-of-web-ecosystem/
https://manypossibilities.net/african-undersea-cables-a-history/
https://afterfibre.nsrc.org/

own access options. However, Song observed that alternative access options remain “hamstrung to
some degree” by current regulatory frameworks. Diversity in access options will increase competition
and allow consumers to select more open options for themselves.

Song concluded with a suggestion for the next IGF meeting:
What 1 would love to see in the next IGF is, instead of 7 sessions on net neutrality, 7 sessions on access diversity.

Computer scientist Bob Frankston contributed a new dimension to the discussion on ZR by drawing
attention to the term “Zero-Rating” itself - a “telecommunication term” which not only has
“nothing to do with the Internet” but also assumes a relationship between each service and each
customer. The concept of ZR is not new - 800 numbers have existed for some time. The problem,
Frankston explained, is that:

The Telecom and the Internet use the same facilities. They just are using different ways to use the same facilities. We
got today's Internet by tunneling throngh telecommmnications. The fact that we can repurpose [telecommunications
infrastructure] has given the illusion that the Internet is one thing in the pipe called telecommmunications.

Through the concept of ZR, the traditional telecommunications approach to rates and billing has
been ported over to the very different dynamic of the Internet. For example, telecommunications
operators offer their subscribers broadband services, including zero-rated television and phone
services “because they just include it, and [then]| they add this thing called the Internet as yet another
thing that they can offer.” Frankston explained that this “led to the illusion that [the Internet] is a
‘service’ that you get. Really, it is one end of the tunnel through telecommunications.”

Frankston concluded by describing connectivity as an economic issue, where those who want to
connect to the network, or who want for others to be able to do so, whether “those” ate
communities or governments, have to find a way to fund that connection.

1.1.41 Questions

There were no questions from the floor that related to the different types of ZR and diversity in
access options.?

In their final reflections, both Ben-Avie and Martin addressed the problem of ZR platforms being
equated with the Internet. In asking people from Kenya, India and other countries “Have you
connected to the Internet?” Mozilla often heard the response “No, we don’t have a Facebook
account.” Ben-Avie signaled that this means that more need be done to raise awareness about the
value proposition of the Internet.

Martin acknowledged the confusion that was caused by Facebook’s initial use of the “Internet.org”
domain name, which is why their ZR programme is now called “Free Basics.” On the question of
whether ZR violates network neutrality, Martin pointed out that Facebook supports net neutrality
and thinks it is critical that there is no blocking, throttling, or paid fast lanes. This has to be
consistent with the ability to bring more people online in an effective way. Free Basics has been
rolled out in 29 countries around the world without intervention by regulators. Further, neither the
EU nor the US, which have recently adopted stronger network neutrality rules, prohibit ZR
programs but instead review them on a case-by-case basis.

23 . . .
There were, however, statements made and unrelated questions posed. This report summarises these
interventions in the section ‘Statements and Discussion from the Floot’.
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1.1.5 National Approaches to Zero-Rating

Igor Vilas Boas de Freitas, Counselor at ANATEL, the Brazilian telecommunications regulator,
recognized that there are many different concepts of ZR and acknowledged the complexity of ZR as
a regulatory topic. He addressed ZR from a constitutional dimension. Freedom of economic activity
is a constitutional principle in Brazil. There is thus no legal basis for the state “to keep service
providers from offering specific packages, including Zero-Rating.” However, the Commissioner
explained, state intervention should take place if there is evidence that ZR services are harmful to
competition or to the right of freedom of the consumer.

In terms of analysis, Com. Igor explained that a key question in deciding whether a ZR service is
anticompetitive is who pays for the consumer’s free data:

When there's someone different than the network provider paying the bill, for exanmple, the bank, the government itself,
there's no specific issue related to Zero-Rating. When the network provider, the owner of the means is paying, of course
we recognize there's a potential harmful effect on competition and freedom.

Brazil takes an ex post approach to ZR regulation, considering ZR “as a competition issue that [the
regulator has] to observe,” letting things evolve, and understanding what impact, if any, ZR has on
consumer rights and competition.

The Republic of Slovenia, on the other hand, adopted an ex ante approach to ZR regulation because
“competition law alone is..unlikely to be effective to prevent against excessive Zero-Rating
practices.” Dusan Caf, Chairman of Slovenia’s National Electronic Communications Council,
pointed out that Slovenia was the second European country to pass network neutrality laws, in 2012.
The following year, ZR services offering free access to music, video and cloud storage began to
emerge in the Slovenian market. Data caps were relatively low, while ZR services, in some cases,
offered virtually unlimited data usage. Caf described those ZR services as being “highly anti-
competitive.”

In January 2015 the regulator issued its first decisions against zero-rated setvices. {CITE?} Caf said
that the market’s response was to increase data caps, a positive outcome for the consumer. These
decisions, however, may only be temporary, Caf explained, because the European Parliament
recently adopted new network neutrality rules and, additionally, mobile operators have appealed
these decisions on the basis that they violate their right to economic freedom. Supporters of the
decision maintain that the it upholds their rights to freedom of expression, of confidentiality of
written communications, and protection of personal data.

According to Eduardo Bertoni, Director of the Center for Studies on Freedom of Expression and
Access to Information at Palermo University School of Law, as of the date of the IGF 2015, ZR
programmes had been approved, implemented, or were in the process of being implemented in
Paraguay, Colombia, Panama, Brazil, Bolivia, Peru, and Guatemala. Bertoni addressed two popular
arguments against ZR in Latin America: first, that ZR violates network neutrality, and, second, that
ZR services are often confused with being the full Internet.

The first argument turns on the definition of network neutrality and technical considerations. In
Argentina “the law prohibits price-setting for Internet access in relation with the content, services,
protocols or applications that are to be used or offered through the respective contracts.”?* In Brazil,

** Law 27.078, art. 57 b. “ARTICULO 57. — Neutralidad de red. Prohibiciones. Los prestadores de Servicios
de TIC no podran: ... b) Fijar el precio de acceso a Internet en virtud de los contenidos, servicios, protocolos o
aplicaciones que vayan a ser utilizados u ofrecidos a través de los respectivos contratos.”

http:/ /www.infoleg.gob.ar/infolegInternet/anexos/235000-239999 /239771 /norma.htm
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the law creates “a duty to process on an isonomic basis (art.9), the transmission of any data package
regardless of content, origin and destination, service, terminal or application.” In Bertoni’s view, as
ZR provides content for free, it could violate network neutrality under Argentine law. As for Brazil,
“if the concept of isonomy means equality before the law,” Bertoni explained, “[then]| Zero-Rating is
against Net Neutrality regulation.”

As to the second argument - that ZR is being confused with the “full Internet” - Bertoni said that
this was more of a semantic problem than a “real problem.” However, “the confusion could be used
politically for not implementing policies to increase real access to Internet, which is happening now
in some countties.”

United States Ambassador Daniel Sepulveda, Deputy Assistant Secretary of State and Coordinator of
International Communications and Information Policy, acknowledged the different approaches
described in Brazil, Slovenia, and Argentina before highlighting important policy considerations in
the United States relating to ZR. Does a given ZR programme ultimately serve the public interest,
for exampler “There may be a case where a Zero-Rating programme is in the public interest to be
allowed and there may be cases in which it is not.”

Ambassador Sepulveda then explained that network neutrality is a basic principle supported by the
US, and that, with regards to ZR and other relevant issues, it is imperative to have “an open dialogue,
transparent process and an evidence-based discussion on the effect [ZR] would have on the Internet,
on the edge of the Internet, and on users and welfare.” The Ambassador concluded by saying that, in
light of the ZR discussion, we should “guard against paternalism...[as] the poor understand their
interests as much as we do.”

We should try to enable as much as possible choice and opportunity in the market for them to exercise their capabilities
as consumers while at the same time ensuring that any service that's provided to them isn't their only option and doesn't
harm them.

1.1.6 Harms and Benefits of Zero-Rating

Pranesh Prakash, Policy Director at the Centre for Internet & Society (India) explained that the
harms and benefits of ZR depend not only on the characteristics of the market but also on the type
of ZR involved, and there are many different types of ZR: Paid for by the end consumer or
subsidized by ISPs or subsidized by content providers or subsidized by government or a
combination of these; deal-based or criteria-based or government-imposed; ISP-imposed or offered
by the ISP and chosen by consumers; Transparent and understood by consumers vs. non-
transparent; based on content-type or agnostic to content-type; service-specific or service-
class/protocol-specific or service-agnostic; available on one ISP or on all ISPs. Further, that the
market conditions in each jurisdiction is different. Thus, “Regulatory responses must therefore be
very carefully collaborated keeping in mind these different |[...] existing conditions.”

Prakash turned to potential benefits of ZR, beginning with how ZR can enable Human Rights,
“specifically the rights to freedom of expression, the freedom to receive information, and the
freedom of association.” Enhancement of competition is another potential benefit, depending how
ZR is used, for example by allowing small providers to compete against large ones, and also in terms
of enhancing consumer choice. Most obviously, ZR can provide cheaper access to the Internet.

In terms of harms, Prakash noted that ZR could also be used in anticompetitive ways, and impact
Internet ‘openness’, ‘generativity’, diversity, and innovation at the Internet’s edges.
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Anja Kovacs, Director for the Internet Democracy Project (India), approached the topic of harms
and benefits from a long-term perspective, raising questions about the potential impact of ZR over
time on the Internet and, equally if not more importantly, our own societies. Ten years ago, Kovacs
explained, “the Internet was a very different beast. At least from a user perspective, today it is much
more centralized, and even for all of us who have access to the full Internet...the Internet today is far
more mediated by corporations than it was ten years ago.” If ZR could help work against this
imbalance than Kovacs would support it, but, “it looks as if it will set us further on the part of
centralization, especially [with] the massive investments that have been made around FreeBasics in
India, [which focus] on the discourse of promoting access rather than awareness.”

On access diversity, Kovacs noted that mobile phones might be a first port of call, but “that may be
part of the problem, not of the solution.” Community networks in particular were mentioned as part
of the solution. In the context of the WSIS review process, in discussions relating to how ICTs can
support the Sustainable Development Goals, a vital component that was missing in Kovacs’ opinion
was discourse on “what kind of access people need exactly to be able to make that empowering
potential a reality.”

Before addressing its benefits, Belinda Exelby, Director of International Relations at the GSM
Association, defined ZR as a commercial model that “bundles Internet access with specific services
or content to make it attractive to certain consumer segments.” Analogies were made to advertiser-
funded newspapers, provided free to readers, and television programmes funded through consumer
subscriptions, advertisements, or government funding. “We see that the variety of business models
and differential pricing benefits both competition and consumers, it is about consumer choice.”

While most ZR-related conversation at the IGF focused on access in developing countties, it is
important to note that ZR is also an issue in highly developed telecommunications markets. In this
context, Exelby said, ZR “benefits consumers in other ways, not just by allowing them to trial a new
service without concerns about data consumption charges, but [also by] providing access to
promotions, advertising, [and] marketing...without the risk of incurring unwanted, unintended costs.”

Exelby concluded by stating that, in the long-term, ZR may prove to be unsustainable in the highly
complex, competitive Internet access market. “The key point is that competitive markets and
competition law should be sufficient to provide safeguards against anticompetitive behavior...the
sustainability of Zero-Rating is something that the markets and consumers should decide, and not
regulators.”

After summarizing various points made during the main session, and other workshops during the
week, Christopher Yoo, the John H. Chestnut Professor of Law, Communication, and Computer &
Information Science at the University of Pennsylvania, put regulatory action taken to date in context,
explaining that enforcement actions, for example in Chile and Slovenia, have primarily affected new
entrants and small players. Mobile Virtual Network Operators (MVNOs) looking new ways to
compete are typically the ones most affected by regulatory action.

ZR is a “service-specific model” that comes in different forms and “it is a young practice,” Yoo
explained, “the question is, what do we dor” After recalling the general call for more data that was
issued by stakeholders from multiple groups, Yoo concluded by saying:

Law has a traditional answer. When you're unsure about whether a practice is beneficial or not and it has sufficient
promise, let the experiment continue.?> That is the tradition of the Internet.?s

» See, e.g., Leegin Creative Leather Products, Inc. v. PSKS, Inc., 551 U.S. 877, 886 (2007) (holding that ex ante,
categorical prohibitions are inappropriate when practices are new, potentially beneficial, and their economic
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1.1.6.1 Questions

One question from the floor came from representative from Zimbabwe’s telecommunications
regulator. His concern was whether local content could successfully compete against the ZR of large,
multinational social media platforms.

During final reflections, Prakash invited those who wish to ban all forms of ZR to consider what,
exactly, “you want to ban,” whether it is a specific kind of ZR or a definition and then to determine
“what kind of regulatory response makes sense in your particular market conditions,” given that
there is a range of regulatory options between simply banning and not intervening at all.

Kovacs remarked that many interventions from the floor raised questions about “what is the vision
of the Internet that we have and what is the vision of our societies that we haver” Clearly, the ZR
practices proposed have “caused enormous anxiety around exactly these things, and a lot of the
debates about Zero-Rating do not seem to take those anxieties into account at all.” In terms of
regulatory incentives, Kovacs suggested that if other, non-ZR access options are incentivised, then a
wholesale ban on ZR might not be necessary, but this seems to be happening in few countries.

Exelby picked up on a comment made from the floor about the lack of information available to
citizens about ZR, prohibiting fully-informed Internet policy development. “What I would say in the
circumstances is that those consumers need the opportunity to understand what is being offered
through [ZR] services. A ban on these practices before they even are given a chance to be
experimented with and innovated, it would be doing harm to the consumers rather than benefiting
them.”

Finally, Yoo explained that, in some ways, the questions presented during this main session set up a
false choice. We should not try ZR, or meshed networking, or municipal wi-fi - we should try all of
them. Yoo explained that, in the city where he lives, they tried municipal wi-fi but it did not work.
“That doesn't mean we can't learn from that and do better. We need to push instead of trying to
decide which one to pull. We have to figure out how to pursue [greater access] in different ways.”

1.1.7  Statements and Discussion from the Floor
Multistakeholder contributions from the floor represented the full spectrum of views.
On whether ZR violates network neutrality, a stakeholder from Brazilian civil society stated that while ZR

may not necessarily violate network neutrality, it may violate competition law and consumer rights. A
law professor from Italy explained that, in her opinion, ZR violates both competition law and

impact is not immediately obvious); Christopher S. Yoo, “What Can Antitrust Contribute to the Network
Neutrality Debate?” (2007), available at http://sstn.com/abstract=992837 (same); Cass R. Sunstein, “Problems
with Rules” (1995), available at http://dx.doi.org/doi:10.15779/Z38M430 (concluding that ex ante rules are
inappropriate “when the lawmaker lacks information and expertise” and “the applications of the legal
provision are few in number or relatively different from one another.”).

% Christopher S. Yoo, “Beyond Network Neutrality” (2005), available at http://ssrn.com/abstract=742404
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network neutrality principles.?” Another Brazilian civil society representative went further, explaining
that ZR represents a threat to freedom of expression and free flow of information.?

On how ZR programmes can be used to exercise human rights, a civil society member described his
experience in Cambodia, working with Internet users to develop a local version of the Internet
Rights and Principles charter. Initially, they sought to engage contributions through a wiki, but this
was not very effective. In fact, “the way that was most productive was when they engaged on
Facebook, in Cambodia, they discovered they could talk on Facebook and get politically engaged.”

On ZR and access, a remote participant from India explained:

Zero-Rating is one of the ways to increase Internet access and adoption. Our approach should not be to shut down
Zero-Rating, but to improve it. In case any competitive issue comes up, it should go to competition commission.
Moreover, nothing stops anyone from providing services for free for increasing Internet reach amongst the unconnected
people. Why haven't they done so?

In the same vein, one academic from Kenya said:

If [you are] genuine, with tons of money, |and] want to help the community, ero rate everything, not just one website.
People without access to the Internet don't need access to one website, they need access to the entire Internet.

A civil society contributor from India stated that “the poor deserve the same...network
communications of the rich. It is the responsibility of the society to provide them.”

As with a number of expert speaker interventions, commentary from the floor addressed “access
diversity.” A researcher whose focus is on ICT use in Africa found it “bizarre” that ZR had drawn so
much attention because it is only one of “multiple access options.”

Related 1o the notion of ‘paternalism” another academic from Kenya noted that most of the expert
panelists were “middle class academics and intellectuals” and that the discussion could benefit more
from the perspectives of the poor, as well as from the beneficiaries of the services that ZR provides.
He went on to describe, in terms of development, a concept called “the gradual realization of
economic and social rights” and, in contrast to the criticisms levied against programmes like
Facebook’s FreeBasics, he explained:

If you give me What'sApp and Facebook, I think it's a good stepping stone. So why don’t you encourage [these
services|? Why not build that up to the next step, rather than illing or destroying what is good or what other people
consider as a good service.

In response, panelist Steve Song (The Village Telco) acknowledged that it could look like the
speakers were “attempting to make a pronouncement about whether people will be somehow
subverted by something like FreeBasics,” and agreed that “we have to give people credit that they
will be able to figure that out on their own.”?

T g [network] neutrality means that consumers have the freedom to choose [the] content [they access], of
course I have a form of freedom, but if [I can have] the content of Google, Youtube...[for] free, I go there. 1
don't go to the new competitor.”

% The contributor also mentioned a notice recently issued by the Federal Public Ministry raising concerns
about the Internet.org programme, see Federal Public Ministry in Brazil (MPF) “MPF defende submissio do
Internet.otg as autoridades competentes™ http://noticias.pgt.mpf.mp.br/noticias/noticias-do-
site/copy_of_geral/mpf-defende-submissao-do-internet.org-as-autoridades-competentes

# This point was also acknowledged by Ambassador Daniel Sepulveda, Anja Kovacs, and others during the
session.
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On the harms and benefits of ZR, a contributor from Wikipedia explained that discussions held
throughout the IGF show that “ZR in itself is not negative but there are benefits to it...there is a
positive way and responsible way to do ZR.” Wikipedia’s ZR activities are guided by principles -
including supporting competition and network neutrality principles. These principles support
company’s mission to serve those who cannot afford to access knowledge on the Internet. The
contributor gave the example of a 2014 decision by the Chilean regulator which banned the ZR of
social media when offered as part of “a commercial bundle,” but which did not extend to
Wikipedia’s zero-rated services.

Other points raised from the floor included: the risk that ZR programmes are privatizing knowledge;
the technical specifications for developers participating in FreeBasics, which were said to create
privacy and security concerns and preclude the use of open source software; from a Bolivian
contributor, the dearth of available information on ZR programmes and issues, which prevents
informed policy making.3

1.1.8 Conclusion

The session aired different views of ZR and offered vibrant discussion on the topic. The dynamic
input from the audience participants, both 7 sit# and online indicated the importance of holding
future sessions dedicated to this and related topics, with more time for input and debate on all
aspects and positions. The session was cleatly too short to hear all audience contributions that
needed to be heard. There was consensus that there is a clear need for more research on ZR, to be
undertaken from different viewpoints. Closing the circle to the points presented in the introduction:
access, affordability and awareness are important dimensions to consider in policy discussions on
ZR.

10" IGF Main Session Report: IGF Dynamic Coalitions

Transcript
Video
Brief Description/Objective:

After 9 years of letting Dynamic Coalitions evolve in the margins of the IGF, the MAG agreed to
bring their work into the mainstream and let them present their findings with a view to producing
IGF outputs.

This is in line with the recommendations of the CSTD Working Group on IGF improvements
which called for more tangible IGF output. The primary objective of this Main Session was to give
an opportunity for the DCs to present and showcase their work to the broader community in a
formal manner, during a main session at the IGF annual meeting. Many of the DC’s have undertaken
and achieved significant work in their respective fields and allowing them to present working outputs
for broad community feedback at the IGF will help increase and strengthen IGF outputs for use of
other relevant IG fora and bodies. This session was also a good chance to highlight the work of the

30 . . . i

“Some activists are alone saying crazy things that nobody understands. I guess really we didn't have any
information about what's going on. We cannot make smart decisions and even we cannot develop any public
policy information that we have.”
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DCs in general and hopes to encourage increased patticipation in the DCs by those attending the
IGF in Brazil in person and following remotely.

The following DCs presented their work and received feedback on both days of the Main Session:

- Dvnamic Coalition on Accessibility and Disability (DCAD

- Dynamic Coalition on Core Internet Values (DCCIV)

- Dynamic Coalition on Gender and Internet Governance (DCGIG)
- Dynamic Coalition on Internet Rights & Principles (IRPC)

- Dynamic Coalition on Network Neutrality (DCNN)

- Dynamic Coalition on Platform Responsibility (DCPR)

- Dynamic Coalition on Public Access in Libraries (DCPAL)

- Dynamic Coalition on the Internet of Things (DCIoT)

The following DCs introduced their work on the second day of the Main Session:

- Dynamic Coalition on Blockchain Technologies (DCBT)
- Dynamic Coalition on Child Online Safety (DCCOS)

Policy questions:

- The Internet of Things (IoT) is in eatly stages, and in many ways new possibilities are
developed and discovered beyond our imagination, and we welcome it for its potential to help
alleviate specific societal challenges where it can. To foster both innovation and user trust in the
Internet of Things, like the Internet, a careful balance should be struck between regulation and
innovation. What principles should we embrace to ensure that <1> innovation and beneficial application of Io'T can
Jfoster and <2> society is comfortable with the way these products and services are set up?

- Good Practice aims at developing IoT products, ecosystems and services taking ethical
considerations into account from the outset, both in the development, deployment and use phases of
the life cycle, thus to find a sustainable way ahead using IoT helping to create a free, secure and
enabling rights based environment. I what ways can (and shonld?) we empower the users with regards to the use
of data reporting on actions relating to their specific behavior as observed in an 10T enabled environment?

- How can policy makers, libraries and businesses work together to prioritize providing
Internet access through public libraries from an infrastructure standpoint?

- What actions can IGF participants take to promote the role of libraries in creating
informed and engaged populations who can effectively use the internet to access information, obtain
government services and participate in social and economic activities?

- How can we ensure that gender is a cross-cutting theme, not an island or silo, that
contributes to strengthening internet governance?

- How can we strengthen gender diversity - men, women, trans voices - at all levels of
internet governance (patticipants, moderators and panelists)?

Host Country Chair’s: Part I: Mr. Carlos Alberto Afonso, 3rd Sector Representative, CGLbr, Part
II: Ms. Veridiana Alimonti, Brazilian Institute for Consumer Defense

Co-Moderator: Jeanette Hoffman, Rachel Pollack
Representatives from the DC’s presented the work of their respective groups.

- Dynamic Coalition on Accessibility and Disability (IDCAD) : Francesca Cesa Bianchi, Andrea
Saks

- Dynamic Coalition on Core Internet Values (DCCIV) : Olivier Crepin-Leblond
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- Dynamic Coalition on Gender and Internet Governance (DCGIG) : Bishakha Datta

- Dynamic Coalition on Internet Rights & Principles (IRPC) : Hanane Boujemi, Marianne Franklin
- Dynamic Coalition on Network Neutrality (DCNN) : Luca Belli

- Dynamic Coalition on Platform Responsibility (DCPR) : Nicolo Zingales

- Dynamic Coalition on Public Access in Libraries (DCPAL) : Christina de Castell

- Dynamic Coalition on the Internet of Things (DCIoT) : Maarten Botterman
- Dynamic Coalition on Blockchain Technologies (DCBT) : Primavera De Filippi

- Dynamic Coalition on Child Online Safety (DCCOS) : Marie-Laure Lemineur
Brief Summary:

IGF Dynamic coalitions?! were featured in a main session at the IGF for the first time this year. The
MAG decided to dedicate a main session to the coalitions in order to both highlight the groups’
reports and open them to consideration as tangible outputs.

Eight coalitions - on Accessibility and Disability (DCAD), on Core Internet Values (DCCIV), on
Gender and Internet Governance (DCGIG), on Internet Rights & Principles IRPC), on Network
Neutrality (DCNN), on Platform Responsibility (DCPR), on Public Access in Libraries (DCPAL),
and on the Internet of Things (Dicots) - volunteered to present their work in the first segment of the
session. These eight were part of an experimental process to solicit feedback from participants via
“idea ratings sheets” containing key themes from the coalitions’ respective reports. The sheets were
used to stimulate debate and discussion during the second segment of the session on the following
day. Essential themes or issues presented for feedback included the right to access, gender inclusion
in Internet governance processes, support to libraries as public access points, and common
definitions of net neutrality. The rating sheets were an innovation of the session and were used for
the first time in an IGF setting.

In addition, in the session’s second segment, three new dynamic coalitions on Child Online Safety
(DCCOS), on Accountability, and on Freedom of Expression Online, had the opportunity to
introduce themselves and invite participation in their burgeoning groups.

A suggestion that emerged from the discussions was a proposal to create a DC Coordination Group.
This proposal found broad support among the participants. The main task of the proposed group
would be to develop a charter for all DCs with common principles and rules of procedure they
would agree to adhere to, such as having open lists and open archives. The Group would also look at
areas of overlap and duplication and aim to create synergies among the DCs.

Main Session Report: Human Rights, Access and Internet Governance
Roundtable

Transcript
Video

Moderators
Anriette Esterhuysen, Association for Progressive Communications, South Africa
Juan Carlos, Derechos Digitales, Chile

31 . . .
http://www.intgovforum.org/cms/dynamiccoalitions
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Thiago Tavares, Founder and President of SaferNet Brazil, Board Member for CGLbr (host country
chair)

Opening and closing remarks
Prof Joseph Canatacci, UN Special Rapporteur on Right to Privacy in Digital Age
Frank LaRue, Executive Director of Robert F. Kennedy Human Rights Europe, Guatemala/Italy

Discussants

Bishakha Datta, Point of View, India (civil society)

Dirk van Eeckhout, Ambassador Extraordinary and Plenipotentiary, Permanent Representative of
Belgium to the Council of Europe (Government)

Ebele Okobi, Facebook, Head of Public Policy Africa, Nigetia/London (ptivate sector)

Frane Maroevic, Director, Office of the OSCE Representative on Freedom of the Media, Bosnia and
Herzegovina

Kathy Brown, President and CEO, Internet Society, US (technical community)

Luis Fernando Garcia, Director, R3D, Mexico (civil society)

Niels ten Oever, Working Party on ICANN and Human Rights, IRTF Research Group on Human
Rights Protocol Considerations & Article 19, Netherlands (civil society)

Pedro Less Andrade, Head of public policy for Latin America, Google (private sector)

Rohan Samarajiva, LirneAsia, Sti Lanka (academia/civil society)

Olga Cavalli, Ministry of Foreign Affairs, Argentina (Government)

Dynamic Coalitions input from:

Marie Laure (DC on Child Online Safety)

Luca Beli (DCs on Net Neutrality and on Platform Responsibility)
Lisa Garcia (DC on Gender)

Andrea | Saks (DC on Accessibility and Disabilities)

Marianne Franklin (DC on Internet Rights and Principles Coalition)
Maarten Botterman (DC on Internet of Things)

Rapporteur: Anri van der Spuy

CONTEXT

The IGF has been a critical platform to facilitate dialogue on human rights and their interlinkages
with Internet policy and governance, which has in turn also served to inform and enrich discussions
in other policy bodies. Human rights issues have become increasingly prominent at the IGF, with a
large proportion of workshops addressing different dimensions of human rights. This first main
session on human rights reflected a growing recognition of the importance of a human rights
framework as an invaluable perspective in Internet governance debates. The session intended to
surface key questions and facilitated broader discussions on the issue of human rights and the
Internet; and investigated the linkage between the IGF 2015 theme of Connecting the Next Billion (or
access) with human rights.

SUMMARY

The session was organised as a roundtable and aimed to investigate and address key issues and
questions that emerged from workshop sessions focused on human rights. The global Internet
community also helped to shape the session by suggesting policy questions in the month prior to the
IGF (the list of questions can be found below).
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The session focused on three major areas of discussion, namely freedom of expression, privacy and
assembly; access, human rights and development; and emerging issues. Discussants from different
stakeholder groups provided substantive inputs to some of these pre-defined questions, which were
also opened up to patticipants from the floor for broader conversation. Moderators introduced the
overall framing for the session, and actively engaged discussants and participants in the conversation.

In general, the Internet’s potential for enabling human rights was stressed in the context of growing
Internet access. With reference to other sessions over the week at IGF 2015, Frank L.aRue noted in
his introductory remarks that the meeting was characterised by a particular emphasis on certain
topics like dangerous and hate speech (including speech targeted at migrants and different ethnic
communities; lesbian, gay, bisexual and transgender communities; women; and related gender-based
violence and abuse); the prevention of radicalizing youth; and the relationship between surveillance
and privacy.

The first thematic area for discussion was freedom of expression, privacy and assembly. In his
introductory remarks, Joseph Canatacci noted that it is important to acknowledge the overarching
right to develop a person’s personality as a function and role of the right to privacy, freedom of
expression and other fundamental rights. The need to investigate all forms of expression, including
stigmatised expression that is often omitted from these debates (e.g. sexual expression), was
emphasised. The importance of ensuring both online security and safety for those expressing
themselves online (e.g. female journalists) was similarly stressed. On the other hand, the risks
involved with limiting privacy and encryption in the interest of cybersecurity were also highlighted. A
civil society discussant from Mexico noted that for many, including journalists and human rights
defenders, privacy and encryption are indivisible from security.

The need to investigate intermediaries’ and the public sector’s responses and responsibilities in
promoting and protecting freedom of expression, privacy and the right to assembly was also
investigated; along with private organizations’ corporate social responsibilities in this regard
(including when developing technical and industry standards, e.g. by ICANN). A discussant from the
private sector explained that companies often adopt a combination of active and passive approaches
to human rights violations and protections. The importance of self-regulatory approaches, along with
users’ ability to flag potentially damaging and/or discriminatory content to relevant service providers,
were stressed in light of the unfeasibility of adopting one-size-fits-all approaches in diverse contexts.
The potential danger of transferring public sector responsibilities to the private sector was also noted
(e.g. where the ‘right to be forgotten’ is concerned in some jurisdictions).

Besides private sector responses, the responsibilities of governments at national levels to protect
human rights and prevent violations in a transparent manner were also investigated, and it was
stressed by a discussant from an intergovernmental organization that governments need to exercise
restraint in developing regulatory approaches. Innovative community-led instruments for
accountability, which provide non-traditional mechanisms for protecting human rights, were also
mentioned (e.g. the Ranking Digital Rights project, which was also discussed in other sessions at IGF
2015).

Other challenges pointed out during this part of the discussion included the cross-border nature of
the Internet and related challenges in expression and remedies; difficulties that arise when one
human right may infringe another (e.g. privacy and encryption versus security); and the need to
specifically protect and enable marginalised groups, women and children’s human rights.

The second area for discussion was access, human rights and development. It was noted that
Internet access should be approached as a part of the challenge to realise a wide array of human
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rights, with access acknowledged as an important enabler for sustainable development and access to
human rights. The Internet’s potential for promoting access to information, online tools, education,
essential services, and more substantial opportunities for women, children, disabled people and
indigenous communities to exercise their rights was also stressed, as was the Internet’s related
negative ability to deprive rights from those without the means or necessary skills (including
language) to access the Internet (e.g. in regions where government services are now solely available
online).

Discussants noted that infrastructure to enable access is vital and that decentralised government
approaches have successfully promoted more access in countries like India. Challenges related to
zero rating and free services were also discussed in the context of what level of access regulatory
policies can reasonably aim for whilst protecting and promoting human rights; and the importance of
ensuring trust whilst promoting access was also stressed by a discussant from the technical
community.

The final area for discussion investigated emerging issues, which were mostly approached in the
context of recommendations for the future. For new technology, including developments pertaining
to the Internet of Things, it was noted that developers need to ascribe to an ethical commitment to
promote and protect human rights where current legislative and other measures may be limited in
application.

Discussants from the floor also made various comments, including an introduction of the Italian
patliament’s Internet Bill of Rights, UNESCO’s adoption of the outcome document of its
Connecting the Dots conference, and the Dynamic Coalition on Internet Rights and Principles noted
not only the development of its own charter, but various other declarations and bills of rights with
direct relevance to the Internet and human rights.

Recommendations and next steps

The session benefited from a rich discussion on a variety of topics, and offered many potential
outcomes and recommendations for future work. A selection of these include:

e Discussions about human rights online cleatly recognise the particular importance of protecting
and promoting privacy, children, minorities, disabled people, and women.

e In the future, there is a need to also investigate how cultural diversity can be balanced with access
in the context of promoting human rights, and a related demand for supporting indigenous
people’s needs in terms of cost, access, and needs where cultural and language preservation are
concerned.

e The need to encourage and promote user trust in technology and education on how to use online
platforms in ways that do not infringe others” human rights was stressed.

e In the future, it is important that the IGF and other platforms focus on mechanisms for the
domestic, regional and international enforcement of human rights and principles; and also refer
to and investigate existing legal precedents. The pace of technological change cannot be used as
an excuse for inaction, but regulatory responses should be adopted and implemented with
caution.

e There is 2 need to more clearly investigate and define corporate (including platform and
intermediary) responsibility for protecting human rights; but state responsibilities should not
simply be transferred to the private sector.

e Discussions at the IGF about human rights also need to be reflected and integrated in other
regional and international human rights fora.
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QUESTIONS
A. Human rights, access and development

1. Are internet rights and access goals in conflict with each other?

What are existing social and cultural norms that act as barriers to equal access and use of

ICTs?

What are the benefits of access to transforming social, cultural and political contexts?

4. How can access enable disenfranchised, marginalised and discriminated groups, including
women, young people and people of diverse gender and sexualities to advance their rights
and interests, towards greater equality and social justice?

5. How does access revitalise participatory citizenship and improved governance?

6. How can access policies and technology development integrate human rights principles to
promote the use of ICTs for social and cultural transformation, towards greater equality?

7. What are the key human rights considerations on questions around net neutrality and
access?

8. How can a gender-sensitive approach to ICT Policy making be advanced?

»

B. Freedom of expression, assembly and privacy

1. How can consent be applied more strongly on policy debates around privacy, anonymity and
the internet?

2. How are new laws relating to cybersecurity affecting freedom of expression, assembly, and
privacy online? What protections exist in different countries, and what best practices are
being developed?

3. How can be achieved balance between privacy and cybersecurity/cybercrime regulation and
public policies?

4. Should human rights guidelines be made obligatory for protocol and software development?

5. What standards for human rights protection should all ICT companies, service providers
and infrastructure providers follow? Perhaps the UN Guiding Principles on Business and
Human Rights?

6. How should human rights online be enforced, and by whom?

7. Should the Internet be based on cooperatively owned infrastructure to become a truly
human rights enabling network?

C. Emerging issues

1. How can we measure implementation and integration of human rights in internet
governance?

2. What are the best measures for indicating achievement in the provision of inclusive access?

3. What are the main instruments to engage all sectors and make them accountable in human
rights protections in the provision of internet access.

AGENDA
1. Introduction
2. Description of format
3. Opening remarks
4. Questions on topic of freedom of expression, privacy and assembly

e Introduction: Prof Joseph Canatacci, UN Special Rapporteur on Right to Privacy in
Digital Age
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e Key questions addressed to: Bishakha Datta; Pedro Less Andrade; Niels ten Oever; Frane
Maroevic; Dirk van Eeckhout; Luis Fernando Garcia

e Open to DCs: input from DC on Freedom of Expression and Media on the Internet and
DC on Child Online Safety

e Open to floor

5. Questions on access, human rights and development

e Introduction: Juan Catlos, Derechos Digitales
e Key questions addressed to: Rohan Samarajiva; Ebele Okobi; Kathy Brown; Olga Cavalli

e Open to DCs: input from DC on Net Neutrality; DC on Platform Responsibility; DC on
Gender; DC on Accessibility and Disabilities

e Open to floot: led by Joanna Varon, Coding Digital Rights, Brazil

6. Questions related to emerging issues

e Key questions addressed to all discussants and the floor

e Open to DCs: input from DC on Internet Rights and Principles Coalition; DC on
Internet of Things

7. Closing synthesis: Frank LaRue, Executive Director of Robert F. Kennedy Human Rights
Europe, Guatemala/Italy
8. Closing remarks: Thiago Thivares, cgi.br

Feeder Dynamic Coalitions

DC on Freedom of Expression and Media on the Internet
DC on Child Online Safety

DC on Net Neutrality

DC on Platform Responsibility

DC on Gender

DC on Accessibility and Disabilities

DC on Internet Rights and Principles Coalition

DC on Internet of Things

Main Session Report: The NETmundial Statement and the Evolution of
the Internet Governance Ecosystem

Transcript
Video

Main Session organisers: Flavio Wagner (CGL.br) and Ana Neves (FCT, Portugal) [MAG
Facilitators]

Chairperson: Percival Henriques (CGL.br)

Moderators: Demi Getschko (CGLbr); Raul Echebertia ISOC) Rapporteurs/Note Takers: Diego
Canabarro (NIC.br/CGLbr); Vinicius Santos (NIC.br/CGIL.br); Rafael Prince (Ministry of Foreign
Affairs of Brazil)
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List of speakers and their institutional affiliations (displayed in alphabetical order):

® Anja Kovacs, India [Internet Democracy Project, civil society]

® Anne Carblanc, France [OECD, intergovernmental organization)]

® Benedicto Fonseca, Brazil [Ministry of Foreign Affairs, government] ® Carolina Rossini, US
[Public Knowledge, civil society]

® Christopher Painter, US [State Department, government]

® Jacquelynn Ruff, US [Verizon, private sector]

® Jeanette Hofmann, Germany [WZB Betlin Social Science Center, academia]

® Markus Kummer, Switzerland [ICANN, technical community]

® Nii Quaynor, Ghana [University of Cape Coast, academia

II. OUTLINE OF THE SESSION

The session had two main objectives:

® Take stock of the evolution of the Internet Governance ecosystem with regard to the principles
and roadmap contained in the NETmundial Multistakeholder Statement.

® Review the current and future impact of the NETmundial Statement on Internet Governance
processes.

The session was divided into three main parts. The first part comprised a description by the
moderators of the process that led to the NETmundial Meeting in Sao Paulo (April 2014).

The second involved a structured discussion on the following policy questions:

® Policy question #1: How is the Internet Governance community advancing towards the
NETmundial proposal of strengthening IGF to better serve as a platform for discussing
longstanding and emerging issues that are not being fully addressed by the current IG ecosystem
with a view to contributing to the identification of possible ways to address them — or to better help
provide information where those issues are being addressed?

® Policy question #2: Are organizations, processes and fora that form the IG ecosystem working
according to the principles of Internet Governance as proposed in the NETmundial Statement?
How do their operating principles align to these principles? Are there efforts to improve alignment
where needed?

® DPolicy question #3: How are the items in the NETmundial roadmap being covered by the current
Internet Governance ecosystem? Are those items being covered by processes that align to the
NETmundial principles? What else should be done / initiated by the community in this regard?

For each question, one speaker and one commentator were selected. The speaker was asked to
provide an answer to the policy question assigned to him/her. He/she had the floor for 10 minutes.
In sequence, the commentator had the floor for 5 minutes to address the response provided by the
speaker. The designation of pairs to each of the questions followed this order:

® Policy question #1: Speaker: Benedicto Fonseca, Brazil [Ministry of Foreign Affairs, government];
Comments by: Jacquelynn Ruff, US [Verizon, private sectot].

® Policy question #2: Speaker: Anne Carblanc, France [OECD, intergovernmental organization];
Comments by: Carolina Rossini, US [Public Knowledge, civil society].

® Policy question #3: Speaker: Dr. Jeanette Hoffman, Germany [WZB Betlin Social Science Center,
academia]; Comments by: Coordinator Christopher Painter, US [State Department, government].
After that, three additional speakers were invited to comment on the overall discussions entailed by
the previous speakers. They were:

® Anja Kovacs, India [Internet Democracy Project, civil society]

® Nii Quaynor, Ghana [University of Cape Coast, academia]

® Markus Kummer, Switzerland [ICANN, technical community]

The third part of the agenda consisted of an open mic session.

I11. SUMMARY OF PRESENTATIONS MADE BY SPEAKERS:
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® DPolicy question
#1 Speaker: H.E. Amb. Benedicto Fonseca, Brazil [Ministry of Foreign Affairs, government]

Ambassador Benedicto began by praising the importance of the IGF as a unique and irreplaceable
forum for Internetrelated issues of all sorts. He contended that the NETmundial Meeting was an
unprecedented experiment, an autonomous event, not attached to any other traditional Internet
governance track, which was organized to promote discussions and produce a set of enhancements
to the current framework of Internet global governance. The NETmundial Meeting contributed to
generate awareness and understanding among the different stakeholder groups as well as to make
them work together in an environment of mutual respect. It also generated understanding about the
distributed nature of the Internet governance ecosystem. Accordingly, the Declaration of Principles
and the Roadmap produced in Sao Paulo remain valid and up to date. Ambassador Benedicto
highlighted that the ICANN stewardship transition process and thematic discussions such as
jurisdiction, the roles of stakeholders and cybersecurity happening in specialized fora that are part of
the larger ecosystem reveal that the Internet community is working on the implementation of the
NETmundial Roadmap. Specifically in relation to the IGF, Mr. Fonseca recalled the agreement
reached in S3o Paulo regarding the need for strengthening the Forum in order to make it more
outcomeoriented, a tool in support of decisionmaking elsewhere. He emphasized the difficulties of
going from discussions to practice and presented the Connecting the Next Billion process, the Best
Practice Fora and the Dynamic Coalitions as concrete steps within the IGF track that contribute to
the achievement of that goal. The Forum was presented as the ideal space for experimental
governance solutions since it is not bound by rigid rules of procedures and protocols as other
processes (such as those that take place within the United Nations sphere). As there is not a unique
model for Internet governance and Internet governance demands new institutional paradigms, the
IGF should focus not only on substantive issues but also on governance formats.

Comments by: Jacquelynn Ruff, US [Verizon, private sectoz]

Ms. Ruff started by saying that one of the benefits of the multistakeholder approach is to enable the
business sector to sit around the table with all other stakeholder groups. She argued that the
NETmundial Statement called for a more outcomeoriented IGF as well as the strengthening of the
Forum’s intersessional activities. The Statement also highlighted the importance of the production of
indicators and statistics to serve as input for decisionmaking. In that sense, she was in line with the
previous speaker when she described the Connecting the Next Billion process and the Best Practices
Fora as great examples of information and knowledge production by the IGF process throughout
the year. She commended the work of the Multistakeholder Advisory Group for contributing to
information and knowledge diffusion through the selection of main session topics (cybersecurity,
sustainable development, the WSIS +10 process) as well as for granting space for workshops that
favored the communication of case studies and practical discussions.

® Policy question #2:
Speaker: Anne Carblanc, France [OECD, intergovernmental organization]

Ms. Carblanc approached the proliferation of discussions regarding Internet governance principles in
the last couple of years. She recalled discussions that took place during IGF 2012 in Baku,
contending that participants agreed that principles can offer the proper normative guidance to
Internet governance processes in general. During her speech, she contended that there is a need for
the coordination of efforts that deal with Internet governance principles. Specifically, she detailed the
OECD effort of trying to map the NETmundial Principles to those that have been guiding the
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action of the OECD Council in Internet policymaking. The 14 principles adopted by the OCDE for
Internet Policy making (available at: http://bit.ly/1YurCur) comprise the following tenets: 1.
Promote and protect the global free flow of information; 2. Promote the open, distributed and
interconnected nature of the Internet; 3. Promote investment and competition in high speed
networks and services; 4. Promote and enable the crossborder delivery of service; 5. Encourage
multistakeholder cooperation in policy development processes; 6. Foster voluntarily developed codes
of conduct; 7. Develop capacities to bring publicly available, reliable data into the policymaking
process; 8. Ensure transparency, fair process, and accountability; 9. Strengthen consistency and
effectiveness in privacy protection at a global level; 10. Maximise individual empowerment; 11.
Promote creativity and innovation; 12. Limit Internet intermediary liability; 13. Encourage
cooperation to promote Internet security; 14. Give appropriate priority to enforcement efforts. Ms.
Carblanc explained that the OECD staff created a bidimensional matrix that contrasted the
NETmundial Principles with those tenets. The result of that assessment reveals that privacy,
development, openness, security and stability of the Internet, innovation and creativity, sustainability,
these are all items that approximate the OECD to the NETmundial Principles either directly or
indirectly, through the joint work of OECD with other organizations such as UNESCO. That joint
effort covers the fields of culture and linguistic diversity and freedom of information and access to
information. Accessibility is an outstanding issue that is not yet satisfactorily dealt with by the
OECD. She concluded by informing the audience that the OECD will soon publish a study on
Internet, Social Prosperity and Wellbeing which highlights the value of the NETmundial Principles
for the achievement of those goals.

Comments by: Carolina Rossini, US [Public Knowledge, civil society]

Ms. Rossini started by presenting some previous work on the field of ‘defining indicators of Internet
development’ (see UNESCO Background Paper, March 2014, available at: http://bitly/10gHPQQ)
and ‘comparing major declarations of Internet freedom’ (available at: http://bitly/1kVfyyl).
Accordingly, those analyses can be used as models for the future assessment of how different entities
and organization within the IG ecosystem have coped with the NETmundial Statement. Ms. Rossini
praised the role Brazil has had in shaping the narratives surrounding Internet governance in the last
few years. The focus of her speech was the inevitable links between trade agreements and Internet
governance in general. Accordingly, several discussions in the field of international trade and
provisions inserted into recent trade agreements have a huge impact on the operation of the domain
name system, consumer rights, privacy, etc. She highlighted the importance of closely following
international trade governance tracks by the Internet governance community. She also recognized
that civil society was not completely satisfied with the NETmundial Statement, but defended that it
was a good first step for further discussions on the way forward and that the aspects that achieved
consensus in the Sdo Paulo meeting should not be abandoned in other fora.

® Policy question #3:
Speaker: Dr. Jeanette Hofmann, Germany [WZB Betlin Social Science Center, academia]

Dr. Hofmann began by saying that there were a lot of advances stemming from the NEtmundial
Meeting, but argued that the main priority for the future should be the improvement on the notion
of “meaningful participation”. She contended that the imbalances between the developed North and
the developing South as well as within and between stakeholders groups in terms of resources and
expertise should be reversed as a necessary condition for enabling meaningful participation. She also
highlighted that some issues related to Internet governance are still being negotiated behind closed
doors (especially trade agreements and cybersecurity strategies). That reveals that there is a lot of
room for improvements in the field of transparency and accountability of Internet governance
organizations of all sorts. Besides transparency and accountability, aspects related to participation
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and inclusion are also fundamental. She used the example of information and personal data
collection by states and companies. For her, those activities should be opened to public scrutiny. She
contended that Internet governance processes are still in a stage of infancy, struggling with the need
to be different from governments and international organizations. Nonetheless, there is something to
be learned from the latter in terms of their response to increased pressure over the centuries for
increased public participation, transparency and accountability. Ms. Hofmann also touched upon the
amount of effort that the IANA transition has been demanding from the Internet community as a
way of asking the participants whether the modalities of Internet governance processes that are in
place today are desirable for the future. In sum, she argued that these processes need to implement
the rule of law, respect human rights, and apply democratic principles that are currently consolidated.

Comments by: Coordinator Christopher Painter, US [State Department, government]

Ambassador Painter started his participation by contending that the NETmundial Roadmap and the
WSIS+10 process should be closer than they actually are today. He observed that the WSIS+10
conversations are much more focused on the role of governments and the 2005 Tunis Agenda,
instead of reflecting the NETmundial experience. With a very optimistic attitude, Coordinator
Painter defended multistakeholderism as something that strengthens any governance process and
gives legitimacy to its outcomes. That is why the United States attaches great value to the
multistakeholder approach in areas such as cybersecurity, and he cited instances of progress in this
area. He also highlighted the importance of capacity building measures to strengthen
multistakeholder Internet governance. And he expressed his expectation that the IGF will have its
mandate renewed for a long period of time in December.

® General comments:

Dr. Anja Kovacs, India [Internet Democracy Project, civil society]

Dr. Kovacs expressed satisfaction with the fact that the IGF has become more outcomeoriented.
She also mentioned the fact that other inherently technical spaces (such as the IETF) have been
giving more room for discussions related to Human Rights. While she recognized the merits of the
NETmundial Statement, Dr. Kovacs contended that the same governments that had endorsed the
principles have now been adopting national legislation that challenges the NETmundial Principles,
especially in relation to the protection of privacy and the upholding of Human Rights and shared
values. In relation to the extent that Civil Society is included in cybersecurity debates, Anja disagreed
with Coordinator Painter: For her, there are plenty of decisions which are still taken in closed rooms.
But she agrees with the Ambassador in relation to the WSIS+10 process on the grounds that it fails
to recognize the evolution of the Internet governance ecosystem between 2005 and 2015. It is true,
according to Dr. Kovacs, that since the NETmundial Meeting it has been cleatly recognized that
there is a proper place for multilateralism in the complex Internet governance ecosystem. But it is
also true that multistakeholderism has become a mere formal concept in the draft paper that might
be adopted in December 2015, revealing that the discussions in the UN fail to recognize what the
stakeholders other than governments might add to the Internet governance debate.

Dr. Nii Quaynor, Ghana [University of Cape Coast, academia]

Dr. Quaynor argued that the NETmundial Meeting was invigorating for it provided realistic
outcomes. He presented cultural and linguistic diversity as crucial elements for improving access to
the Internet. He also emphasized the importance of consensus regarding the notion of “global public
interest”. He mentioned that ICANN is the only organization that is putting effort on defining the
global public interest. According to Professor Quaynor, it is necessary that other organizations
follow the same path and together all stakeholders should try to come up with a global bottomup
definition or statement on the “public interest” visavis Internet governance. Dr. Quaynor contended
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that multistakeholder activities like the IGF need to be unbounded so that people can plan and
invest their resources accordingly. He defended that it is now clear that the IGF should not have a
limited term.

Markus Kummer, Switzerland [ICANN, technical community]

Mr. Kummer underscored the innovations that made the NETmundial Meeting so successful. He
put great emphasis on the role of the open and participatory preparatory process as well as the rough
consensus that guided the meeting in Sao Paulo for the adoption of what he called a solid document.
But one of the main reasons for the success of the NETmundial Meeting lies in the crossfertilization
between the IGF and the NEtmundial Meeting. On the one hand, the IGF created a climate of
confidence, stimulating government officials to queue on equal footing with other stakeholders
behind the mic at the NETmundial Plenary. According to him, governments would not have
accepted that without many years of multistakeholder socialization at the IGF. On the other hand,
however, the IGF has now much more tangible outcomes due to the influence of the NETmundial
process. It means, in Kummer’s words, that the NETmundial Meeting made the IGF take a step
forward.

IV. SUMMARY OF THE OPEN MIC DISCUSSIONS

An expressive number of participants joined the room in Jodo Pessoa. The audience occupied
around 7080% of the room’s capacity during the session. Around 15 people followed the meeting
through the Webex platform, and two of those joined the group of people who used the open mic to
further the dialogue on the policy questions posed above. The session was announced by the
organizers during the week through social networking platform such as Twitter and Facebook with
the support of the following digital leaflet http://bit.ly/1jTfOM.

Participants in the open mic session (in loco and remotely) raised the following questions:

® There is a need for considering the opinion of people with disabilities in order to implement the
provisions of the NETmundial Statement regarding accessibility.

o In the context of this manifestation, Ms. Anne Carblanc expressed her commitment to inform the
OECD about the discussions at IGF.

® The NETmundial methodology is unequivocally one of the main reasons for its success. That
methodology has to be studied and be used to enhance the methodologies applied at the IGF.

O Jeanette Hofmann reacted to this issue by underscoring that strong evidence, good arguments and
high quality debate make a lot of difference for societal selfdetermination.

® One of the issues that led to the occurrence of the NETmundial Meeting was the issue of mass
surveillance. Currently, that topic has not been dealt with satisfactorily.

O Carolina Rossini highlighted that civil society has a key role to occupy in cybersecurity debates and
decisionmaking processes.

® Child protection is still a matter of concern. ® It is disappointing that there is little or no mention
of the NETmundial Meeting in the context of the WSIS+10 process.

0 Ambassador Benedicto argued that different governance processes tend to ignore each other and
contended that during the 10th edition of the IGF in 2015 there were several steps to close the
bridge between the discussions at the IGF and the WSIS+10 process. He recalled the participants of
the efforts of Brazil to bring to the IGF the two cofacilitators of the WSIS+10 which resulted in
their commitment to take a summary of IGF 2015 to New York in December.

o Mr. Kummer explained that the procedures adopted for the NETmundial meeting are too
advanced for many governments to accept. But he was optimistic about a “learning spiral” that
guarantees that issues are revisited from time to time which leads to an increased level of
understanding at each iteration.
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The hashtag #NETmundial_IGF was used (sometimes coupled with #IGF2015) to aggregate
content created by people on Twitter. No questions were raised on Twitter. Users employed the tool
to broadcast the content of the session and to post comments on the discussions. One of those
comments highlighted the importance of the gender balance observed in the distribution of seats
among speakers (five out of nine were women). A full compilation of those tweets can be found at:

http:/ /bitly/1XfA2sp.

V. KEY TAKEAWAYS AND THE WAY FORWARD

According to the discussions that took place during the main session and the evidence presented by
the speakers, it is possible to affirm that one year and a half after the adoption of the NETmundial
Statement, Internet governance has evolved to encompass the following characteristics:

® Human rights and shared values have become a permanent item on the work agenda of Internet
technical fora and organizations.

® One thing that was only tangentially mentioned during the discussions that took place in the main
session is the growing list of activities and tracks that now form the IG ecosystem. Besides the
strengthening of the best practice forums and the dynamic coalitions, the proliferation of national
and regional prelGF events as documented by the IGF Secretariat (http://bitly/1YuuN5h) reveals
the growing recognition of the distributed, decentralized and multistakeholder nature of the
ecosystem.

® More importantly, different methodologies (such as the ones presented in the responses provided
for policy question #2) have been developed and can support the evaluation of how advanced or not
is the implementation of the NETmundial Principles and Roadmap in the years to come.

The following items consist of takeaways that emerged from the discussions and prospective items
that can be considered in the furtherance of the dialogue on the implementation of the NETmundial
Principles and Roadmap. In sum, they contribute to the understanding of Internet governance
subsequent to the Sao Paulo meeting,.

® The NETmundial Statement is still up to date and valuable in all of its recommendations. Besides
considering the document as a source of normative guidance for Internet governance, some speakers
argued that the NETmundial process has been increasingly invoked as a benchmark for result-
oriented Internet governance deliberations (except in intergovernmental arenas as noted elsewhere).
Different speakers underscore the strong and solid methodology that guided the process from its
inception to its conclusion.

® There was a general sense among the speakers in the session that the IGF has made important
improvement to become increasingly more outcomeoriented, which is consistent with the
recommendations of the the CSTD Working Group on Improvements to the IGF (available at:
http://www.unctad.info/en/CstdWG/) and the NETmundial Meeting. © Coordinator Painter
highlighted the maturity of IGF discussions and commended the initiative of developing the
Youth@IGF program.

® International trade and cybersecurity (and their overlappings with Internet governance) are critical
areas for the advance of multistakeholder participation. © Dr. Nii Quaynor recommended that
cybersecurity discussions consider development as a fundamental human right.

® There was a general sense among the speakers with regard to the importance of promoting
NETmundial principles in all tracks and spheres that form the Internet governance ecosystem. It is
necessary however to analyse the meaning of those normative propositions according to the different
local and regional contexts.
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IGF 2015 Workshop Reports

More than one hundred workshops were held during the 10th IGF in Jodo Pessoa, Brazil, on the
following themes: Critical Internet Resources; Cybersecurity and Trust; Emerging Issues; Enhancing
Multistakeholder Cooperation; Inclusiveness and Diversity; Internet and Human Rights; Internet
Economy; and Openness.

Workshops are selected yearly on the basis of proposals submitted by workshop organizers.
The guidelines for proposals and the MAG workshop review and evaluation process are available,
along with a list of considerations for workshop proposers.

Workshop Reports: Table of Contents

ID Title Page

Critical Internet Resources

52 The Global ‘“Public Interest” in Critical Internet Resources 88

72 TANA functions transition:A New Era in Internet Governance? 102
188 Spectrum allocations: challenges & opportunities at the edge 169
194 IPv6 Transition up to date 173
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6 Child Online Protection through Multistakeholder Engagement 62
13 Keeping Your Credentials Secure Online: A Roundtable 65
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131 Commonwealth approach on National Cybersecurity Strategies 129
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7 How Trade Agreements Shape the Future of Internet Governance 63
21 SIDS Roundtable: the "Free Internet" - Bane or Boon? 69
48 Internet of Things. Ethics for the Digital Age 84
54 The Destabilization of Internet Governance 91
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128 Mitigate Online Hate Speech and Youth Radicalisation 128
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Enhancing Multistakeholder Cooperation

30 Multistakeholder practices enabling sustainable development 76
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82 IGF beyond 2015: Extend mandate, strengthen institution 107
119 Democracy 3.0: Representation & the Multistakeholder Model 122
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WS 3. The Italian proposal for an Internet Bill of Rights

Transcript

Video

Speakers: Members of the Italian Parliament, of 1#5sRio.org and of the Web Foundation (Tim Berners-Lee)
Summary of discussion

The morning long workshop was well attended throughout the session, in room number 6.

It was a great pleasure and a great honour for us that an Italian contribution should be at the opening of the Igf
in Joao Pessoa.

It brought together experts and stakeholders from around the world to discuss the sensitive and complex
question of the rights of Internet users at the highest forum on the current and future shape of Internet
governance.

The Italian Declaration of Internet Rights, or Internet "Bill of Rights" was introduced by professor Stefano
Rodota, chairman of the multistakeholder study commission who explained its genesis and foundation in
already established national and international principles. The Declaration provides a basis for citizens rights
and responsibilities within a constantly changing regulatory and technological context. Professor Rodota, a
world expert on privacy, emphasized the importance of personal data in the digital age, and of balancing the
right to security and to free enterprise with the basic right of freedom and self-determination of all citizens.

Speaker of the Italian Parliament Laura Boldrini sent a message to the workshop attendees:
http://presidente.camera.it/20?shadow_comunicatostampa=9581
In the second half of the workshop two important features of our work were emphasized.

The first has to do with the parliamentary nature of the initiative. a multi-stakeholder group of experts
composing the study Committee that was expressly set up for this purpose by the Italian Chamber of Deputies.
It was the first time that a Parliament had sponsored an initiative of this type. In so doing, the Chamber of
Deputies, the ultimate representative of the Italian people, was seeking to reaffirm its duty to defend, safeguard
and promote the rights of citizens in all spheres of action, including, therefore, on the Internet.

The second aspect has to do with methodology. The Declaration of Internet Rights is the result of a broad-
ranging debate between Members of Parliament and experts within the Committee, which also heard testimony
and evidence from a large number of external parties and stakeholders representing relevant institutions and
associations. This was then followed by a five-month round of public consultation (http://camera.civi.ci),
during which the digital platform set up to receive suggestions was accessed by more than 14,000 users.

Like the Internet Governance Forum, then, this initiative also was based on multi-stakeholder dialogue, which
is a necessary condition for a participatory, inclusive and effective discussion of this subject.

Rodota and the Italian mp's present (Stefano Quintarelli, Paolo Coppola and Diego De Lorenzis) announced
that on last November 3rd the Chamber of Deputies unanimously approved a policy-setting motion jointly
tabled by majority and opposition parliamentary Groups, committing the Italian government to supporting the
principles enshrined in the Declaration of Internet Rights in all official fora. The Committee’s
recommendations have thus become the country's general policy, and Italy is now able to make a substantive
contribution to promoting, at an international level, a global charter of rights in the digital age.

The discussants at the workshop all congratulated Italy for this achievement. Icann Ceo Fadi Chehadé
particularly complimented Italy for the initiative and for calling the community in creating a national

multistakeholder institution for the governance of the Internet in Italy.

Nnenna Nwakanma from the Web Foundation underlined how this is very close to sir Tim Berners Lee's idea
of a Magna Charta for the Internet, and brought his support.
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Member of the EU Parliament Marietje Schaake summarized the battle at the European Parliament for Net
Neutrality, one of the central rights upheld by the Italian Internet Bill of Rights. Professor Urs Gasser recalled
how there are many efforts from many countries to draft analogue Internet Bills of Rights. Professor Ronaldo
Lemos explained the difficulties that the Brazilian "Marco Civil" law is facing. Professor Juan Catlos De Martin
talked about the right to education, underlining that digital culture is more than the right to code, but it is also
the right to access, to information, to share, to learn in order to be empowered. Professor Giovanna De
Minico stressed the need of balancing rights in the war against terror, and her predicament was particularly felt
at the end of Igf with the terrible Paris attacks.

Everybody was patticulatly thankful to professor Stefano Rodota, who helped achieve the great result of this
Declaration of Internet Rights in Italy inspiring its work since the 2007 IGF in Rio de Janeiro. The workshop
ended with a standing ovation and the invitation to continue discussing at the evening Cgi.br ceremony at
Hotel Tambat and throughout the Igf week.

WS 6. Child Online Protection through Multistakeholder Engagement

Transcript

V'ideo

Speatkers: - Name: Janice Richardson, Ambassador DISC Foundation

- Stakeholder group: CSO

- Onganization: Developing Internet Safe Community (DIS C) Foundation (discfoundation.com)

- Describe why this speaker has been selected: DISC is a registered NGO comprises of a team of global experts on child
online protection. was very active in a number of IGFSs. Janice has been very active in the IGF since 2007 and coordinated
Insafe network _for more than a decade (2004-2014). Janice also enthusiastically initiated and promotes Safer Internet
Day, celebrated yearly worldwide in well over 100 countries, including in Indonesia.

- Have you contacted the speaker? Yes.

- Note after the session: Representative from DISC Foundation changed to Mr M. Mustafa Saidalavi (CEO of DISC
Foundation)

- Name: Mariam F Barata, Secretary General of ICT Application Directorate, MCIT Indonesia

- Stakeholder group: Government

- Organization: Ministry of Communication and I'T — Indonesia (kominfo.go.id)

- Describe why this speaker has been selected: Indonesia has Electronic Information and Transaction (EIT) Act to govern
information, transaction and expression on the Internet. As a Secretary General, Mariam is able to give comprehensive
perspective of MCIT policies to ensure child online safety. She is also one of the Indonesian ICT 1 olunteers initiators,
that serves communities.

- Have you contacted the speaker? Yes.

- Note after the session: (no changed)

- Name: Patrick Ryan, Strategy and Operation (Access) Principle, Google

- Stakeholder group: Business

- Onganization: Google (www.google.com)

- Describe why this speaker has been selected: Besides expanding online user-generated content and regular services, Google
bas also begun to give attention to internet access services. Patrick is also active in several IGFs and bas previously
handled public policy issues. Since Google aggressively develops its business and (user generated) content online, then we can
learn how Google maintains children safe and secure while online.

- Have you contacted the speaker? Yes.

- Note after the session: Representative from Google changed to Mr Marco Pancini (European Senior Policy Counsel
Google)

- Name: John Carr, Senior Technical Adyiser

- Stakeholder group: CSO

- Organization: ECPAT (ecpat.net)

- Describe why this speaker has been selected: ECPAT is a non-governmental organization and a global network of civil
society organizations exclusively dedicated to ending the commercial sexnal exploitation of children. Jobn quite often invited
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to share bis vision and concern about child online safety on several IGF workshops.
- Have you contacted the speaker? Yes
- Note after the session: (no changed)

- Name: M. Y amin

- Stakeholder group: Technical Community

- Organization: Nawala Nusantara Foundation (nawala.id)

- Describe why this speaker bas been selected: DNS Nawala, provided by Yayasan (Foundation) Nawala Nusantara,
serves Indonesian family, school and community with local-context online filtering. Y amin also co-initiator of the Indonesia
Child Online Protection (ID-COP), a multi-stakeholder hub focuses on protecting children on the Internet.

- Have you contacted the speaker? Yes.

- Note after the session: (canceled his participation, did not go to the IGF 2015)

Summary of discussion

There was a discussion of whether the issue of child online protection should be pursued at the international
level. Some participants viewed this as an international problem; hence there is a need for international treaty
to address it. In relation to that, there was a suggestion to discuss child exploitation in larger framework of
child rights. These views were based on the fact that there is a lack of international treaty to protect child
rights.

The other side of the recommendation is to do any practical multistakeholder efforts that can be done
immediately instead of waiting for any international treaty to address it. Progress in the field of child safety can
be made and is already proven to be coming from an open multistakeholder dialogue.

In this respect, multistakeholder arrangements can be incorporated into national policy development process.
The government might establish a consultative working group on child online safety and this group will later
provide advice to the government about the ways of protecting children from online risks. Besides working on
the policy level, it is also important to develop a three dimensional school curriculum that includes the
protection of children, teachers and parents.

WS 7. How Trade Agreements Shape the Future of Internet Governance
Transcript
Video

Speatkers: Name: Burcu Kilic

Stakeholder group: civil society

Organization: Public Citizen

Describe why this speaker has been selected: A leading expert on trade-related policy issues, both from the perspective of digital
rights and access to knowledge and medicine. She has performed research and written exctensively on these subjects. Burcu has been
closely following trade negotiations (TPP, TTIP, TISA and RCEP) and attended to many negotiation rounds as a stakebolder
representing public and consumer interests.

Have you contacted the speaker? Yes and confirmed

Name: Claudio Ruiz

Stakeholder group: civil society

Onrganization: Derechos Digitales

Describe why this speaker has been selected: Clandio is widely considered as the one of the key experts on trade, Internet and
international rule-making in Latin America. He and his organigation leads trade campaigns in Latin American and represent
the interest of Latin American people.

Have you contacted the speaker? Yes and confirmed

Name: Marcel 1_eonardi
Stakeholder gronp: private sector
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Onrganization: Google

Describe why this speaker has been selected: Marcel is an attorney and law professor with 15 plus years of Internet law experience,
specialising in privacy and data protection, intermediary liability, copyright, freedom of speech, competition and other issues related
to the Internet industry. He represents ISPs. He represents the 1SPs and he wonld assess their role in trade-policy making.

Have you contacted the speaker? Yes and confirmed

Name: Usman Abmed

Stakeholder group: private sector

Organization: PayPal

Describe why this speaker has been selected: Usman is the head of Global Public Policy, PayPal.His work covers a variety of
global issues including financial services regulation, innovation, international trade, and entreprenenrship. He represents the ICT
industry. He would assess the impacts of trade agreements on SMEs.

Have you contacted the speaker? Yes and TBC

Name: Julia Reda

Stakeholder gronp: government

Organization: European Parliament

Describe why this speaker has been selected: Julia is an expert on copyright policy and internet policy. She represents the Enropean
Parliament and will assess how the EP see increasing number trade agreements and international-rule making.

Have you contacted the speaker? Yes and confirmed

Name: Mann Bbardwaj

Stakeholder gronp: Government

Onrganization: U.S. Department of State

Describe why this speaker has been selected: Manu, a political appointee in the Obama Administration, currently serves as a
Senior Advisor at the State Department's Office of Communications and Information Policy.

Have you contacted the speaker? Yes and confirmed.

Summary of discussion

Without the attention of most stakeholders — even those deeply immersed in multistakeholder discussions on
the future of Internet governance —bilateral and multilateral trade negotiations are increasingly becoming the
vehicles for norm setting on Internet policy issues — from intellectual property to e-commerce, domain names
on the Internet, to cybersecurity and national security exemptions to free flow of information and investor-
state dispute settlement mechanisms. The norm, in these multilateral forums, is conducted in secrecy. In
general only governments and a few private sector lobbies have access and can provide informed input to so-
called policies of the 21st century. But not just multistakeholderism is affected by the way trade agreements’
negotiations ate conducted - basic principles of democtacy are at stake. This debate/roundtable/workshop will
assess how the inclusion of these Internet policy issues in closed door, state-to-state agreements impact the
future of multistakeholder Internet governance and what are the digital rights at stake. Workshop participants
will receive an update on the state of negotiations of the core trade agreements, and will then discuss how these
secret negotiations impact on their rights, business, or expectations regarding the open Internet. Additionally,
participants will be shown a map of the qualitative and quantitative increase on Internet related rules in trade
agreements, covering the trade agreements negotiated primarily by the U.S. over the past 12 years.

WS 10. FOSS & a Free, Open Internet: Synergies for Development

Transcript

Video

Speakers: Mr.Satish Babu, Technical Community, Chair, ISOC-TRV’, Kerala, India, who shall provide technical inputs of
FOSS and its relevance, particularly to emerging economies, Confirmed

Ms. Judy Okite, Civil Society, FOSS Foundation for Africa, is an experienced activist who has been promoting the use of FOSS
in Africa. Seeking funding at present.
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Ms. Mishi Choudhary, Private Sector, Software Freedom Law Centre, New York, is a lawyer working with FOSS and its legal
implications for over two decades. Confirmed

Mr. Fernando Botelho, Private Sector, heads F123 Systems, Brazil, a FOSS-centric company that provides accessibility solutions
to visually impaired people. Confirmed

Mr. Sunil Abrabam, Centre for Internet and Society (CIS), Bangalore, a civil society organization working on Internet and public
policy. Confirmed

M. Pranesh Prakash, Centre for Internet and Society (C1S), Bangalore, a civil society organization working on Internet and
public policy. Confirmed

Ms. Nnenna Nwakanma- WWW . Foundation, a Civil Society organization working in Africa on a broad range of areas
including FOSS. Confirmed

Mr. Yves MIEZAN EZO, Open Source strategy consultant, Private Sector. Seeking funding for participation.
Corinto Meffe, Advisor to the President and Directors, SERPRO, Brazil. Confirmed
Frank Coelho de Aleantara, Professor, Universidade Positivo, Brazil, Confirmed

Ms. Caroline Burle, Institutional and International Relations, W3C Brazil Office and Center of Studies on Web Technologies -
CeWeb.br (a CGLbr/ NIC.br initiative). Confirmed

Summary of discussion

Conclusions:

This was a very educative workshop with sharing of experiences and knowledge for all. The main conclusions
were:

1. The synergies between FOSS and the Internet were real, and needed to be preserved

2. Free Software (FOSS) democratized access to information for different communities worldwide, and helped
to remove information asymmetries. Therefore, it was important to encourage and promote FOSS.

3. The differently-abled (and other marginal communities) needed FOSS to be able to help themselves

4. Have a deliberate change of curricular across the schools and universities globally to introduce young people
to free software.

5. To find synergies on the Internet, we must ensure human rights for citizens, not citizens of the country but
all citizens around the world with no barriers whatsoever.

6. Procurement mandates: When the government purchases software, it is important that the government uses
its market power to promote free software.

7. For transitioning from proprietary platforms to free platforms, the incremental approach may be practical.
If you cannot access the code, you cannot trust the software!

WS 13. Keeping Your Credentials Secure Online: A Roundtable

Transcript

Video
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Speakers: Mr. Ben Butler
Technical Community, USA
Director of IT Security Operations at GoDaddy

Ben Butler is the Director of IT Security Operations at GoDaddy, where be is responsible for the teams that create and
maintain systems for security operations, security content, and user administration. He is especially passionate about
keeping the internet a safe and enjoyable place for children, and oversees the Digital Crimes Unit, which leads the charge
to identify, investigate, report, and remove child abuse content.

Ben brings a perspective from the domain name services industry, specifically the registrar community. Also as the co-
anthor of the background document for the round-table on Registrant Protection: Best Practice Guidelines for Preserving
Security and Stability in the Credential Management Lifecycle.

Ms. Merike Kaeo

Technical Community, US A/ Estonia

Founder and Chief Network Security Architect of Double Shot Security
Chief Technology Offficer, Farsight Security, USA

Merike Kaeo is the Chief Technology Officer at Farsight Security as well as the founder and Chief Network Security
Abrchitect of Double Shot Security, a company started in 2000 that focuses on bridging the gap between security policy
instantiation, practical architecture development and effective operational deployment. She currently serves on ICANN's
Security and Stability Advisory Council, the FCC's Communications Security, Reliability and Interoperability Council's
(CSRIC), and several other industry forums. Her international focus often mafkes Merike an informal liaison between
varying technical and operational groups and she is a sought after resonrce at global conferences including NATO,
TERENA, RSA, NANOG, PLNOG, RIPE, APRICOT and SANOG.

Merike bas lead secnrity focused strategies at numerous companies including 1SC, T-Mobile, Comcast, and Boeing and
has held advisory positions in a variety of security start-up companies. From 1993-2000 Merike was employed by Cisco
Systems, Inc. where she instigated and lead the company's first security initiative in 1997. She also focused on technical
issues relating to network and application performance, ronting protocols and large-scale network design. She is the anthor
of 'Designing Network Security', which was translated into 9 languages and is a reference book for many security
accreditation programs.

Merike is a member of the IEEE and has been an active contributor in the IETF since 1992. She co-chaired the IP
Performance Metrics (IPPM) working group from 2000—2003 and had actively contributed to numerous IETF working
groups with a specific focus on operational sanity. She was named an IPv6 Forum Fellow in 2007 for ber continued
efforts to raise awareness of IPvG related security paradigms. Merike received her BSEE from Rutgers University and ber
MSEE from The George Washington University.

Ms. Kaeo has been on ICANN's Security and Stability Advisory Conncil (SSAC) since 2010 and the FCC’s
Communications Security, Reliability and Interoperability Council (CSRIC) since 2012. She is also a co-anthor of the
background document for the round-table on Registrant Protection: Best Practice Guidelines for Preserving Security and
Stability in the Credential Management Lifecycle

M. Ted Hardze
Technical Community, USA
Program Lead for the Internet Architecture Board Program on Privacy and Security.

Ted Hardie currently works for Google, putting networks, protocols, and people together in new and optimal ways. Ted
[first worked in the Internet field in 1988 when be joined the operations staff of the SRI NIC. He later became the
technical lead for the NASA NIC, part of the NASA Science Internet project. After leaving NASA, he joined
Eguinix as its initial Director of Engineering before taking on the role of Director of Research and Develgpment. He was
an early-stage executive at Nominum before joining Qualcomm R & D. While he was Qualcomm’s Director of Internet
and Wireless, he served the Internet community as a member of the Internet Architecture Board and as an Applications
Aprea Director for the IETFE. He served as Trustee of the Internet Society from 2007 to 2010, and as its Treasurer in
2008 to 2010, while Managing Director of Panasonic’s Silicon 1V alley Wireless Research Lab.
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Ms. Andrey L Plonk
Private Sector, USA
Director, Global Cybersecurity and Internet Governance Policy, Intel Corporation

Audrey L. Plonk is a global security and Internet policy specialist at Intel Corporation. A member of Intel’s security and
privacy policy team, Audrey leads global policy efforts on topics such as cybersecurity, critical infrastructure protection and
encryption. She works with the team to integrate privacy and security into product development and also focuses on Internet
policy issues.

Audrey was previously a consultant to the Information Technology Association of America (now TechAmerica), covering
Jfor the vice president of information security and global public policy. She worked as a consultant for the U.S. Department
of Homeland Security’s National Cyber Security Division from 2003 to 2006, primarily focusing on international
security policy issues in their International Affairs Division. While a U.S. delegate to the Organisation for Economic Co-
operation and Development (OECD), Audrey worked closely with the Working Party on Information Security and
Privacy (WPISP) and eventually accepted a post in Paris for the OECD Secretariat focusing on security issues for
WPISP. She served as liaison to the Asia-Pacific Economic Cooperation Telecommunications and Information Working
Group, the International Telecommunication Union and the Internet Governance Forum.

Mr. Mark Svancarek
Private Sector, US.A
Engineering Group Customer and Partner Experience, Microsoft

Mark as worked at Microsoft since 1993 and has held various roles in hardware, software and online services throughout
the company. He holds eight U.S. patents. He is presently a Principal Program Manager for corporate IPv6 and
Universal Acceptance Engineering efforts, and focuses on aspects which impact customer and partner satisfaction.

M. Bill Woodcock
Technical Community, USA

Bill Woodcock is the executive director of Packet Clearing House, the international non-governmental organization that
builds and supports critical Internet infrastructure, including Internet exchange points and the core of the domain name
Systenm.

Mr. Cédric Laurant
Civil Society, Mexico

Global Data Privacy Attorney & Public Policy Expert

Cédric Laurant is a data privacy lawyer and public policy expert who works on European and international projects in
the areas of US and EU privacy and data protection, online and consumer privacy, Internet law, e-commerce, social
media, telecommunications, information governance and information security for international organizations, governments,
private companies, trade associations, public interest organigations and NGQOs. With more than 15 years of experience
under his belt in those fields, he handles legal research and public policy projects, government affairs and public advocacy
missions, and offer technical assistance, training and capacity-building services.

Cedric is the co-founder of the Mexican civic association SonTusDatos. He is with the law firm of Dumont Bergman
Bider & Co. in Mexico City.

WS 17. Cvbersecurity Awareness though Multistakeholder outreach

Transcript

Video
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Speakers: Facundo Malaureille Peltzer

Civil Society

Argentina Cibersegura

Facundo is the Deputy Secretary-General of Argentina Cibersegura, a non profit organization who provides awareness of potential
issues and offers free cybersecurity information and education. As member be assist businesses, families, onr aging population and
_youths better prepare for a safer cyber experience in rapidly changing technology driven environments.

As member of Argentina Cibersegura participates in the Global Cybersafe Communities Working Group, and represents the
Project Stop-Think-Connect in Argentina and belps in the coordination of it in IATAM.

YES - Confirmed

Belisario Contreras

Intergovernmental Organization

Organization of American States (OAS)

Belisario Contreras is the Cyber Security Program Manager at the Secretariat of the Inter-American Committee against Terrorism
(CICTE) of the Organization of American States (OAS). As Program Manger he provides programmatic and management
support to the CICTE Secretariat in the planning, organization and execution of cyber security initiatives in the Americas
including the Creation and Development of Computer Emergency Response Teams (CERTS); Provision of Technical Training
Implementation of Crisis Management Exercises; Capacity building on Industrial Control Systems (1CS), and coordinating
outreach and collaboration with other international and regional organizations working on cyber issues.

Since 2007, Mr. Contreras has played a part in the growth and improvement of Computer Security Incident Response Teams
(CSIRTS) in the Americas, and has worked closely with Latin American governments on the development and adoption of
National Cyber Security Strategies and Policies. He has spearbeaded liaison and promoted strategic partnerships between the
OAS and key international actors.

YES - Confirmed

Daria Catalui

Intergovernmental Organisation

European Union Agency for Network and Information Security

European Union Agency for Network and Information Security

The European Union Agency for Network and Information Security (ENISA) is a centre of expertise for cyber security in
Eurogpe. ENISA supports the EU and the Member States in enbancing and strengthening their capability and preparedness to
prevent, detect and respond to network and information security problems and incidents. Daria is currently dealing with Networfk
and Information Security in Education, stakeholder management and outreach strategies at ENISA. Her work focuses on
communicating towards the end user.

YES but participation still under consideration as of time of submission

Jacqueline Beauchere

Private Sector

National Cyber Security Alliance and Microsoft

Ms. Beauchere currently serves the Board President of the National Cyber Security Alliance. She was named Microsoft's first-ever
Chief Online Safety Officer in December 2012. In this role, Ms. Beauchere is responsible for all aspects of Microsoft’s online safety
strategy, including cross-company policy creation and implementation, influence over consumer safety features and functionality and
communications to and engagement with a variety of external andiences. Previously she was director of communications and
marketing for Microsoft’s Trustworthy Computing initiative. Ms. Beauchere bas spent more than a decade at Microsoft leading
various groups and efforts that evangelize the company's commitment to help create a safer, more trusted Internet experience for
people of all ages and abilities.

YES Confirmed

We have also had discussions with Government representatives abont attending the roundtable if it is approved but have not been
able to confirm participation at this point.

Summary of discussion

There seemed to be strong interest in the topic and several participants shared experiences from their countries

about working, or trying to, work together on education and awareness. There audience was polled about the
issue and it seemed that most people in the room were not currently engaged in a multi-stakeholder effort on
awareness but interested in learning more about the topic. There was good information sharing from many
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participants and not just the facilitators and there appeared to be broad global representation, including Africa,
the Middle East, Australia, the EU, the US and Latin America.

Since so many in the room had yet to engage in education and awareness efforts, there seems to be a need to
continue this discussion and share best practices as well as a significant need to provide capacity building and
technical assistance to help communities collaborate on building awareness efforts.

There was one request for more information about how to open doors in a community to get more
involvement in the education and awareness efforts especially schools. So additional information on coalition
building could be helpful in these instances.

A couple of resources mentioned were:

www.OES.otg /cyber.com

www.staysfaconline.org

www.stopthinkconnect.org

WS 21. SIDS Roundtable: the "Free Internet” - Bane or Boon?

Transcript

Video

Speatkers: Ms. Anju Mangal

I1GO

Information and Knowledge Management Specialist
Secretariat of the Pacific Community

Contacted (not confirmed)

Mr. Carlton Samnels

Academic Community

Adjunct,Department of Library and Information Studies
Faculty of Humanities and Education

University of the West Indies (Mona, Jamaica)

Ms. Ellen Strickland

Technical Community

Collaboration and Community 1ead, InternetNZ
New Zealand

Maureen Hilyard

Pacific Islands Chapter of the Internet Society
Cook Islands

(Remote Discussant)

Ms. Deirdre Williams

Civil Society

Co-Coordinator

Civil Society Internet Governance Cancis
St. Lucia

Professor Patrick Hosein

Academic/ Technical Community

University of the West Indies (St. Augustine)
Trinidad & Tobago
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Niels ten Oever

Civil Society

Head of Digital, ARTICLE 19
Netherlands

Dr. Vint Cerf

Chairman

American Registry for Internet Numbers (ARIN)
USA

Dr. Robert Pepper

Private Sector

Vice President, Global Technology Policy - Cisco
UsA

Mr. Dhanaraj Thaknr
Academic/ Technical Community
Research Manager, Alliance for Affordable Internet

Jamaica

Rhea Yaw Ching
Private Sector

Covela.org
Trinidad & Tobago/ US A

Summary of discussion

The Roundtable was held on November 12 at 9.30 am in Workshop Room # 4. Just over 50 persons
participated in the Roundtable including the Lead Discussants.

There was a very vibrant and often provocative discussion around this complex issue, widening the concept of
"free internet".

The question of who pays for the internet and what the concept of “free internet” really means was a
reoccurring theme throughout this discussion.

It was important to understand whether the discussion was about the infrastructure, the applications or the
monetary contribution of the user. The group agreed there was a need to discuss each aspect as it relates to the
overall objective of being able to derive the maximum benefit for small economies.

Several panelists referenced the many and varied models that are being used across the world to fund the roll
out of infrastructure and reduction of costs in underserved areas.

Workshop Co-organizer, Maureen Hilyard, from the Pacific Islands Chapter of the Internet Society (PICISOC)
participated remotely in the Roundtable and agreed with the observations made by Vint Cerf noted that what
appears to be free has costs hidden in other costs which are ultimately transferred to the user in some other
way.

As an example, Microsoft's FREE Windows 10 upgrade did not warn users that upgrades of unremoveable
installed apps could use at least 5GB to download. Microsoft's Outlook also doesn't warn of unremoveable
IMAP synching features which also use up valuable broadband. And these charges go straight into the pockets
of the local ISP.

In the Pacific, we neither need nor can afford such expensive services. In the Cook Islands $50 will give you
6GB of broadband for the month. Once used up, BlueSky charges $40 per excess GB. This is daylight robbery
by the monopoly ISP and users get nil support from the government who are part shareholders in the
company. In these cases, who does one notify about unfair ISP business practices?
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Across the Pacific, there are major affordability issues. So that even knowing that there might be strings
attached to a "free internet” deal, some users might opt for "anything is better than nothing", even though
many will be absolutely unaware of possible strings attached to freebie offerings. Some users will just take their
chances, anything that will enable them to at least experience the internet and what it has to offer.

She expressed the opinion that certain dangers can evolve from "free internet” - hidden strings attached for the
unwary. Yet Pacific organisations like PICISOC lacks resources and funds to make user newbies more aware of
the risks of such offers to open access and net neutrality.

In the Pacific connectivity and accessibility are important, but the internet does not necessarily have to be
FREE. What it should at least be is AFFORDABLE which is so important in order for local users to access
the setvices and information they need that will enhance both their lives and their livelihoods. Isn't that what
access to the internet for people in developing countries is all about?

Several participants from the Caribbean region expressed concern as to whether the implementations of “free
internet” and zero rated services at present in the Caribbean region were really resulting in any economic and
social benefit to the citizens of these nations.

There was rough consensus around the table that a focus on innovative solutions would be necessary to
resolve the issues unique to SIDS.

An interesting veiwpoint emerged around the very appropriate description of the internet components as a
system of levers that need to work in tandem in order to achieve the objective.

Discussions centered on reducing the cost of access, improving the robustness of infrastructure and
stimulating local content as individual levers with different stakeholders that do not always work in a seamless
way or at the pace we would like to see.

There was agreement that the imperative now is the synchronization of these various components of the

Internet so that these levers can be identified and manipulated to work within our own unique economies.

WS 27. Viable application & debate: online participation principles

Transcript
Video

Speakers: Name: Virginia Pagne

Stakeholder group: civil society

Organization DiploFoundation

Describe why this speaker has been selected: experience in RP
Have you contacted the speaker? Y (confirmed)

Namse: Slobodan Markovic

Stakeholder group: Technical community

Onrganization Serbian National Internet Domain Registry (RNIDS)

Describe why this speaker has been selected: excperience in ICT Policy and Internet Commnnity Relations
Have you contacted the speaker? Y

Name: Raquel Gatto

Stakeholder gronp: technical community)

Onrganization: ISOC

Describe why this speaker has been selected: experience in conference organisation, tech community, and is an excellent,
respected speaker

Have you contacted the speaker? Y (confirmed)
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Namze: Angelic del Castilho

Stakeholder group: government

Onrganization: Ambassador at Ministry of Foreign Affairs, Suriname
Describe why this speaker has been selected: experience in IG processes
Have you contacted the speaker? Y

Summary of discussion

The Principles for Online Participation wete presented and briefly discussed.

The debate highlighted the arguments for and against online participation in stark black and white, allowing
clear understanding of the positions in pro and con of adding online participation possibilities to a meeting.
Briefly: Pro: Online participation allows for greater inclusion. This is desirable.

Con: Online participation allows for greater inclusion. This is not always desirable and requires sacrifice and
adaptation of the traditional meeting strategy.

WS 28. Multistakeholder Solutions for Youth-Produced Sexual Content

Transcript

Video

Speatkers: Patrick Burton
Civil Society
Centre for Justice and Crime Prevention (CJCP), South Africa

As Executive Director of CJCP, Patrick has experience in integrating cutting-edge research and theory with the design,
implementation and management of social crime prevention practice, as well as providing training to high-level public officials. The
CJCP is a South African research NGO working in the field of violence prevention and safety, in South Africa and the region,
with a particular focus on children and youth. Since its establishment in 2005, the CJCP has worked with a number of National
and Provincial government departments in South Africa, including the Departments of Basic Education, Communications and
Social Development, as well as the Presidency, to formulate evidence-based policy on issues of child safety, originally only in the
offline realm, and now more recently online, and to develop appropriate implementation frameworks and mechanisms for national
and provincial policies and strategies.

Summary of discussion

WS 28 focussed on the complexities when dealing with online child sexual abuse material, in particular
involving ‘youth-produced’ or ‘self-generated’ sexually explicit imagery. Children can upload or share sexually
explicit images of themselves or can be coerced into exposing themselves online during ‘live’ interaction with
online predators. These images and videos are often stored, shared and re-uploaded on various locations on
the internet.

The workshop aimed to discuss with a wide range of stakeholders how this problem can be best tackled. How
can the multi-stakeholder community work together to solve this problem? How do we overcome ‘internet
governance’ challenges such as cross-border jurisdictions and varying degrees of privacy and freedom of
expression protections? And how do we raise awareness, educate and encourage responsible use of new
technologies?

Presentation
The session started with a short presentation by Susie Hargreaves, CEO of the Internet Watch Foundation
(IWF). The IWF is the largest hotline in Europe combating the distribution of child sexual abuse material

online. Using their data-set involving sexually explicit imagery of children, the IWF conducted two separate
pieces of research into ‘self-generated’ or ‘youth-produced’ sexually explicit content depicting young people.

73


https://www.intgovforum.org/cms/wks2015/index.php/proposal/view_public/28
http://www.intgovforum.org/cms/187-igf-2015/transcripts-igf-2015/2951-2015-11-11-ws-28-multistakeholder-solutions-for-youth-produced-sexual-content-workshop-room-5-finished
https://www.youtube.com/watch?v=OdaGk7OYBWs

The main findings presented by Ms Hargreaves were:

- In less than 48 hours, IWF analysts encountered 12,224 sexually explicit images or videos depicting young

people that could be classified as ‘self-generated’

- Of those images and videos, 88% appeared to be on ‘parasite websites’, meaning they had been taken from
their original upload location and re-uploaded on other websites.

- During a follow-up study, it appeared that children aged 15 or younger were mainly coerced into exposing

themselves using a webcam.

Full details of the results, methodology and limitations of the research can be found on:
https:/ /www.iwf.org.uk/resoutces/iwfresearch.

Discussion

After the presentation, a very rich one-hour discussion with the audience took place. Views were shared from
various parts of the world, including Mexico, Kenia, Australia, US, China, India, UK, Brazil,... and participants
included both professionals working in the area of online child safety, members of the audience speaking as
parents and young people sharing their own views and experiences. The full transcript of the workshop can be
found on the IGF website.

Various issues were touched upon and the role and responsibilities of various actors were discussed. In general
terms, the discussion mainly focussed on ‘selfies’ shared by older teens rather than the sexual abuse through
coercion or extortion involving very young children. The overview below therefore relates to this type (‘selfies’)
of sharing sexually explicit images unless noted otherwise.

Before going into the more detailed aspects of the discussion, one of the overarching issues discussed was the
role of sexting in young peoples’ sexual development. Is the consensual sharing of sexually explicit images with
a boyfriend or girlfriend something that needs to be condemned ‘by definition’ or could there a more positive
approach whereby this behaviour is framed as being part of young persons’ sexual
development/expetimentation?

The ‘criminalisation’ of sending or possessing sexually explicit images by young people was also discussed at
length in relation to the existing legal frameworks. As an example, the laws in Australia were discussed which
de-criminalise sharing and possessing sexually explicit images within a relationship and with mutual consent.
However, the limits of such laws (e.g. how to withdraw consent after a relationship finishes?) were also

highlighted.

While there was frequent recognition that young people shouldn’t be criminalised for privately sharing sexually
explicit images or even possessing them within the context of a consensual relationship, it was clear that
publishing or sharing with others such sexually explicit images depicting young people should be - and indeed
remain - illegal.

Another prominent topic in the discussion was the role of parents in relation to educating their children and
setting the rules for their online activities. From an African perspective, it was noted that this was a very new
area and there was ‘a complete vacuum’ concerning these issues in the parent-child relationship. From the US,
it was highlighted how parents should define the rules for their children but research shows that very few
parents put actual limitations on their children’s use of ICT's. As such, there is a clear gap between the online
safety messaging towards parents and the parents’ actions. This point was also raised from a Chinese
perspective. From a young person’s perspective, it was highlighted that parents do play an important role but
that children are more likely to listen to their parents if they are knowledgeable themselves (so if parents have a
decent understanding of the technology) and alteady have a good/open relationship with their children.

An interesting discussion unfolded as to whether part of the issue could be considered a ‘generational problem’
in as much that the next generation of parents might have a better understanding of technology and therefore
would be in a better position to guide their children’s online activities as they would have experienced these
issues themselves. This point was countered by arguments that technology will continue to change and that it is
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not so much about the technology as such, but rather about human behaviour’.

The discussion then moved to the role of other stakeholders when addressing the issue of ‘self-generated’
sexually explicit imagery depicting young people. The role of proper ‘media education’ in schools to educate
children about online risks was highlighted, albeit it was acknowledged that as far as sexually explicit material is
concerned, this is difficult topic to discuss in many parts of the world.

The role of peers was also noted, in particular by young people in the audience. Peers often have a big
influence on children and they are more likely to change their behaviour if they can see or hear first-hand what
the possible consequences can be when sharing sexually explicit images. This point was also picked up by
online child safety professionals who strongly argued in favour of using the experiences and views of young
people when creating guidance materials.

A number of other issues were only briefly touched upon. These include the role of the online industry and
hotlines (e.g. the creation of ‘hash technology’ to find and remove indecent images of children faster), the
commercialisation of the distribution of the images (either for money or using the images themselves as
currency), the balance between respecting the child’s privacy and controlling/monitoring their internet
activities, and the role of extortion tactics to coerce a child into producing new images.

Finally, when things have gone wrong and children have had negative experiences with sharing sexually explicit
images, young people in the audience noted that often it is easier to speak to an online safety professional who
is not close to them as this reduces the risk that the child’s friends or family will hear about the problems. As
such, the young people did see value in, for instance, child safety professionals who come into schools to
discuss these issues but that are not directly connected to the school or the child’s environment.

WS 29. Digital economy, jobs and multistakeholder practices

Transcript

Video

Speatkers: Antonio Garcia-Zaballos
Intergovernmental Organizations
IADB

Direct excperience on the topic

Y - confirmed

Helani Galpaya

Civil Society

Policy experience on the topic
LIRNEasia

Y-confirmed

Natalija Gelyanoska
Intergovernmental Organizations
World Bank

Policy experience on the topic

Y - confirmed

Michael Kende

Technical Community
1I50C

Direct excperience on the topic
Y-confirmed

Jose Nilo Martins
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Private sector

Amazon Web Services, Brazil
Direct excperience on the topic
Y - confirmed

Cheon Mubo

Government

Government of Korea

Direct excperience on the topic
Y-confirmed

Jean Paul Philippot

Civil Society

European Broadcasting Union
Policy experience on the topic
Y - confirmed

Abna Segurado

Private sector

Telefonica Open Future
Policy experience on the topic
Y - confirmed

Andy Wyckoff

Intergovernmental Organisation

OECD

Broad research and policy experience on the topic
Y - confirmed

Juan Manuel Durdn Wilches
Government

Government of Colombia
Policy experience on the topic
Y - confirmed

Summary of discussion

This workshop explored the impact of the Internet on labor markets and asked panelists to explore
multistakeholder solutions to harness the advantages of the digital economy and to assist in easing associated
disruptions. Some of the challenges reviewed by the panel included the financial and regulatory risks in starting
up new businesses or creating new infrastructures; appropriate skills development practices and infrastructures
to address the availability of skills necessary for creating, consuming, and maintaining these new services;
existence of network externalities and batriers to trade; institutional linkages to higher education, research and
business.

The top three issues that were raised during the discussions are:

1) Panelists most frequently cited the need for skill development. Internet-created jobs often require new skill
sets, demanding an educated workforce. New technological tools are creating unanticipated opportunities by
lowering costs and increasing the ability for cross-disciplinary interaction. But these opportunities can only be
fully realized by economies with an appropriately trained workforce.

2) The long term effects of the Internet on the labor markets were also carefully considered. While automation
and new communication tools are eliminating a number of jobs and displacing workers in the short term,
trends pointed to a longer term trend of increased jobs and productivity.

3) The Internet is challenging currently regulatory regimes. New employers like Uber and Airbnb are providing
new employment opportunities and benefits for consumers, but governments need to design the best enabling
environment to allow these services to flourish
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WS 30. Multistakeholder practices enabling sustainable development

Transcript

V'ideo

Speatkers: Steven Adler
Private sector

IBM

Direct excperience on the topic
Y- Confirmed

Carlos Afonso

Civil society

CGlL.br

Regional policy excperience on the topic
Y- Confirmed

Patel Barwabatsile

Government

Botswana Innovation Hub

Regional policy excperience on the topic
Contacted

Constance Bommelaer
Technical community
Internet Society (ISOC)
Policy experience on the topic
Y-Confirmed

Nabil Bukhalid

Civil society

Lebanese Internet Center (ILINC)
Policy experience on the topic

Y- Confirmed (remote participation)

Anne Carblanc
Intergovernmental organization
OECD

Policy experience on the topic
Y- Confirmed

Louis Casambre

Government

Government of Philippines

Regional policy excperience on the topic
Y- Confirmed

Olga Cavalli

Government

Government of Argentina

Regional policy experience on the topic
Y- Confirmed

Ankbi Das

Private sector
Facebook India
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Regional policy experience on the topic
Y- Confirmed

Nernine EI-Saadany

Government

Government of Egypt

Regional policy excperience on the topic
Y- Confirmed

Kaushal [halla

Intergovernmental organization

World Bank

Policy experience on the topic

Y~ confirmed (thd if by remote participation)

Jonathan Metzger

Civil society

NerHope

Policy experience on the topic
Y- Confirmed

Izumi Okutani

Technical community

Japan Network Information Centre (JPNIC)
Regional experience on the topic

Y~ confirmed

Segun Olugbile

Private sector

Continental Project Affairs Associates, Nigeria
Direct national experience on the topic

Y- Confirmed

Matthew Shears

Civil society

Centre for Technology and Democracy (CDT)
Policy experience on the topic

Y- Confirmed

Andrew Wilson

Civil society/ private sector

OGP Private Sector Council

Policy experience on the topic

Y- Confirmed (remote participation)

Summary of discussion

Multistakeholder processes aim to bring together representatives from different sectors to address a challenge
at hand. There have been many examples of successful multistakeholder processes in addressing a range of the
sustainable development goals, developing policy framework principles, and improving public services.

In roundtable discussion participants from all stakeholder groups were present except for government.

There were several interventions from the audience providing examples of how the multistakeholder model
works in different countries, as well as a challenging question posed about whether the multistakeholder model
would benefit from being given a new label. Nevertheless, it was concluded that whatever label is given to the
multistakeholder model, it is a step in the right direction as it recognizes that different voices are needed for the
development of policy agendas.

The defined 17 sustainable development goals (SDG) with a total number of 169 targets were thematically
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broken down to people and planet; peace and prospetity; and partnerships.

PEOPLE AND PLANET:
While discussing empowering people and realizing opportunity within the SDGs 4 key issues were raised:
recognition, accessibility of ICT, governance and competition.

PEACE AND PROSPERITY:

It was highlighted that the work being done by different organizations in providing access to basic services for
people, and setting up the governance goals. There is no access to infrastructure in many parts of the world, 4
billion people are not connected and that would require tremendous investments. There definitely needs to be
thoughtful strategies in terms of working with access infrastructure providers as well as looking at other
alternative technologies. The issue of identifying a way of funding and not delivering a solid fund was
discussed. The need to think of new ways, new innovative financing mechanisms, new innovative ways of
funding was highlighted.

PARTNERSHIPS:

It is essential to bring governments into the development dialogue, not only to undertake improvement of
services and openness, but also for the private sector to help governments understand the potential that e-
Government has and the potential synergies that can be built in cooperation with the private sector.
Additionally, it was mentioned that there is a big trust issue that needs to be overcome. Emphasis was placed
on the importance of creating an environment that fosters dialogue between different sectors.

WS 31. The “Right to be Forgotten” Rulings and their Implications

Transcript

V'ideo

Speatkers: Hernan 1V ales

Intergovernmental

OHCHR

Describe why this speaker has been selected

Represents a major IGO concerned with monitoring human rights issues online as well as offline. Co-organizer of this workshop
with an interest in unpacking the downside to the legal consequences of such as “right” in terms of severe rights abuses, by
governments and individunals,

Sergio Branco

Civil Society/ Academic

ITS (Brazil)

Describe why this speaker has been selected

Co-organizer of this workshop with an interest in clearer definitions of the right in question, the judicial process required to ensure
that implementation based on such a “right” is adequate and proportionate.

Mishi Choudbary
Civil Society (india)
Software Freedom Law Center

Describe why this speaker has been selected
A legal excpert with knowledge of this ruling and how it may be applicable, or not in the context of Global South jurisdictions

Catherine Easton

Civil Society/ Academic

IRP Coalition/ University of Lancaster

Describe why this speaker has been selected

Is a legal excpert on disability and access issues (where associative links based on search algorithms can have deleterions impacts on
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users with special needs) and represents the IRP Coalition, co-organizer of this workshap.

Caspar Bowden

Technical Community

Privacy Strategy EU

Describe why this speaker has been selected

As a leading privacy expert and computer engineer this speaker will address the technical issues around such a ruling, and the
practicalities of partial or full deletion, delinking, ownership and control of those databases in question when either an intermediary
or state actors.

Pedro Vaca Villarreal

Civil Society

Director Ejecutivo

Fundacion para la Libertad de Prensa, Columbia

Mr Viillarreal represents media professionals in the LAC region where R2BF rulings have consequences for media freedoms. He is
one of the co-organizers of Workshop 142 and will provide important details and nuance to this discussion,

Julia Powles
Academic

Centre for Eurgpean 1egal Studies, Cambridge University (UK)

Ms Powles in an expert on this ruling as researcher in law and technology at Cambridge, and a regular commentator in public
media on these issues.

Private Sector

Google (Person to be confirmed)

Describe why this speaker has been selected

Google has confirmed they will be taking part in this workshaop, the other party in the ruling in question and prominent opponent
of the ruling and its implications for 1S Ps

WS 32. Mobile and IoT Expand Inclusion for Persons w/ Disabilities

Transcript

Video

Speatkers: 1. Ms. Jacquelynn Ruff

* Private Sector

* Verizon Commmunications

* Ms. Ruff will offer case study examples of how V'erizon is employing M2M and the IoT to enable those with various disabilities
to access and best benefit from advanced communications technologies.

* Contacted — CONFIRMED SPEAKER

2. Raquel Gatto

* Technical Community

o Internet Society

* Ms. Gatto will provide the technical community’s perspective on this issue and explore major findings and conclusions in ISOC’s
paper, “Internet Accessibility: Internet Use by Persons with Disabilities: Moving Forward.”

* Contacted — CONFIRMED SPEAKER

3. Mr. Jorge Fernandes

* Government
* Fundacao para a Ciencia ¢ a Tecnologia, 1isbon, Portugal
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* Mr. Fernandes will explore the Government of Portugal's Web Accessibility Observatory as a tool of awareness to drive
accessibility of web content and other initiatives aimed at developing best practices aronnd accessibility.
* Contacted — CONFIRMED SPEAKER

4. Andrea Saks

* Private Sector

* Convener for ITU Joint Coordination Activity on Accessibility and Human Factors (JCA-AHF)

* Ms. Saks will explore the evolution of work within the JCA-AHE and how technology innovation has influenced that work.
* Contacted — CONFIRMED SPEAKER

5. Abeer Faronk Shakweer

* Government

* Ministry of Commmunications and Information Technology, Government of Egypt

* Dr. Shakweer will examine Egypt’s experience developing mobile applications and software for Arabic-speaking persons with
disabilities and other ICT-based assistive technologies.

* Contacted — CONFIRMED SPEAKER

6. Tracey Weisler

* Government

* U.S. Federal Communications Commission

» Ms. Weisler will excamine the work of the FCC's Disability Advisory Committee and the FCC's efforts to foster international
cooperation in realizing communications equality.

* Contacted — CONFIRMED SPEAKER

7. Anna Smirnova

* Private Sector

* Metro4.All

o Ms. Smirnova will explore how the Metrod All project uses geospatial technologies and crowd-sourced mapping of transport
infrastructure to facilitate the right of pegple with disabilities to free movement.

* Contacted — CONFIRMED SPEAKER

8. Ms. Gunela Astbrink

* Technical Community

* ISOC Australia

* Ms. Astbrink, will explore accessibility in government procurement and the importance of interoperable standards for
accessibility-related 1CTs.

* Contacted — CONFIRMED SPEAKER

Summary of discussion

The US ADA was the first legislative document that gave people with disabilities/special needs rights.
Key goals to strive for: Accessibility, Affordability & Availability: creating an enabling environment for
all to participate. The importance of using open standards and protocols to ensure that all people can
be fully engaged needs to remain a top ptiotity. 1/5 of all Americans have some sort of disabilities as
such the use of sensors, data analytics and other tools that increase accessibility, should be made a
priority. Challenges and other tools are effective ways to encourage the development community to
create solutions to accessibility problems. By encouraging entrepreneurs to find creative solutions it
greatly increases the ability of people with disability/special needs to engage on equal footing.

The incteased use and penetration of mobile/smatt phones has led to significant improvements in the
lives of people with disabilities/special needs. The use of voice ovet, sensors/beacons, captioning of
emergency announcements, news, T'V/cable broadcast programs and video phones so that people with
sign language can communicate have improved the lives of all people with disabilities/special needs.
Industry should look at adding filters to mobiles to prevent assistive technology devices from being
knocked offline because of spectrum interference.

Top 3 Issues:

* LTE devices, 4G, and Bluetooth devices can cause significant interference to people with hearing aids
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or other assistive technologies. They can cause hearing aids to malfunction. This is especially true for
kids.

* The link and connection between the Sustainable Development Goals and Disability and Special
needs

* 4G, LTE, and Bluetooth can cause medical devices to go off line or not work correctly.

WS 34. Internet Governance 2015: Promoting Trade, Inclusion & Trust

Transcript

V'ideo

Speatkers: 1. Josie Brocca

o Intergovernmental Organigation

* Organization for Economic Cooperation and Development (OECD), France

* Ms. Brocea will provide a substantive foundation for the workshop discussions, drawing on the OECD's evidentiary research
pertaining to data-driven innovation, localization barriers to trade, and the Internet Policy Principles.

* Contacted — CONFIRMED SPEAKER

2. Ellen Blackler

* Private Sector

* The Walt Disney

* Ms. Blackler will provide the perspective of a digital content provider, examining the importance of trade, connectivity, and cross-
border data flows for the transmission of content and intellectual property protections for such content.

* Contacted -- CONFIRMED SPEAKER

3. Bobby Bedi

* Private Sector

* Kaleidoscope Entertainment (Mumbai, India)

* Mr. Bedi will provide the perspective of digital content providers, commenting on the importance of established a trusted
environment for e-commerce.

* Contacted -- CONFIRMED SPEAKER

4. Kathleen Mclnerney

* Private Sector

* Yahoo, Inc.

* Ms. McInerney will provide the perspective of a global Internet company that operates internationally nsing a local and regional
legal structure, providing users with a wide variety of digital services for which cross-border data flows are essential.

* Contacted -- CONFIRMED SPEAKER

5. Silvia Bidart

* Private Sector

» ALETI [Federation of ICT Ibero-Latin American Industry National Associations]

* Ms. Bidart will provide commentary from the perspective of Latin American ICT companies on the importance of building
connectivity for inclusion and economic development and the challenges of addressing privacy and security issues important fo

building consumer trust.
* Contacted -- CONFIRMED SPEAKER

6. Hossam El Gamel

Private Sector

* Africa ICT Alliance

* Mr. El Gamel will comment on the unique challenges face by ICT companies in Africa and the Middle East in building
connectivity, conducting e-commerce, and fully engaging all members of society in the digital economy.

Contacted -- CONFIRMED SPEAKER

7. Roban Samarajiva

* Ciipil Society
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* [.IRNEasia, Sri Lanka
* Dr. Samarajiva will draw on the research of LIRNEasia to examine the contradictory tendencies in the digital economy faced by

developing country enterprises.
* Contacted -- CONFIRMED SPEAKER

8. Matthew Shears

* Ciipil Society

e Center for Democracy and Technology, UK

* Mr. Shears will explore digital privacy and its relationship to human rights in the digital economy, emphasizing the importance of
transparency fo foster users’ trust.

* Contacted -- CONFIRMED SPEAKER

9. Carlos Affonso Souza

* Ciipil Society

e Institute for Technology and Society, Brazil

* Dr. Souza will provide insights from a Brazilian-based civil society organizations on the Bragilian experience with the Internet
Bill of Rights and the fostering of innovation and consumer trust.

* Contacted -- CONFIRMED SPEAKER

10. Liesy! Franzg

* Government

» U.S. Department of State

* Ms. Frang will offer the U.S. Government’s views on developing an appropriate balance that enables the cross-border data flows
necessary for economic development and innovation while also protecting and securing the transmission of data.

* Contacted — CONFIRMED SPEAKER

11. Dawit Bekele

* Technical Community

o Internet Society

* Mr. Bekele will provide the perspective of the technical community on the importance of building connectivity, ensuring cross-border
connectivity in Africa, and the links between access and entreprenenrship in the region.

* Contacted — CONFIRMED SPEAKER

12. Wando Siganga, PhD

* Private Sector

* Signet Technologies, Kenya

* Dr. Siganga will explore the tendency of emerging economies not to participate in trade policy discussion related to ICTs
undermines their economic development potential.

* Contacted — CONFIRMED SPEAKER
Summary of discussion

The workshop provided a comprehensive overview of the challenges and opportunities faced globally
in seeking societal, economical, and technological advancement. Insight was provided regarding the
OECD’s update to its security and privacy guidelines, whereby the OECD is moving to a risk-
management focus and shying away from the technical and legal aspects of security and privacy.
Additionally, opportunities and obstacles in emerging markets, including Latin America, Africa, and
India, were discussed. There was particular mention of the high cost of ICT development and
deployment in these regions. Panelists from these regions noted the need for greater engagement from
small and medium enterprises and the continued need for the private sector and public sector to
collaborate further, especially with regard to spurring demand for the Internet (e.g., via local content
creation and digital literacy investments). These views were echoed by private sector participants as
well.

Panelists noted that trust permeates all aspects of ICT development, deployment, and acceptance. Trust

in the policies that enable investment, as well as trust in the security and privacy of the technologies
deployed, will lead to greater engagement of un-served and underserved communities.
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Main Issues:

* Trust in the development and use of ICT is paramount. Human rights and privacy and security must
be taken into consideration at all times.

* Facilitation of cross-border information flows needs to continue, especially in historically diverse and
conflict-ridden regions of the world. Mobile payments are particularly important towards facilitating
ICT growth.

* The high cost of ICT deployment continues to thwart greater growth in developing regions of the
world. Innovative business models are sought to overcome the “cost” hurdle.

WS 35. Local Infrastructure Equals Local Development

Transcript

Video

Speakers: Michael Kende - Civil Society. Will discuss the economic effects of Internet infrastructure ontside developed Internet
economies.

Fiona Asonga - Civil Society. Will discuss the effect developed Internet infrastructure bas on telecommunications and Internet
delivery networfks.

Barrack Otieno - AfTLD - Civil Society. Will discuss facilitating participation in the multistakebolder governance model by
small Internet infrastructure companies.

Heather West - Private Sector. Will discuss the challenges of bringing developed Internet technologies to sectors outside developed
Internet economies.

Brendan Armstrong - Private Sector. Will discuss building an Internet infrastructure company outside developed Internet
economies.

Summary of discussion

There was a discussion of who the case needs to be made in order to drive the need for Internet infrastructure
in developing regions. Is it with the users? Is it with the entrepreneurs? Is it with the governments?

There was a discussion on what can be done to address infrastructural issues in remote regions. How do you
get clean, uninterrupted sources of power, stable space where the temperature can be effectively controlled,
easy access to fuels and equipment.

There was a discussion on what sources developing regions can turn to for funding infrastructure projects.

WS 47. How Can Internet Policy-Making Support LGBT Rights?

Transcript

Video

Speakers: Anna Karefelt

Governmental Organization

Sida (Swedish International Development Cooperation Agency)

We would like to bring in the governmental perspective of Sida to discuss strategies of including LGBT activists in internet
governance processes and debates.

Yes

Alexcandria Walden
Private Sector
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Google Free Expression Policy

We would like Google o facilitate the discussion on corporate policies supporting LGBT rights, including blog platform, social
network, and search engine policies.

Yes

Kamilia Manaf

Civil Society

Institut Pelangi Perpempuan - Indonesia

Kamel lead the research on ""Queering Internet Governance' in Indonesia and will bring in the perspective of LG BT organizations
facing challenges when working online.

Yes

Sylvia Cadena

Technical Community

Community Grants and Awards Specialist - APNIC

We wounld like to bring in the technical community to talk about policy around content regulation and the decision-making
structures that affect filtering and blocking of sexnal content online.

Yes

Yildiz Tar

Civil Society

KaosGL - Turkey

Yildiz leads the research on the impact of internet policy on LGBT rights in Turkey and will share this perspective in the
discussions.

Yes

Sheena Magenya

Civil Society

Coalition of African Lesbians - South Africa

Sheena is the communications manager of CAL and leads research and capacity building of lesbian women's groups in Africa on

internet policy issues, particularly privacy and digital security.
Yes

WS 48. Internet of Things. Ethics for the Digital Age

Transcript

Video

Speatkers: Paul Hector, Intergovernmental Organisation, UNESCO, confirmed

Mr. Hector is actively engaged in the UNESCO study 'Connecting the Dots', that works towards a final report on the boundless
opportunities and challenges that the Internet provides

Marietje Schaatke, parliamentarian, European Parliament, confirmed
Ms. Schaake is an excpert on netnentrality and human rights on the Internet
Coetzee Bester, Civil Society, African Centre of Excellence for Information Ethics, confirmed

M. Bester is an excpert in the changes in the relationship between people and the world due to information and communication
technologies. The ACEIE is active in 19 African sub-Sabaran conntries

Y.]. Park, academia, Professor at State University of New York, South Korea, confirmed

Ms. Park is an expert in Internet Governance
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Alejandro Pisanty, academia, Professor Internet and Information Society, National Autonomous University of Mexico, confirmed
My Pisanty is an expert in developments on and around the Internet from a technical and governance point of view.

Alessandro Molon, parliamentarian, Brazilian Member of Parliament, confirmed

Myr. Molon is one of the drafters of the Marco Civil, the netnentrality law of Brazil.

Google, Private Industry, invited TBC

Private Industry is a necessary stakebolder to this debate as developer and deploying party of online and software products that alter
the way we live at home and as part of society.

European Commission/ National Institute of Standards and Technology, invited/ proposed

These governmental institutions are a part of this discussion as they e.g. stimulate online and robotic solutions as part of a future
society through investment and stimulation programs and set laws respectively standards.

Maarten Botterman, DC 10T, confirmed
Summary of discussion

The combination of ever higher computational power and fast growing access to broadband Internet have
brought a new era: The Digital Age. It was found that the impact around the globe is identical. As soon as
connection via broadband to the Internet is made, the pros and cons of high speed Internet are enjoyed
respectively felt; by all concerned. More and more machines come online, interact, all collect data that is used
for different purposes, often unknown to the machine owner/user. This impacts the lives of individuals in
various ways and comes with serious ethical implications, challenges and questions. There were general
concerns addressed by many on all topics, which ranged from an extremely bleak view of the future, to
concerns because of the lack of transparency and accountability around data collection, to optimism for the
future.

In general it can be noted that the selected topics led to a lively debate among all participants with strongly
dissenting opinions, with input from academia, research, education, NGOs, the technical community, industry,
policymakers and politicians who all looked at these topics from different angles, views and opinions.

Although several participants pointed to positive effects of IoT, the general atmosphere was one of grave
concerns. They translated in points that need to be discussed and/or researched in the very near future, to
make sure that measures are in place before more advanced products come to the market and are scaled before
ethical considerations are in place.

WS 49. No Grey Areas — Against Sexual Exploitation of Children

Transcript
Video

Speakers: = Gitte Jakobsen (Civil Society) Save the Children Denmark: Gitte has coined the term "Grey Areas of (Legal)
sexcual exploitation of children. She has broad expertise in the field of identification of CSAI and the legal situation regards such
content in many countries, participation is confirmed (remote participant)

= Thiago Tavares Nunes de Oliveira (Government) Presidente da SaferNet Brasil: Thiago bas long-standing experiences in
fighting CSAI and in running a hotline for reporting, participation is confirmed

= Marie-Lanre Leminenr, ECPAT International, Head of Programme, Combating Sexnal Exploitation of Children Online.
Marie-Laure has ontstanding knowledge on the topic of child safety, participation is confirmed

= Akio Kokubu (private sector) Vice President of the Internet Association Japan | Internet Hotline Center Japan: Akio
Kokubu has long-standing excperiences in fighting CSAI and in running a hotline for reporting participation is confirmed (remote
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participant)

= Grégory Mounier (Intergovernmental organization) Europol Cyber Crime Centre: Gregory Mounier has long-standing
experiences in fighting CSAL participation is confirmed

= Marco Pancini (Industry) Google Marco represents the position of the industry partner in the Network No Grey Areas and
will excplain what is Google's contribution to fight abuse and sexual exploitation of children on the Internet

= Christian Schulze (Technical Community) DFKI — German Institute for Artificial Intelligence: Christian is a well-know
expert for his research in artificial intelligence and its application for analysis of content, participation is confirmed (remote
participant)

= Jean Paul Nkurunziza (Civil Society) ISOC Burundi, deputy Chair: Jean Panl has broad knowledge on Internet Governance
procedures and their relevance for child online safety, participation is confirmed (remote participant)

= Natasha Jackson, (Private Sector) GSMA Mobile Alliance (confirmed)

Summary of discussion

A debate was instigated by a break-in comment from Natasha Jackson from the GSMA on the different
approaches of access providers and service providers/hostets. Mobile access providers do have hotline
reporting mechanisms usually working with the hotlines in their countries to make sure their customers can
easily report any incidences of child sexual abuse content. Secondly they have notice and take down procedures
within their organisation. But different to service providers / hosters they do not assess content and do not
make any decision on the content themselves. There they rely on lists they receive i. e. from law enforcement.
With regard to the commercial aspects of “Grey Area” imagery attention must be paid to whether mobile
payments might be in use for this purpose.

The role of hotlines was clarified by a break-in comment from Amy Crocker from the INHOPE Foundation.
She explained that the national hotlines make their decision how to react on reports on “Grey Area” imagery
based on the national legislation. They would also take into account their relationships to industry and law
enforcement also. From a child welfare perspective there is huge importance to have a public debate on the
“Grey Area”.

A statement from the audience referred to freedom of expression. Parents were said to be responsible for the
education and safety of their children and not governments or other stakeholders. It was cautioned not to
infringe the right to freedom of expression and not to censor content in the name of protecting children.

Then the question was raised how African countries could get support to deal with issues of child online
protection. Amy Crocker stepped in and explained that the foundation is trying to support start up initiatives
that would like to establish reporting mechanisms in their countries.

Also the question of self produced sexual content was discussed with regard to the potential criminalisation of
young people when they create and distribute such imagery. On behalf of the signatories of the Communiqué
Jutta Croll explained that they deliberately did not refer to self produced imagery because to their opinion it
should be first and foremost the responsibility of other stakeholders to take care of the protection of children
that have not produced those images voluntarily and to ensure that such imagery is removed once it was put in
an sexualised context.

Eventually remote speaker Gitte Jakobsen pointed to the investigation perspective of Grey Area images. To
their experience they are more useful for identification of victims and prosecution of perpetrators because the
offenders seem to be less careful of what

WS 50. WGIG +10

Transcript

Video
Speatkers: Carlos Afonso

Civil Society
Instituto NUPEF
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Director of the institute, has extensive experience and expertise, represents an important stakeholder viewpoint
Yes, confirmed

Peng Hwa Ang

Civil Society

Nanyang Technological University, Singapore

Director of the Singapore Internet Research Centre, has extensive experience and expertise, represents an important stakeholder
viewpoint

Yes, confirmed

William Drafke

Civil Society

University of Zurich /| Noncommercial Users Constitnency in ICANN, Switzerland

International Fellow & Lecturer at U. Zurich and Chair of the NCUC, has extensive experience and expertise, represents an
important stakebolder viewpoint

Yes, confirmed

Raiil Echeberria

Technical Community

Internet Society, Urugnay

ISOC Vice President for Global Engagement, has extensive experience and expertise, represents an important stakeholder
viewpoint

Yes, confirmed

Babher Esmat

Technical Community

ICANN, Egypt

ICANN Vice President for Stakeholder Engagement, Middle East, has extensive exiperience and expertise, represents an
important stakebolder viewpoint

Yes, confirmed

Juan Fernandez,

Government

Ministry of Informatics and Communications, Republic of Cuba

Senior Advisor in the Ministry, has extensive experience and expertise, represents an important stakeholder viewpoint
Yes, confirmed

Ayesha Hassan

Technical Community

Internet Society, France

ISOC Senior Director for Stakebolder Relations, has extensive experience and expertise, represents an important stakeholder
viewpoint

Yes, confirmed

Wolfgang Kleimwichter

Civil Society

Eurgpean Summer School on Internet Governance, Germany

Director of the school and a member of the ICANN Board of Directors, has extensive experience and expertise, represents an
important stakeholder viewpoint

Yes, confirmed

Jovan Kurbaljja

Civil Society

Diplo Foundation, Switzerland

Director of Diplo and Head of the Geneva Internet Platform, has extensive experience and expertise, represents an important
stakebolder viewpoint

Yes, confirmed
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Olivier Nana Nzépa

Civil Society

Anais-AC | University of Yaoundé 11, Cameroon

Lecturer at University of Y aoundé 11, has extensive experience and expertise, represents an important stakeholder viewpoint
Yes, confirmed

Alejandro Pisanty

Technical Community

National University Mexico, Internet Society Mexico

Professor at UNAM, bas exctensive experience and expertise, represents an important stakeholder viewpoint
Yes, confirmed

Masaaki Sakamaki

Private Sector

DOCOMO CS, Inc., Japan

Board of Directors member at DOCOMO, has extensive experience and expertise, represents an important stakebolder viewpoint
Yes, confirmed

Charles Shaban

Private Sector

Abu-Ghazaleb Intellectual Property, Jordan

Excecutive Director of AGIP, has extensive experience and expertise, represents an important stakebolder viewpoint
Yes, confirmed

Summary of discussion

The initial presentations were followed by a robust discussion with about fifty participants in attendance.
Comments made recalled the historical experience of the WGIG and the then emerging tensions between the
telecommunications and Internet policy environments; made a linkage between the WGIG’s work and the
more recent NETMundial and related Internet governance discussions; addressed the legacy of the “respective
roles and responsibilities” formulation the WGIG inherited from the Geneva summit and considered in its
report; and considered whether the WGIG model could be applied to other UN challenges.

WS 52. The Global “Public Interest” in Critical Internet Resources

Transcript

Video

Speatkers: Rinalia Abdul Rabin

Private Sector

Compass Rose Sdn Bbd, Malaysia

Managing Director of Compass Rose and a member of the ICANN Board of Directors, has extensive experience and expertise,
represents an important stakeholder viewpoint

Yes, confirmed

Jari Arkko

Technical Community

Ericsson Research, Finland

Expert on Internet Architecture at Ericsson Research and Chair of the Internet Engineering Task Force, has extensive experience
and expertise, represents an important stakeholder viewpoint

Yes, confirmed

Olga Cavalli

Government/ Technical Community

ISOC Argentina
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Vice Chair of ICANN's Government Advisory Committee and Chair of 1ISOC Argentina, has extensive experience and
expertise, represents an important stakeholder viewpoint
Yes, confirmed

Vint Cerf

Private Sector

Google, USA

Vice President and Chief Internet Evangelist at Google, bas extensive experience and exipertise, represents an important
stakeholder viewpoint

Yes, confirmed

Tarek Kanmel

Technical Community

ICANN, Switzerland

Senior Advisor to the President of ICANN and former Minister of Communication and Information Technology in Egypt, has
extensive experience and expertise, represents an important stakeholder viewpoint

Yes, confirmed

Apnriette Esterbuysen

Civil Society

Association for Progressive Communications, South Africa

Executive Director of APC, has extensive experience and expertise, represents an important stakebolder viewpoint
Yes, confirmed

Benedicto Fonseca Filho

Government

Ministry of External Relations, Brazil

Ambassador and Director of the Department of Scientific and Technological Affairs, has extensive excperience and expertise,
represents an important stakeholder viewpoint

Yes, confirmed

Jeanette Hofimann

Civil Society

The Hunboldt Institute for Internet and Society, Germany

Director of the HILS, has extensive experience and exipertise, represents an important stakeholder viewpoint
Yes, confirmed

Marilia Maciel

Civil Society

Rio de Janeiro Law School, Getulio V argas Foundation, Brazil

Researcher and Coordinator of the Center for Technology and Society, has extensive experience and expertise, represents an
important stakeholder viewpoint

Yes, confirmed

Desiree Miloshevic

Private Sector

Alfilias, UK

Senior Advisor for Public Policy and International Affairs at Afilias, bas extensive experience and expertise, represents an
important stakeholder viewpoint

Yes, confirmed

Nii Quaynor

Technical Community

University of Cape-Coast, Ghana

Professor of Computer Science and Chairman of ghana.com, has extensive experience and expertise, represents an important
stakebolder viewpoint

Yes, confirmed
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George Sadowsky

Technical Community

ICANN, USA

Member of the Board of Directors, has extensive experience and expertise, represents an important stakeholder viewpoint
Yes, confirmed

Lawrence Strickling

Government

Department of Commerce, USA

Assistant Secretary for Communications and Information, bas extensive experience and expertise, represents an important
stakeholder viewpoint

Yes, confirmed

Thomas Schneider

Government

Federal Office of Communication, Switzerland

Deputy Head of International Relations and Chair of ICANNs Government Advisory Committee, has extensive experience and
expertise, represents an important stakeholder viewpoint

Yes, confirmed

Summary of discussion
The panellists’ presentations were followed by robust discussion with the full room of about 80 participants in
which issues of human rights, surveillance, process and negotiations, the adequacy of representation and

inclusion, and the need to include the next billion of Internet users were raised.

WS 53. The Politics of Encryption

Transcript

Video

Speakers: Anne Carblanc
Organisation for Economic Cooperation and Development
International Organization

Andrew Sullivan
Technical Community
LAB

Danny O'Brien
Civil Society
Electronic Frontiers Foundation

Marietje Schaake
Government
European Parliament

Frank Pace
Law Enforcement
Phoenix Police Department

Mobammad Tarakiyee
Civil Society
Association for Progressive Communications
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Summary of discussion

The panel discussed Encryption - a technology used to secure online communications, which works by
scrambling data sent across the network so that only intended recipients can access it. The panel discussed how
it is a fundamental technology for establishing trust on the Internet, as it prevents unlawful or unauthorized
access by a third party, making it essential for upholding and protecting freedom of speech, privacy and
security online.

However, the panel noted that encryption has become a politically charged topic. In light of the Snowden
revelations, there have been calls by the Internet’s technical community to make encryption ubiquitous to
inhibit mass surveillance, protect users against human rights violations and restore trust in the Internet.

Law enforcement agencies often access online communications to identify and prosecute criminals and
terrorists who use the Internet as a platform to communicate or carry out illegal activities. Viewing the content
of information sent and stored online is essential for filtering spam and stopping the proliferation of revenge
or child pornography online, and for stopping hate speech and online harassment.

The panel discussed how this apparent paradox between privacy and security could be resolved.

WS 54. The Destabilization of Internet Governance

Transcript

Video

Speakers: Vint Cerf
Private Sector
Google

Anne Carblane
International Organization

OECD

Raul Echeberria
Technical Community
IsoC

Marilia Maciel
Civil Society
Getulio Vargas Foundation

Nathalia Foditsch
Civil Society
American University

Marietje Schaake

Government

European Parliament

Summary of discussion

In its technical design, the Internet is based upon interoperable protocols. This design has generated a
tremendous amount of economic prosperity, which the Boston Consulting Group puts at around 4.2 trillion
dollars in 2016 alone. The Internet is also increasingly a tool of free expression, social inclusion and the

exercise of economic rights.

At the same time, governments are increasingly using the infrastructure of the Internet to enforce policy. This
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turn takes various forms, including, but not limited to, data localization or routing requirements, use of the
DNS as tool to enforce intellectual property rights arrangements or the resurgence of proprietary protocols.

This panel discussed how these turns to government risk the functionality of the Internet.

WS 56. Mobile Payment Boosts Internet Economy and Challenges

Transcript

V'ideo

Speakers: 1.Ms. Liyun Han

Technical Community

China Internet Information Network Center
Moderator

Contacted

2.Mr. Xiaofeng Tao,

Academic

Beijing University of Posts and Telecommunications
Specialist in mobile Internet

Contacted

3.Mr. Paul Mitchell

Pripate Sector

Microsoft

Specialist in product and tech policy
Contacted

4.Mr. Ricardo Pedraza Barrios

Government

Communications Regulation Commission of Colombia
Specialist in policy and regulation

Contacted

5.Mr. Hossam Elgamal

Civil Society

African Information & Communication Technologies Alliance
Specialist in ICT strategies

Contacted

Summary of discussion

In recent years, the development of mobile payment greatly boosts the Internet economy by facilitating the
consumer’s online transaction operation and encouraging the shopping behavior. However, the mobile
payment industry still faces some challenges, such as security and banking information theft issue, lack of
global payment standard, and regulatory loophole. It is an urgent task to strengthen the construction and
capacity building, more importantly from the policy design. Thus, co-organized by the Internet Society of
China, the CAST Consultative Committee on UN Information Technology, and the CNNIC, the workshop
invited multi-stakeholder from different angles to present and discuss how mobile payment further promote
Internet economy development, what are the feasible policies to promote mobile payment development in a
global manner and keep its security for user.

During the workshop, the panelists gave some introduction of mobile payment development in developing
world, especially analyzing the reasons why mobile payment got popular in some African countries. On the
other hand, some challenges were raised such as the online ID theft, malware threaten. Based on above
background, the panelists provided several policy advices, for example, from the perspective of regulator’s
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role.
After the presentation, the panelists had active interaction with the audience both on-site and remote with
discussing the topics about relationship between mobile payment and economy, transaction security, system

interoperability, innovation, telecom service etc.

WS 58. OERs and empowerment through quality online content

Transcript

V'ideo

Speatkers: Patrick Ryan

Private Sector

Google Inc.

Expertize in educational services development around the world.
Y

Nasser Kettani

Private Sector

Microsoft

Expertize in educational services development around the world.
Y

Olga Cavalli

Intergovernmental Organization

ICANN

Expertize in educational content, opinion from the ICANN
Y

UNESCO representative
Intergovernmental Organization
UNESCO

Expertize in education. Education for all programme representative will share the opinion
Y

Yuliya Morenets

Civil society

TaC

Expertize in online educational services for empowerment displaced pegple.
Y

Prof. Dr. Svetlana Maltseva

Technical Community | Civil Society

National Research University Higher School of Economics
Expertize in education

Y

Dr. Mikhail Komarov

Technical Community | Civil Society

National Research University Higher School of Economics
Expertize in education

Y

Dr. Andrey Shcherbovich
Civil Society
National Research University Higher School of Economics
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Expertize in education
Y

Sarah Kiden

Private sector

Web & E-Learning Administrator (Uganda Christian University).
An expert in open ICT learning tools

Y

Bram Fudzulani

Technical community

15OC Malawi

ICANN fellow, Internet governance adpocate
Y

Wisdom Donfkor

Government, Ghana

ICANN fellow and open governance and learning expert
Y

Abmed Eisa

Civil Society

Gedaref Digital City Organization (GDCO Sudan)
Telecentre expert/ ITU associate

Y

Arsene Tungali

Civil Society

Rudi Foundation) Girls in ICT
1G Youth ambassador

Y

Tracy Hackshaw

Civil Society

DiploFoundation Faculty member/ the Internet Society Trinidad & Tobago Chapter.
Expert in 1G and digital inclusion

Y

Prof: Liu Chuang

Technical community

Professor of Institute of Geography and Natural Resources, Chinese Academy of Science (CAS) and Director of the Digital Lin
Chao Geomusenn, the Geographical Society of China

Expertize in Open Data

Y

Tao Xiaofeng

Technical community

Professor of Bezjing University of Posts and Telecommunications, deputy director of Key Laboratory of Universal Wireless
Communications in China, chief architect of 4G broadband wireless communication system in China

Expertize in Open Data

Y

Zhon Xiang

Technical Community

Director of Science and Technology Department, Institute of Remote Sensing Applications (IRSA), CAS. Chair of Show Cases
and Best Practices System Sub-group, CODATA Task Group in Preservation of and Access to Scientific Data in Developing
Countries
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Expertize in open data access
Y

Private

Deputy director of Key National Laboratory of bigh performance server and storage technology in China, and CTO of server
technology at Inspur, which server sales volume ranks No.5 in the world and No.1 in China

Expertize in Open Data

Y

There will be report provided by the Coursera representative
Private Sector, Technical society

Coursera

Expertize in online educational services and content quality control.
Y

Summary of discussion

Dr. Mikhail Komarov introduced the panelists and delivered a synopsis on Open Educational Resoutces
(OERs) and key questions which participants are going to answer to. The moderator then gave each panelist a
platform to share their views on OERs.

Bonface Witaba was the first to be given the podium where he started by giving a brief history of the Internet,
noting that it started off as a military project to later open up to the world and eventually impacting on
education.

The panelists and discussants later tackled the question of “How do we ensure OERs maintain quality in terms
of content?”. Panelists and a couple of discussants unanimously expressed the same view that OERs should
have peer reviews to rate content. Besides, experts in subject matters were noted to be a great asset in ensuring
quality of OERs content.

In conclusion, panelists and discussants seemed to have a common view that OERs are the future of
education, in line with UNESCO perception on OERs. Two of the MDGs relate to education, and linkages
between ICT and education have been recognized in the WSIS, thus the only way to creating an open
knowledge society is through OERs.

WS 60. Benchmarking ICT companies on digital rights

Transcript

Video

Speatkers: Rebecca MacKinnon

Civil Society

Ranking Digital Rights

Ms. MacKinnon is the anthor of “Consent of the Networked” and director of the Ranking Digital Rights project. She is an
internationally recognized expert on the private sector’s role in restricting privacy and free expression rights on the Internet.

Confirmed

Christopher Parsons

Civil Society

The Citizen Lab

Dr. Parsons is a post-doc fellow at the Citizen Lab (University of Toronto) and Managing Director of the Telecom Transparency
Project, which pushes Canadian telecoms to be more transparent about their data-sharing practices, notably in response to requests
[from government agencies.

Confirmed, pending funding

Parker Higgins
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Civil Society

Electronic Frontier Foundation

Mr. Higgins is an activist with the Electronic Frontier Foundation, where be contributes to the “Who Has Your Back?” project,
which ranks U.S. Internet companies according to their respect for user privacy in their domestic activities.

Confirmed, pending funding

Carolina Botero Cabrera

Civil Society

Fundacion Karisma

Fundacion Karisma is a leading digital rights organigation in Colombia that is in the process of developing a scheme to rank 1CT
companies gperating in Colombia according to their respect for privacy and free expression rights.

Confirmed

Arthit (Art) Suriyawongkul

Civil Society

Thai Netizen Network

Mr. Suriyawongkul is an activist with the Thai Netizen Network, a leading digital rights organization in Thailand that is in the
process of developing a scheme to rank ICT companies operating in Thailand according to their respect for privacy and free
expression rights.

Confirmed, pending funding

Cecille Soria

Civil Society

Democracy. Net. PH

Ms. Soria is an activist with Democracy.Net.PH, a leading digital rights organization in the Philippines that is in the early stages
of developing a scheme to rank 1CT companies operating in the Philippines according to their respect for privacy and free expression
rights.

Confirmed, pending funding

Kelly Kim

Civil Society

Open Net Korea

Ms. Kim is General Counsel at Open Net Korea, the leading digital rights group in South Korea. Open Net Korea is in the early
stages of developing a scheme to rank ICT companies operating in South Korea according to their respect for privacy and free
expression 1ights.

Confirmed

Luca Belli

Civil Society

Terms of Service and Human Rights Project, Center for Technology & Society at Fundagao Getulio V argas, Rio de Janeiro

The Terms of Service and Human Rights Project is assessing major global platforms on the requirements they place on users. Mr.
Belli is also co-organizer of the Dynamic Coalition on Platform Responsibility and thus provides key perspectives and experience to
this workshop.

Confirmed

Ankhi Das

Private Sector

Facebook

Facebook is the subject of many ranking projects included in this workshop, thus the company’s perspective will be important.
Confirmed

Luciano Alakija

Private Sector

Telefonica

Telefonica’s global operations in the telecommunications sector, and the company’s willingness through its membership in the
Telecommunications Industry Dialogue to make human rights commitments and publish information about government requests it
receives, brings perspective on what can and cannot be benchmarked across diverse geographies and business conditions.
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We have contacted him and are awaiting a response

Stephen Lowe

Government

United Kingdom Foreign Offfice

As a member of the Freedom Online Coalition working group on transparency, Mr. Lowe brings perspective on the value of
transparency and disclosure to strengthening the open Internet.

We have contacted him and be has tentatively accepted

Jens Karberg

Government

Swedish International Development Agency (SIDA)

As Programme Manager with responsibility for Information Communication Technology at SID A, Mr. Karberg can speak to

why the establishment of international standards and monitoring frameworks around digital rights policies and practices in the ICT
sector is important to the goal of an Internet that is open, secure, and accessible to all.

Confirmed

Summary of discussion

The workshop brought together a geographically diverse range of NGO’s to share viewpoints on how to
measure ICT companies’ respect for digital rights. It also offered government and company perspectives on
the value of such approaches. The discussion focused on the complementarity of the various projects in this
space, including those represented at the workshop.

Jeremy Malcolm, of the Electronic Frontier Foundation, discussed the genesis and evolution of the “Who Has
Your Back?” report, which has evaluated US-based ICT companies’ adherence to US legal principles with
respect to their domestic US operations. He noted that on several occasions, companies had made rapid
improvements in order to earn additional stars in the report. The criteria are revised every year in order to raise
the bar and induce companies to continually improve their performance. He further remarked that EFF had
been working with organizations in four Latin American countries (Mexico, Colombia, Peru and Brazil) to
develop similar projects, and that one other group (in Hong Kong) had developed a similar project
independently.

Carolina Botero, of Fundacién Karisma, shared her organization’s experience producing “sDoénde estan mis
datos?,” which assesses Internet service providers (ISPs) in Colombia. She noted that disclosure of policies
related to digital rights was very poor, and that many companies simply repeated the text of relevant legislation
without explaining how they specifically responded to takedown notices or requests to block content.
Companies were initially very frustrated by their inclusion in the report, despite Karisma’s best efforts to
communicate with them throughout the process. Botero described that company representatives attending the
report launch initially angtily accused Karisma of illegal behavior in publishing the report and insisted that they
were in full compliance with Colombian law. But as the meeting progressed and the representatives came to
understand that these kind of reports exist throughout the world, and that major companies like Google and
Facebook were also being assessed in such rankings. The next iteration of the report will be published in May
2016.

The third discussant was Luca Belli, from the Terms of Service and Human Rights Project at the Center for
Technology and Society. This project has been assessing the compatibility of 50 ICT companies’ Terms of
Service agreements with international human rights standards. They are working on “model provisions” for
what these agreements as best practice should look like, focusing on the rights to privacy, freedom of
expression, as well as on due process. Access Now’s Peter Micek discussed his organization’s clearing house
for corporate transparency reports, the Transparency Reporting Index. It encourages companies to release
transparency reports at regular intervals.

Rebecca MacKinnon, of Ranking Digital Rights (RDR), noted that there is a real ecosystem that is developing
around the issue of corporate accountability for digital rights, where different projects rely on and learn from
each other’s work. The indicatorsfor the Corporate Accountability Index, which build on the UN Business and
Human Rights framework as well as the GNI principles, fall under three categories: commitment, freedom of
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expression and privacy. The Index is based on publicly available information, which means that a company that
“has a really great secret policy” would not earn any points in the Index.

MacKinnon provided a run-down of the Index’s results, emphasizing that the highest-scoring company only
got a ‘D’. There is a real lack of clarity vis-a-vis users when it comes to how their data is collected and shared.
It is apparent that the audience for many of the telecom company disclosures that do exist is government
regulators, not users -- who are not all telecommunications lawyers, as MacKinnon emphasized.

Ankhi Das, Facebook’s policy director for South Asia, pointed to Facebook’s eatly embrace of transparency
reporting, membership in the GNI, and practice of pushing back against 55% of government requests for
information globally as evidence of her company’s commitment to respecting human rights. She also noted the
importance of making key information available to users in their own language, something that was part of the
RDR Index’s criteria.

Governments continue to bear primary responsibility for protecting human rights. Marcin de Kaminski, policy
specialist at the Swedish International Development Agency, explained his agency’s work in the field of
business and human rights, including their support for human rights promotion in developing countries, and
their frequent dialogue with Swedish companies on human rights issues.

Cecille Soria of Demokrasya and Kelly Kim of OpenNet Korea discussed their plans for ranking ICT
companies in their respective countries, the Philippines and South Korea. In both cases, there is a lack of
awareness of how ICT companies’ activities relate to users” human rights. As a result, the practice of
transparency reporting is limited, though the Korean Internet company Kakao fared relatively well in the RDR
Index, and scored the highest on several privacy indicators. Both discussants emphasized the need to
encourage companies to start disclosing information before ranking can be considered.

WS 65. The Benefits and Challenges of the “Free Flow” of Data

Transcript

Video

Speatkers: * Name Carolina Rossini

o Stakebolder group: Civil Society

* Organization: Public Knowledge

* Describe why this speaker bas been selected: She is a world-renowned excpert on Internet policy and law, a Brazilian national.
* Have you contacted the speaker? Yes

* Name Vint Cerf

* Stakeholder group: Private Sector/ Technical Community

* Organization: Google

* Describe why this speaker bas been selected: He has been involved in Internet issues for many years and currently serving in
influential vice president and “chief evangelist” role at Google.

* Have you contacted the speaker? Yes

* Name Lawrence Strickling

* Stakeholder group: Government

* Organization: U.S. Department of Commerce, NTLA

* Describe why this speaker bas been selected: He is the head of one of the United States government’s principal Internet policy
agencies.

* Have you contacted the speaker? Yes

* Name Richard Leaning

* Stakeholder group: Government

* Organization: European Cyber Crime Centre (EC3), Enropol

* Describe why this speaker has been selected: He understands the needs of the law enforcement community from a Enropean
perspective, a British national.

* Have you contacted the speaker? Yes
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* Name Marietje Schaake

o Stakeholder gromp: Government

* Organization: European Parliament

* Describe why this speaker bas been selected: She is a prominent privacy adyocate within the European Parliament, a
Netherlands national.

* Have you contacted the speaker? Yes

* Name Nasser Kettani

* Stakeholder group: Private Sector

* Organization: Microsoft

* Describe why this speaker has been selected: He belps build and design data centers for Microsoft in Africa, a Moroccan
national.

* Have you contacted the speaker? Yes

* Nanse Sunil Abrabam

* Stakeholder group: Civil Society

* Organization: Centre for Internet and Society, India

* Describe why this speaker has been selected: He is the executive director of one of India’s most influential Internet policy think
tanks and adyocacy groups.

* Have you contacted the speaker? No, but know binz well.

* Name Zahra Rose

* Stakebolder group: Civil Society

* Organization: Developing Countries’ Centre for Cyber Crime Law

* Describe why this speaker has been selected: A lawyer, she understands the needs of the law enforcement community from a civil
society perspective in Pakistan.

* Have you contacted the speaker? No

Summary of discussion

The hour long session covered a range of issues, from questions of jurisdiction to matters of human rights and
freedom on expression. Several panelists noted that the trade offs between security, privacy, and sovereignty
on the one hand, and freedom of expression and openness on the other, should not be thought of as a zero
sum game. There are solutions to free flow challenges that do not require limiting the innovative potential of
the Internet. Strong encryption, improved cooperation on law enforcement, and other mechanisms can
improve the situation dramatically. Fundamental rights and security can be protected without severe
restrictions on free flow.

WS 68. Can civil society impact Global Internet Governance?

Transcript
Video

Speakers: * William Drake, Civil society, Non-commercial Users Constituency, Y Confirmed

(to describe the participation in WTO, also in ICANN from CS standpoint)

* Baber Esmat, Technical community, ICANN, Y Confirmed

(to expose ICAINN model and participation there)

* Deborah Brown, Civil Society, APC, Y Confirmed

(10 talk about the experience within UN Human Rights Council , CSTD and I'TU for civil society)
* Susan Chalmers, Technical Community,Y confirmed

(to talk about the example of WIPO from technical community perspective)

* Meryem Marzonki, Academia, CNRS & UPMC Sorbonne Universités,Y confirmed

(o excpose some research findings regarding the participation in Intergovernmental organigations, also presenting the experience for
CS in OECD CSISAC)

* Hanene Boujemi, Civil Society, Hivos,Y confirmed
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(10 talk about the experience in region like MENA for civil society and bighlighting for example the experience in Arab IGF
MAG)

* Marianne Franklin, Civil Society, IRP Coalition/ Goldsmiths (University of London) Y confirmed

(talking abont the example of IRP charter and the participation in CoE)

* Lee Hibbard, Intergovernmental Organization, Council of Enrope,Y confirmed

(presenting the example of regional organization like Co= cooperating with exiperts from civil society and academia)

* Simone Halink, Government, Dutch ministry of foreign affairs, Y confirmed

(to talk about the efforts of Freedom Online Coalition to get CS involved in its activities, also the work done to include civil society
in Global Conference on CyberSpace )

* Anne Carblanc, Intergovernmental Organization, OECD,Y confirmed

(as ICCP Head of Information to present OECD multistakeholder model and highlighting the impact of CS participation)

* Mongi Marzong, Private Sector, Orange ,Y confirmed

(1o talk as former ICT minister about the experience to engage civil society and other stakeholders in Tunisia)

* Juuso Moisander, Government, Finnish Ministry of foreign affairs,Y confirmed

(1o talk about the example of CSTD and IGF)

* Canela De Sonza Godoi Guilherme, Intergovernmental Organization, UNESCO,Y confirmed

(10 talk about CS participation in UNESCO working, in particular the example of Internet study and connecting the dots
conference)

Summary of discussion

The introduction begun with a short reminder that the roundtable is aiming to go through several experiences
of CS participation in different fora and spaces and highlights lessons learnt and best practices. The roundtable
didn't go deeply on specific policy issue ot topic.

Following the agenda, the roundtable

- started with a keynote presentation by Meryem Marzouki sharing the findings of her research of several
Intergovernmental Organisations and their work with technical communities and civil society. the presentation
gave an initial theoretical framing for the roundtable (findings summarised in the attached ppt)

- then it went through interventions of representatives of 3 IGOs: UNESCO, OECD and Council of Europe
explaining about their expetiences of working with civil society and existing processes and/or initiatives
involving and accommodating civil society participation, raising issues like the importance of secretatiat
role/supportt, representation etc

After the roundtable shifted to civil society speakers interventions :

- the representative from IRP DC mentioned about the complexity of civil society which is formed of groups,
organisations and individuals of different types. there emphasis of IGF settings which provides a democratic
and humanising process for cooperation between different actors

- went to the presentation of ICANN experience with civil society participation from standpoint of non-
commercial group and ICANN staff representative. The former indicated how ICANN provides a equal
footing MS process where civil society has a vote alongside other groups and bringing issues such human rights
and privacy to the discussion.

- talking about the example of Freedom Online Coalition with regard to work on Cybersecurity and Human
Rights. The speaker also stressed 3 important elements for civil society to have in mind to be successful:
coherence, cultural approach, consistent presence. that emphasised the need of coordination, consistently
organised and building partnerships

- The speaker from APC discussed concrete example of civil society impact in UN related spaces with the
success to get the special rapporteur on privacy. she recommended:

* Know the process, use it, and push it.

In some cases, CS can participate in its own right (HRC/WSIS), other times we need to use delegations (ITU).
Sometimes it's a strategic choice, but it is key to how effective CS can engage

* Having access to the documents and knowledge of the issues is key. It is not enough to push for
transparency, but to be able to contribute meaningfully requires both access to information and time and
resources to be able to provide effective input.

* Important to link national to regional to global engagement, and then back down. Important for influencing
national policy and for implementation.

A key challenge is funding and resources. Not just for travel to meetings, but to meaningfully engage over time,
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and to effectively understand and influence a particular process, or a particular topic across processes and
institutions.

- The speaker talked about the experience with trade negotiation and the strategy followed by civil society in
New Zealand to influence an non-open process such as TPP, working on partnerships with other groups and
being constructive

- the workshop tuned finally the participation at regional and national level:

* the representative of igmena project listed the difficulties for those in MENA region regarding their
participation: interests, priorities, knowledge gap, resources and capabilities

* listening to the experience in 2 countries: Tunisia & Finland.

The former ICT minister in Tunisia explained the evolution of IG in the country post revolution and concrete
examples with the role of civil society in Tunisia IGF, Digital Tunisia strategy,few public consultation of policy
issues or pressing the minister with regard to appointments of representatives to the National Council on
Digital Economy

The Finnish representative explained briefly about the coordination with the local community with regard to
WSIS+10 review submission for example via the national WSIS coordination group.

At the end of the roundtable, youth participants raised their concerns about youth participation and their
voices within IGF in general and about their inclusion in the discussion.

WS 70. Death and the Internet - Managing Digital Legacies

Transcript

Video

Speakers: Narelle Clark (Moderator/ Hypothesiser)

Civil Society

ACCAN

Narelle Clark has been on bot sides of internet service provision and now works for a prominent consumer organisation in
Australia.

Matthew Shears, US CDT (consumer)

Bob Hinden, 1SOC (technology adviser)

Edina Harbinja, University of Hertfordshire (estate planning representative) legal acadenic
Steve Del Bianco, NetChoice (industry representative)

Marcel Leonardi, Google (industry representative)

Carlos Affonso Pereira de Souza, Institute for Technology and Society of Rio de Janeiro (estate legal representative) Brazilian law
specialist

Mary Uduma, NIRA (government representative) former regulator in Nigeria

Michael Arnold, University of Melbourne (funeral participant) technologist and sociologist

Summary of discussion

‘Death and the Internet’ is a topic not prevalent in the wider internet governance discourse, nor is it something
internet users (organisational and individual), service providers and regulators discuss widely. Yet the topic is
becoming more and more challenging as more and more of our lives are being conducted online. As such, this
workshop was intended to ventilate the issues in a personalised context, by playing out a hypothetical scenatio

where one person’s valuable online estate, with many private materials, was contested after death, subject to
various jurisdictions. The topics of live streamed funerals, online funerals and memorials were also covered.

102


https://www.intgovforum.org/cms/wks2015/index.php/proposal/view_public/70
http://www.intgovforum.org/cms/187-igf-2015/transcripts-igf-2015/2992-2015-11-12-ws-70-death-and-the-internet-managing-digital-legacies-workshop-room-7-finished
https://www.youtube.com/watch?v=U83KCXMWwrk

Using the ‘Hypothetical’ format each panellist was cast in a different role and responded to the options and
issues they faced in a fun and engaging role-playing format.

* The management of digital estates can be complex as material is often scattered over the internet in a range
of formats, across many systems (software and hardware) in differing legal jurisdictions, all often unknown and
unfamiliar to people wanting access after a loved one’s death. Existing legal assignments through wills may not
give the sorts of access people assume will be available to their loved ones.

* The actual rights after death under terms and agreements (deemed to have been agreed to when using
services) and legislation vary greatly from jurisdiction to jurisdiction. There can be considerable differences
between actual rights and expected rights. There is also potential for deep conflict between these expectations
and expectations of privacy.

* A wide range of approaches to online funerals and memorials are emerging that are presenting challenges to
participants in the integration of new technology into existing and emerging cultural practices. Communities
are being challenged by streaming robots at funerals, graffiti on memorial web sites, and the behaviours within
virtual worlds when funerals are held. Unanticipated costs may be incurred.

WS 72. IANA functions transition:A New Era in Internet Governance?

Transcript

Video

Speakers: Jari Arkko, Ericsson Research, IETE Chair, ICG member

Brenden Kuerbis, Postdoctoral researcher, Georgia Institute of Technology

Tzumi Okutani, Policy Liaison, [PNIC and CRISP team member

Narelle Clark, Deputy CEO, Australian Communications Consumer Action Network (ACCAN) and ICG member
Gangesh 1 arma, Centre for Communication Governance, National Law University, Delbi

Mary Uduma, Nigerian Communications Commission and 1CG menber

Keith Drazek, Verisign, Inc. and ICG member

Summary of discussion

This workshop examined the proposal to replace U.S. government oversight of the IANA functions with
oversight by the global multistakeholder community. This “IANA functions transition” has been the focus of
global Internet governance discussions and debates since March 2014, and is nearing completion. The
workshop provided participants with a chance to review the results and express their opinions of its strengths
and weaknesses.

The main issues that were raised included:

- The U.S. Commerce Department’s requirements for the proposal. The participants debated whether those
criteria were appropriate and whether there were additional, unstated criteria guiding the process. The
discussions covered both the process of unilateral setting of criteria by the NTIA and an evaluation of some of
the substantive criteria themselves.

- The decision to break the proposal development process up into 3 separate processes corresponding to the
three operational communities (names, numbers and protocols). There was agreement that this was a good
thing to do.

- The creation of a separate legal entity, known as Post-Transition IANA (PTI). The rationale for separation of
TANA from ICANN was explained. Doubts were expressed about the degree to which PTI, which will be a
controlled subsidiary of ICANN, represents an appropriate level of separation. The decision by the protocols
and numbers community to contract with ICANN rather than PTI for the performance of the IANA
functions and its impact on the legitimacy and functioning of the PTT was also discussed.
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- The possibility of a “split” IANA, i.c. a situation in which the different operational communities have
different IANA functions operators.

- The Root Zone Maintainer (RZM) role. It was noted that the proposal did not specify the relationship
between ICANN and the RZM after the transition and that this relationship is being negotiated privately
between ICANN and Verisign, Inc. The rather slim possibility of having a multistakeholder process for this
issue was discussed.

- The role of the GAC in ICANN, and specifically the question whether it must continue to provide advice
based on full consensus (no objection from any member state) or whether it can change its definition of
consensus to lower the bar (Stress Test 18). It was noted that this issue pertains to the ICANN accountability
reforms rather than the IANA transition itself, but that the debate over such changes could hold up the IANA
transition, for example by raising opposition in the U.S. Congress.

- Jurisdiction. The proposal’s tendency to leave IANA and ICANN in U.S. jurisdiction was hotly debated.
While some critics claimed that the transition was designed to maintain U.S. jurisdiction, others contended that
no specific alternative with improved accountability features was proposed in the process. The main advocate
of discussing jurisdiction, the Government of Brazil, noted that it was content to take up the issue in Work
Stream 2 of the CCWG Accountability Process.

WS 78. Equity and the developing world in internet governance

Transcript

Video

Speakers: Rabul Gosain,
Government,
Director, Internet Governance, Department of Electronics and Information Technology, India

Tomas Lamanauskas,
Intergovernmental Organization,
Head, Corporate Strategy, ITU

Parminder Jeet Singh,
Civil Society,
Director, I'T for Change

Jane Coffin,
Civil Society,
Director, Development Strategy

Burcu Kilie,
Civil Society,
Legal and Policy Director, Public Citizen, USA

Sylvia Cadena, Technical Communnity,
Community Partnerships Specialist, APNIC, Australia

Rafik Dammak,
Civil Society
NCSG former Chair, ICANN

Nigel Hickson,
Technical Community
VP, IGO Engagement, ICANN

Sheetal Kumar,
Civil Society
Programme Manager, Global Partners Digital

104


https://www.intgovforum.org/cms/wks2015/index.php/proposal/view_public/78
http://www.intgovforum.org/cms/187-igf-2015/transcripts-igf-2015/2903-2015-11-12-ws-78-equity-and-the-developing-world-in-internet-governance-workshop-room-10-finished
https://www.youtube.com/watch?v=8gP4GHz80aI

Milton Mueller,
Civil Society,
Professor, Georgia Tech School of Public Policy

Jan Scholte,
Civil Society, Professor, University of Gothenberg Sweden

Grace Mutung'n
Civil Society
KICT Anet

Deborah Brown,

Civil Society

Senior Project Coordinator

Alssociation for Progressive Communications

Carolina Agnerre
Technical Community| Academia
General Manager of LACTLD, association of ecT1.Ds in Latin American and Caribbean region.

Gangesh Varma,
Academia,
Senior Fellow,Centre for Communication Governance

Summary of discussion

There is a diverse conceptualization of equity: The idea of equity can mean different things at different places
and times. This idea can change according to the actor or stakeholder involved. There is need for equity in
procedure and equity as an outcome of internet governance. The meaning of equity also changes based on
contexts like race, gender, class, geography etc. Cultural barriers are often missed in these discussions.

The understanding of equity as justice and fairness is key to enable greater access and participation of actors
from developing world. Absence of stakeholders such as civil society in trade negotiations that impact internet
governance was a startling fact.

Equitable participation in the various institutions and fora was also part of the discussions. Examples from the
ITU, ICANN and the WSIS process were cited. This illustrated that equitable participation was a goal not only
for sovereign states but also for diverse set of stake holders from the developing world.

The debates on equity from the developing world also results in creating a monolithic understanding of
developing countries. This displays a lack equity within that categorization. Small Countries and Island States
are unable to have a voice in these debates.

There are many opportunities in various institutions and fora to address issues of equity. Actors who occupy
leadership roles in governance institutions have the responsibility to enable greater participation and access for
actors from the developing world. Yet this is difficult to achieve when deliberations are purely between
countries.

Many organizations have made great efforts but there is still much more that can be done. Resources for
supporting initiatives that focus on building equity include financial aid, capacity building, making information
more accessible by through translating documents etc. Yet the fundamental distribution of power is rather
skewed and it is this aspect that needs to be addressed most.

WS 79. Zero Rating, Open Internet and Freedom of Expression

Transcript
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V'ideo

Speakers: - Giovanni Battista Amendola

Private Sector

Telecom Italia, VP for Public and Regulatory Affairs
Broad Regulatory Affairs excperience in the private sector
YES (confirmed)

- Carolina Agnerre

Technical community

Latin American andd Caribbean ¢ T1.Ds Organization,General Manager
Broad experience in the technical community

YES (confirmed)

- Hernan Galperin

Civil Society

University of San Andres, Professor and Director Center for Technology and Society
Ad hoc research on Zero Rating plans

YES (confirmed)

-Payal Malik
Civil Society
University of Delhi

Ad hoc reserach on zero rating
YES (Confirmed)

- Christopher Yoo

Civil Society

University of Pennsylvania, Law School, Philadelphia
Broad Research experience on Internet Law and Economics
YES (confirmed)

- Verena Weber

Intergovernmental Organization

OECD, Directorate Science, Technology and Innovation
Broad Policy Experience

YES (confirmed)

- Juan Mannel Wilches

Government

Comision de Regulacion de Comunicationes, Commmissioner and Executive Director
Extensive Policy and Regulatory experience

YES (confirmed)

Summary of discussion

This workshop explored the impact of zero rating on the open nature of the Internet, on freedom of
expression and inclusiveness and evaluated the overall effect of these practices on social and economic
development. The workshop has involved regulators from developed and developing countries, international
organizations, representatives from academia, technical organizations and private sector. The discussion
showed that the welfare effects of pricing schemes such as Zero Rating depend on the specific characteristics
of the markets in which these practices are used. The effects on competition of Zero Rating have been
addressed as well as the impact on freedom of expression. The impact of Zero Rating plans seems to be
particular relevant on Internet adoption and on the competitiveness of new entrants’ offerings.

MAIN ISSUES :
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* ADOPTION: there was a broad consensus on the positive effect of zero rating on consumer adoption of
Internet services. It is estimated that about 45% of all carriers offer some form of zero rating. Almost 50 % of
consumers that try a zero rated basic Internet service, after 30 days subscribe to a regular service. Furthermore,
there are a growing number of zero rated applications targeted to specific consumer groups.

* ZERO RATING AS A COMPETITIVE TOOL: although the effects of zero rating depend on the market
structure, quite often smaller operators or market challengers use zero rating to differentiate their services. This
is the case of T-Mobile in the US or Telefonica in Mexico.

* IMPACT ON INTERNET OPENESS AND FREEDOM OF EXPRESSION: some speakers mentioned
that zero rating may have negative effect on Internet openness and freedom of expression since this practice
implies a choice of the content to be zero rated. Others pointed out that, quite often, there is no exclusivity in
catried initiated proposals or that sponsored data plan are open to any providers. On the freedom of
expression issue, some speakers have counter-argued that zero rating is making easier participation and political
organization.

WS 80. Bottom-up Meets Top-down: When Governance Systems Intersect

Transcript

V'ideo

Speatkers: Dominique Lazanski

Private sector

GSMA

As representative of an organisation that represents mobile operators from around the world, Dominigue will be well positioned to
speak to the ways that mobile operators negotiate both the traditional governance mechanisms employed in relation to spectrum
management and the bottom-up governance models employed in relation to Internet issues such as IP address management and the
DNS.

Tomas Lamanauskas

Intergovernmental organization

ITU

As a staff member of the ITU secretariat, Tomas is an expert in the intergovernmental policy development model, while also
understanding the ITU's efforts to engage in multistakeholder processes.

Jari Arkfko

Technical community

LANA Stewardship Transition Coordination Group Chair (ICG)

Jari is Chair of the IETF and is a member of the the ICG. From this perspective, he is well placed to discuss the practical
application of the multistakeholder model in addressing specific issues, and the intersection of that model with traditional governance
modalities and structures.

Luciano Alakija

Private sector

Telefonica

Head of M2M/ 16T Business Development (Sao Paolo)
[Luciano was not able to participate]

Deborah Brown

Civil Society

Alssociation for Progressive Communications (APC)

Deboral works with APC on issues including the WSLS 10-year review and other human rights issues, particularly in the UN
context. From this perspective she is well position to discuss the intersection of bottom-up Internet governance with government-
driven UN processes.

Nick Ashton-Hart
Private Sector
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Internet & Digital Ecosystem Alliance (IDEA)
[Nick was unable to participate]

Summary of discussion

We had a substantive discussion among all panellists. There were discussions around participation,
accountability, representation, relationships, institutions and convening meetings. There was a general
consensus that the topic of multistakerholder models to internet governance is not straightforward and that
each of us as participants do the best that we can with the experience and knowledge that we have.

Tomas from the ITU stressed the messiness of the model and the evolving nature of individuals, partnerships
and overall models and highlighted the fact that there was tension Jari from the technical community discussed
the anarchic nature of "bottom-upness" without structure and how it compares to how many companies tun
their organisations from the top down. Megan from the European Commission talked about openness and
responsiveness in the context of a democratic, voting structure and how there is a potential risk of
fragmentation during the development of consensus and new structures. And Deborah discussed participation
and how to map out different spaces in Internet governance processes. Finally Dominique discussed the
challenges of consensus and agreement among the private sector who don’t always have the time to participate
fully.

There was quite active participation from the audience and questions included many from specific processes to
the activity of different stakeholder groups. Overall there was a substantive discussion on the varying nature of
the Internet governance processes and methodologies.

WS 82. IGF beyond 2015: Extend mandate, strengthen institution

Transcript

Video

Speakers: Joseph Alhadeff
Private sector

Oracle

Policy Experience on the topic
Y- Confirmed

Elia Armstrong
Intergovernmental organisation
UN

Policy experience on the topic
Y~ confirmed

Lynn St_Armour

Civil society

Internet Matters

Policy experience on the topic
Y- Confirmed

Qusai AlShatti

Civil society

KITS (Kuwait Information Technology Society)
Policy experience on the topic

Y- Confirmed

Samantha Dickinson

Technical community
Lingua Synaptica
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Policy experience on the topic
Y- Confirmed

Hossam El-Gamal

Private sector

AACTA

Regional experience on the topic
Y- Confirmed

Nernzine EI-Saadany

Government

Government of Egypt

DPolicy excperience fronm the region/ on the topic
Y- Confirmed

Apnriette Esterbuysen

Civil society

Association for Progressive Commmunications (APC)
Policy experience on the topic

Y- Confirmed

Raul Echeberria

Technical community

ISOC

Policy experience on the topic
Y-Confirmed

Lea Kaspar

Civil society

Global Partners Digital
Policy experience on the topic
Y- Confirmed

Jovan Kurbalja

Civil society/ academia
Diplo Foundation

Leading scholar on the topic
Y- Contacted

Segun Olugbile

Private sector

Continental Project Affairs Associates, Nigeria
Direct national experience on the topic

Y - Confirmed

Viictoria Romero Caballero
Government

Government of Mexico
Policy experience on the topic
Y- Confirmed

Carolina Rossini

Civil society

Public Knowledge

Policy experience on the topic
Y- Confirmed
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Theresa Swinehart
Technical community
ICANN

Direct excperience on the topic
Y- Confirmed

Panl Wilson

Technical community
APNIC

Policy experience on the topic
Y- Confirmed

Summary of discussion

The Roundtable was organized about two discussion segments: (1) the importance of extending the IGF
mandate beyond five years; and (2) key lessons learned and examples of how the IGF can be strengthened
going forward. In the first segment, all speakers concurred that it is critical to

extend the IGF mandate, and most of the speakers noted that it is preferable to do so for at least 10 years. The
multistakeholder community has come to rely on the IGF as a platform enabling inclusive dialogue among all
stakeholders on challenges in Internet governance that are changing and evolving constantly. It was noted that
the longer mandate is important to enable to IGF to build upon and nurture a growing network of regional and
national IGFs.

In the second segment, speakers highlighted the IGEF’s precedent-setting practice of allowing all stakeholders to
participate on an equal footing and the fact that there is no negotiated text, the latter of which has enabled free
discussion and critiques of Internet governance issues among stakeholders. But patticipants called for
diversification of stakeholders to continue in the future. This included a call to attract stronger participation by
small/medium sized businesses who ate the enablers of economic activity in many developing countries, as
well as governments.

WS 96. #AfricanInternetRights: whose rights are these anyway?
Transcript
Video

Speakers: Mr. David Kaye

Inter-Governmental Organization

United Nations Human Rights Council

The speaker is the United Nations Special Rapportenr on the Promotion and Protection of the Right to Freedom of Opinion and
Expression. He is an independent excpert who monitors and reports on these issues.

Yes, the speaker has been contacted.

Mr. Cheriff Moumina Sy

Government

Parliament of the Republic of Burkina Faso

The speaker is the President of the national Parliament of Burkina Faso and has been identified as a champion on Internet rights
and freedoms within the community of parliamentarians in Africa to instigate interest among parliamentarian on issues of Internet
Governance and provide the needed legislative support.

Yes, the speaker has been contacted.

Ms Anriette Esterbuysen

Civil Society

Association for Progressive Communications

The speaker is a strong civil society adpocate of Internet rights and freedoms in Africa and globally who can advance civil society
perspectives on the issues.

Yes, the Speaker has been contacted.

110


https://www.intgovforum.org/cms/wks2015/index.php/proposal/view_public/96
http://www.intgovforum.org/cms/187-igf-2015/transcripts-igf-2015/2887-2015-11-11-ws-96-africaninternetrights-whose-rights-are-these-anyway-workshop-room-7-finished
https://www.youtube.com/watch?v=0keGzUueUmQ

Ms Nnenna Nwakanma

Civil Society

World Wide Web Foundation

The speaker is the African Regional Coordinator for the Web Foundation and is involved in a major campaign on Internet access
and affordability in Africa as critical issues for advancing Internet rights and freedoms.

Yes, the Speaker has been contacted.

Mr. Andrew Okeleke

Technical Community

Globacom Limited

The speaker is a communications specialist with Glo Mobile, a mobile telecommunication and Internet service provider in Africa
who can provide important perspectives from the technical community on the issue of Internet rights and freedoms.

Summary of discussion

The session sought to be interactive and to draw from the knowledge and expertise of participants outside of
the designated speakers, namely the audience. Questions, comments and sharing of points of view were
welcome and encouraged. One of the issues raised is that it is difficult to demand rights for those who haven’t
experienced it as it is much easier to react and demand for rights when you have rights and they have been
taken away or violated. Another issue raised was what language is to be used when demanding for rights — the
language of the legal instruments or international human rights law which are hard to use as states disregard
these laws and are also difficult to put to use in discourse and to excite the ordinary people. This resulted in the
question “how do we find a balance between having correct language that is not going to weaken rights, but
that is also a language that can be the basis for a strong productive dialogue?” In answering this, it was pointed
out that this would depend on the instrument. Clarification was then provided that the Declaration reflects
standards and calls for the adoption of rules which include setting it in more legal language which can then be
made to sound more exciting and glamourous.

A participant raised a question of how to balance “affordable access” versus “universal access” because
“universal access” seems to be free access for everyone without a cost while “affordable access” implies a cost
involved. This raises a challenge where internet access and affordability are in question, what is affordable for
one may not be affordable for another. In answering this question, Nnenna stated that her guiding principle is
“access to all of the Internet, for all of the people, all of the time”. She explained this to mean that everybody
should be free and able to access the Internet which is what is meant by universality. She explained that
affordability included the cost and pricing of the internet and drew attention to the Italian Bill of Rights
sponsored by the President of Italy’s Chamber of Deputies. She explained that the lawmakers in Italy saw the
need to grant the rights to citizens which included the right to internet access in Article 2, which provides that
Access to the Internet is a fundamental right of all persons and a condition for individual and social
development. This gives Italian citizens the right to access the internet and under no condition can they be
denied such access. She also gave examples of countries such as Estonia and Finland that have stated their goal
of providing not just internet access but broadband internet access for all. She also clarified that the Broadband
Commission has defined affordable internet access as not more than 5% of average monthly income in a
country. She explained that “the internet is not necessarily a new reality in terms of rights” but instead “our
online activities reflect our offline realities”. Makane corroborated Nnenna’s points and stressed the need for
access to be granted to everyone and for pricing to take the purchasing power of the ordinary citizen into
account.

A participant commended the content of the Declaration but expressed the concern that there are already a lot
of instruments that are not being used which was responded to stating that it is better to have it available in the
cupboards with the intention to use. The participant also expressed a concern over whether it was possible to
protect rights online as they are offline which will not always be possible as it is not always applicable or there
usually isn’t such public space. He asked how less frequented countries on the continent can be factored in.
The UN Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and
Expression, David Kaye, while commenting on this noted that anyone who writes anything fears that it will not
be read or used but he believes that the principles would be used especially as it comes at a point when regional
and sub-regional courts in Africa are starting to develop prudence and practice. He noted that when looking at
other systems such as the European and Inter-American systems, it might seem that they are so developed but
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it should be noted that they have decades of jurisprudence while this is just the beginning for some of the
African systems. He stated that there will be opportunities and people should use the principles in the
Declaration to litigate and the impact from litigation alone would be very important. He stressed the
importance of using the principles in regional litigation efforts and those pursuing rights digitally or otherwise
in Africa can consider this a possibility as there are actors working on those issues at the litigation level. He
suggested that people should not allow the Declaration gather dust but instead begin to use it and identify
which principles apply in particular cases being pursued or if Geneva focused, should look at resolutions to
highlight issues and occurrences.

WS 97. How to Bridge the Global Internet Economy Divide?

Transcript

V'ideo

Speatkers: Name: Baber Esmat

Stakeholder group (civil society; government; intergovernmental organigation; private sector; technical community): Technical
community

Onganization: ICANN

Describe why this speaker has been selected:

As the Vice President for Stakebolder engagement in Middle East from ICANN, baber bas the experience and knowledge to
give a perspective of an organization responsible for running Name and number operations for the Internet. He can also provide his
perscpective on the various factors that contributed in recent years to the growing use if the Internet in economic sectors in Europe
and the Middle East. He has worked in the Middle East and Europe and bas hence the ability to discuss what works and what
doesn't in developed and developing countries.

Have you contacted the speaker? Y (Confirmed)

Name: Dr. Walid Al-Saqaf

Stakeholder gronp (civil society; government; intergovernmental organization; private sector; technical commmunity):

Acadeniia/ Civil Society

Onrganization: Stockholm University, Sweden & Internet Society Chapter, Y emen

Describe why this speaker has been selected:

As an academic scholar in Sweden, Walid's significant research experience on Internet access in the Arab world, particularly in
Yemen, wonld be of value when connecting hypotheses to data gathered on the ground when it comes to Internet economy challenges
and opportunities. He would give a perspective based on his academic and research work in the last three years throngh the Web
Foundation's annual Web Index reports he wrote to highlight challenges and opportunities that exist in bis conntry's Internet
sector, which is among the least developed in the world.

Have you contacted the speaker? Y (Confirmed- Remote)

Name: Mike Blanche

Stakeholder group (civil society; government; intergovernmental organigation; private sector; technical community): Private sector
Organization: Google

Describe why this speaker has been selected:

Mike leads Goagle’s peering and content distribution team covering Europe, the Middle East and Africa. The team works with
ISPs and telecoms operators across the region, to find cost-efficient and high performance ways of serving Google and Y ou'Tnbe
content requested by users. In Africa the team also supports Internet Exchange and Internet infrastructure development. Mike bas
17 years experience in the Internet infrastructure industry, working in both startup and large operator environments.His perspective
is important to understand the impact of Internet Access and Infrastructure development to enbance the economy in the mentioned
regions

Have you contacted the speaker? Y (Confirmed)

Name: Steve Song

Stakeholder gronp (civil society; government intergovernmental organization; private sector; technical community): Technical
community

Onganization: NSRC' (National Startup Resonrce Center)

Describe why this speaker has been selected:

Steve Song is an adyocate for cheaper, more pervasive access to communication infrastructure in Africa. He is the founder of
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Viillage Telco, a social enterprise that builds low-cost Wil'i mesh 1 0IP technologies to deliver affordable voice and Internet service
in under serviced areas. Previously, Steve worked at the International Development Research Centre, where he led the
organization's Information and Communication Technology for Development program in Africa, funding research into the
transformation potential of ICTSs across the continent. He will focus on how such an approach would be a catalyst for change and
continnons evolution within the telecommunications and ICT industry.

Have you contacted the speaker? Y (Confirmed)

Name: Ana Kakalashvili

Stakeholder group (civil society; government; intergovernmental organigation; private sector; technical community): Civil Society
Organization: Internet Society Chapter, Georgia

Describe why this speaker has been selected:

Abna's experience as an active youth member of the Georgian Y outh engagement, Internet-related entrepreneurial business models
Have you contacted the speaker? Y (Confirmed)

Name: Mobit Saraswat

Stakeholder gronp (civil society; governmenty intergovernmental organization; private sector; technical community): Civil Society
Organization: Internet Society Chapter, UAE

Describe why this speaker has been selected:

Tnvolvement and experience with first hand challenges in Internet economy in the context of the UAE and similar fast growing
economies.

Have you contacted the speaker? Y (Confirmed)

Name: Thijl Klerkx: ,

Stakeholder gronp (civil society; government; intergovernmental organigation; private sector; technical community): Private sector
Organization: NewTeam

Describe why this speaker has been selected:

Thijl Klerkx, the 20 year young entreprenenr from Amsterdam. He came up with bis first business plans when he was only abont
8 years old. His ideas ranged from starting an insurance company to car washing. His perspective is important to understand the
challenges faced by the yound entreprenenrs in setting up their footprint in the internet economy.

Have you contacted the speaker? Y (Confirmed)

Summary of discussion

Following were the main issues that were discussed during the session:

- Introducing Layers for Internet/Digital Governance (Including Economic and Societal Layet). Cutrent
governance mechanism of this layer/ phenomenon? Do we need global governance like in case of technology?
- Is globalization of Internet helping economies of developing countries, SME Business? If yes, how? If not,
why?

-How to strike balance between Technology/ Business and regulatory/legal framewortk to achieve sustainable
Economic/Social Development?

- Innovation in Economic policy definition and governance particularly in Internet Age where the issues need
to be addressed immediately.

- Ways to increase Trust on the Internet as trust has proved to be helping Economies of internet?

- Who are the Key Stakeholders to Internet Economy and their respective roles (Youth, SME Business,
Consumers, Children)

WS 98. Hatred & Dangerous Speech Online in South Asia

Transcript

Video

Speakers: 1. Urs Gasser (Moderator) - Berkman Center for Internet and Society
2. Chinmayi Arun - Centre for Communication Governance

3. Susan Benesch - Berkman Center for Internet and Society

4. Adnan Abmad Chandhari - Digital Rights Foundation, Pakistan

5. Ritu Srivastava - Digital Empowerment Foundation
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6. Roshni Vikramasinbe - Groundviews, Sri Lanka

7. Cherian George - Hong Kong Baptist University

8. Inji Pennu - Global 1/ vices

9. Frank LaRue — Former UN Special Rapportenr on Freedom of Excpression
10. Judith Lichtenberg — Global Network Initiative

11. Ankhi Das — Facebook, South Asia

12. Kashif Faroogi - Open Society Foundation

13. Nighat Dad - Digital Rights Foundation, Pakistan

Balancing Freedom of Expression with regulating hate speech can be difficult, since hate speech is defined
variably. However similarities have been noted across contexts where violence is incited. Limitations on speech
should be narrow restrictions and should not be the norm, as they can then be used as a political tool for
suppressing dissent. The restrictions should only be to prevent physical harm, not mere offence.

Online platforms, while a source of hate speech, can also be used for counterspeech. However, policymaking
cannot be outsourced to private owners of platforms, as they would prefer to escape liability and act as tougher
censors than the state. A consultative process would work better.

Merely enacting new and harsher laws cannot be the solution. This is because the effect of any law is subject to
the authority that uses it. There can be other tools which are as effective if not more so — statements by
political leaders, or other influential figures, can play a role in reshaping public discourse. Rather than state
intervention, we ought to with engage bottom-up approaches to improve and regulate public discourse. To this
end, healthy debate on a variety of issues must be promoted in society at all levels and on all fronts. This can
help a better counter speech effort.There is a need for a blended approach of law with non-legal methods. We
must try to equip users to undertake efforts for self help and collective action.

WS 108. Documentary heritage in the digital age

Transcript
Video

Speatkers: Y unier Manuel Cabrera Rojas
Government

Ministry of Communications

Expert of the field

YES

Carlos Martinez Albuerne

Goverment

Ministry of Communications

Senior Specialist in the field

YES.

Susette Herndndez Gonzalez

Goverment

CNCU. Ministry of Foreign Affairs
Communication and Information Specialist in the field

YES

WS 110. “Internet Plus” to Fuel Industry Evolution

Transcript

Video

Speakers: Speakers:
-Name: Mr. Friese, Ingo (Research engineer and project manager, Deutsche Telefom)
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-Stakeholder: Technical Community
-Onganization: Dentsche Telekom
-Contact status:confirmed

-Name: Dr. Han, Liyun (Policy Executive)

-Stakeholder: Technical Community

-Organization: China Internet Network Information Center (CNNIC)
-Contact status:confirmed

-Name: Dr. Horejsova, Tereza (Director Project Development)
-Stakeholder: Non-profit

-Organization: Diplo Foundation

-Contact status:confirmed

-Name: Mr. Kende, Michael (Chief Economist of ISOC)
-Stakeholder: Civil Society

-Organization: ISOC

-Contact status:confirmed

-Name: Mr. Komarov, Mikbail (Deputy Dean for international relations)
-Stakeholder: Academia

-Organization: National Research University

-Contact status:confirmed

-Name: Dr. Kong, Ning (Director, Dept. of International Affairs, CNNIC)
-Stakebolder: Technical Community

-Onganization: China Internet Network Information Center (CNNIC)
-Contact status:confirmed

-Name: Mr. Lamananskas, Tomas (Head of Corporate Strategy Division, ITU)
-Stakebolder: Intergovernmental Organization

-Organization: ITU

-Contact status:confirmed

-Name: Dr. 1ee, Xiaodong (President and CEO of CNNIC)
-Stakeholder: Technical Community

-Organization: China Internet Network Information Center (CNNIC)
-Contact status:confirmed

-Name: Dr. Nelson, Michael (Expert in Public Policy)
-Stakeholder: Private Sector

-Onganization: ClondElare

-Contact status:confirmed

-Name: Ms. Neves, Ana (Director of Department of Information Society in FCT)
-Stakeholder: Government

-Organization: Fundagio para a Ciéncia e a Tecnologia (FCT)

-Contact status:confirmed

Summary of discussion

The workshop is inspired by the new conception “Internet Plus”, which was proposed by Premier Li Keqiang
when presenting China’s Report on the Work of the Government this year. Internet Plus is not only a
conception, but also China’s beneficial practice to upgrade the traditional industry by Integrating Internet
technologies; the core values is not particularly used in China, there are also several countries have same
practices, for example the Industrial 4.0 in Germany and Americans’ Industrial Internet.

During the workshop discussion, it firstly aims to demonstrate the origins, evolvement, connotation of
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“Internet Plus”, as well as to show the China’s practice and endeavors of applying this new conception;
secondly by experience sharing of the speakers from the various organizations or nations, it aims to exchange
the magic keys resulting in successes and co-resolve the common challenges; the last objective is to encourage
the speakers and audience to further think and discuss how to promote the integration of Internet technologies
and industry development.

Specifically, the workshop constitutes four sessions as follows.

The first session is warm-up. The moderator firstly introduced the main topics and welcomed the speakers of
the workshop; then the moderator explain the format and steps of the round table workshop and how to
facilitate and encourage the dynamic discussion among the speakers and audience; next the moderator put
forward several possible questions to all the participants. Four main questions are: 1. Which successful
experiences and scientific methodology can be shared on Internet Plus mode? 2. What are the obstacles when
the traditional industry is upgraded by Internet? 3. How to promote and optimize the effect of “Internet Plus”
through enhanced cooperation? 4. Are there any risks for Internet Plus, e.g. widening digital divide,
information security risks etc.?

The second session is presentation of demonstrating the conception of “Internet Plus”

In this session, several speakers from China explained the conception of “Internet Plus” proposed in the
Report on the Work of the Government, and provided examples and practices of this notion in the process of
Chinese industrial upgrading.

Firstly, Dr. Han Liyun gave an inspired speech of “Internet Plus” conception. The conception is firstly brought
by individuals then extended to several companies and finally adopted by the government as national policy in
2015. Internet plus is the integration of Internet and traditional industries through online platforms and
information technology. So it is expected to help economic restructures and to improve people's livelihoods.
Dr. Han compared leading internet practices in Germany (Industrial 4.0) and the United States (Industrial
Internet), and analyze the difference and respective advantages of the three models. Moreover, Dr. Han
addressed that, For implementing the new conception, diverse stakeholders in China made great efforts, and
took several examples of Chinese Internet companies such as ALIBABA, DIDI, expanding the areas from e-
commerce to Internet plus Agriculture.

And then, Dr. Kong Ning , Director of International Affairs Department in CNNIC, added some interesting
data about Alibaba Single Day Festival (11.11. Day) sales record, which is 90 billion RMBs, equivalently 14
billion Dollars. He emphasized there is a huge demands with the online shopping in China and “Internet plus”
has already proved a lot of magic that promoted traditional industries to integrate with Internet companies. Dr.
Kong also predicted a possible change in the future that a giant search engine could emerge.

The third session is Best practice sharing,
In this session, moderator invited 3 speakers briefly share some experience and best practices from the
petspective of their countries/stakeholders on integrating Internet with other industries.

At first, Ingo Friese shared several experiences from German 4.0 perspective. ISOC has already started with
some nice projects. For example, smart farming, where harvests could communicate with each other to be very
efficient and to promote production processes become more efficient. Mr. Friese stressed several potential
challenges such as quality of service that related to production timeline. What’s more, the business impact is
not really clear enough and illustrated Internet of Things as example.

The second speaker of this session is Michael Nelson. He talked about how Internet integrated with industries
in to the context of what has happened in the US actually over the last two decades. Mr. Nelson has been
worked with the U.S government for years, he has witnessed the magic combination of technology and
industries. One significant outcome is called “Vision Document”, in which he and his fellows described how
the Web could be used to foster e-Government, better health and better business. Mr. Nelson also emphasized
the leadership to understand tech-opportunities is so important, due to the abundant media coverage and
officials recognition.
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Finally, Tomas Lamanauskas, head of Corporate Strategy Division in ITU, added several practices to enhance
ICT. The concept of fully embedding and understanding that ICT is an enabler for everything is relatively
important. It needs to go through various levels from developmental level. And it is applies to the goal of
Sustainable Development that these should be enabled to everything. Mr. Lamanauskas pointed that when
talking about ICT budgets, more fields should be mentioned such as health, education and industries. Hence,
ICTs is a means to achieve those goals in those areas and no longer a stand-alone industry.

The forth session is Roundtable dialogue and free discussion.
Moderator started a quick round of comments from the panelists on the above presentation, and opened a
dynamic discussion by putting forward above relevant questions.

Dr. Lee Xiaodong, the president and CEO of CNNIC, gave a short comparison of China’s “Internet +” with
German “Industrial 4.0”. He stated that, not like Germany, in China, the industry is not very strong but the
new emerged economy status have full strengthen in modern market. While in Germany there are a lot of
famous industrial companies, yet few famous Internet companies, the realization of industry upgrading
depends on the well developed manufactory footstone. Dr. Lee believed that the Chinese Internet-economy
will be leading that development in China in the next two years, since it has been announced by Premier. And
the future is unpredictable since it depends who will run the world economy, either traditional industry or
Internet company.

Next, Ana Neves, director of Department of Information Society in FCT, showed strong interested in the
“Internet plus” topic, which demonstrated as Internet of Everything in Portugal. Ana explained this
conception that this digital Portugal Agenda where the Internet of Everything is included as the network
connection of people, process, big data and things. It can enable new kinds of processes and help to make
smarter decisions. To achieve this, different societies need to be connected all the time. She also illustrated
several example that Internet can plus energy consumption, management of roads and public transport.

Tereza Horejsova, from Diplo Foundation, then gave some observations and experience from the non-profit

sector. He showed satisfaction about Internet + implementation in China, and appointed more attention need
to focus on education and capacity development activities. Tereza illustrated that Diplo Foundation has been

trained institution with a mission to help small and developing countries to participate more internet activities.
Through this online learning platform, Internet can be reached more effectively and much cheaper.

WS 111. Understanding Eftective Cyber Security Capacity Building

Transcript

Video

Speatkers: Ms Barbara Marchiori de Assis, Cyber Security Consultant

Intergovernmental organisation

Organization of American States

Brief overview of Cyber Security capacity building activities in 1 AC region and cooperation with Global Cyber Security Capacity
Centre.

Natalija Gelyanoska

Intergovernmental organisation

World Banfk (co-organisers)

Owerview of implementation of the maturity model across Eastern Europe, Cancasus and Asia and lessons learned.

Ryan Johnson

Civil Society

NeoGlobe Consulting

As an 1G and Cyber Security Specialist, Ryan will be providing a civil society perspective on Capacity building efforts and the
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challenges to implementation.
Yes

Summary of discussion

The CMM was presented that seeks to help a nation review their cybersecurity capacity across five dimensions
of capacity: strategy, society and culture, knowledge building, legal, and technology. The CMM was developed
in cooperation with international experts from academia, government, industry, technological and civil society.
Through implementing the CMM, a country can review its existing cybersecurity capacity and identify a series
of next steps the country could take in order to increase this capacity or the maturity of existing capacities. The
CMM has been implemented in ten countries thus far alongside several international organisations in order to
enhance their respective programmes of work.

World Bank identified the importance of gaining a inclusive and comprehensive understanding of cybersecurity
before making investments into ICT. As the World Bank has several substantial investments in ICT, it is
collaborating with the GCSCC in order to enhance its own internal capacity to consider cybersecurity. Both
institutions teamed up in four missions to partner countries. In one of the missions, specifically in Kosovo,
there has been significant follow-up regarding the recommendations provided by both parties.

The OAS, through a project with the Inter-American Development Bank has recently conducted a study of
cybersecurity capacity across the Americas which was premised on an application tool developed from the
Capacity Maturity Model. A regional report is currently being put together and is shortly to be published
outlining the maturity of capacity in Latin America and the Caribbean. It is hoped that these reviews will
continue to take place on a regular basis, internalising the learning from these countries into the capacity
maturity model. Mr Johnson stressed the importance of international cooperation and multistakeholder,
especially civil society, participation in such multidisciplinary processes. Through the building of a global
understanding of what effective cybersecurity capacity is, stakeholders from across nation states and the
international community are enabled to create meaningful cooperation, and contribute to a decrease of
duplication, in particular reference to understanding existing gaps in capacity building.

WS 112. “Governing Darknet with regards to drug policy”

Transcript
Video

Speatkers: Mike Power

Private Sector

The Guardian

Max Power is an expert in darknet and the internet and has written extensively on the topic with his book Drugs 2.0.
Y

Tim Bingham

Civil Society

Irish Needle Excchange Forum

Tine Bingham is the first and only researcher to have interviewed buyers and sellers on the Silk Road and has published this
research with the International Journal of Drug Policy. He has a wealth of professional experience working in harm reduction.
Y

Fernando Henrigue Cardoso

Civil Society

Global Commission on Drug Policy

Mpy. Cardoso is a former President of Bragil and now he is part of the Global Commission on Drug Policy and be joins other
former Presidents of the world in calling for the regulation of all drugs. This unique position of insight into Brazil and drug policy
wonld be valuable for the discussion.

N

Jan Malinowski
Intergovernmental Organisation
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Council of Enrope
Jan Malinowski previously worked in internet governance and currently works on international drug policy. His position on the
panel wonld be valuable because he conld bridge the connection between these two worlds.

Y

Dr. Fernando Candevilla

Private Sector

Family Doctor

Dr. Caudevilla offers free drug advice on the Darknet and he has given free consultation to hundreds of people who use drugs over
the darknet since the conception of the Silk Road. His excperience working in harm reduction and directly on the darknet will
make bim an excellent addition to the panel.

Y

Meghan Ralston

Civil Society

Drug Policy Alliance

Meghan Ralston is among the only pegple in the world actively engaging in the topic of the darknet and barm reduction and writing

exctensively on the future of technology in relation to drug policy.
Y

Terry Nelson

Civil Society

Law Enforcement against Probibition
Y

WS 114. Implementing Core Principles in the Digital Age

Transcript

Video

Speakers: * Thiago Tavares,
civil society, Brazilian Internet Steering Committee, co-moderator, confirmed

* Dr. Thomas Fitschen
government, German Foreign Office, co-moderator, confirmed

* David Kaye,
Special Rapportenr for Freedom of Expression, speaker, confirmed

* Joseph Cannataci
Special Rapportenr for the Right to Privacy, speaker, confirmed

* Niels ten Oever
technical community, Article 19, speaker, confirmed

* Sheetal Kumar
civil society, Global Partners Digital, speaker, confirmed

* Nanjira Sambuli
private sector/ civil society, iHub Kenia, speaker, confirmed

* Joana 1V aron
civil society/ technical commmnity, Coding Rights, Brazil, speaker, confirmed

* Bertrand de la Chapelle
technical community, France, participant, Internet & Jurisdiction Project, confirmed
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* Eileen Donaboe
cavil society, Human Rights Watch, USA, participant, confirmed

* Markus Kummer
private sector, ICANN, Switzerland, participant, confirmed

* Mishi Chondhary
technical community, Software Freedom Law Centre, India, participant, confirmed

* Anriette Esterbuysen
civil society, APC, South Africa, participant, confirmed

* Frida Orring
European External Action Service, participant, confirmed

* Nnenna Nwakanma
civil society, Web Foundation, Nigeria, participant, confirmed

Summary of discussion

The workshop aimed at moving from concepts, human rights and guiding principles to action. To that end
speakers and participants were asked to focus their contributions on questions of implementation and
enforcement, raising issues that need to be considered, actors to be consulted, and mechanism to be employed.
Participants raised concerns that governments sign up all to readily to international treaties, statements and
affirmations such as “people enjoy the same rights they have offline online” while their actions often do not
yet live up to them. This was also discussed with a view to cultural, social and political dimensions in which
states might guarantee freedom of speech but cannot guarantee that there won’t be repercussions afterwards.

Linked to that, participants called for more leadership (“leading by example”) and governments practicing what
they preach. Notably, since it was pointed out that it is occasionally hard for citizens to demand their rights
when they have never actually experienced them. At the same time, corporate responsibilities still need a lot of
further reflection.

It was also repeatedly noted that technology is not neutral and neither is its implementation. Three main
challenges were raised in this regard: Firstly, it was deemed necessary to develop standards that consistently and
from their inception respect human rights. In order to allow for that, UN principles and Internet Governance
language need to be translated into a common language with the technical community, and vice versa. This was
seconded by participants who pointed out that “technology” is often used as an argument to keep different
voices out, alluding that technological correlations were too complex to be mastered by average citizens. This,
generally, also calls for improved education.

Secondly, participants identified the need for an international mapping of existing, and often hugely differing,
laws and regulation as yet another challenge, informing the definition of common concepts and
understandings. In a similar vain, it was highlighted that effective implementation can only be guaranteed if
adequate procedures are in place. Currently, procedures are often neglected and we are still in the process of
identifying new cooperation mechanisms between different stakeholders to establish procedures adept for the
digital age.

Thirdly, it was mentioned that there is a need to further discuss consumers’ rights as an approach to reflect on
economic implications for privacy. On a similar note, it was pointed out that there can be no democracy
without privacy which in itself can only be protected if citizens enjoy secrecy, anonymity and autonomy.
Thereby, participants called for supporting free and open software (“what you cannot see, you cannot trust”)
and raised concerns that certain trends with regard to big data and the collection of meta data may significantly
interfere with the protection of anonymity.

While some speakers emphasised that there has to be a special role for governments since international
commitments may only be meaningfully implemented by governments, it was acknowledged that such
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processes may take a long time and effective remedies across borders might demand alternative approaches.

It was clear that there is a whole range of topics and challenges that require further discussion, among them:
corporate responsibility, consumers’ rights, social, political and economic dimensions of international
commitments (contextualisation), the need to link debates between Internet Governance and cybersecurity as
well as with lawyers and technical communities (translation), new forms of procedures and multistakeholder
cooperation with a view to implementation and better education to allow for well-informed decisions.

A crucial element for future discussions will be the participation of corporate and private sector actors which
were underrepresented in the workshop.

Mappings of different actors, existing legislation and exchange of best practices and procedures would be easy
and fruitful ways to follow up on the discussion and move things forward.

WS 118. How communities restore trust in the digital environment

Transcript

V'ideo

Speakers: Andrus Ansip
Vice-President

European Commission

Digital Single Marfket

Welcome address on digital economy

Dr. Ning Kong

Technical community

head of the international department, China Internet Network Information Center (CNNIC)
Chinese «TLD to act as representative of the APTLD region, report on issues and activities
Confirmed

Andrey Romanow

Technical community

Deputy Director, CC for TLLD RU

«TLD to act as representative of the APTLD region, report on issues and activities
Confirmed

Frédéric Donck

Technical community

Regional Burean Director for Eurgpe, ISOC

In-depth excperience as a negotiator and adyocate in the telecommunications and Internet industry

Confirmed

Dr. Alberto Perez Gomez,

Technical community

Deputy Director of RedIRIS & International Relations of “Dominios.es”
Red.es

«TLD representative from Europe, reporting on issues and activities Confirmed

Marietje Schaake

Intergovernmental Organisation

Member of the European Parliament

Specialised in digital freedom, buman rights and foreign affairs
Confirmed

Grégory Monnier
Intergovernmental organisation

121


https://www.intgovforum.org/cms/wks2015/index.php/proposal/view_public/118
http://www.intgovforum.org/cms/187-igf-2015/transcripts-igf-2015/2881-2015-11-10-ws-118-how-communities-restore-trust-in-the-digital-environment-workshop-room-4-finished
https://www.youtube.com/watch?v=n3P_6K3Cq_U

Eurgpol
Political advisor - External and Strategic Affairs - EC3
Law Enforcement professional, cyber crime and security

Confirmed

Cristine Hoepers

CERT.br

Technical community

Global leading expert on cyber security, view from host country and region on progress/ developments on cybersecurity strategies and
role of trust in technical organizations

confirmed

Summary of discussion

EU POLICY ISSUES: European Commission Vice-President Andrus Ansip outlined key objectives to
increase the trust in the digital environment from a European perspective, including the conclusion of the data
protection reform and negotiations on the security of network and information systems (NIS), the need to find
solutions with regards to the recent ruling on the “Safe Harbour” arrangement (collaboration with the United
States, positions from the national data protection authorities, reference to the Commission’s guidelines for
transfer of personal data of 6 November 2015), the need to address illegal content (platform consultation,
liability, notice-and-take-down procedures), as well as the need for more education and e-skills, not least to
ensure a better protection of children online.

OPEN INTERNET: Member of the European Parliament (MEP) Marietje Schaake highlighted the
importance of government collaboration to ensure an efficient and functioning governance of all aspects
related to the open Internet. Smart regulations could be produced only in cooperation with the technical
community. A “new social compact” is needed to restore trust, including all stakeholders; freedom and security
doesn’t have to be a “zero-sum” game; and weakening encryption will not increase trust.

LIABILITY/ILLEGAL CONTENT: The question of liability for content on websites is important to country
code top-level domains (ccTLDs) (e.g., Annebeth Lange of NORID, Pierre Bonis of AFNIC). There is
increasing pressure on registties and internet service providers (ISPs) to remove and/or block content, often
based on misunderstandings on the side of law enforcement and right holders. Yet, “it could not be our job to
judge the content” (AFNIC). Notice-and-take-down, according to Ansip, works — though not perfectly — when
the content itself is illegal. The challenge is when legal content is used illegally. MEP Schaake warned of the
“privatisation of norm-setting” by law enforcement, and recalled that the “role of courts should not be
underestimated”. It is important to note that crimes are committed by people, not by technologies. Therefore,
crimes could be best addressed “by reforming laws that are outdated”.

CYBERSECURITY: The lack of consensus on the meaning of “cybersecurity” is what prevents us from
finding internationally compatible solutions, according to Frédéric Donck of Internet Society ISOC).
Clarifications are needed as to whether the objective is to secure devices that are connected to the Internet,
Internet infrastructure, applications, communications, data, identity, and/or “essential services” that depend on
the Internet. The priority would be to preserve the openness and global nature of the Internet, its innovative
potential and fundamental human rights and finding the right balance among the various factors that enable
trust and allow communication among end-users (e.g., privacy, security, reliability, resilience, etc.).

CYBER CRIME: Greg Mounier of Europol underlined that one should not only focus on cybersecurity
patching systems to make the domain name environment more secure. It is important to look at the
“attribution of crime”, i.e. on removing the criminals behind phishing websites, etc. It is important that law
enforcement and registries/registrars work closely together so that the former would better understand the
latter and the latter would be in a better position to help in case law enforcement came with a notice.

HUMAN RIGHTS: Being asked about advice and best practices in terms of human rights in the Middle East,

Schaake stressed the need for the EU “to lead by example, but this is often a problem”. “We have failed to
anticipate or use the opportunities of the net”.
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ccTLD TRUST-ENHANCING ACTIVITIES: A ccTLD registry is responsible for the management and
technical operation of a domain related to a country code (e.g., .fr for France or .br for Brazil). It generates and
administers a zone file that contains the addresses of the name servers for each domain. It controls the policies
for the allocation of domain names, information on which is made available through its WHOIS system. The
ccTLD landscape is highly diverse, which is reflected in the different sizes of the organisations and their
business models. The majority of ccTLDs is managed on a non-profit basis, others are in the private and public
sector. They display a strong commitment to their local communities and the development of local content.
Their success is highly related to the level of trust by their communities, including both registrars and
registrants (end-customers).

In preparation for the IGF workshop, CENTR launched a survey among ccTLDs collecting their views on
how registry operators perceive the digital environment in their respective countries, the possible threats to it
and how they have been contributing to make the Internet a safer place. A summary of the responses, focusing
on trust-enhancing measures by 31 registries, was presented during the workshop.

* Technical improvements: DNSSEC, WHOIS privacy, WHOIS check; security lock; registry lock; security
standards for registrars; 2-factor authentication; ISO 27001; IP address filters; notice-and-take-down; active
anti-phishing; PGP key server; external security audit; TLSA/DANE

* Capacity building: training on ISO 27001, on cybersecurity, etc.; trainings for registrars, staff, the financial
sector; civil servants, media etc.; virtual task force; security testing

* Education: booklets, school material; online safety campaigns for kids; courses at universities; registry
academy; video lessons

* Awareness-raising: for registrars, for registrants, for general public, at schools; nation-wide or local; brand
campaign; sponsorship programmes; stakeholder roundtables; national contests

* Enhanced collaboration: with CERTSs or running CERTS; with government; Internet hotlines

Four registries from China (CNNIC), Spain (Red.es), Russia (Coordination Center for TLD RU), and Brazil
(CERT.br) presented examples from their country, which encompassed, among others: technical measures (see
above), cooperation with registrars (e.g., on phishing — Red.es), collaboration with law enforcement, operation
of national CERTs (Red.es, CERT.br maintained by NIC.br), initiation of a cross-sectoral anti-phishing
alliance (CNNIC), foundation of a national domain name security alliance (CNNIC), efforts to make domains
cleaner and more secure (CC for TLD RU), educational activities for the safer use of Internet among children,
governments, SMEs (Red.es, NIC.br), and many more.

WS 119. Democtracy 3.0: Representation & the Multistakeholder Model

Transcript

Video

Speatkers: Name: Edmon Chung

Stakeholder Group: Technical Community
Organization: DotAsia Organisation

Reason: Author of a series of articles on the topic
Contacted: Yes (Confirmed)

Namse: Prof. James Fishkin

Stakeholder Group: Acadensia | Civil Society
Organization: Standford University

Reason: Leading expert on Deliberative Denocracy
Contacted: Yes (Confirmed)

Namse: Prof. David Held
Stakeholder Group: Acadensia | Civil Society
Onrganization: Durham University

Reason: Leading expert on Cosmopolitan Democracy
Contacted: Yes (Confirmed)
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Namze: Marina Weishand

Stakeholder Group: Politician | Civil Society
Organization: Pirate Party Germany

Reason: Leading expert on Liquid Democracy
Contacted: Yes (Confirmed)

Name: Avri Doria
Stakeholder Group: Academia | Civil Society | Technical Community
Organization: Association for Progressive Communications (APC)

Reason: Excpert in Internet Governance
Contacted: Yes (Confirmed)

Name: Andrew Sullivan

Stakeholder Group: Technical Community
Onrganization: Internet Architecture Board (LAB)
Reason: Excpert on Internet Governance
Contacted: Yes (Invited)

Name: Rebecca MacKinnon

Stakeholder Group: Civil Society

Onrganization: Ranking Digital Rights project

Reason: Expert on Internet Governance & human rights measures by corporations
Contacted: Yes (Invited)

Name: Charles Mok

Stakeholder Group: Civil Society | Government
Organization: Legisiative Council of Hong Kong
Reason: Politician and legislator

Contacted: Yes (Invited)

Name: Anja Kovacs

Stakeholder Group: Civil Society
Organization: Internet Democracy Project
Reason: Expert on Internet and democracy
Contacted: Yes (Invited)

Name: Bertrand de .a Chapelle

Stakeholder Group: Civil Society

Onrganization: Internet & Jurisdiction Project

Reason: Excpert on Internet Governance and Jurisdiction
Contacted: Yes (Invited)

Name: Alice Munyna

Stakeholder Group: Government
Onrganization: Government of Kenya
Reason: Government Perspectives

Contacted: No (Proposed)

Name: Wanawit Abkuputra
Stakebolder Group: Government
Organization: Government of Thailand
Reason: Government Perspectives

Contacted: No (Proposed)

WS 120. Launching UNESCO Internet Freedom Series
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Transcript

V'ideo

Speatkers: Eduardo Bertoni, Director of the Center for Studies on Freedom of Expression and Access to Information (CELE),
Palermo University School of Law, Argentina

Rebecca MacKinnon, Director, Ranking Digital Rights project at New America Foundation

Andrew Puddephatt, leading expert, Global Partners Digital

Amalia Toledo, project coordinator and researcher, Karisma

Summary of discussion

Six editions of UNESCO’s flagship series publications on fostering Internet freedom was launched and
presented at the 10th IGF, 12th November. All editions are available online, with 700 hard copies of the series
publication distributed at the forum.

The launch, chaired by Mr Guilherme Canela and attended by 40 participants, began with a short presentation
by Ms Xianhong Hu: UNESCO has started in 2009 to commission this series aiming to capture the complex
dynamics of Internet governance and provide in-depth analysis and recommendations to its Member States
and other stakeholders, in order to create an enabling environment for freedom of expression online and
offline. The series tackles a wide range of crucial issues ranging from online freedom of expression, privacy,
digital safety to intermediaries liability and Internet governance declarations. All these studies have also
contributed to UNESCO’s comprehensive study “Keystones to Foster Inclusive Knowledge Societies: Access
to information and knowledge, Freedom of Expression, Privacy and Ethics on a Global Internet” as mandated
by Resolution 37 of the UNESCO General Conference.

The concrete titles include:

* Freedom of connection, freedom of expression: the changing legal and regulatory ecology shaping the
Internet

* Global survey on internet privacy and freedom of expression

* Fostering freedom online: the role of Internet intermediaries

* Building digital safety for journalism: a survey of selected issues

* Countering online hate speech

* Principles for governing the Internet: a comparative analysis

WS 123. Indicators to promote evidence-based policvmaking

Transcript
Video

Speatkers: © Name: Alison Gillwald

* Stakeholder group: Civil Society

* Organization: Research ICT Africa (South Africa)

* Describe why this speaker bas been selected: expert in the field of ICT indicators, measurement, policy and regulation
* Have you contacted the speaker? Y

* Do you need help in recruiting speakers from certain stakeholder groups? N

* Name: Hernan Galperin

o Stakebolder group: Technical and Academic Community

* Organization: Universidad de San Andrés (Argentina)

* Describe why this speaker bas been selected: excpert in the field of ICT indicators and measurement
* Have you contacted the speaker? Y

* Do you need help in recruiting speakers from certain stakeholder groups? N

* Name: Taylor Reynolds

* Stakebolder group: Intergovernmental Organisation
* Organization: OECD
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* Describe why this speaker has been selected: expert in the field of ICT indicators, measurement, policy and regulation
* Have you contacted the speaker? Y
* Do you need help in recruiting speakers from certain stakebolder gronps? N

* Name: Nagwa EI-Shenawi

* Stakebolder group: Government

* Organization: Ministry of Communication and Information Technology (Egypt)

* Describe why this speaker bas been selected: excpert in the field of ICT indicators and measurement
* Have you contacted the speaker? Y

* Do you need help in recruiting speakers from certain stakebolder gronps? N

WS 124. Balancing privacy and transparency to promote freedom online

Transcript

V'ideo

Speakers: Danilo Doneda, Advisor to the Consumer Office of the Ministry of Justice, Brazil
Lyad Kallas, Co-founder, Radio Souriali, Syria

Danny O’Brien, Co-founder, Open Rights Group

Eleonora Rabinovich, Google (TBC)

Carolina Rossini, Vice President, International Policy, Public Knowledge

Summary of discussion

"Privacy and transparency do not balance each other, but complement each other", asserted by professor
Joseph Cannataci at the University of Groningenwho has led UNESCO research project "Balancing privacy
and transparency in the context of promoting online freedom of expression".

The session, well attended by 80 participants, was held at the 10th IGF on 10th November. UNESCO
representative Ms Xianhong Hu chaired the session and introduced that UNESCO initiated this research out
of its mandate to promote freedom of expression online and offline. She said this UNESCO research aims to
unpack complexities around transparency and freedom of expression due to the blurred border between
personal and public information on Internet. UNESCO thanks Neitherlands government for its financial
support of the research.

Professor Joseph Cannataci, who was recently appointed as the UN Special Rapporteur on Right to Privacy,
presented the initial findings and recommendations of the research. He disputed the claim that privacy is dead
in the digital age, and said that privacy must be examined at the individual, corporate, state, and international
levels. The study looked at “Google Spain” case, public figures and freedom of expression, anti-terrorism
legislation and privacy protection. It further offers recommendations for national state authorities, private
sector and international society.

For national state authorities, recommendations include encouraging self-regulation and co-regulation of the
private sector, updating existing legal protection frameworks, improving transparency, putting in place
safeguards for secret and surveillance services, encouraging use of encryption and privacy by design, and
stopping support for countries abusing technologies. For the private sector, recommendations are for more
transparency (in internal policies and structures, clarifying privacy policies, issuing transparency reports, and
conducting human rights impact assessments), following higher industrial standards (through self-regulation
and co-regulation), and respecting human rights for all people. Recommendation for international society
include continually emphasizing the importance of rights, negotiating and developing new/existing
international agreements, (e.g., minimize surveillance across borders), improve digital literacy and reduce the
digital divide (teaching digital literacy as a life skill that has a substantial economic impact), promoting
democracy and digital transparency.

During the discussion, it was pointed out that individuals now have a “set of capabilities”: Everybody has the
capacity to collect, process, share and use data,and not only large companies. There is a need to separate
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petrsonal data from information, which serves a key issue at "Google-Spain" case. A number of questions
were raised including self-regulation and co-regulation in balancing transparency and privacy, how to balance
right of citizen journalists to remain anonymous / ptivate and accountable, etc.

The workshop serves a final consultation with stakeholders on the new research, which will be finalized by the
end of year 2015. This study has also been prepared as a contribution to UNESCO’s comprehensive study
titled “Keystones to Foster Inclusive Knowledge Societies: Access to information and knowledge, Freedom of
Expression, Privacy and Ethics on a Global Internetas mandated by Resolution 37 of the UNESCO General
Conference.

WS 125. When Governments Hit ‘Like’ on the ‘War on Terror’

Transcript

V'ideo

Speatkers: © Anja Mibr, Associate Professor, Utrecht University, Netherlands, Academia, Y, leading human rights scholar with
broad an in-depth knowledge of related issues

* Gabrielle Guillemin, Article 19, a London-based human rights organization with a specific mandate and focus on the defense
and promotion of freedom of expression and freedom of information worldwide, Civil Society

* Paul Feblinger, co-founder and Manager of the Internet & Jurisdiction Project, Civil Society

* Melody Patry, Index on Censorship, Civil Society, international organisation that promotes and defends the right to freedom of
expression

* Ephraim Percy Kenyanito, Access, Kenya, Civil Society, human rights scholar with a with experience in Kenyan public sector

* Frank La Rue, UN Rapportenr on Freedom of Expression (2008-2014), Civil Society, an expert on freedom of expression
with extensive international experience in the UN

* Mobammad Najem, Social Media Exchange, Lebanon, Civil Society, SMEX is a media advocacy and development
organization with experience in postconflict media environments (remotely)

Summary of discussion

Main points raised by participants during the discussion:

* Human Rights perspective is underrepresented in the debate: We are not talking about privacy rights, even
less than anticipated. Most of the anti-terror laws that were amended, reviewed, changed, taken back through
courts, it was court decisions, not so much parliamentarian debates that brought in Human Rights concerns.

* Increasing criminalization of speech: One particular thing that we couldn't find after 9/11, is the
criminalization of young people. Censorship has been used against a lot of teenagers in the wake of the Chatlie
Hebdo attacks, there were 132 convictions and a number of them included teenagers as young as 14 or 8 years
old. Anti-terrorims laws have been used in cases with sometimes no direct link or even relation to terrorism.
There is also a fear around the use of encryption and anonymity that is not unlawful.

* Shift to extremism: There are discussions not so much about terrorism, but more and more about extremism.
* Lack of coordination: anti-terrorism legislation is based on many national approaches, but needs to be
approached in a multistakeholder manner.

* Criminalization of journalists: A trend across many countries (UK, Kenya, Ethiopia, etc.) is the use of anti-
terrorism laws against journalists. Participants mentioned several cases, ranging from online searches to arrests
and persecution.

* An artificial tension between terrorism and human rights: There are democratic ways to combat terrorism,
there is no contradiction between safeguarding human rights and national security.

* Double standard in censorship: There is radical violent speech on some issues, for example from anti-
immigration, racist groups, but they are not looked at in the same way as groups related to religious ideologies.
* Privatization of surveillance: should be a state authority, a judge, taking responsibility for blocking of online
content, not private companies.

WS 126. Can Internet rights and access goals be reconciled?

Transcript
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V'ideo

Speakers: © Name: José Clastornik

* Stakeholder gromp: Government

* Organization: AGESIC, Urugnayan government.

* Describe why this speaker bas been selected: As the current president of the ELLAC process, Mr Clastornik can provide ample
experience from the LLAC region in projects that include government involvement in the development of infrastructure.

* Have you contacted the speaker? Y

* Name: Juan Jung

* Stakeholder group: Private Sector

* Organization: Latin American Association of Research Centers and Telecommunication Enterprises (AHCIET)

* Describe why this speaker bas been selected: Mr Jung provides a perspective from telecommunications operators with a strong
presence in developing countries, particularly Latin America

* Have you contacted the speaker? Y

* Name: Helani Galpaya

* Stakeholder group: Civil Society

* Organization: I IRNEasia

* Describe why this speaker has been selected: Ms Galpaya provides valnable cases and best practices from another developing
region, Asia.

* Have you contacted the speaker? Y

* Nanse: Martin Waserman

* Stakeholder group: Private Sector

* Organization: Facebook

* Describe why this speaker has been selected: Mr Waserman has ample experience from the business community in the Latin
American region.

* Have you contacted the speaker? Y

* Nanse: Eduardo Bertoni

* Stakebolder group: Civil Society

* Organization: Center for Studies on Freedom of Excpression and Access to Information, Palermo University School of Law
* Describe why this speaker bas been selected: As co-organizer partner, Dr Bertoni provides the human rights perspective to the
discussion, with bis wide experience concerning human rights and freedom of expression.

* Have you contacted the speaker? Y

* Name: Alison Gillwald

o Stakebolder group: Civil Society

* Organization: ICT Africa

* Describe why this speaker has been selected: Execntive Director of Research ICT Africa, Ms Gillwald provides evidence-based
experience from another developing region.

* Have you contacted the speaker? Y

* Nanse: Carolina Botero

* Stakebolder group: Civil Society

* Organization: Fundacion Karisma

* Describe why this speaker bas been selected: Ms Botero will bring in experience from a 1LAC grassroots organization with a
proven trajectory in advocacy of these issues.

* Have you contacted the speaker? Y

* Name: Sebastian Bellagamba

o Stakebolder group: Technical Conmunity

* Organization: Internet Society

* Describe why this speaker bas been selected: As Regional Burean Director for Latin America and the Caribbean Mr
Bellagamba bas a wide-range of excpertise with the issue, incorporating technical criteria, balanced with business, development and
human rights concerns.
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* Have you contacted the speaker? Y

* Name: Mishi Choundhary

o Stakeholder group: Civil Society

* Organization: Software Freedom Law Center

* Describe why this speaker bas been selected: Ms Chondhary will bring in the perspectives from the global south to the debate.
* Have you contacted the speaker? Y

Summary of discussion

The discussion was crossed by the defining session title: Having you cake and eating it too: can Internet access
goals and human rights be reconciled? If Internet access is defined as a human right it has consequences which
have to be considered to rethink and implement a new framework. But some participants were concerned
about the possibility of defining Internet access as a human right since it is even difficult to define what
Internet access actually is. There was consensus by the end of the session that Internet access is an enabler of
human rights.

Access was discussed both literally with respect to access to infrastructure and more broadly as uses, literacy
and fundamentally access to knowledge. The assessment of value to access with a broader set of skill sets was
considered essential to work on new regulatory frameworks that can guarantee access without compromising
other human rights. Zero rating programs and walled gardens were considered short term issues, the problem
is how to get the next billion into the real Internet. The issue will not be solved if only the supply side is
considered, but the demand should be carefully addressed to bring innovation and exclude discriminatory
practices to the next billion of users.

The discussion addressed the choices facing both policy-makers and citizens when trying to bridge the access
to infrastructure gap in the cases where human rights are at stake. Different regional and cultural scenarios
were analyzed where in some cases Internet access per se was considered more valuable against some
freedoms. But people should not be treated as passive subjects, what is crucial is to provide access that will
enable sustainable social change.

WS 128. Mitigate Online Hate Speech and Youth Radicalisation

Transcript
Video

Speatkers: Sunil Abraham, Executive Director of Center for Internet and Society, Bangalore, India
Gabrielle Guillenzin, Senior Legal Officer, Article 19

Iyad Kallas, Co-founder, Radio Souriali, Syria

Judith Lichtenberg, Execntive Director of the Global Network Initiative (GNI)

Neide de Oliveira, Federal Prosecutor of MIL programme

Eve Salomon, Former Chair of the Internet W atch Foundation

Representative from Council of Europe (TBC)

Summary of discussion

This was a very interactive session, with a wide range of panellists, with different backgrounds, representing the
views of a variety of stakeholders. The interaction with the audience was also quite intense, with a strong
participation of youth people attending IGF.

UNESCO Chair started by undetlining main conclusions coming from the recently launched publication
Countering Online Hate Speech and from this year’s International Conference: Youth and Internet, fighting
radicalization and extremism . The panel was requested to comment on the need of having more precise

definitions on those terms.

Panellists agreed that although Hate Speech is narrowly defined by International Law, stakeholders talking
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about the issue do have different concepts in mind and therefore, it is important to keep debating what we are
the characteristics of this phenomenon, particularly in its online format. The panel strongly underlined that any
restrictions should follow the standards present in the ICCPR, particular the tri part test.

Panellists also remembered that the “radicalization” concept should be further discussed particularly when we
are discussing “youth radicalization”. According to Frank, which was followed by others, it is a caractheristic of
young people to engage in radical speech (May, 1968, for instance), which, not necessarily, should be regulated
and/or forbidden.

The actual environment where young people are inserted also matters very much to understand the production
of hate speech and further research needs to take this into account to assist policy maker in developing better
solutions for this urgent problem.

Many panellists underlined that the key issue to be addressed is the radicalization and the speech that leads to
violence (in many formats). The risk with broader definitions, also accordingly to many panellists, is to use the
“hate speech” agenda as a sort of Trojan horse to implement surveillance and regulation against legitimate
speech, as the political speech.

Panellists also criticized the transfer of responsibilities to private players (intermediaries and ISP, for instance),
with a strong lack of accountability and transparency, when it comes to taking down allegedly hate speech

content.

WS 131. Commonwealth approach on National Cvbersecurity Strategies

Transcript

Video

Speatkers: Name - Mr Shola Taylor,

Stakeholder group - intergovernmental organization

Onrganization - Commonwealth Telecommunications Organisation

Describe why this speaker has been selected - To present the Commonwealth approach for developing National Cybersecurity
Strategies as the Secretary General of the CTO

Have you contacted the speaker? Yes

Name - Mr Mark Carvell

Stakeholder gronp - Government

Onrganization - Department for Culture, Media and Sports, UK

Describe why this speaker has been selected: UK supported the development of the Commonwealth approach for developing
National Cybersecurity Strategies and its implementation across the Commonwealth

Have you contacted the speaker? Yes

Name - Belisario Contreras

Stakeholder group - intergovernmental organization

Onrganization: Organisation of American States

Describe why this speaker has been selected: OAS contributed to the development of the Commonwealth approach for developing
National Cybersecurity Strategies

Have you contacted the speaker? No

Summary of discussion

* public/ptivate coopetation is critical to remove illegal content and secuting the cooperation of Internet
Service Providers (ISPs) is important

* the CTO should be open in sharing its capacity-building strategies with international non-governmental
organisations

* engaging non-technical experts to create Cybersecurity awareness materials for Internet users is key

* developing technical standards for addressing malware and related risks is importance
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* there is value in fostering linkages with the African Union Convention on Cyber Security and Personal Data
Protection, in view of the synergies with the CTO initiative.

WS 132. Transnational Due Process: A Case Study in MS Cooperation

Transcript

V'ideo

Speakers: The roundtable was composed of people who bave followed directly the Internet & Jurisdiction Project, with an effort to
represent the range of stakebolder groups as well as geographic and gender diversity.

ANNE CARBLANC

Head of Division, Directorate for Science, Technology and Industry
OECD

International Organization

Confirmed

EII. EEN DONAHOE
Director Global Affairs
Human Rights Watch
Civil Society

Confirmed

BYRON HOLILAND
President and CEO
CIRA (Canadian ¢T1.D)
Technical Community

Confirmed

CHRISTOPHER PAINTER
Coordinator for Cyber Issues

US Department of State
Government

Confirmed

SUNIL. ABRAHAM
Executive Director

CIS India

Civil Society

Confirmed

WILL. HUDSEN

Senior Advisor for International Policy
Google

Private Sector

Confirmed

DUNJA MIJATOVIC
Representative on Freedom of the Media
OSCE

International Organization

Confirmed

Matt Peranlt

Head of Policy Development
Facebook
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Private Sector

Confirmed

Elvana THACI

Offucer at the Internet Governance Unit

General Directorate of Human Rights, and the Rule of Law
Council of Enrgpe

Inetrnational Organization

Summary of discussion

How to address the tension between the cross-border nature of the Internet and a patchwork of national
jurisdictions is one of the most pressing Internet governance challenges. To preserve the global character of
the Internet, it is necessary to collectively develop innovative cooperation mechanisms that guarantee
interoperability and due process across borders. Failure to do so might result in a re-fragmentation of
cyberspaces along the boundaries of national territories and tearing up of the very fabric of the Internet.

The workshop “Transnational due process: A case study in multi-stakeholder cooperation” brought together
actors from government, civil society, Internet platforms, DNS operators and international organizations
engaged in the Internet & Jurisdiction Process. It highlighted the urgency of dealing with this issue and the
need to focus on procedural harmonization to establish transnational legal cooperation mechanisms.

WS 134. Organising an Internet Social Forum - Occupy the Internet

Transcript

V'ideo

Speatkers: Roberto Bissio — Third World Network, and Social Watch Network (Civil Society) - Roberto is one of the most well
known global civil society leaders today and has been involved in early uses of Internet among movements.

Sally Burch - Agencia Latinoamericana de Informacion (Civil Society) - Leads a key platform in Latin America on
communication rights issues, which set of issues underly any claims for a People's Internet

Parminder Jeet Singh - IT for Change - India based NGO in Special Consultative status with UN ECOSOC
Summary of discussion

The workshop began with Parminder Jeet Singh, of Just Net Coalition, introducing the idea of an Internet
Social Forum (ISF). To explain ISF's purpose, he took the Internet Governance Forum (IGF) itself as a point
of departure. He described how the IGF is a forum where civil society speaks with powerful businesses and
governments, making it a constrained place for real discussions. We therefore need a space, specifically for civil
society, in the area of Internet governance to radicalise ourselves and freely develop an agenda stemming from
public interest, with no constraints. ISF is supposed to be such a space. The ISF isrecognised as a thematic
forum of the World Social Forum (WSF). Everyone who accepts the charter of the WSF is invited to
participate in the ISF.

He then declared that there are two groups that have proposed to hold the first ISF in late 2016, one from
Turkey and another from India. The final decision about the venue and dates would be taken soon. He also
pointed to the website of the ISF at www.internetsocialforum.net/ where more information about the initiative
could be accessed. A major objective of the ISF is to get progressive techies and social justice activists together,
who have similar basic objectives but perhaps different ways of working towards them.

The first speaker at the workshop was Mishi Choudhary of the Software Freedom Law Centre. She introduced
the work of her organisation in the area of free software, in the US and India. Then she described how both
corporations and governments have huge resources at their disposal. They are always able to develop their
views well, network internally and push their objectives. And they then make deals among themselves, and
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after the cast is set, often invite civil society to the table, just to legitimise what they have mutually agreed on. It
is important that civil society realises its own power, the power of people, of numbers. She went on to say that
we spend a lot of time talking to people who have worked intensely on IG issues but we ate really not talking
to those on the outside - those who have been waging struggles at the grassroots, groups dealing with open
source software, climate change, disarmament, and so on. We need a space where all of us can come together,
talk and exchange notes freely. Not just these communities, but general people, young and old. In India we saw
with the “Save the Internet” initiative what such coming together can achieve. With that, she invited the
participants to come and join the ISF.

Later, Alex Gakuru of CODE-IP Trust addressed the group. He took the constraints of the IGF as his point
of departure. He described how when civil society groups come to the IGF they should have 'balanced' views,
which involve some kind of negotiated positions, so that everyone can agree on something. But then the
question is, are human rights negotiable? And then, in all this talk of 'multistakeholderism', no one cleatly
knows what the term means. Who is a stakeholder? None of these things are clear as, for instance, the meaning
of democracy itself.

Hindenburgo Peres from University of Sao Paolo was the final speaker on the panel. He welcomed the idea of
having a forum of real civil society actors, a space where they can collect and collaborate, instead of having to
be alongside representatives from private organisations like Facebook or Google. It was necessary to develop a
new Internet governance model. The governance of the Internet today, he commented, has become geopolitics
of the Internet rather than real Internet governance.

WS 135. National and Transnational Internet Governance: Jurisdiction
Transcript

V'ideo

Speatkers: i) Benedicto Fonseca, Government, Director of the Scientific and Technological Department, Ministry of External
Relations, Brazil (confirmed)

7) Jandyr Ferreira dos Santos [r, Government, Head of the Information Society Division, Ministry of Excternal Relations, Brazil
(confirmed) :: The Brazilian Government raised the issue of internationalization in the review of ICANN's accountability process
and the transfer of LANA functions in recent GAC meetings.

2z) David Martinon, Government, French Ambassador at large for Internet and the Information Society :: During the GAC
meetings, the French government has shown interest in the debate around ICANN jurisdiction. (confirmed)

) Michael Niebel, Enropean Commission :: During the GAC meetings, the Eunropean Commission bas shown interest in the
debate around ICANN jurisdiction. (confirmed)

v) Avri Doria, Technical Community, Policy & Governance Adpisor with dotgay I.1.C :: Ms. Doria is a seasoned Internet

governance researcher and conld provide valuable input to the subject of jurisdiction, especially with regards to its bistory within
ICANN. (confirmed)

vi) Virgilio Almeida, Government, CGLbr :: Coordinator of the Brazilian Internet Steering Committee. Deeply involved with the
organization of the NE Tmundial Meeting. One of the most knowledgeable scholars and practitioners in the field of
multistakebolder Internet governance. (confirmed)

vii) Professor Jan Scholte, Technical Community, School of Global Studies at the University of Gothenburg :: Professor Scholte is
one of the 7 especial advisors to the CCWG-Acconntability and his area of expertise is Global Accountability and Transparency.
He can provide an academic perspective to the debate on jurisdiction. (confirmed)

viti) Tobias Mabler, Associate Professor, Norwegian Research Center for Computers and Law :: Prof. Mabler has written

extensively on internet governance and especially on ICANN related processes such as the new GTLD implementation and its
impacts (confirmed)
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Summary of discussion

The issue of jurisdiction might trigger a number of different topics in the debate over internet governance. The
idea of the panel was to address a couple of those, with focus on the role jurisdiction can play in the
framework of relevant players in the governance of the internet. Due to the background of the participants, It
was expected that they would focus on the issue concerning ICANN and the debate over jurisdiction in the
CCWG and in other fora. The session was intended to be an actual roundtable, but due to the format of the
room, we've had short remarks from pre-selected participants and the rest of the time was dedicated to Q&A.

Mr. Pedro Ivo, from the Brazilian Ministry of Foreign Affairs, mentioned that Brazil was one of the
participants in the CCWG that brought up the issue of jurisdiction, together also with participants. He
mentioned that jurisdiction directly influences the way that ICANN's accountability process ate structured, and
operationallized. So the fact that ICANN today operates under specific legislation grants ICANN certain
rights, but it also imposes some limits with respect to the accountability mechanisms that the entity can adopt.
According to the panelist, because of time constraints, the CCWG has decided not to to touch this topic of
jurisdiction in the first phase, but rather leave it to the subsequent phase, to the post-transition phase because
there are many questions that ate open and the group need to have a better understanding of some aspects of
the concept of jurisdiction before actually moving forward and being able to give any specific concrete
recommendations on that aspect. However, the panelist stressed that jurisdiction is a concept that entails a
number of different layers and aspect that need to be addressed. He mentioned some of those aspects such as:
the implications of the physical presence of ICANN in a certain jurisdiction (not only its headquarters but also
the other international offices); the contracts, for registrars and registries; the ability to sue and be sued in a
specific jurisdiction, for example, for action or inaction of ICANN staff, for redress, review of core decision
and other aspects; and the relationship between ICANN and national jurisdictions for particular domestic
issues, for example, ccTLD managers ot protective names for international institutions, country and
geographic names.

Professor Jan Scholte discussed the scope of the issue of jurisdiction and the IANA transition, addressing the
arguments that have been made for keeping the status quo in the sense of the incorporation of ICANN
jurisdiction in the state of California. Afterwards he mentioned some of the objections that have been made to
that situation and suggested alternatives that have been voiced in the course of the discussions. Finally, he
addressed how those alternatives have been pushed to the long term by arguments of pragmatism, so that in
the end, jurisdiction that used to be in the Affirmation of Commitments (Article 8) has been moved into the
new bylaws of ICANN in the transition process.

Mr. Finn Petersen, representative from the Danish Business Authority, stressed that an institution like ICANN
is there to serve the global public interest, and as such, this is important in the question of jurisdiction. He
criticized the solution of having a jurisdiction clause such as the one mentioned by Professor Jan inserted into
the bylaws of ICANN, preventing, if ever in the future should be necessary, the community of ICANN to have
the possibility to move the entity out of California. The panelist stressed the issue of flexibility. An ideal
jurisdiction, Mr. Finn remarked need to comply with different aspects such as stability and legal certainty in
that country, the presence of good infrastructure, good taxation system, and a strong culture of transparency.

Professor Tobias Mahler started his presentation by distinguishing jurisdiction, applicable law, and
enforcement. He emphasized that moving ICANN's jurisdiction is not really politically realistic in the current
process. Stressing that such a move was not necessary, professor Tobias argued that the solution some have
suggested concerning the role of international entities in the Swiss Law might not be ideal one. Apart from
non-essential issues faced in the past, such as the prohibition of lotteries in the State of California (that have
led us to the controversial digital archery issue), the panelist affirmed that there is no big structural problem
with the current jurisdiction that requires a major change. The mentioned that US courts have been very
cautious in treating ICANN and Domain Name System issues. The recent case involving the Iranian ccTLD,
but also issues related to antitrust and competition laws where ICANN has usually been able to evict local laws
or avoid any of the problems are another example. So the question, as stressed by the panelist, was what really
is the problem and how much of it really boils down to a symbol of US power and how much of it is reality
and what part of that really can we do something about.
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In the Q&A members of the audience were invited to continue the conversation over the jurisdiction of
ICANN or to raise different topics concerning jurisdiction in the Internet governance debate (such as data
localization and taxation, for instance). Most of the questions addressed the issue of jurisdiction in ICANN and
how this debate could continue along with the transition process. Some of the questions from the audience
mentioned the adequacy of the Swiss Law to the suggested mechanism for hosting an entity that would
maintain an international status, the broad range of subjects that the debate of jurisdiction entails (such as
intellectual property) and the current status of this debate in the transition of the IANA functions.

WS 136. Through the Looking Glass: enhanced cooperation in LAC

Transcript

V'ideo

Speatkers: Name: Lynn St. Amonr

Stakebolder gronp: (civil society; government; intergovernmental organization; private sector; technical community) Technical
community

Organization: Internet Matters

Describe why this speaker has been selected: Ms St Amour has been selected as an exipert in the subject considering ber extensive
experience in the evolution of global Internet discussions. Her extensive experience in Internet governance since the WSIS days and
the evolution of the discussion of enhanced cooperation are valuable assets to provide insights and input into the regional dimension
in her role as moderator.

Have you contacted the speaker? Y

Name: Rodrigo de la Parra

Stakeholder group: (civil society; governmenty intergovernmental organization; private sector; technical community) Technical
community

Onganization: ICANN

Describe why this speaker has been selected: As the VP for the ICANN LAC region, Mr de la Parra has an overarching view
of different processes and will be able to help articulate the different experiences presented by the speakers in his role as moderator..
Have you contacted the speaker? Y

Name: Eleonora Rabinovich

Stakeholder group: (civil society; government; intergovernmental organization; private sector; technical community).Private sector.
Organization: Google

Describe why this speaker has been selected: As the Policy Manager for Latin America and the Caribbean, Mr Less bas extensive
Fknowledge on the challenges and opportunities of the LAC region for enhanced cogperation mechanisms.

Have you contacted the speaker? Y

Name Carla Valverde

Stakeholder group (civil society; government; intergovernmental organigation; private sector; technical community). Costa Rican
Qovernment

Organization: Ministry of Science, Technology and ‘Telecommunications

Describe why this speaker has been selected The Ministry has been extensively involved in the local initiatives in Costa Rica, such
as the Internet Governance Council, coordinated and the establishment of a CSIRT, in cooperation with other organizations such
as NIC.CR. This Ministry bas a long standing tradition of participation in the discussions around the NE Tmundial Initiative
and the Costa Rican government has voiced a strong position in favour of multistakebolder, open and bottom-up Internet
governance.

Have you contacted the speaker? Y

Name: Sebastian Bellaganba

Stakeholder gronp (civil society; government; intergovernmental organization; private sector; technical community): Technical
Commmunnity

Onrganization: ISOC

Describe why this speaker has been selected: Mr Bellagamba bas been actively involved in most of the collaborative processes that
are described as a starting point of the discussion, supporting initiatives such as LACIGF, el . AC and Netmundial.
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Have you contacted the speaker? Y

Namse: VValeria Betancourt

Stakeholder group (civil society; government; intergovernmental organization; private sector; technical community) Civil society
Onganization APC

Describe why this speaker has been selected: Ms Betancourt has a proven record of experience from civil society in the development
of regional multistakebolder efforts (el AC and I.ACIGF).

Have you contacted the speaker? Y

Name: Juan Ferndndez

Stakeholder group (civil society; government; intergovernmental organigation; private sector; technical community): Cuban
Government

Onganization: Ministry of Communications

Describe why this speaker has been selected: Mr Ferndndez; provides a critical perspective on the development of Internet governance
processes and has been _following the evolution of these processes both regionally and globally for over a decade.

Have you contacted the speaker? Y

Name: Ariel Graizger

Stakeholder group (civil society; government; intergovernmental organigation; private sector; technical community): Private sector
Organization: CABASE

Describe why this speaker has been selected: As the leading Internet association in Argentina, CABASE bas also been involved
in the development of IXPs in Argentina and through international Internet eXchange Federation. The development of this
infrastructure is mainly possible thanks to enhanced cooperation practices. In the past year, CABASE has been encouraging
multistakebolder platforms for the national dialogne on Internet regulation in Argentina.

Have you contacted the speaker? Y

Name: Demi Getschko

Stakeholder group: (civil society; government; intergovernmental organization; private sector; technical community) Technical
community

Organization: NIC.br /| CGLbr

Describe why this speaker has been selected Mr Getschko has been involved in the development of national and international
initiatives in the last years - from Netmundial to the consolidation of national forums in Brazil addressing governance and other
technical issues of the Internet that, including bis pioneering role in the development of the Internet in Brazil will be able to frame
the highlights of the recent past within a broader framework.

Have you contacted the speaker? Y

Summary of discussion

The concept of enhanced cooperation was contextualized historically as one of the major issues during WSIS
negotiations at Tunis 2005 and as a concession for governments at the Tunis Agenda. Even though the
concept is loaded with political implications, the practice in the last decade has reflected innovative turns in the
region as well as a revision in other global forums.

One of the key issues that emerged from the discussions was the need to integrate more governments in the
processes. At the same time it was also noted that more governments have participated at the LACIGF
program committee this year. Civil society participants also noted the reduction of spaces for their participation
in the region. The ELAC process should be revised to guarantee more civil society participation. National
efforts serve to strengthen regional processes.

In LAC, there is a perception that the agenda of Internet governance has changed from government to state
policy. This is slowly paving the way for more government participation, although this is still considered

insufficient. There are different speeds of participation from different stakeholders. An important takeaway is
that the region has begun to learn to work from disagreements and this is a progtess for the region.

WS 139. Enabling the Next Billion Users through Universal Acceptance

Transcript
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V'ideo

Speakers: Dr. Wanawit Abkuputra

Government Sector

Deputy Excecutive Director

Electronic Transactions Developement Agency (Public Organization)

Ministry of Information and Communication Technology

Royal Thai Government

Dr. Abkuputra is also Vice Chair of ICANN's Governmental Advisory Commiittee
Yes, Dr. Abkuputra has been contacted and agreed to participate.

Pensri Arunwatanamongteol, Thailand
Private Sector

Pensri is the .th Technical Contact at the THNIC  Foundation, the supporting organization of .th ccTLD. She is leading the
team to support and promote the use of .\ (dotthai IDN ¢cTLD) and Email Address Internationalization in Thai  language.
Yes, Pensri A. has been contacted and agreed to participate.

Monbammet Diop, Senegal

Technical Community

Khewenl (An ICANN accredited registrar) Mouhammet Diop is an African Internet community leader, head of one of only ten
African ICANN accredited registrars and a former ICANN Board member. Moubammet understands the many problems in
bringing the Internet to the broad African community.

Yes, Moubhammet has been contacted and agreed to participate.

Dr. Govind, India

Government | Private Sector

NIXT

Dr. Govind worked in the government for the last 25 years and thereafier joined National Internet Exchange of India(NIXI) as
CEO jor last 4_years. National Internet Exchange of India (NIXI) was formed for the purpose of peering of Internet Service
Providers amongst themselves and for routing the domestic traffic within India. NIXI also manages the .IN Registry for the IN
conntry code top level domain name and National Internet Registry for allocation of IPv4 and IPv6 addresses. The introduction of
Internationalized Domain Names (IDNs) enabled use of domain names in languages other than English This feature is expected
to enhance the reach and relevance of Internet for remote and far flung villages, further bridging the digital divide India has 22
official languages and 1.2 billion population. With the introduction of IDNs and Universal Acceptance, it will help bridge the
digital divide.

Yes, Dr. Govind has been contacted and agreed to participate.

Awnthony Harris (Argentina)

Private Sector

CABASE

Anthony Harris is the co-founder and Executive Director of CABASE, the Argentina Internet Association. Mr. Harris has
been a leading pioneer in developing a business vision for the Internet in Latin America and the Caribbean. Mr. Harris’ long-
standing experience provides him with a complex lens as to how to promote the expansion and the adoption of the Internet being
acutely aware that without widely available and affordable infrastructure, Internet services are not able to take off in developing
regions. In addition, be has an excellent ability to communicate complex and controversial issues to different audiences.

Yes, Anthony Harris has been contacted and agreed to participate.

Nasser Kettani, Morocco

Private Sector

Microsoft

Nassar Kettani has been Microsoft's Chief Technology Officer for Middle East and Africa, has 26 years of excperience in the
software industry working for leading I'T companies including Rational Software, IBM and Microsoft. His background includes
Software Design and Development, Project Management, Consulting, International Standardization, Sales and Marketing.
Yes, Nasser Kettani has been contacted and agreed to participate.

Zhugnan (Zubin) LI, China
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Technical Community

CONAC

Zbuguan L1 is an Engineer in DNS/DNSSEC and bas been engaged in practice and research of DNS/DNSSEC for a long
time and quite familiar with IDN related specifications and practice. He is keen with the promotion of Chinese IDN in e-mail
and technical practices. Zubin participated in the discussion of IDN application and DNS software development in Hongkang,
Macao, and Taiwan. He is also very familiar with the IDN universal acceptance in browsers and e-mails.

Yes, Zhuguan 1i has been contacted and agreed to participate.

Alireza Saleh, Iran

Technical Community

ICANN, Dot Asia, .ir ccT1.D

A speaker at last year's IGE workshop, Mr. Saleh will cover lack of Universal Acceptance in a developing countries including
right to left scripts. Alireza Saleh is a Member of the Registry Services Technical Evaluation Panel at ICANN. He is the former
CTO of the .ir cTLD. Mr. Saleb serves as one of the monitors of the current ICANN IDN tests. He is a sponsor and Board
member at Dot Asia. Mr. Saleh has been involved in network technology for the last 13 years. Prior to joining the .ir «TL.D, he
worked with the Iranian Academic NETwork. He has also been involved in the IDN Development for the Persian and Arabic
Language. He actively participates in IETT, RIPE, ICANN, ITU-T, APTLD and CENTR meetings.

Yes, Alireza Saleb has been contacted and agreed 1o participate.

Dusan Stojicevic (Serbia)

Private Sector

RNIDS, the Serbian National Internet Domain Registry

Dusan Stojicevic is Chairman of the Board of RNIDS, the Serbian National Internet Domain Registry. Mr. Stojicevic helped
establish this registry, which ranks second in the most Cyrillic domain names registered. Mr. Stoficevic will be a speaker at the
Russian IGF (in a session about IDNs and Cyrillic character usage cases); at RIPE SEE meeting in Belgrade (Serbia), and at
EuroDIG (European IGF) in June in Sofia (Bulgaria).

Yes, Dusan Stoficevic has been contacted and agreed to participate.

Jiagui (Kevin) XIE, China

Technical Community

CONAC

Jiagui XIE is Director of Domain System Department of CONAC. Mainly engaged in the IDN TLD system development and
Post Delegation Test in the past, Kevin now is involved in system operation of IDN TL.Ds and other system R&D. He is one of
the Chinese character experts in the Chinese IDN Label Generation Panel project, and has published 6 REC drafts related to
EPP and DNS. He is