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DESA Mission Statement

The Department of Economic and Social Affairs of the United Nations Secretariat is a vital
interface between global policies in the economic, social and environmental spheres and
national action. The Department works in three main interlinked areas: 1) It compiles,
generates and analyses a wide range of economic, social and environmental data and
information on which States Members of the United Nations draw to review common
problems and to take stock of policy options; 2) It facilitates the negotiations of Member States
in many intergovernmental bodies on joint course of action to address ongoing or emerging
global challenges; and 3) it advises interested Governments on the ways and means of
translating policy frameworks developed in United Nations conferences and summits into
programmes at the country level and, through technical assistance, helps build national
capacities.

Note by UNDESA

The designations employed and the presentation of the material in this publication do not
imply the expression of any opinion whatsoever on the part of the Secretariat of the United
Nations concerning the legal status of any country, territory, city or area or of its authorities
or concerning the delimitation of its frontiers or boundaries. The term ‘country’ as used in the
text of this publication also refers, as appropriate, to territories and areas. Since there is no
established convention for the designation of “developed” and “developing” countries or areas
in the United Nations system, this distinction is made for statistical and analytical purposes
only and does not necessarily express a judgment about the stage reached by a particular
country or region in the development process. Mention of the name of any company,
organization, product or website does not imply endorsement on the part of the United
Nations. The views expressed in this publication are those of the individual authors (see
acknowledgements) and do not imply any expression of opinion on the part of the United
Nations.
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CHAIR’S SUMMARY

Executive Summary & Highlights

Held from 12 to 14 November 2018, the Internet Governance Forum (IGF) brought together 
representatives from governments, the technical community, business and civil society to discuss 
amplifying digital cooperation. This IGF, convened for the thirteenth time since its establishment in 
2005, was hosted by the Government of France at the headquarters of the UN Educational, Scientific 
and Cultural Organization (UNESCO) in Paris. The IGF provided a substantive multistakeholder 
platf orm for engaged and informed discussions about policy issues pertaining to the Internet, and how 
the Internet can support and fulfil the nexus of respecting human rights and achieving the Sustainable 
Development Goals. 
 

What’s Unique About IGF 2018  

For the first time in its history, the IGF was presided at the highest level by both the host country - the 
Government of France - and the United Nations Secretariat. UN Secretary-General (SG) António 
Guterres addressed the IGF, marking the first time in the Forum’s history that an SG has attended in 
person. President Macron addressed the IGF at the opening ceremony.

 

https://sustainabledevelopment.un.org/sdgs
https://sustainabledevelopment.un.org/sdgs
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Also for the first time in its history, the IGF was convened not as a standalone event but as part of a 
series of events strategically scheduled by the host country - for Paris Digital Week - that also featured 
the inaugural events of the Paris Peace Forum and the Govtech Summit. Also unique to IGF 2018, a 
Head of State, President Macron, launched the “Paris Call for Trust and Security in Cyberspace” - a 
framework for regulating the Internet and fighting back against cyber attacks, hate speech and other 
cyber threats.

Participants also had the chance to give input to the Secretary-General’s High-level Panel on Digital 
Cooperation and interact with the panel’s members through an open forum session in the programme. 
The Panel was announced on 12 July this year. Its purpose is to advance a dialogue on international 
cooperation, identify good examples and propose modalities for working across sectors, disciplines 
and borders to address current and future challenges in the digital age.

New on the road to IGF 2018 was the public call for issues to better understand which themes or topics 
the broader IGF community wished to see discussed. This resulted in a more thematic programme, 
answering the community’s request for more concrete, focused and cohesive discussions during 
the IGF annual meeting. Eight themes formed the backbone of the 2018 agenda: (i) Cybersecurity, 
Trust and Privacy; (ii) Development, Innovation and Economic Issues; (iii) Digital Inclusion and 
Accessibility; (iv) Emerging Technologies; (v) Evolution of Internet Governance; (vi) Human Rights, 
Gender and Youth; (vii) Media and Content; and (viii) Technical and Operational Issues. 
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IGF 2018 in Numbers 

During the course of the three days, more than 3000 delegates participated in 171 sessions, both 
onsite and remotely. Paris welcomed participants from 143 different countries. 62% of these were IGF 
newcomers and 43% were female.

Among the 3000 plus participants, approximately 1000 people participated online. 101 different 
countries were represented online, with the majority of the participation coming from France, United 
States, Brazil, Nigeria, United Kingdom, India, Iran, Bangladesh, and Germany.
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In addition to the Opening and Closing Sessions, the IGF 2018 programme featured 8 thematic main 
sessions; 71 workshops; 27 open forums; 5 individual best practice forum (BPF) sessions; 15 individual 
dynamic coalition (DC) sessions; 5 individual national, regional, and youth (NRIs) collaborative 
sessions; 14 sessions classified as “other”; and 24 lightning sessions; for a total of 171 sessions in the 
overall programme. The reduced number of sessions in the programme compared to previous years 
is the result of the MAG’s new ‘programme shaping approach’, which aimed at having more concrete, 
focused discussions, and fewer parallel or duplicate sessions, with a clear thematic orientation.

The Cybersecurity, Trust and Privacy theme had the highest number of sessions (28), followed by 
Development, Innovation and Economic Issues (26), Human Rights, Gender and Youth (26), Digital 
Inclusion and Accessibility (22), Evolution of Internet Governance (18), Emerging Technologies (15), 
Media and Content (10), and Technical and Operational Topics (9). There were also 17 other sessions 
that did not fall under any of the main themes listed above.

Organizations from five different continents joined the IGF Village, with 56 booths to share their 
work with the Forum’s participants. The Village included representatives from all  stakeholder groups: 
intergovernmental organizations, governments, private sector, civil society and technical community.
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There were also 35 remote hubs organize around the world. These included all regions, with 42% from 
Africa and 23% from both the Latin America and Caribbean and the Asia-Pacific regions, with an 
active online presence, video-sharing and live-comments. There was more than one hub in Argentina, 
Chad, Côte d’Ivoire, India, Nigeria and Yemen.

There were 111 National, Regional and Youth IGFs (NRIs) present at the IGF 2018 compared to 
97 NRIs in the 2017 annual meeting. Since the 2017 annual meeting of the IGF, 9 more countries 
have established IGF processes, increasing the number of national IGFs to 80, and 5 communities 
established Youth IGFs, increasing the total number to 14. The total number of regional IGF initiatives 
did not change during this time.

Of the 111 NRIs, 48 were physically present at the Paris IGF and 36 actively participated at the NRIs 
main session on the evolution of Internet governance, with a focus on the multistakeholder approach. 
32 different NRIs were involved in preparing 5 NRIs collaborative sessions during the IGF 2018 which 
focused on access, cybersecurity, digital economy, emerging technologies and fake news.

The IGF 2018 was followed by more than 80 journalists and covered by major global media outlets.

http://intgovforum.org/multilingual/igf-2018-remote-hubs
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IGF 2018 MESSAGES

Highlights on the Opening Session

At IGF 2018, Secretary-General António Guterres, President Macron and other leaders called for 
stronger measures to curb the negative uses of the Internet and to boost the opportunities it brings, 
especially in leaving no one behind.

Secretary-General Guterres’ opening address to the Forum noted the importance of the work being 
done in the Internet governance space and described the vast changes that have occurred in the 
field since the IGF was established. Moving forward, he made three recommendations: (i) calling 
for a multidisciplinary approach, involving experts not traditionally involved such as philosophers 
and anthropologists; (ii) encouraging the development and use of a shared language to make the 
work of the community more inclusive, accessible and relevant to a wider audience, and incorporate 
contributions from diverse fields, such as trade and human rights; and (iii) calling for efforts to draw 
“weak and missing voices” into the IGF’s work, promoting the accessibility and connectivity of the 
Internet of all people but especially the underserved and marginalized communities. (link to full 
statement of the Secretary-General)

President Macron sent an equally clear message for a strengthened IGF which should ‘produce 
tangible policy proposals’ and given more policy relevance in the UN system. He called on the IGF to 
monitor the evolution and implementation of the “Paris Call for Trust and Security in Cyberspace”. 
President Macron also suggested the IGF be directly attached to the United Nations Secretary-General. 
He further made a call for common regulation in the areas of suppressing illegal or undesirable 
content, hate speech and cyberbullying and ensuring freedom of expression, access to information, 
cultural diversity, fair taxation in the digital world, and further expansion of General Data Protection 
Regulation (GDPR). The importance of journalism was raised by President Macron, who stated that 
creative works online ‘have a value and therefore a price’, to emphasize that supporting content creators 
ensures the quality and sustainability of our news media. (Please see full script of English translation of 
President Macron’s speech)

Two thematic high-level panels in the opening session were also convened, one focusing on the new 
challenges of Internet governance, such as cybersecurity, data protection, cyber criminality and digital 
inclusion, and the other on strengthening Internet governance and the IGF. (link to agenda of High 
Level Panels)

Cross-cutting Messages

IGF 2018 clearly recognized the rapid evolution of the Internet and the huge potential of new 
technologies in bringing growth and benefits to all. There are concerns that impacts of the new 
developments on security and human rights might limit or jeopardize the positive effects for 
humankind as a whole. The growing complexity of the policy issues pertaining to the Internet calls for 
a strengthened multistakeholder and multidisciplinary Internet Governance approach.

https://www.un.org/sg/en/content/sg/speeches/2018-11-12/address-internet-governance-forum
https://www.un.org/sg/en/content/sg/speeches/2018-11-12/address-internet-governance-forum
https://www.diplomatie.gouv.fr/en/french-foreign-policy/digital-diplomacy/france-and-cyber-security/article/cybersecurity-paris-call-of-12-november-2018-for-trust-and-security-in
https://www.intgovforum.org/multilingual/content/igf-2018-speech-by-french-president-emmanuel-macron
https://www.intgovforum.org/multilingual/content/igf-2018-speech-by-french-president-emmanuel-macron
http://igf2018.fr/wp-content/uploads/2018/11/IGF-Paris-2018-High-Level-Meeting-ENGLISH.pdf
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1.  Cybersecurity, Trust and Privacy

There was a consensus on the importance and relevance of cybersecurity to generate and preserve the 
trust essential to maximize the potential benefits of cyberspace and the future of the digital economy. 
New technologies and the Internet of Things are now key drivers of the digital revolution. At the same 
time, these technologies complicate the cybersecurity question in multiple dimensions, introducing 
new issues and engaging a multiplicity of players. This in turn calls more than ever for multistakeholder 
and multidisciplinary answers that are not limited to technical solutions strictly aimed at eliminating 
threats. Cybersecurity and privacy are often intertwined and interdependent as they impact the trust 
in the digital space. A better understanding of how algorithms affect people’s lives, and their impact 
on privacy and human rights, will allow adequate technical and policy solutions to avoid and mitigate 
risks and adverse impacts, and preserve the open, free and secure nature of the Internet. Cyberspace 
is different, but not separate from, the real world. On the one hand, it is widely accepted that the 
existing principles that form a sound basis of our world and societies should also be respected as basic 
principles in Internet governance. On the other hand, specific answers and implementation approaches 
are needed for new developments and challenges inherent to cyberspace - that by design, is different 
from the physical space. Digital threats affect the entire Internet ecosystem, and cybersecurity and 
privacy solutions may have cross-border, cross-disciplinary and cross-sectoral implications. This 
creates opportunities for legal interoperability and close cooperation between countries, between the 
developed and developing world and among different stakeholder groups. Cybersecurity measures 
should protect people. Informed users, aware of the risks and conscious of their behaviour, will take 
better decisions when participating in online activities. Cybersecurity norms can serve as a mechanism 
for state and non-state actors to agree on responsible behaviour given that the speed of legislation often 
struggles to keep up with the pace of changes in the sphere of cybersecurity.

2.  Development, Innovation and Economic Issues

As societies and economies try to seize the technological moment and harness the power of the 
Internet for development, calls are growing to ensure those development strategies are inclusive, 
equitable, transparent and take into account potential risks and unintended consequences. Concerns 
over the impacts of automatization on global labour markets, and potentially hasty technological 
adoption without appropriate policy considerations, persist in the development context. Assumptions 
in technological advances are also being challenged - is the advent of mobile Internet, versus fixed 
Internet, a necessary good in all developing economies?

Chief among the suggested efforts to better understand how new technologies are appropriated and 
used, as well as their wider societal impacts, is to squarely place a focus on youth. 71% of the world’s 
youth are connected to the web; their experience and ability to benefit from the Internet is not only 
instructive but acts as an economic measure. A digitally mobilized youth is an economically vigorous 
youth – and there is a correlation between high youth mobility and the overall health of an economy. 
For this reason, it is also critical to ensure youth voices are central in discussions on the future of work.

A people-centered digital transformation, which takes into account all members of society – including 
youth, women, and people with disabilities – should not stop at examining how people can be 
reskilled and economically supported for the future, but how they can be prepared to be good users, 
content creators and innovators. Policies to this end should also consider how fulfilling non-digital 
development objectives, such as eliminating discriminatory policies and practices against women and 
girls that keep them unconnected, will be a precondition for the enjoyment of the empowering effects 
of connectivity.

Innovations in financing for development should further follow more inclusive and transparent 
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approaches. Blended public-private funding models that go beyond traditional dependence on private 
networks should be part of future connectivity strategies.

3.  Digital Inclusion and Accessibility

The Internet is a powerful and empowering tool for digital inclusion which leads to social inclusion 
and cohesion in society. Yet, if not utilized in the right direction, the Internet and technology in itself 
will lead to digital exclusion. Even with availability of access, a lack of trust in the Internet will deepen 
the existing multiple forms digital divides. Digital inclusion has been a recurring topic at all past 
annual meetings of the IGF since 2006. The principle of “leaving no one behind” in the 2030 Agenda, 
having a deep imprint and impact of both developed and developing economies, added a strong 
dimension to the IGF 2018 dialogue. There is an increasing call for more diverse policy perspectives 
on root cause, new and cross-generational issues and consequences of digital inclusion. A cross-
sectoral, interdisciplinary and integrated approach - as also highlighted in the UN Secretary-General’s 
address at the IGF 2018 - is essential to the fabric of the multistakeholder process of digital inclusion, 
including to have meaningful impact to the inclusive design and deployment of new technologies. A 
reminder on the prevalent global demographic trend of urbanization and smart cities is that cities and 
communities exist to serve the needs of all people in society, not the other way round. As an integral 
part of the population, the needs of persons with disabilities, older persons, indigenous people and 
other vulnerable groups should be part of integrated design process of cities. The establishment of 
community networks has emerged as a concrete alternative to address the challenge of connecting 
the unconnected. Community networks continue to face problems in finding a regulatory framework 
which could be adapted - often because such frameworks do not exist due to ignorance or a lack of 
awareness. One guiding tool is the Community Network Manual launched at IGF 2018, that provides 
useful guidance on how to build, organize, and deploy community networks through toolkits, 
guidelines, and instructions.

4.  Emerging Technologies

The development and adoption of new technologies is taking place at a pace never seen before. 
Artificial Intelligence, 5G, blockchain, and the Internet of Things have the potential to bring social, 
cultural and economic benefits to all. However, there are also various concerns, risks and threats 
associated with the deployment of these technologies, such as ethical issues surrounding algorithms, 
privacy and security concerns and the need to make these technologies more people-centric.

As with many other technologies, these also rely heavily on connectivity - and the cost and quality of 
connectivity matter. Having parts of the world that lack basic or broadband connectivity will hinder 
the ability of these technologies to grow and expand. For these technologies to be at the service of 
humankind and foster human-centered forms of digitalization, and to avoid undesirable consequences, 
they must be guided by well-informed, sound and sustainable policies. These include, for example, 
creating artificial intelligence systems that benefit all people without discrimination, not infringing 
upon basic human rights, and bringing more transparency in the development of algorithms. The 
advancement of these technologies will also depend heavily on the amount and quality of datasets they 
utilize. Aligning these technologies with ethical and socio-economic dimensions will contribute to 
achievement of a more inclusive development of emerging technologies.

5.  Evolution of Internet Governance

Newly emerged technologies have brought new challenges to societies. Impacts on people have 
deepened, and the community needs to apply an effective process to properly address related issues. 
For example, net neutrality continues to pose policy challenges, as there are different views on how 



16

to guide approaches to this matter. Furthermore, the intersection of the Internet and human rights 
has evolved to the extent that at the present moment, the public discourse is predominated with 
the intentional dissemination of inaccurate content in online media, that puts in danger the right 
to be informed and freedom of expression. Looking at the unregulated online domain, Internet 
governance has reached the stage where we face an increased proliferation of national laws or regional 
legal instruments applicable to the Internet public policy. These fragmented regulatory policies 
across nations can be disruptive for the Internet as a global network. There is a need for the global 
community, including the IGF, to come up with a set of universal values and standards and with 
that a globally recognized framework that will support the harmonization of these individualistic 
national approaches. In addition, principles on net neutrality need to be respected by the online 
service providers for ensuring safe implementation and monitoring. It is an imperative for the IGF 
community that the Internet stays free, open and safe for everyone. Given the complexity of these 
issues and the Internet itself, involvement of all sectors is critical for finding effective solutions. This 
is why the multistakeholder model is even more critical for discussing Internet governance. The IGF 
is seen as a unique platform convened under the auspices of the United Nations, that makes possible 
for various people and stakeholder groups to discuss Internet governance matters within a bottom-up, 
open, inclusive, non-commercial and multistakeholder framework. However, the IGF should keep pace 
with technological innovations in order to stay relevant in today’s fast developing trends and uptake of 
new technologies. This is why the IGF community must continue to work on improving its processes, 
by strengthening multistakeholder communities at the national and regional levels and establishing 
cooperation among these on a global level, as well as with other related foras and institutions. These 
improvements are dependent on sustainable funding, but also on engaging voices and disciplines that 
have not traditionally been involved, broadening the scope of emerging technologies topics, advancing 
its terminology and improving communication strategies.

6.  Human Rights, Gender and Youth

Many sessions under the theme of “Human Rights, Gender, and Youth” at the IGF 2018 sent a message 
that gender needs to be viewed as a cross-cutting theme. Gender inequality must be located at the 
intersection of other inequalities such as class (income/education), location (urban/rural), race and 
ethnicity, among others. It is crucial to examine emerging issues and technologies such as dataveillance 
and biases in artificial intelligence algorithms through the lens of gender and sexuality perspectives, 
particularly while analyzing policies and strategies to address them. Approaches to combating child 
and youth online safety include strengthening efforts to raise awareness and sensitizing diverse 
stakeholders on these issues of urgency. Mental health and ability cannot be de-linked from similar 
challenges associated with Internet misuse. While Internet access plays a pivotal role in helping 
refugees stay connected, challenges remain in accessing digital networks and infrastructure such 
as unaffordable connectivity and restrictions to ensure full and meaningful online participation. 
Advocacy for digital rights at the local levels produces momentum for local realization of human rights 
in the digital environment. Decentralization of agency through proliferation of localized discourse 
around digital rights is an observed trend that also raises contestations relating to how digital rights 
should be protected.

7.  Media and Content

The much-anticipated IGF 2018 dialogue on media and content was on new ways of consuming and 
distributing media, particularly news-related information, and led the IGF community to consider 
media relationships to power sources, and concepts of control – potentially positive forms of regulation 
vis-à-vis the risks of inappropriate controls. Some called for a middle ground between two possible 
extremes: one a ‘hands off ’ approach by governments that leaves private providers accountable for the 
appropriate administration of media products; the other a purely State-run system with full oversight 
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8.  Technical and Operational Topics

Clearly, Internet blocking and filtering can be a hindrance to the stable flow of traffic on the network. 
Legal instruments that attempt to curb the flow of illicit material on the Internet should be crafted 
carefully with a technical and social understanding of how the underlying infrastructure of the Internet 
works to prevent unintended effects that may undermine the stability of the Internet.

The net neutrality debate at IGF 2018 is not as prevalent or contentious as in previous years though it is 
still not resolved and the discussion is still ongoing. Among the issues discussed was that net neutrality 
could affect freedom of expression as it could curtail user’s freedom and choice online. There is now a 
marked increase of legislations around the globe at the national and regional levels guaranteeing net 
neutrality, with many countries banning “zero-rating” practices. National frameworks allowing for 
throttling to ease congestion were compared and contrasted.

On the Domain Name System, the successful Root Zone Domain Name System Security Extensions 
(DNS) KSK rollover that took place on 11 October 2018, which involved the generation of new 
cryptographic public and private key pairs and the distribution of the new public components to 
parties who operate validating resolvers. This was the first time the rollover had been attempted since 
2010, when they were put in.

• Engaging in digital literacy advancement programmes to help audiences discern between good 
quality and misleading information.

• Promoting better quality online access for people in vulnerable or underserved communities, 
enabling them to look into information in a more in-depth manner than mobile-only access allows.

In addressing local content production, the focus in IGF 2018 was on its potential to build trust in the 
media and other institutions. In addition, multilingualism is an integral feature of local media content 
– and local content in local languages is viewed as a way to promote and strengthen engagement in 
Global South regions which, as yet, have not benefited as much from the Internet and technology’s 
media capacity as the Global North.

that investigates false or misleading information. ‘Fake news’ and its various offshoots, such as hate 
speech and propaganda, occupied much of the discussions. This included the use of false or misleading 
information for the purpose of affecting elections and political processes, as well as the impacts of 
different forms of distribution through social media and messaging platforms. Among many debated 
measures, the ‘fake news’ phenomenon can be addressed by:

• Not using the term ‘fake news’, because (i) it is a highly politicized term, often used to express 
disagreement with accurate information; (ii) it does not fully capture the ‘information disorders’ 
that exist, which include false information produced with malicious intent, inaccurate information 
produced in error, and accurate but misrepresented information.

• Standard-setting for online media sectors - but only with respect to processes (which concern the 
quality of the product) rather than content (which is a subjective matter).

• Applying ethics and codes of conduct to processes related to new forms of media - just as they are for 
traditional media outlets - including the algorithms that aggregate online content.

• Establishing networks of reporters and outlets to work together to vet unsourced online stories 
quickly, to ensure their validity, before reproducing in other networks.

• Valuing journalism and ensuring the safety of journalists.
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Other Highlights

The IGF’s intersessional work tracks discussed their draft outputs with the community. The Best 
Practice Forums focused on cybersecurity, AI, IoT and Big Data, local content and gender and access, 
worked throughout the year on topical Internet policy challenges by collecting community input and 
experiences in a flexible, multistakeholder, and bottom-up manner. The IGF work on Policy Options 
for Connecting and Enabling the Next Billion(s) collected concrete case studies highlighting how 
projects on the ground help to make progress in key sustainable development goals. IGF Dynamic 
Coalitions (DCs) continued their work as independent, multistakeholder expert discussion groups on a 
variety of topics, respecting common standards of transparency and inclusiveness (open archives, open 
membership, open mailing lists).

National, Regional and Youth IGF Initiatives (NRIs)

Through a bottom-up consultative process, more than 110 NRIs decided to address the topic of the 
‘Evolution of Internet Governance’, with a specific focus on the multistakeholder approach. 

Around 40 countries and regions outlined the local perspectives on this topic, and urged the 
community to focus primarily on improving the IGF process at national levels and strengthen 
cooperation among these and with the regional and global levels. In addition, the bottom up processes 
resulted in the request for organizing 5 collaborative sessions by more than 30 NRIs on topics of 
mutual interest: access, cybersecurity, emerging technologies, fake news and digital economy. All 
present NRIs met with the representatives of the UNDESA, MAG, IGF Secretariat and wider IGF 
community during the NRIs Coordination Session to discuss how can the NRIs and the IGF help each 
other to improve.

Newcomers Track

In order to welcome participants attending IGF for the first time, a Newcomers Track was organized. 
Within the Track, an informative orientation session on the IGF 2018 process and programme was 
hosted by the IGF Secretariat and the Chair of the MAG in the morning of the first day, prior to the 
official start of the programme.

https://www.intgovforum.org/multilingual/content/best-practice-forums-6
https://www.intgovforum.org/multilingual/content/best-practice-forums-6
https://www.intgovforum.org/multilingual/content/policy-options-for-connecting-and-enabling-the-next-billions
https://www.intgovforum.org/multilingual/content/policy-options-for-connecting-and-enabling-the-next-billions
https://www.intgovforum.org/multilingual/content/dynamic-coalitions-4
https://www.intgovforum.org/multilingual/content/dynamic-coalitions-4
https://www.intgovforum.org/multilingual/content/terms-of-reference-dynamic-coalitions-dc-coordination-group-dccg
https://www.intgovforum.org/multilingual/content/igf-regional-and-national-initiatives
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multilateral cooperation facilitated by the IGF, on the other, he said would be needed to confront the 
digital challenges ahead.

Final closing remarks by UN Assistant Secretary-General Fabrizio Hochschild recalled the meeting’s 
central theme of ‘trust’. The Assistant Secretary-General emphasized that the IGF, with its dedicated 
and dynamic community, had a significant role to play in advancing policy solutions for rebuilding 
Internet trust and discussing the ethics of the digital space. In light of the need for a continuously 
impactful and well-resourced IGF, he also urged current and potential donors to increase their 
contributions to the Forum.

The IGF community expressed keen interest and commitment to contribute its work and outputs to 
the High-Level Panel on Digital Cooperation (through its current call for inputs), as well as to other 
multilateral events and forums at the United Nations, including the 2019 High Level Political Forum 
to be convened by the UN’s Economic and Social Council in July and at the General Assembly in 
September 2019, the WSIS Forum in April 2019 and other related multilateral and multistakeholder 
fora.

The next host, Germany, held an open forum where they outlined their commitment to host the 2019 
IGF. This provided an overview of their preparations, which are being conducted in a multistakeholder 
manner, working closely with the German National IGF and other stakeholder groups. In addition, 
the 2019 MAG has been appointed by the Secretary-General to allow timely preparation of the 
2019 annual meeting. The Government of Germany reconfirmed their intent to facilitate greater 
participation of individuals from the Global South.

The Way Forward - Advancing Discussions at IGF 2018

Participants expressed their thanks and gratitude to the host country, UNESCO and UNDESA for 
a well-organized, well-attended IGF, during the meeting’s traditional ‘Open Mic & Taking Stock’ 
segment. Many of those to take the floor were newcomers and young people, who called on the IGF 
to maintain its commitment to engaging youth and increasing participation from the Global South, 
in particular from the Middle East and North Africa (MENA) and other African regions. Noting 
the high-level statements made at the start of the meeting, many further expressed their support for 
strengthening and building partnerships with a multistakeholder IGF as it evolves to meet new digital 
policy challenges.

Delivering closing remarks on behalf of the Host Country, Mounir Mahjoubi, State Secretary in 
the Ministry of the Economy, outlined the two major objectives put forth by France. An innovative 
regulatory approach to the digital space, on one hand, and open, transparent, multistakeholder and 
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IGF MESSAGES

IGF Messages - 1. Cybersecurity, Trust and Privacy

Overarching Messages

All stakeholders agree on the importance and relevance of cybersecurity. Only a secure and reliable 
cyber space can generate and preserve trust in the Internet. With the development of the Internet and 
new technologies, the cybersecurity question has become more complex, translating into a wide range 
of angles and issues and engaging a multiplicity of players. Privacy, data protection, and the security of 
new technologies, are among some of the issues that are central to the cybersecurity dialogue.  

Trust & Stakeholder Cooperation

          •     Cybersecurity and privacy are often intertwined and interdependent. They impact the trust 
in the digital space and may limit its potential for growth and prosperity. Cooperation based on mutual 
recognition and successful models of engagement between governments, the private sector, technical 
community and the civil society, can address privacy and cybersecurity concerns without undermining 
the open, free and secure nature of the Internet.

          •     A holistic view on cybersecurity that addresses technical as well as economic-socio-cultural 
elements within countries and organisations is important. Risk management and multistakeholder 
processes are crucial to start the conversation, in working together and building trust.

          •     Strengthening multistakeholder cooperation on cybersecurity capacity building is 
increasingly recognized as a major challenge. Joint engagement among government actors, the private 
sector, and civil society should be the basis for more effective, strong and sustainable public-private-
civil partnerships.

          •     Security is a task for all stakeholders, including individual users. Informed users, aware of 
the risks and conscious of their behaviour, will take better decisions when active online. Too often 
however, too much responsibility is put on the shoulders of end-users, who are identified as part of the 
risk or threat, when instead, cybersecurity measures should be focused on protecting people.

Cyber Diplomacy

          •     Cyber stability is a common goal for State and non-State actors - because without it, the 
benefits of cyberspace and the future of the digital economy will be jeopardized. Stakeholders need to 
recognize the highly complex and transfrontier character of cyber threats, and undertake appropriate 
international cooperation, share information and pursue norms of responsible behaviour.

          •     A combination of diplomatic efforts and confidence building measures can contribute to 
preventing cyber conflicts between States, while non-binding voluntary norm-building for State 
behaviour in cyberspace serve as essential guides.

          •     States have legal and ethical responsibilities in ensuring cyber stability. Policy initiatives, 
controls on the proliferation of cyber arms, and their commitment to the Call to Protect the Public 
Core of the Internet contribute to cyber stability.

          •     Developing a cybersecurity strategy requires a multistakeholder and multidisciplinary 
approach. While all have a common interest in having a stable and safe cyberspace, each stakeholder 

https://cyberstability.org/research/call-to-protect/
https://cyberstability.org/research/call-to-protect/
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principles that together form the basis of our world and societies, should be recognized as basic 
principles in Internet governance, in combination with specific answers for challenges inherent to 
cyberspace. 

Data Privacy & Protection

          •     Institutional solutions adopted in countries in the Global North to reconcile the protection 
of privacy and access to data to address digital threats affect the entire Internet ecosystem, and may 
therefore have implications for countries in the Global South. There are opportunities for the creation 
of legal interoperability frameworks between developed and developing countries in a mutually-
agreeable and negotiated way.

          •     Enhanced digital identity management must increase data privacy, in particular where data-
sharing is made mandatory under national digital identity programs. Personal data must be protected 
from hacks and misuse, and tracking and monitoring of users must be avoided.

          •     Biometric data are privacy data and require a minimum level of protection. Biometric 
information is inseparably linked to a person and its life, and with possible risks to be abused. A safe, 
rights-respecting use of biometrics requires collaboration of experts, practitioners and stakeholders 
with diverse backgrounds (such as technical, business, government, philosophy, gender experts, etc.).

          •     The right to privacy is a crucial safeguard for the ability of individuals to live freely, form 
opinions, express themselves without fear and fully develop their personality. Privacy protection 
is key for the most disadvantaged and vulnerable members of society who are at greater risk of 
discrimination. Privacy is essential to allow civil society to operate and meaningfully participate in 
public life.

          •     The continued push for meaningful access comes against the background of a new digital 
divide where protecting privacy comes at significant economic cost and can undermine people’s ability 
to opt-out.

          •     “Smart City” services will increasingly shape urban governance and public policies. 
Insight is needed in the use and protection of personal data, and the existence of legal gaps that may 
unintentionally allow social and economic discrimination, including discrimination in access to public 
services.

Algorithms

          •     A better understanding of how algorithms affect people’s lives, of the potential risks of 
automated or algorithmic decision making, and of their impact on human rights and the right to 
privacy, will allow adequate technical and policy solutions, including a right to explanation.

Internet of Things

          •     The Internet of Things is the key driver of the digital revolution and creates new opportunities 
for our society, such as new products and services, but also creates vulnerabilities. Cybersecurity is a 
basic requirement for trust in the Internet of Things, as vulnerabilities could undermine the trust of 
individual users, and of the society as a whole. A joint global or regional approach is also needed, as the 
Internet of Things is a cross-border phenomenon.

has its own, but complementary, responsibilities.
          •     The cyberspace is different, but not separate from, the real world. Therefore, the existing 
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Hate Speech

          •     The distinction between hate speech and the freedom to express unpopular opinions can 
be complex. The removal of content raises important challenges and can’t be the full answer to 
the problem. The challenges related to hate speech require a holistic approach. There’s a need for 
stakeholder education and cooperation, the development of tools which empower citizens and new 
reporting systems.

Legal & Regulatory Issues

          •     Businesses have to protect themselves against the exponentially increasing number and 
variety of threats in the digital environment, but also depend on governments for legal counter-
offensive actions against attackers. Public policy should further evolve and clarify the conditions, 
limits, and safeguards for proactive defensive measures by the private sector.

          •     Cybersecurity norms could be viewed as an important mechanism for State and non-State 
actors to agree on a responsible way to behave in cyberspace, given that the speed of legislation often 
falls behind the pace of changes in the sphere of cybersecurity.

          •     Both social platform giants and governments increasingly recognize the need for regulation. 
It is important for enhanced cooperation in the regulatory process, along with a sufficient level of 
multistakeholder participation in order to regulations to be efficient and enforceable. Risk management 
measures should also be embedded in regulations. Regulatory public-private partnerships could 
become a solution for securing political buy-in and predictability for the States and for economic 
profitability for tech companies. A “take it or leave it” approach is not helpful, and therefore, more 
resources and efforts are needed for efficient modalities of joint regulatory process in moving forward.

Cybersecurity Best Practices

          •    The successful implementation of a collaborative model for cybersecurity strategy 
development and implementation resides in agile adaptability, transparency, and trusted information 
sharing among and between all participants. Cybersecurity collaborations should display both vertical 
and horizontal collaboration between stakeholders, be descriptive rather than prescriptive, and be 
sufficiently agile in order to adapt alongside evolving cyber risks and technologies. Participation should 
extend not only to public and private sector entities who tend to own and control critical information 
infrastructure, but also to stakeholders from other sectors (e.g., the banking and finance sectors, 
business process outsourcing (BPO), health, tourism, and energy sectors) and non-profit stakeholder 
groups (e.g., the technical community, academia, and civil society).

          •     Private-public partnerships (PPPs) in cybersecurity should allow the government and 
major Internet service providers (ISPs) to pool their resources and know-how to tackle key aspects 
of cybersecurity, including protection of critical infrastructure and the fight against cybercrime. The 
effective cooperation between public and private actors countering cybercrimes is often challenged 
by obligations regarding disclosure and exposure; evolving liability and regulatory landscapes; cross-
border data transfer restrictions and investigations of cybercrime.

          •     It is important that countries implement national cybersecurity measures through a risk-
based approach. Cybersecurity policymaking must take into account the social and economic 
opportunities offered by the digital environment, while also guaranteeing fundamental rights. A 
dynamic balance between cybersecurity, economic development and human rights requires answers 
that are not limited only to technical solutions strictly aimed at eliminating the threat. On the contrary, 
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in order to reap the social and economic benefits of digitalization, while protecting fundamental 
values, stakeholders must reduce risk to an acceptable level.

          •     Stakeholders should promote enhanced coordination and collaborative, risk-based 
frameworks of regional and national cybersecurity initiatives. A more meaningful global-oriented 
approach and more strategic risk-based collaboration in building national and regional cybersecurity 
capacity will enable nimble responses to security challenges.

          •     Threats to cybersecurity impact governments, private companies and people in general. 
Norms are helpful in general, on different aspects and from various parts of the world, but more efforts 
are needed to involve non-State stakeholders in the development and implementation of norms.
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IGF Messages - 2. Development, Innovation and Economic Issues

Overarching Messages

The role of Internet and ICTs in driving development, including as outlined in the 2030 Agenda 
for Sustainable Development, is becoming ever-more central. Technology is not just a factor in 
development targets related to infrastructure and partnerships; it has the potential to support or even 
‘turbocharge’ all aspects of development. As societies and economies try to seize the technological 
moment and harness the power of the Internet, calls are growing to ensure those development 
strategies are inclusive, equitable, transparent and take into account potential risks and unintended 
consequences. 

Future of Work

          •     Society is worried about the risks that the Internet and new technologies could pose for jobs. 
How will industries and Governments cope with the prospect of mass unemployment? It is important 
to understand these concerns and ensure no voices are left behind, particularly youth voices, in the 
discussion on the future of work.

          •      Two key reflections should also be at the centre of the Future of Work issue: that public policy 
will and should play a major role in curtailing the risks to labour markets and in adapting jobs to the 
digital age; and that quality education is an essential mitigating factor to the rapid changes in global 
workforce.

Internet for Development & the Sustainable Development Goals (SDGs)

          •     Supporting the digital transformation will require a strategic mix of approaches and public 
policies. These should be aimed at promoting innovation and the constructive use of emerging 
technologies, such as Artificial Intelligence, Blockchain, Big Data, Fintech, etc., to provide concrete 
solutions to development challenges. Digital technologies may be effective in accelerating the 
achievement of the SDGs, but capacity building of institutions will be key to understanding and 
harnessing the full potential of digital technologies.

          •     Strong cooperation among regions and blocs of states, such as Small Island Developing States 
(SIDS), should continue to play an important role in managing and innovating in the digital age. 
For SIDS specifically, enhanced collaboration could help create resources that will contribute to the 
development of their digital economies.

          •     The Internet is helping youth access resources, deepen connections and exchange ideas 
globally. A digitally mobilized youth is an economically vigorous youth – and there is a correlation 
generally between high youth mobility and the overall health of an economy.

          •      Policymaking around maximizing the potential of new technologies and digitizing societies 
must be people-centred and examine carefully the full impacts of technological adoptions, including 
any unintended consequences. In this regard, possible questions might include: (i) Is the advent 
of mobile Internet, versus fixed Internet, a necessary good in developing economies? (ii) Are there 
tangible and intangible forms of culture that are suffering as a result of fast-paced advancements 
in technology? (iii) In light of both positive and negative impacts of digital technologies, how can 
policymakers best assess and manage the synergies and trade-offs? Dimensions of individual and 
societal well-being should be re-configured for the digital age.
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          •     Big data should be fully leveraged for the achievement of the SDGs; at the same time, its 
application should be accompanied by multistakeholder governance discussions with an eye to 
developing a transnational governance structure.

          •     Focus should be placed on ways for the multistakeholder approach to serve as a guiding 
pole to contribute effectively in international/multilateral digital negotiations, with the engagement of 
the multistakeholder community – channelling their inputs into intergovernmental negotiations and 
ensuring they are represented in the 2019 digital agendas of fora such as the G7, G20 and others.

          •     A people-centred digital transformation should understand who the people at the centre 
of the transformation are – women, youth, people with disabilities and small and medium enterprise 
owners. It should not stop at examining how citizens can be reskilled and economically supported for 
the future, but how they can be prepared in a more holistic way. How can they be prepared to be good 
users, content creators and innovators?

          •      In order for the Internet and technologies to accelerate the implementation of the 2030 
Agenda, some of its goals will first require action in other, non-digital areas. For example, SDG 5 (on 
gender equality) illustrates that eliminating discriminatory practices against women and girls that 
keep them circumscribed to marginal roles and unconnected to the Internet will be a precondition 
for women to benefit from the empowering effects of connectivity. ‘Positive discrimination’ measures 
should be applied to that effect.

Infrastructure and Financing Connectivity

          •     Public connectivity through free and accessible Internet points, such as those available 
in public libraries, can deliver meaningful and equitable access to information for underserved 
communities. These points are a low‐cost, high‐impact resource that is often overlooked. Nevertheless, 
not all libraries or community centres are online and they are often subject to low or inconsistent 
public funding. Better awareness-building on how to overcome the barriers to achieving access in 
public spaces, and on the related financial and legal frameworks, is essential.

          •     Successful connectivity, in particular connectivity investment, relies on coordinated efforts 
from multiple stakeholders. While much of the current investment comes from private network 
operators, blended financing models are beginning to show promise. Policies should be aimed at 
promoting new investments for connectivity.

          •     Submarine cables are one of the key connectivity infrastructures. Policymaking should be 
conducive to investments in their deployment, whether the investment models are public, private or 
public-private, and encourage transparent and participatory management of those infrastructures.

The Multistakeholder Approach for Digital Development

          •     Given that some technologies such as algorithms are at the earlier stages of adoption, and 
that the interplay between their benefits and risks is not always so clear, the multistakeholder model 
can be used as a mapping tool for algorithmic practices across countries and regions. With rapid 
technological development we need to constantly examine the application of these technologies and 
create opportunities for exchanges of best practices and current legislative frameworks that work.
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IGF Messages - 3. Digital Inclusion and Accessibility

Overarching Messages

          •     The Internet is really a powerful tool for inclusion - probably the most useful tool. On the 
other hand, the Internet itself, if not utilized in the right direction, will easily lead to digital exclusion. 
Even with availability of access, a lack of trust in the Internet will deepen the existing digital divides in 
various forms.

          •     It has taken more than 20 years to connect close to 50% of the world’s population -- can we 
afford another 20 years to ensure digital inclusion for the remaining 50%? The UN Secretary-General 
has emphasized that “the imperative to leave no one behind is just as relevant in the digital world” -- 
so what is the role of IGF community as a whole, and respective stakeholder group roles, as we edge 
toward target implementation and deliveries of the 2030 Agenda for Sustainable Development and to 
ensure human rights are respected for all?

          •     Global statistics tell us that the average cost of Internet access continues to fall and over 
70% of the world’s population are now living within range of mobile networks. However, despite 
increased awareness and development efforts, multiple forms of digital divides remain - from access 
and connectivity, to capacity divides and gender divides. But there is a growing consensus on the need 
for more diverse policy perspectives on the root causes and consequences of digital inclusion. A cross-
sectoral, interdisciplinary and integrated approach is essential to the fabric of the multistakeholder 
process -- to consider digital inclusion root causes and the inclusive design and deployment of new 
technologies, and to identify, understand, and address new and cross-generational issues.
 
Access & Connectivity

          •     Internet access is a key component in thriving innovations. This is about more than access 
and connection and being an enabling tool -- it is an empowering tool, not just in gaining decent work 
and employment but also for social inclusion. Equally important to support Internet access is also to 
ensure that people have a meaningful access that can impact their lives for the better. It is, therefore, 
important to focus on not just technical aspects but also human [or social] aspects of connectivity.

          •      Challenges in access and connectivity remain and take different forms in various 
environments -- a lack of conducive regulatory environments and legislative frameworks that support 
last mile and rural connectivity, and new technologies in general; inadequate enabling infrastructure 
(including rural power and backhaul); and some commercial operators focusing on lucrative urban 
rather than rural connectivity, among others. High access costs due to geographies is also an issue, 
especially for landlocked developing countries (LLDCs) and small island and developing States (SIDS).

          •     5G, starting with its cost-effective features, is envisioned to be a cornerstone infrastructure 
for digital economy and inclusion. Questions remain on its time-to-market and other enabling factors. 
On a similar note, mobile connectivity, IoTs and AI are among some new assistive technologies that 
display strong evidenced success and yet untapped potential to address efficiently the basic needs of 
the underserved, meeting SDG targets and indicators on electricity, water, education, healthcare and 
transport, among others.

          •      In enabling Internet access, in addition to feasibility, both affordability and sustainability 
should be kept in mind. In some lower income or developing countries, people might not feel the 
need to pay for Internet access (as a priority above other, more essential, services), or simply be unable 
to access the Internet in a meaningful and consistent way due to system inadequacies or a lack of 
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addition, technologies such as blockchains and AI have also been increasingly deployed in an effective 
manner to empower and deliver basic services to refugees and migrants.

          •     Indigenous people - People living in indigenous reservations lack basic access to services 
like electricity and therefore to the Internet. As such reservations also occur within higher developed 
countries, it is important to adopt suitable regional or local approaches to ensure digital inclusion. 

infrastructure. Some simple but innovative examples of ways to address these issues are relevant and 
replicable. Feasibility is only one aspect of addressing Internet accessibility.

          •     Governments have a key role in facilitating the adoption of new technologies like 5G, IoTs, AI 
for the improvement of its population´s accessibility and connectivity. Such technologies are expected 
to expand rapidly and improve connectivity and inclusivity for the benefit of consumers, innovators 
and business. Governments should therefore consider its role in allocating sufficient spectrum for 
mobile connectivity, especially at low bands and exploring network and spectrum sharing in rural 
areas.

          •      Accessibility should be all-encompassing. There was a strong support for the view that IGF 
also has to live up to its commitment to the United Nations Convention on the Rights of Persons 
with Disabilities (CRPD). A number of accessibility problems were pointed out by DCAD (DC on 
Accessibility and Disability) members, including but not limited to: remote participation, website 
(schedule format, online registration), and physical accessibility

Digital Inclusion of Vulnerable Groups

          •     Digital inclusion can also lead to exclusion. For instance, the introduction of digital literacy 
programmes will not benefit those who are currently unconnected.

          •     A reminder on the prevalent global demographic trend of urbanization and smart cities 
is that cities should exist to serve the needs of society and all people, not the other way around. As 
an integral part of the population, the needs of persons with disabilities, older persons and other 
vulnerable groups should be part of thoughtful and integrated into the designs of cities. Likewise, 
urban slum conditions that need to be tackled with various policy measures, should include the use 
of relevant technologies. This could be done through incorporating tried and trusted criteria such as 
World Wide Web Consortium standards and Universal Design. New and innovative people-centric 
approaches are also encouraged.

          •     Persons with disabilities - More often than not, a connected person has substantial advantages 
over a disconnected person. For people with disabilities, this societal division is often wider when 
access to internet and ICTs is unavailable or unaffordable, and where many Internet based applications 
and tools are not designed to meet the needs of those with a disability. The needs of persons with 
disabilities are not sufficiently reflected in the Internet development and design of technologies -- and 
this calls for a radical change in embracing this aspect as well as conditions for other vulnerable groups. 
For instance, artificial intelligence (AI) technologies can assist people with disabilities and other 
marginalized groups to access technology and establish or improve their professional, educational and 
human connections.

          •     Refugees and migrants - Digital inclusion is also particularly important for refugees, as the 
Internet serves as a critical medium for access to information and connecting to loved ones. In 
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State of the Internet.

          •      Precisely for these challenges, the IGF ecosystem could do more to (i) articulate precisely 
what is net neutrality and the consideration of regulation; (ii) develop crowdsourcing models 
for feedback and buy-ins; (iii) encourage research and development on the measurement of net 
discrimination. Modalities should also be extended to detecting discrimination practices in devices or 
platforms that limit freedom of user choices and fair business competition.

Community Networks

          •     Lessons drawn from over 100 case studies show that deliberate efforts are needed to bring 
together two communities at large: the practitioners who work on projects at the grassroots level, and 
the development policy and investor community, which has expertise in improving social outcomes 
through policy, regulation and financing.

          •      The establishment of community networks has emerged as a concrete alternative to 
address the challenge of connecting the unconnected. Successful community networks rely on the 
active participation of local communities in the design, development, and management of network 
infrastructure as a common public resource. Community networks give rise to new infrastructures, 
new governance models, new business opportunities, and facilitate the free flow of information and 
knowledge, filling the lacunae left by the traditional Internet access-provision paradigm. Moreover, 
they offer a promising strategy allowing individuals to build connectivity. Policy and regulation could 
facilitate the development of last mile and rural connectivity initiatives.

          •     One useful and tested output coming out of the IGF’s Dynamic Coalition on Community 
Connectivity is The Community Network Manual. The Manual provides useful guidance on how to 
build, organize, and deploy community networks through toolkits, guidelines, and instructions.

          •      At times, community networks face problems in finding a regulatory framework which could 
be adapted to the needs - often because such frameworks have never been considered by policy makers 
(most likely due to a lack of awareness that the need exists). Regulators may, however, be receptive 
developing frameworks when they gain awareness - including through dialogue with people - of these 
needs.

          •     Technological development increasingly provides new opportunities for libraries as cloud 
computing and the possibility to host digital content in safe servers while libraries in developing 
countries would only need and internet connection and computers. Community anchor institutions 
enable meaningful access and support economic empowerment. Libraries act as strategic players in 
forging partnerships and furthering Internet accessing goal.

Net Neutrality

          •     The value of Internet access lies in the content itself and the ability to share content 
(notwithstanding harmful contents disinformation and misinformation). Neutral networks will allow 
equitable exchanges over the Internet.

          •      Detecting violations in net neutrality is usually not an easy task. It is always challenged by 
new emerging technologies (e.g. 5G and slicing) and new practices such as zero-rating.

          •     The empirical research producing the Zero Rating Map can be an invaluable resource to 
inform policymakers, regulators and other stakeholders on the evolving trends. One example of the use 
of this map was that it has been included in the French Telecoms Regulator (ARCEP) report on the 

http://bibliotecadigital.fgv.br/dspace/handle/10438/25696
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          •     Measuring net neutrality is also difficult because it depends on who is measuring and what 
is being measured. Notwithstanding that such measures could be biased, it is encouraged to share 
innovative or common practices that could emerge as best practices and possibly as eventual norms. 
The entire ecosystem should be supported by an enabling environment with awareness that variations 
in time and space are also affecting measures. Crowdsourcing can be an option to verify net neutrality, 
allowing users to collectively provide input when they are confronted with discrimination posed by 
non-neutral networks.

Online Education & Digital Capacity Development

          •     Digital skills training programs complement traditional connectivity and improve economic 
outcomes for vulnerable communities. These include not only content development for users, but also 
technical know-how on ensuring sustainability of networks and community training for equipment 
maintenance, especially in underdeveloped communities.

          •      In some countries, the fear of adoption of technology is related to the fear of losing jobs. As 
this weakens economic development and growth, the gains of automation and Internet development 
should be redistributed fairly to both innovators and legacy skills. Retraining workers and adapting 
public policies (in areas such as industry or workplace relations policy) offer possible solutions for this.

          •     Digital literacy is important - but digital inclusion is about more than digital literacy. It goes 
beyond browsing the Internet and using computer applications, to understanding and leveraging 
the power of the Internet to bring social and economic change to the community - to bring decent 
work and employment, social inclusion and a means to bridging the gaps between rural and urban 
populations.

          •      Without digital literacy training we can build all the networks we want but will not 
accomplish the goals we seek.

          •     Even though the need for capacity building is stressed in various policy circles, supply and 
demand expectations do not always match. In this regard, the multistakeholder nature of Internet 
governance does not always match involvement of all stakeholder groups in capacity development 
programmes.

Given the prevailing trends, it is likely that a number of countries will not able to achieve the 
Sustainable Development Goal Target 9c - to provide universal and affordable access to the Internet - 
by 2020 (notwithstanding that digital inclusion is more than the core of accessibility). Gaps in today’s 
digital inclusion will not be bridged by simply focusing on expanding broadband access. An inclusive 
society can only be realized if policymakers and stakeholders are aware of the root problems and are 
committed to solving them. Improved data systems, engagement and multistakeholder partnerships 
are needed, together with appropriate legal frameworks that are in line with relevant international 
conventions and recommendations that assert full digital inclusion.
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IGF Messages - 4. Emerging Technologies

Overarching Messages

          •     The development and adoption of new technologies is taking place at a pace never seen 
before. Societies, policymakers, and businesses are confronted with the complex issues that come with 
these technologies. Artificial Intelligence, 5G, blockchain, and the Internet of Things have the potential 
to bring social, cultural, and economic benefits to all. But the same decentralized and autonomous 
independence features that enable such progress also create issues around the governance of such 
systems. For emerging technologies to be at the service of mankind and foster human-centered forms 
of digitalization, they must be guided by well-informed, sound, and sustainable policies.

          •      As with many other technologies, emerging technologies will also rely heavily on 
connectivity. Having parts of the world that lack basic connectivity will hinder the ability of these 
technologies to grow and expand. A robust, far-reaching infrastructure can be achieved through strong 
investments, and is needed moving forward.

          •     There are various concerns associated with the deployment of emerging technologies such as 
ethical issues, security and making new technologies citizen-centric. Taking artificial intelligence (AI) 
as an example, one starting point is to bring more transparency into AI systems, so that non-specialists 
can understand how they work and can participate in their development and deployment. There was 
agreement in the room to follow a global approach based on the universal declaration of human rights 
as globally accepted values and standards in the use of emerging technologies.

          •      There is no way that we can preempt all externalities that will come with the advent of new 
technologies. Individual choices will be relevant in the adoption of new technologies. Some people will 
prefer to use old technologies regardless of how new technologies will improve our lives. However, in 
the long run, societies will move into the same direction and adopt emerging technologies. The rapid 
advancement of emerging technologies also presents issues regarding regulation. The technology is 
outpacing the capacity of governments to create policies to adapt to the new technological ecosystem. 
Furthermore, on a global scale, multinational ICT corporations that are too big to be regulated within 
a single jurisdictional framework necessitate questions regarding leadership: Who gets to define the 
rules?
          •     Education, training, and capacity-building can play an important role in promoting new and 
better use of emerging technologies. Similarly, they can help address some of the fear about emerging 
technologies. Capacity-building can help develop technical skills and improve policy-making, 
especially in emerging economies.
 
Artificial Intelligence

          •     There is a need for a multi-stakeholder, inclusive, and open mechanism to address some 
key issues surrounding Artificial Intelligence (AI). AI and other emerging technologies need to 
be developed in ways that are individual-centric and considerate in regard to human rights issues. 
It is necessary to harness the development of AI technologies in a way that it contributes to the 
achievement of democracy, peace and the Sustainable Development Goals, avoids exacerbating existing 
inequalities and increasing the technical and digital divides.

          •      The advancement of machine learning is dependent on the amount of the dataset it utilizes. 
Machine learning is only as good as the data set that is completed. As such, limiting the availability of 
anonymized data is ultimately detrimental to the progress of AI and to society at large which can lead 
to bias and discrimination.
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          •      AI has the potential to moderate harmful content on the Internet. For instance, due to AI’s 
ability to process vast amounts of data at high speed, it can be used to fact-check news articles, identify 
disinformation, and eliminate it before it spreads. However, the idea of combating content regarding 
hate speech and extremist ideologies has been met with opposition due to the fact that, even for 
humans, defining these terms is a contentious issue. This could lead to labeling opposition voices as 
hate speech and eradicating their platform, leading to corruption.

Blockchain & Cryptocurrency

          •     Blockchain is seen as a technology that can eliminate the cyber-physical barriers. For 
example, with the availability of cryptocurrencies, small scale businesses can be empowered with 
cryptolending instead of making actual trips to financial institutions.

          •     Blockchain can help solve the problems of the most vulnerable people in the world: refugees; 
migrants; children; and victims of human trafficking. It also has the potential to speed up processes in 
favor of humanitarian activity such as the diversion of funds collected to mitigate the humanitarian 
crisis; the delivery of benefits; avoiding duplicity; and Internet access, among others. There are 
applications used to provide identity documents to refugees and asylees, advance financial inclusion, 
and support efforts to respond to climate change, among others. Many such projects have received 
significant attention and funding.

          •     Governments play a critical role in the administration of cryptocurrencies. There is 
a tendency for developing countries to have limited support for cryptocurrencies, leading to a 
hindrance in its prevalence. Some countries’ support for Blockchain technologies, while still banning 
cryptocurrencies, means that the technology is not able to function at its potential. In connection, the 
community should be careful not to introduce new divides between north-south in blockchain. 

          •     Blockchain can be used to further government transparency and accountability due to its 
public and permanent nature. There was broad support for the idea that blockchain can be used to 
track government transactions to eradicate corrupt practices. However, it was also pointed out that 
current blockchain systems are still heavily moderated, and don’t have the transparency yet that the 
technology promises.

Ethical Issues

          •     The discussion on the impact of artificial intelligence and ethical considerations triggers 
reflections on the relationship between law and ethics. Ethics is usually at the basis of law; some ethical 
rules are in fact codified into law. However, ethics goes much beyond law in organising a wide range 
of family and community relations. Further, ethics is not a substitute for law. This complex interplay 
between law and ethics has implications for many issues related to AI technology.

          •     Transparency is only one tool, and is not a value in itself. What is implied behind 
transparency may not be clear to all involved. Transparency is the very first step towards a more 
complex set of rules and norms that will make AI more easily understood and efficient.

          •     Ethics differ across cultures and geographies, but if we build technologies with a global 
approach, developers may need a single form of guidance. In that regard, new technologies need to 
be trusted and be “trustworthy”. Building trust requires various steps such as protecting privacy and 
personal data, enhancing cybersecurity, being transparent about problems, respecting human rights, 
giving users alternatives if they find one service or application unsatisfactory, design for safety, and 
design for diversity 
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          •     Open data and open government policies contribute to more transparent governance. One 
example of increased transparency is making algorithms more open and public. A growing number 
of algorithms are taking decisions or making pivotal recommendations in our daily lives. People 
who develop these algorithms need guidance as well. There is a need to ensure that these algorithms 
can be held accountable by making them more transparent, fair and inclusive. For instance, speech 
recognition systems need to work equally well across different language, age, and gender groups.

         •     People are the ones who actually make decisions in the algorithms of new technologies. Ethics 
cannot be enshrined in software code. The code is an approximation of perceived reality of the coder. 
We should be looking at the people to make sure that they are the responsible and accountable parties. 
Unlike a human judge applying a legal rule, machines cannot contextualize issues.
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IGF Messages - 5. Evolution of Internet Governance

Overarching Messages

Newly emerging technologies have brought new challenges to society and their impacts on people have 
deepened. With regard to the unregulated online domain, some national and regional responses related 
to Internet governance have been implemented, as well as some instruments applicable to the Internet 
public policy. There is a need for the global community to come up with a set of universal values and 
standards and with that with a globally recognized framework that will support the harmonization of 
these individualistic national approaches. It is an imperative for the community that the Internet stays 
free, open and safe for everyone.

Given the complexity of these issues and of the Internet itself, involvement from all sectors is critical 
for finding effective solutions. This is why the multistakeholder model is essential for discussing 
Internet governance. The IGF is seen as a unique forum under the auspices of the United Nations, that 
makes possible for various people and groups to discuss Internet governance matters within a bottom 
up, open, inclusive, non-commercial and multistakeholder framework. However, the IGF should keep 
pace with technological innovations in order to stay relevant. This is why the IGF community must 
continue to work on improving its processes, by strengthening multistakeholder communities at the 
national level and establishing cooperation among these on a global level.

Global Internet penetration has rapidly increased in the last five years period. At the same time, 
the digital divide has deepened, especially between developing and developed countries. The small 
island developing states (SIDS) are facing unique challenges in terms of achieving meaningful access. 
In parallel, newly emerging technologies are posing concerns regarding online safety, protection of 
personal data and respect for human rights online. How should the community respond to these and 
many more challenges? Is the multistakeholder model effective and, if so, is it globally accepted? What 
is the role of the IGF in the present moment and in the future? 

Broadening Stakeholder Participation in Internet Governance

          •     There is a need for a standardized set of principles applicable to Internet governance for 
advancing human rights and achieving sustainable development.

          •      The evolution of how providers and operators of Internet services function may affect 
Internet governance and its core principles. There should be some forms of mechanism for raising 
awareness of such trends. In this regard, stakeholders being accountable to agreed values and principles 
could preserve the public and distributed nature of the Internet.

          •      The term ‘Internet governance’ is seen as unattractive and difficult to be meaningfully 
translated into some languages. Stakeholder engagement requires the core organizing groups to explain 
the terminology and bring it down to specific topics.

          •      Different stakeholders have different stakes in the Internet. For increasing stakeholder 
engagement, it is important to explain to different stakeholders that the nature of the Internet requires 
all disciplines to be involved, and how they will benefit from developing good Internet policies.

          •      Stakeholder engagement processes need to be widely spread on national, regional and global 
levels, to achieve the inclusion of everyone.

          •      Capacity building can be done through the Schools on Internet Governance, which have been 
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including, (i) using new/different terminology to describe the IGF (i.e., to clarify the meaning of 
‘governance’ and to fully capture the scope of the issues that it considers, such as cybercrime, AI, etc); 
(ii) improved targeted branding and communications strategies (to make the IGF more recognizable at 
local, regional and global levels; and, (iii) broadening the scope of emerging technology topics that the 
IGF considers.

          •     The IGF process should engage voices that have not traditionally been involved in the 
Internet governance space.

          •     Collaboration among the national, regional and Youth IGFs should be enhanced by sharing 
best practices and coordinating the timing of their annual events, so that they can follow each other 
processes.

shown to be effective and already have global presence.

          •      The multistakeholder model has to be inclusive of all voices, taking into account the rapid 
growth of the Internet population where it is estimated that two-thirds of the future users will come 
from developing countries. These users must be engaged in existing processes, as they connect online.

          •      Effective tools need to be used and developed to facilitate the online interactions of 
stakeholders and broaden their participation in Internet governance.

          •      The development of digital technologies has brought new substantive challenges. Net 
neutrality raises many concerns, as there are a variety of views on how to approach this subject. Some 
countries normatively regulate net neutrality, while others currently operate openly without any 
specific regulation. Enhanced dialogue and cooperation among relevant stakeholders is necessary to 
discuss net neutrality on a global scale.

          •      Internet Governance matters reflect human rights. However, with the evolution of Internet 
Governance, certain sections of the intersection of IG and human rights evolved as well. Presently, the 
online freedom of speech and right to be informed in dominated by the term fake news, that relates 
to disinformation, misinformation, propaganda. There should be harmonized set of solutions for 
combating this practice, rather than sporadic measures.

          •      National laws on the Internet are proliferating. These must be enacted by those that 
understand the technology and policy aspects. Recognized international framework and a set of agreed 
principles should be developed to avoid inconsistent practices.

IGF’s Organization and Role

          •     The IGF is seen as a unique forum, with a place in the UN system, that allows various 
people and groups to discuss Internet governance matters within a bottom up and multistakeholder 
framework. For a free, open and accessible Internet for all, its existence is seen as essential.

          •     The IGF community must continue to work on improving its processes, to strengthening 
multistakeholder communities at the national level and establishing cooperation among these on a 
global level.

          •     Improvements of the IGF processes, on national, regional and global levels, are dependent on 
sustainable funding. 

          •     It was proposed that the community take concrete steps to improve its work and profile, 
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Multistakeholderism

          •     With the Internet being unique in both its transnational nature and rapid evolution, there is 
a need for new structures and ways of discussion which are more inclusive than a purely governmental 
process. However, there is also a broad recognition that in order to stay relevant, or even survive, the 
multistakeholder model needs to evolve, and quickly. The interrelationship between the UN structures 
and the IGF is one aspect of that, but more could be done to highlight and promote examples of 
successes and to highlight its relevance in concrete terms. Better continuity ‘bridging’ from year to year 
was felt to be desirable, together with reporting of more directed and specific policy recommendations. 
Although it is still very fresh there was interest in the recent suggestions made by the French 
government for the evolution of the IGF.

          •     Implementation of the multistakeholder model for discussing matters pertaining to Internet
governance is not unified on national levels. For this reason, national practices have to be compared, 
especially among developing and developed countries to understand various challenges, and for 
exchanging best practices and recommending improvements.

          •     The multistakeholder approach is seen as an effective method for Governments to overcome 
the challenges of jurisdiction and legislation that the cross-territorial nature of the Internet has 
brought. 
          •     While the National, Regional and Youth IGFs (NRIs) each take a different approach to 
influencing policy, there are some commonalities. Some NRIs aims to influence policy directly, while 
others aim to facilitate multistakeholder discussions alongside governments without any direct policy 
objective. Despite these differences, they all share the objective of elevating the voice of all stakeholders. 
Additionally, they provide an example of the multistakeholder model that extends beyond the confines 
of the IGF and the NRIs.

          •     Difficulties in the application of the multistakeholder model also occur on national, 
regional and global levels. Resourcing is a challenge, with funding most commonly mentioned as 
an issue, in addition to securing locations meetings and events. Difficulties with engagement and 
participation were also referenced multiple times, ranging from low youth participation rates to a lack 
of government engagement. The multistakeholder model struggles for relevance in some parts of the 
world, where history and culture create an expectation that problems are solved in a more hierarchical 
(rather than multistakeholder) manner.

          •     A lack of awareness about the work of the IGF in many parts of the world, whether at a global 
level or national or regional levels, was also noted as a related issue.
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IGF Messages - 6. Human Rights, Gender, and Youth

Overarching Messages

The theme of “Human Rights, Gender, and Youth” at the IGF 2018 saw sessions moving beyond the 
gender binary and focusing not only on women - as has traditionally been the case in past editions of 
IGF and also other fora - but also on gender non-binary and queer persons. Gender needs to be viewed 
as a cross-cutting theme, and gender inequality must be located at the intersection of other inequalities 
such as class (income/education), location (urban/rural), race and ethnicity, among others. It is crucial 
to examine emerging issues and technologies such as dataveillance and biases in artificial intelligence 
algorithms through the lens of gender and sexuality perspectives, particularly while analyzing policies 
and strategies to address them.

Approaches to combating child and youth online safety include strengthening efforts to raise awareness 
and sensitizing diverse stakeholders on these issues of urgency. Mental health and ability cannot 
be de-linked from similar challenges associated with Internet misuse. While Internet access plays a 
pivotal role in helping refugees stay connected, challenges remain in accessing digital networks and 
infrastructure such as unaffordable connectivity and restrictions to ensure full and meaningful online 
participation.

Advocacy for digital rights at the local levels produces momentum for local realization of human rights 
in the digital environment. Decentralization of agency through proliferation of localized discourse 
around digital rights is an observed trend that also raises contestations relating to how digital rights 
should be protected.

Gender Equality

          •     Gender needs to be viewed as a cross-cutting theme requiring multi-stakeholder cooperation 
for addressing challenges. Similarly, gender inequality must be located at the intersection of other 
inequalities such as class (income/education), race, location (urban/rural), etc.

          •      Efforts need to be made to move beyond the gender binary and focus not only on women (as 
has traditionally been the case in the past) but also gender non-binary persons.

          •      Gender analysis must be an integral part of planning efforts of initiatives that support 
Internet access, rather than an “add-on” task. 

          •      Since many Internet access initiatives tend to be gender-blind, targeted policy 
recommendations are required to develop specific initiatives that focus on women and gender non-
binary persons.

          •      There is a need to deepen understanding of emerging issues such as dataveillance, and 
algorithmic decision-making, and their influence in cyberspace through a gender and sexuality lens, 
along with strategies to address them.

          •      Many local access projects use ICTs to secure the rights of underrepresented populations of 
women, with a focus on the Global South.

          •      Relevant gender issues in the context of emerging technologies include biases in artificial 
intelligence algorithms, regressive regulatory practices, and commercially driven technology design – 
with a disproportionate and undesirable impact on the inclusion of and participation by women and 
politically marginalized groups and communities.
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Child & Youth Online Safety

          •     Children face various online risks such as online child sexual exploitation. To combat this 
threat public-private sector models based on hashing and similar technologies need to be deployed.

          •      The increasing call for responses to online youth radicalization and violent extremism 
highlight the need for the international community to cooperate and strengthen efforts to raise 
awareness and sensitize diverse stakeholders on these issues of urgency. These responses include the 
responsibility of Governments to implement violence prevention measures through national policies or 
dedicated action plans. International, regional and national stakeholders must also play an active role 
through consistent counter narratives to extremist ideas and education.

          •      There are clear interlinkages between Internet misuse and mental health. Proactive multi-
stakeholder approaches to preventing suicide and minimizing detrimental mental health impacts of 
internet-related technologies must be sought.

          •      Children’s rights to be protected and to be empowered to exercise their rights to freedom of 
information, peaceful participation and assembly need to be fulfilled in the digital environment.

          •      To achieve digital inclusion and gender diversity on the Internet, online safety is a basic need. 
Especially political participation of women and gender non-binary persons is prevented by hate speech 
and online harassment. “Human Impact Assessments” should be adopted to measure how hate speech 
affects women and gender non-binary persons (LGBTQIA+).

Democracy & Digital Citizenship

          •     Methods of designing and implementing automated decision-making by digital platforms 
must be analyzed along with their potential benefits and risks. A positive example is the recent 
proposal of AI-based proactive detection and removal of abusive content.

          •      In the context of increased pressure on Internet platforms to act as proxy law enforcement, 
policymakers must keep in mind that online communities can build effective systems of self-
governance, potentially an important enabler of freedom of expression and democratic processes 
online. Provisions could be made to allow for such models of self-governance and content moderation 
by Internet users, which promote the right to participation based on the cultural context.

          •      Digital rights declarations and other documents written to advocate for human rights 
protection in the digital age (“digital constitutionalism”) are proliferating locally and on the level of 
the nation-state. This moves agency and discourse in this field away from international and global 
fora of Internet governance (like IGF) toward more decentralized arenas of public policy – which is an 
encouraging trend.

          •      The development of decentralized cryptographically organized infrastructure through 
blockchains raises new contestations relating to self-enforcing smart contracts, and considerations on 
which and how digital rights should be protected online (e.g., the issuance of automated fines if data is 
leaked by a data collector).

          •      Advocacy for digital rights at the local levels produces momentum for local realization of 
human rights in the digital environment, while blockchain-based smart contracts have the
potential to permeate (national) borders and entrench certain norms transnationally, which may not 
take into consideration what political communities have decided locally/nationally.
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          •      Drawing from other disciplines such as media, the effectiveness of self-regulation to assess 
complaints of hate speech online must be analyzed for the entire Internet landscape. Self-regulation 
should address the needs of a democratic society by providing for effective protection of those targeted, 
quick procedures, and a clear understanding of the reasons for the takedown or non-takedown for 
users.

Refugees

          •     Internet access and mobile phones play a pivotal role in providing vital information to 
refugees, helping families to stay connected and giving newcomers the necessary tools for being able to 
start a new life in another part of the world.

          •      Despite the empowering potential of ICTs for refugees, challenges remain in accessing digital 
networks and infrastructure such as unaffordable connectivity and restrictions to full participation 
online. These challenges are also related to rights to privacy and data protection.

          •      In the age of Artificial Intelligence, the relevance of the current legal framework for refugees 
must be assessed. A legal framework on refugees’ digital rights needs to be adopted.

          •      Efforts are being made by international organisations, civil society, private sector and 
members of the technical community to collect refugees’ data to help respond to the daily needs of the 
growing community. These include developing digital tools such as blockchain technologies, biometric 
records, etc.

Youth Inclusion

          •     Factors that impact the participation of youth in the digital economy include inequities in 
terms of Internet access, gaps in levels of connectivity, socioeconomic status, quality of education and 
degree of digital literacy skills, and the degree of Internet freedom in a particular region, among others. 
These, in turn, affect the visibility of youth engaging in online economic activities.

          •      Youth inclusion can be facilitated by increasing the recruitment for IGF attendance in schools 
and universities, and designing best practices to implement these through setting up suitable education 
networks.

          •      The education system, especially in the STEM domains, should become more welcoming for 
women, young girls, and LGBTQIA+ persons. Schools that enable low-income girls and minorities to 
access education in the field of new technologies, coding and engineering should be encouraged and 
should experience innovative pedagogies.
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IGF Messages - 7. Media and Content

Overarching Messages

The intersection of media with the Internet and technology has revolutionized the sharing of 
knowledge-- impacting cultures, economies, political systems, and various social aspects of everyday 
life. In recent years, varied content channeled through different media increasingly influenced people’s 
opinions, decisions and nature of engagement with society. However, in today’s digital context, with 
its rapid changes, wide-spread implications and capacity to increase power divides, it is ever more 
important to consider and address the negative impacts of media and changing digital content. 

Media Culture & Power

          •     The Internet and technology has changed the ways in which we distribute and consume 
media. This has led to, and has potential for further, ambiguous impacts which should be evaluated 
visà-vis medias’ relationships to power sources. 

          •      These impacts need to be addressed by governments, businesses and media organisations
collectively (for reasons of probity, effectiveness and to contribute towards global peace and security) 
and include: content versus propaganda; ‘fake news’ versus truth; media freedoms versus limits on 
freedom of expression (to stop ‘fake news’); and the ability of social media platforms to distribute 
misinformation versus their role as a tool for human engagement. 

          •      Regulation is called for in some cases, while rejected in others, as possible ‘slippery path’ for
inappropriate control over the media and related digital systems. However, it was noted that there exist 
two ‘extremes’ in the world: one a completely ‘hands off ’ approach by governments that leaves private 
provider accountable for the appropriate administration of media products; the other a purely State-
run system that oversees and investigates ‘fake news’. Comments related to these comparisons were in 
the context of finding a ‘balance’ between the two systems. 

Information Disorders

          •      Terminology for discussing the Internet, media and culture is increasingly important. ‘Fake 
news’ is a potent but inherently political and, in itself, potentially misleading term - it is often used as a
response to discredit accurate information. 

          •      Breaking down the various ‘types’ of non-truthful information is an essential starting point 
for considering how to address the issue – because different kinds of misleading information, or
“information disorders” (e.g., misinformation, disinformation, malinformation), will require
different tactical responses. 

          •      Precise terminology can also properly address the scope of what the ‘fake’ information can be
or cause, given that the range can be as broad as rumor or propaganda to cyber hybrid threats;
or radicalization, extremism and hate-speech to other forms of intimidation. 

          •      Some journalist and media organisations are taking steps to mitigate the spread of
misinformation. One example from NGO field is Reporters Without Borders (RWB) which
advocates for standard-setting in sectors related to the sharing of journalistic-style information,
but stresses that this needs to be in relation to processes (which concern the quality of the
product) rather than content (which is a subjective, potentially political matter). Process  examples 
include requirements to identify the source producing the content. The application of such standards 
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could be voluntary, and thus avoid potential pitfalls and issues related to legislation. RWB is also calling 
for methods for applying the ethics and codes of conduct to processes related to new forms of media, 
just as they are for traditional journalistic mediums. Algorithms that aggregate content should also 
operate under such standards, rather than purely interest-based / financial-incentive driven systems.  

          •     Constant monitoring of “information disorder” trends is needed, and responses could be
recalibrated accordingly. New smart initiatives, driven by multi-stakeholder collaborations, are
encourged, especially those that avoid disengagement of the State in policing but minimize
regulatory intervention and keep the private sector accountable. 

          •      Governments, media and social media enterprises as well as individuals have to think about
and learn how to live in what some call “the post-truth era”. Other initiatives involve building
networks and online communities, strengthening digital citizenship via Media and Information
literacies, and digital debates. The latter will have the role in mitigating the distortions and
asymmetries revealed by information disorders. 

‘Fake news’

          •     ‘Fake news’ is a broad term with varied views on its definition, but civilian awareness is 
growing in response to it, at global, regional and local levels. 

          •      It is often equated with the concept of ‘post-truth politics’ and is most easily understandable
through the spread of false information in a political context. These political falsehoods are often
in-line with pejorative narratives that feed into broader discontent, or forms of misanthropy. 

          •      Digital literacy advancement can help audiences become more discerning with respect to the
information that they receive through social media and messaging applications.

          •      ‘Big data’ and the use of data needs to be monitored, and potentially regulated, with respect to
its ability to feed into and be used for the dissemination of ‘fake news’. 

          •     As noted above, discourses around ‘fake news’ also need to consider the rights and
responsibilities of various actors (e.g., journalists, politicians) and the mediums themselves (e.g.,
should the source or platform be accountable for a minor untruth or joke that gains an unintended
momentum through social media?) 

          •      Governments are exploring or implementing different methods to control ‘fake news’, 
including self-regulatory processes, legislative measures, possible criminalization, producing guidelines
to avoid engaging in the spreading of false information, partnering with stakeholders to tackle 
particular issues, implementing digital literacy programmes, and raising public awareness. 

          •      Private sector representatives also described product solutions and policies that are used to
address issues related to ‘fake news’. These can include policies on hate speech and offensive
content removal, providing more information to users about how content is managed, using
independent fact-checkers to quickly check suspect content, the withholding of advertising
revenue from websites that engage in ‘contentious’ behavior, and the use of algorithms that
prioritize authoritativeness and authenticity in content (over relevance). 

          •      Civil society representatives cautioned against inappropriate implementation of ‘fake news’
legislation, as it could be used to monitor or stifle other forms of public debate or speech for political 
purposes. 
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         •     The importance of strengthening media institutions is important for combatting ‘fake news’. 
This should include effective and clear policies on freedom of information, freedom of expression,
and data protection, and as well as supporting journalists’ work and personal safety. 

Elections and Political Processes

          •      The ability of ‘fake news’ to affect electoral or democratic processes is an issue that needs to
be addressed, just as any other risk to the probity of these processes would or should be. 

          •      ‘Fake news’ and misinformation is just one concern with respect to elections and political
processes. Others include the misuse of personal data, such as using personal information to identify 
individual political leanings and targeting them accordingly with bespoke/misleading  information; an 
inability to identify the sources of information; and, a lack of regulation/checking around the use of 
electronic voting systems. 

          •      Issues around the use of information during election campaigns or political processes can be
particularly potent - for example, the leaking of accurate or partially accurate information at certain 
times can have misleading impacts, or not leave time for appropriate fact-checking before elections or 
other events. 

          •      People in vulnerable or underserved communities often only access the Internet through 
mobile devices. This can result in disproportionate targeting of those groups through social media
messaging that is designed to be more easily received on mobile devices, and with less capacity
to search for counter-narratives.

Local Content & Multilingualism

          •      The production of local content has the potential to build trust in the media. Its smaller scale 
and focus can result in more immediate and accurate judgments of the content and its validity, and
its audience more likely to be responsive. 

          •      Multilingualism is an integral feature of local media content, and a way of protecting local
communities’ discourses. For instance, much of the media disseminated throughout parts of Africa 
is only in European rather than local languages, limiting the ability of many to fully understand the 
content. 

          •      Local content in local languages is viewed as a way to promote and strengthen global South
regions which, as yet, have not benefitted as much from the Internet and technology’s media
capacity as the Global North. 

          •      Global and regional multilateral organisations are well-placed to engage in activities to
strengthen local content production through fiscal, regulatory or treaty-based avenues. 
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IGF Messages - 8. Technical and Operational Topics

Overarching Messages

Technical and Operational Topics deal with the infrastructure, routing and protocols of the Internet. 
These provide the underlying base that the application layer of the Internet sits upon. Internationalized 
domain names help in increasing meaningful access to people whose language is not written in the 
Latin script. Legislative actions with good intentions, such as the blocking of illegal sites, may have 
severe unintended consequences on this underlying infrastructure.

Domain Name Systems
Internet Routing & Protocols

          •     Non-conversion of IPv4 addresses to IPV6 addresses causes the degradation of network 
traffic.
        
Content Blocking & Filtering

          •      Understanding the architecture of the Internet and how it works, and the relevance of 
adhering to standards and appropriate use of Internet protocols is a cornerstone of any discussion 
around the stability and growth of the Internet.

          •      Rapid or hasty approaches to deal with harmful/unwanted content on the Internet can have 
unintended consequences and negative impacts on its operations. The best ways forward to tackle the 
challenges posed by harmful/unwanted content require dialogue, collaboration and due process.

          •      A multistakeholder approach to Internet regulation that involves legislatures, law 
enforcement, experts from the technical community and users is critical for maintaining a stable and 
secure Internet.

          •      Should applications be built in accordance with the UN Guiding Principles on Business and 
Human Rights (UNGPs) and the Global Network Initiative (GNI) Principles, in order to limit the 
potential human rights impacts of the disruption of networks? 

          •      Should multistakeholder communities, such as those at IGF, help set and promote norms 
around preventing Internet disruptions?

Net Neutrality

          •      Net neutrality is regarded by many as a set of fundamental principles guaranteeing access 
to a non-discriminatory Internet. However, others hold the view that it is an unnecessary form of 
regulation, noting that open and unfiltered Internet access currently exists in a number of countries 
without specific net neutrality requirements.

          •      Supporters of net neutrality regulation noted that:

* Monitoring, measuring, collecting data, enforcing rules and coordinating at local, regional or global 
levels is required.

* National frameworks on net neutrality (notably on traffic management practices and differential 
pricing practices) vary, but all reinforce the idea that networks should be conceived and deployed as 
open.
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* Assessing how net neutrality applies to 5G in some concrete use cases is a way of ensuring the sound 
development of this new technology. This debate should be the starting point of an ongoing dialogue 
between operators, regulators, civil society and academia.
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ANNEX

Host Country website: https://igf2018.fr 
IGF Secretariat website: https://www.intgovforum.org/multilingual/

Official Statements: Secretary-General’s address to the Internet Governance Forum [as delivered] 
English translation of President Macron’s speech

Invitation to 13th IGF from UN Under-Secretary-General 
https://www.intgovforum.org/multilingual/content/invitation-to-the-thirteenth-annual-meeting-of-
the-internet-governance-forum-igf-%E2%80%8E

IGF 2018 Outputs & Reports

Meeting reports, webcasts and transcripts 
IGF 2018 Messages: https://www.intgovforum.org/multilingual/content/igf-2018-key-messages 
Meeting reports: https://www.intgovforum.org/multilingual/igf-2018-reports 
Meeting transcripts: https://www.intgovforum.org/multilingual/igf-2018-transcripts
Meeting webcasts: https://www.youtube.com/user/igf

IGF 2018 Intersessional Work
The community-led intersessional activities that occur throughout the year offer the IGF community 
the opportunity to work on substantive and concrete longer-term projects in the field of Internet 
governance:

Best Practice Forums (BPFs) 
BPF on Cybersecurity: https://www.intgovforum.org/multilingual/content/bpf-cybersecurity
BPF on Local Content: https://www.intgovforum.org/multilingual/content/bpf-local-content-0
BPF on IoT, Big Data, AI: https://www.intgovforum.org/multilingual/content/bpf-internet-of-things-
iot-big-data-and-artificial-intelligence-ai
BPF on Gender and Access: https://www.intgovforum.org/multilingual/content/bpf-gender-and-access

Policy Options for Connecting and Enabling the Next Billion(s) (CENB) 
https://www.intgovforum.org/multilingual/content/cenb-–-phase-iv-0

Dynamic Coalitions (DCs) 
List of DCs: https://www.intgovforum.org/multilingual/content/dynamic-coalitions-4
2018 Outputs on the SDGs: https://www.intgovforum.org/multilingual/content/2018-dynamic-
coalition-papers-matrix-on-the-sdgs

National, Regional and Youth IGF Initiatives (NRIs) 
National, Regional and Youth IGF Initiatives (NRIs) are organic and independent formations that 
are discussing issues pertaining to the Internet Governance from the perspective of their respective 
communities, while acting in accordance with the main principles of the global IGF. Below are the 
sources where to find more information about the NRIs and their work. 
About the NRIs: https://www.intgovforum.org/multilingual/content/igf-regional-and-national-
initiatives
List of National IGFs: https://www.intgovforum.org/multilingual/content/national-igf-initiatives
List of Regional IGFs: https://www.intgovforum.org/multilingual/content/regional-igf-initiatives
List of Youth IGFs: https://www.intgovforum.org/multilingual/content/youth-initiatives

https://www.un.org/sg/en/content/sg/statement/2018-11-12/secretary-generals-address-internet-governance-forum-delivered
https://www.intgovforum.org/multilingual/content/igf-2018-speech-by-french-president-emmanuel-macron
https://www.intgovforum.org/multilingual/content/invitation-to-the-thirteenth-annual-meeting-of-the-internet-governance-forum-igf-%E2%80%8E
https://www.intgovforum.org/multilingual/content/invitation-to-the-thirteenth-annual-meeting-of-the-internet-governance-forum-igf-%E2%80%8E
https://www.intgovforum.org/multilingual/content/igf-2018-key-messages
https://www.intgovforum.org/multilingual/igf-2018-reports
https://www.intgovforum.org/multilingual/igf-2018-transcripts
https://www.youtube.com/user/igf
https://www.intgovforum.org/multilingual/content/bpf-cybersecurity
https://www.intgovforum.org/multilingual/content/bpf-local-content-0
https://www.intgovforum.org/multilingual/content/bpf-internet-of-things-iot-big-data-and-artificial-intelligence-ai
https://www.intgovforum.org/multilingual/content/bpf-internet-of-things-iot-big-data-and-artificial-intelligence-ai
https://www.intgovforum.org/multilingual/content/bpf-gender-and-access
https://www.intgovforum.org/multilingual/content/cenb-–-phase-iv-0
https://www.intgovforum.org/multilingual/content/cenb-–-phase-iv-0
https://www.intgovforum.org/multilingual/content/cenb-–-phase-iv-0
https://www.intgovforum.org/multilingual/content/2018-dynamic-coalition-papers-matrix-on-the-sdgs
https://www.intgovforum.org/multilingual/content/2018-dynamic-coalition-papers-matrix-on-the-sdgs
https://www.intgovforum.org/multilingual/lexicon/8
https://www.intgovforum.org/multilingual/content/igf-regional-and-national-initiatives
https://www.intgovforum.org/multilingual/content/igf-regional-and-national-initiatives
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Calendar of NRIs annual meetings in 2018: https://www.intgovforum.org/multilingual/content/nris-
annual-meetings-2018
IGF 2018 Preparatory work of the NRIs: https://www.intgovforum.org/multilingual/content/igf-2018-
nris-preparatory-process

IGF 2018 Preparatory Process

The IGF meeting programme is prepared by the MAG and IGF Secretariat over the course of the 
year. Key decisions on the programme are taken in the two face-to-face meetings as well as biweekly 
virtual meetings of the MAG leading into the IGF. In 2018, the MAG launched a public Call for Issues 
collecting community inputs to serve as a basis for the annual programme. A new approach to shaping 
the programme used the collected issues for a more thematic, focused and non-duplicative design of 
the schedule. The MAG’s discussions further underlined a shared desire to re-institute a version of the 
2017 ‘Geneva Messages’, which synthesized the key points of the meeting’s thematic main sessions.

Call for Issues 
First Open Consultations and MAG Meeting - Summary: 
http://www.intgovforum.org/multilingual/index.php?q=filedepot_download/6038/1097 
Public Call for Issues: 
http://www.intgovforum.org/multilingual/index.php?q=filedepot_download/6037/1096 
Proposed Issues from the Community: 
https://www.intgovforum.org/multilingual/igf-2018-proposed-issues 
Issues Sorting Process: 
http://www.intgovforum.org/multilingual/index.php?q=filedepot_download/6119/1193 
Issues ‘Heatmap’: 
http://www.intgovforum.org/multilingual/index.php?q=filedepot_download/6119/1200

Thematic Approach to the IGF
IGF 2018 Programme Shaping Approach: 
https://www.intgovforum.org/multilingual/index.php?q=filedepot_download/6119/1203
Themes & Subthemes: 
https://www.intgovforum.org/multilingual/index.php?q=filedepot_download/6037/1375
Second Open Consultations & MAG Meeting - Summary: 
http://www.intgovforum.org/multilingual/index.php?q=filedepot_download/6701/1285

Renewing ‘IGF Messages’
First Open Consultations and MAG Meeting - Summary:
http://www.intgovforum.org/multilingual/index.php?q=filedepot_download/6038/1097
First Open Consultations and MAG Meeting - Transcripts: 
https://www.intgovforum.org/multilingual/content/igf-2018-first-open-consultations-and-mag-
meeting?qt-igf_2018_first_open_consultation=4#qt-igf_2018_first_open_consultation 
IGF 2017 ‘Geneva Messages’: 
http://www.intgovforum.org/multilingual/content/igf-2017-geneva-messages

https://www.intgovforum.org/multilingual/content/nris-annual-meetings-2018
https://www.intgovforum.org/multilingual/content/nris-annual-meetings-2018
https://www.intgovforum.org/multilingual/content/igf-2018-nris-preparatory-process
https://www.intgovforum.org/multilingual/content/igf-2018-nris-preparatory-process
http://www.intgovforum.org/multilingual/index.php?q=filedepot_download/6038/1097
http://www.intgovforum.org/multilingual/index.php?q=filedepot_download/6037/1096
https://www.intgovforum.org/multilingual/igf-2018-proposed-issues
http://www.intgovforum.org/multilingual/index.php?q=filedepot_download/6119/1193
http://www.intgovforum.org/multilingual/index.php?q=filedepot_download/6119/1200
https://www.intgovforum.org/multilingual/index.php?q=filedepot_download/6119/1203
https://www.intgovforum.org/multilingual/index.php?q=filedepot_download/6037/1375
http://www.intgovforum.org/multilingual/index.php?q=filedepot_download/6701/1285
http://www.intgovforum.org/multilingual/index.php?q=filedepot_download/6038/1097
https://www.intgovforum.org/multilingual/content/igf-2018-first-open-consultations-and-mag-meeting?qt-igf_2018_first_open_consultation=4
https://www.intgovforum.org/multilingual/content/igf-2018-first-open-consultations-and-mag-meeting?qt-igf_2018_first_open_consultation=4
http://www.intgovforum.org/multilingual/content/igf-2017-geneva-messages
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Official Press Releases

Cybersecurity and Fake News to Dominate List of Concerns at Internet Governance Forum, 22 
October 2018 
https://www.un.org/sustainabledevelopment/blog/2018/10/cybersecurity-and-fake-news-to-dominate-
list-of-concerns-at-internet-governance-forum/

Internet Governance Forum Set to Explore Pathways to Harness New Technologies for Broader 
Prosperity, 8 November 2018 
https://www.un.org/sustainabledevelopment/blog/2018/11/internet-governance-forum-set-to-explore-
pathways-to-harness-new-technologies-for-broader-prosperity/

Forum Grapples with Curbing Internet Abuses from Cyberattacks to Censorship and Control, 13 
November 2018 
https://www.un.org/sustainabledevelopment/blog/2018/11/forum-grapples-with-curbing-internet-
abuses-from-cyberattacks-to-censorship-and-control/

Consensus On The Application of Rule of Law and UN Charter to Make Cyberspace Safe, 13 
November 2018 
https://www.un.org/sustainabledevelopment/blog/2018/11/consensus-on-the-application-of-rule-of-
law-and-un-charter-to-make-cyberspace-safe/

Global Cooperation And Regulation Key In Addressing Multilayered Threats Posed By New 
Technology, 14 November 2018 
https://www.un.org/sustainabledevelopment/blog/2018/11/global-cooperation-and-regulation-key-in-
addressing-multilayered-threats-posed-by-new-technology/

https://www.un.org/sustainabledevelopment/blog/2018/10/cybersecurity-and-fake-news-to-dominate-list-of-concerns-at-internet-governance-forum/
https://www.un.org/sustainabledevelopment/blog/2018/10/cybersecurity-and-fake-news-to-dominate-list-of-concerns-at-internet-governance-forum/
https://www.un.org/sustainabledevelopment/blog/2018/11/internet-governance-forum-set-to-explore-pathways-to-harness-new-technologies-for-broader-prosperity/
https://www.un.org/sustainabledevelopment/blog/2018/11/internet-governance-forum-set-to-explore-pathways-to-harness-new-technologies-for-broader-prosperity/
https://www.un.org/sustainabledevelopment/blog/2018/11/forum-grapples-with-curbing-internet-abuses-from-cyberattacks-to-censorship-and-control/
https://www.un.org/sustainabledevelopment/blog/2018/11/forum-grapples-with-curbing-internet-abuses-from-cyberattacks-to-censorship-and-control/
https://www.un.org/sustainabledevelopment/blog/2018/11/consensus-on-the-application-of-rule-of-law-and-un-charter-to-make-cyberspace-safe/
https://www.un.org/sustainabledevelopment/blog/2018/11/consensus-on-the-application-of-rule-of-law-and-un-charter-to-make-cyberspace-safe/
https://www.un.org/sustainabledevelopment/blog/2018/11/global-cooperation-and-regulation-key-in-addressing-multilayered-threats-posed-by-new-technology/
https://www.un.org/sustainabledevelopment/blog/2018/11/global-cooperation-and-regulation-key-in-addressing-multilayered-threats-posed-by-new-technology/

