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Attack Groups Aliases Country Start Year Motivation Target Categories & Regions
Quedagh, BE2 Governments, International
R i 4 Espi , Sabot
Sandworm APT o k] Tplonage, Sehoteee Organizations, Europe, US, Energy
Cozy Bear,
2a 2 Espi . G ts, Think Tanks, Media,
Fritillary APT29, Office Russia 2010 pronees e
subversion Europe, US
Monkeys
2 Fancy Bear, n Espionage,
Swallowtail R 2007 G ts, E us
APT28, Sednit e subversion Sl
. Airlines, telecommunications, lranian
Cadelle /None/ Iran 2012 Espionage s GovarmnenitsINGO's
Espionage, Sabotage, | Financial, Military, Governments,
Appleworm Lazarus North Korea 2012 : , _
subversion Entertainment, Electronics
T fl . —
Houseﬂy Enuation us 2001 o argets of interest to nation-state
attackers
. Emb i irli R ia, Chi
Strider Remsec Western 2011 Espionage T R Sy AN
Sweden, Belgium
e-Commerce, Governments,
Suckfly /None/ China 2014 Espionage Technology, healthcare, Financial,
shipping
APT3, UPS, Military, defense industry , Media,
hi Espi
BUCkeye Gothic Panda S L2 e Education, US, UK, Hong Kong
- Technol ,b dcasting, J '
Tick /None/ China 2006 Espionage S ORY, N OSOCASINN, SOF,

aquatic engineering

Notable Targeted Attack Groups that have been publicly connected to nation states




National Security: Identification of threats and ESSeiililics by monitoring the regional and global environment in order to
take measures against the threats to the national state and FEeui). and the processes to determine the politics appropriate
to these issues and to implement the most appropriate policies (National Security Committee)*
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— MILITARY I $_ NATO | NATO Summit in Warsaw, 2016
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National Cyber Security Budgets
France (2014): 1 Billion € UK (2016): 2.5 Billion €

\

2030 Cyber UnSecurity Volume: 90 Trillion $

(Denver University Research Report)

= CYBER

| NATIONAL SECURITY
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* http://www.mgk.gov.tr/index.php/milli-guvenlik-kurulu/genel-bilgi
** http://www.nato.int/docu/review/2017/Also-in-2017/nato-priority-spending-success-cyber-defence/EN/index.htm
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PROPOSED ADMINISTRATIVE MODEL




# £ #H T # # I+ # B % 2
el 2 1+ 34 #2

%C- = = 2 14 1*9: @0 i @) 4 2. #
s

# # / /

# 2 # # | 2 3 #







-

" E-TORKIVE
~>— KAMUDA BUYUK VERI o
| KAMUDA BiLiSiM SAGLIKTA BUS R BiLGIi TOPLUMU &
DA BULUT

i BULUT BiLigiM
wamuoavazium  DIJITAL DEVII.(E]'I: oA SiBER COV
YAZILIM SANAY ‘ 4 ;

BILISIMSEKTORO ¢

wev DIJiTAL DONUSUM ¢

E-DONUSUM
E

- - -

- O oo S
e
- > =

* '4% 56% 56
3 &

1 gun
i

8




