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Current Threads in Cyber Life of Turkey

57.934 e-mails of 

Minister of Energy

407.910  e-mails of 

J&D Party

DATA BREACH – 05.12.2016 DATA BREACH – 08.04.2016

National ID data of 

Turkish Citizens

President of High Electoral Board: «The identities that leaked into 

the internet matches the data we shared with political parties in 2008» 

https://wikileaks.org/berats-box/ https://onedio.com/haber/devlet-hastanelerine-siber-saldiri-binlerce-hastanin-kayitlari-sizdi--711565
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Current Threads in Cyber Life of Turkey

Health Data Breach

from 33 Hospitals

Critical Infrastructures: Health Sector 18.05.2016 Critical Infrastructures: Energy Sector 30.12.2016

Electricity shortage across the country during 5 days

300 Million Euro loss

Minister of Energy, Mr Albayrak: «We have faced 

US based cyber attack»

Cyber attack to public hospitals: «Health records of 

thousands of patients leaked»

https://onedio.com/haber/devlet-hastanelerine-siber-saldiri-binlerce-hastanin-kayitlari-sizdi--711565

http://www.gazetevatan.com/elektrik-hatlarina-sabotaj-var-mi-bakan-albayrak-yanitladi-1025710-gundem/

https://indigodergisi.com/2017/01/elektrik-kesintileri-sanayi-zarar/
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2012 2014 2017

Cyber Strategy, TR-CERT and Turkey

December 2013

3rd Meeting of 
Cyber Security Board,

Membership for FIRST and TI

February 2013

Approval of TR-CERT 

Establishment

May 2013

Secondary
Legislation

about TR- CERT
June 2013

2nd Meeting of 
Cyber Security Board,

Determination of first 6 
Critical Infrastructures

November 2013

Secondary
legislation for

CERT’s

July 2014

Preparation of Guides
for Institutional CERT’s

August 2016

Authorization of BTK on 
protection against cyber attacks
(Compansation with Law #671)

March 2013

Approval of 
CSAP 2013-2014

By CM

April 2016

Law on the Protection of 
Personal Data (#6698) and
Establishment of Personal
Data Protection Authority

November 2014

Preparation of Guides
for Sectoral CERT’s

February 2016

4th Meeting of 
Cyber Security Board,

CSAP 2016-2019

December 2012

National Cyber Security 
Strategy & Action Plan 

2013-2014 (CSAP)
presented to CM

October 2012

Decision of the Council of 
Ministers (CM)

Implementation, Management 
and Coordination of National 

Cyber Security Work

June 2017

Secondary Legislation for

Personal Data Protection

July 2017

Secondary Legislation
about Cyber Security on 

Industrial Control Systems
İn Energy Sector

2013 2016



Cyber Intelligence Europe 2017

5th – 7th September, 2017 – Bucharest, Romania

Cyber Strategy, TR-CERT and Turkey

RSI : Relevant / Subsidiary Institutions
(*) Number of Established CERT as of 08.05.2017

Other

Institutions

Institutional

CERT

( 658 )*

Sectoral

CERT

( 8 )*

Ministry

RSI

Institutional

CERT

Regulatory

Supervisory

Authority

Private Sector’s 

Sectoral CERT
Public Private

National
Cyber Security Board

ICTA - ICT Authority

BRSA - Banking

Regulation & 

Supervision Agency

CMB – Capital Markets

Board

EMR – Energy Market 

RegulatoryLocal 

Governments
(1397)
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Future Plans on National Cyber Security Super Structure

Ministry of Transport, 
Maritime Affairs 

& Communications

Ministry of Science, 
Industry & Technology

Information & Communicaton
Technologies Authority

The Scientific & Technological
Research Council of Turkey

Cyber Security Institute

Bogazici University
Cyber Security Center

Strategy & 

Action Plan

Sectoral Support

Regulation & 

Supervision

Capacity Development 

& Technical Issues

Operation and

R&D

Private Sector

Electronic Industry

Air Electronic Industry

Cyber Intelligence

National
Intelligence

Agency

General 
Directorate
of Security

Single Center in Cyber Security

Presidency initiated a work to combine the work carried out in 

different institutions in the field of cyber security under single center.

CURRENT STATE
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EXPECTED STRUCTURE
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Latest Actions in Turkey

Establishment of 

Personal Data Protection Authority
January 30th, 2017

National E-Mail System
August 07th, 2017

Gov.NET  Government Secure Network 
Legislation: June 21st, 2017

Included Institutions: 23%

http://www.kvkk.gov.tr

E-Government & Cyber Security CIO 
Chairman: Prime Minister UnderSecretary

Participants: Undersecretary of each Ministry

Period : Each Month, regularly (Since March 2017)

Purpose : High Level Monitoring & Coordination

http://www.hurriyet.com.tr/milli-e-posta-sistemi-geliyor-40542359

http://www.edevlet.gov.tr/wp-content/uploads/2017/08/03.08.2017-e-Devlet-Koordinasyon.pd

http://www.edevlet.gov.tr/2017/08/04/agustos-ayi-e-devlet-koordinasyon-toplantisi-gerceklestirildi/
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Latest Actions in Turkey

Government Integrated Data Center
State: Feasibility Analysis

STM Cyber Fusion Center
17th May 2016

Turkish Armed Forces (TAF) - Cyber Defence Command
Cyber Defence Operation Center

11th July 2017

Havelsan
Cyber Defence Technology Center 

(SİSATEM)
23rd March 2016

HAVELSAN Inc. is an affiliated company of 

Turkish Armed Forces Foundation

STM Defense Technologies Engineering and Trade Inc. 

is for support services for Turkish Armed Forces (TAF) 

and Undersecretariat for Defence Industries (SSM)
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Latest Actions in Turkey

Government-Wide ISO 27001 Certification
Target: December 31st, 2018

HR Capacity Development as Cyber Security Expert
Target: December 31st, 2018

Government-Wide Cyber Security Tests
Target: December 31st, 2017

Scope: System & Network Penetration Test

Source Code Analysis, DDoS, Social Engineering …
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ESTEEMED INVITED SPEAKERS

� Ambassador Sorin Ducaru, Assistant Secretary General, Emerging Security Challenges, NATO 
� Brigadier General Hermann Kaponig, Commander, ICT & Cyber Defence Command, Ministry of Defence and

Sports, Austria
� Anton Rog, Head, National Cyberint Center, Romania
� Natalia Spinu, Head, Cyber Security Center (CERT-GOV-MD), Moldova 
� Arman Grigoryan, Head of National Cyber Security Center, Institute for National Strategic Studies (INSS), 

Ministry of Defence, Armenia
� Hans Oude Alink, Senior Advisor, Crisis Management, National Cyber Security Centre (NCSC), Netherlands
� Eirik Troones Hansen, Prosecutor, Cybercrime section, National Criminal Investigation Service, Norway
� Toma Cimpeanu, CEO, National Association for Information Systems Security (ANSSI), Romania
� Salvador Llopis Sanchez, Project Officer, Cyber Defence Technology, European Defence Agency (EDA) 
� Mustafa Afyonluoglu, Cyber Security and e-Government Chief Expert, Turkey
� Rami Efrati, Former Head of the Private and Civilian Sector, Israeli National Cyber Directorate (INCD) 
� Professor Dr. Mitko Stoykov, Military-Political Problems of Security, Defence Advanced Research Institute, 

Ministry of Defence, Bulgaria
https://goo.gl/WDut53
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