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Tiirkiye’de Siber Giivenligin Kisa Ge¢misi
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2013-2014 Siber
Glivenlik Strateji ve
Eylem Plani (SGEP)
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Tiirkiye Siber Guvenlik Yonetisim Modeli
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2016-2019 ULUSAL SIiBER GUVENLIK STRATEJISi
KRITIK ALTYAPILAR

Stratejik Eylem - 4.1: Siber Savunmanin Giglendirilmesi ve Kritik Altyapilarin Korunmasi )

e 1SO 27001 standardinin kamu kurumlari ve kritik altyapi sektérlerindeki ozel isletmeciler icin zorunlu hale getirilmesi (1)

e Kurumlarda sizma testlerinin zorunlu hale getirilmesi (2
* Kamu ve kritik altyapi sistem odalarinin sahip olmasi gereken asgari kriterler (2)

Stratejik Eylem - 4.5 : Siber Guvenligin Milli Givenlige Entegrasyonu )

TESPIT  : Diinya Ulkelerinde «kritik altyapilara» gosterilen 6zen ve 6nem ile kiyaslandiginda eksiklikler var
SEBEP : Yapilan bir adet OAP® calismasi 73 karma kurumla standart GZFT Analizi

COZUM : Kritik Altyapilar Siber Giivenligin bir «Alt Bashgi» olarak goriilmemeli, ayni kurallar jsletilmemeli

(1) IDC Public CIO Summit 2017 — Oturum 1: «Siber Glvenlik Yatirimlari» EPDK Sunumu http://idcciosummit.com/turkiyepubliccio/agenda#
(2) 21.10.2016 Tarihli Haber: «Ulusal e-Devlet ve Siber Giivenlik Strateji ve Eylem Plani’nda hangi hedefler var?» https://farukcalikusu.wordpress.com/2016/10/21/ulusal-e-devlet-ve-siber-

guvenlik-strateji-ve-eylem-planinda-hangi-hedefler-var/
(3) 2016-2019 ulusal Siber Guvenlik stratejisi http://www.udhb.gov.tr/doc/siberg/2016-2019guvenlik.pdf
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TURKIYE’DE KRIiTiK ALTYAPILAR

20/06/2013 tarih, 2 sayil1 Siber Giivenlik Kurulu karan

Su Yonetimi

KRITiK

Y\LTYAPILAR
/ Bankacilik
\ ve Finans
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DUNYADAKI KRITiK ALTYAPI YAKLASIMLARI
ABD Baskanlik Politikas:1 Yonergesi: Kritik Rltyap:r Giivenligi ve Esnekligi

ENERJI
BiLGi TEKNOLOJILERI SAVUNMA SANAYI
FINANSAL
SERVISLER SAGLIK ve
HALK SAGLIGI RO
HABERLESME
TiCARI TESISLER KRITiK IMALAT
ULASIM SiSTEMLERI
GIDA ve TARIM KIMYA ENDUSTRISI
SU YONETIMI
: : NUKLEER REAKTORLER
- ACiL SERVISLER
KRITiK KAMU ve ATIKLAR
HiZMETLERI

PPD 21: Presidential Policy Directive 21 -Critical Infrastructure Security and Resilience: https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
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DUNYADAKI KRITiK ALTYAPI YRKLASIMLARI
Kanada 2014-2017 Kritik Altyapilar Eylem Plam (Subat 2013)

ENERJi ve UTILITY HiZMETLER
(Su, dogalgaz, 1sinma vd.)

FINANSAL SERVISLER KRITiK iMALAT
BiLGi ve iLETISIM L
TEKNOLOJILER L
ULASIM SISTEMLERI GIDA
R KAMU GUVENLIGI
KRIiTiK KAMU HiZMETLERI
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DUNYADAKI KRIiTiK ALTYAPI YRKLASIMLARI
Avrupa Birligi - Kritik Altyapilar Koruma Avrupa Program - EPCIP (Aralik 2006)

ENERJI *

KiIMYA ENDUSTRISI
FINANSAL SERVISLER
SAGLIK
BiLGi ve ILETISIM
TEKNOLOJILERI
GIDA
ULASIM SiSTEMLERI *
UzAY
SU YONETIMI
NUKLEER ENDUSTRI
ARASTIRMA FAALIYETLERI

http://europa.eu/rapid/press-release_MEMO-06-477_en.pdf
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Kritik Rltyapilar Strateji ve Eylem Plani

National Protection and

e of Infrastructure Protection
Strategic Plan: 2012—-2016

CRITICAL INFRASTRUCTURE
RESILIENCE STRATEGY

7 i ¥ Action Plan
Angut 2012 Mgl o & f : for Criricol Infrastrucrure

" |
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‘Actjon Plan for‘\he Prote:t(@/n‘“f
4 Vital Societal Functions ™

., Homeland
& Security

NIPP 2013 :

Partnering for Critical Infrastructure
Security and Resilience

Collaborate @ Homeland

Canadid

s

N —

ABD 2012-2016 ABD 2013-2017 Kanada 2014-2017 isveg 2014 Avustralya 2010

Development of Policies for
Protection of Critical
Information Infrastructures
NATIONAL ELECTRIC GRID SECURITY

AND RESILIENCE Ministerial Background Report
ACTION PLAN DSTI/ICCP/REG(2007)20/FINAL

Energy
Sector-Specific Plan

December 2016

S ) OECD Ministerial Meeting
‘onthe Futureofth Intemnet Economy
Seou, Korea, 17-18 June 2008
Hosedty WABAILISIO|

Canadi

Homeland
Jecuriry
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NIPP 2013

Partnering for Critical Infrastruoture
Security and Resilience

State, Local, Tribal,
and Territorial Government
Coordinating Council

Sectar-Spacific Plan Annex i the NIPP 2013
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Homeland
Security

Koordinasyon

Energy .
Sector-Specific Plan
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Communications
Bector-Specific Plan
An Annex to the NIFF 2013

2013

{5 B

iletigim

Financial Services
Sector-Specific Plan
2015
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Finans

Chemical Sector-
Specific Plan

A0 Anes to the NIPP 2013
2015
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Security

Kimya

Food and Agriculture
Sector-Specific Plan
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Eap— Security

Gida ve Tarim

Commercial Facilities

Critical Manufacturing
Sector-Specific Plan
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Sector-Specific Plan
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Ticaret
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Healthcare and Public Health
Sector-Specific Plan

Government Facilities
Sector-Specific Plan

AnAmextotheNIPP2013
May 2016

2015

Homeland Fromelid
g GSA o g

Kritik Uretim

Kamu Hizmetleri

Dams Sector-Specific
Plan

An Annex 1o the NIPP 2013

sis

Homeland
Secaity

Barajlar

Information Technology
Sector-Specific Plan
An Annex to the NIPP 2013

2016

@ Homeland
Security

Bilgi Teknolojileri

Emergency Services

Sector-Specific Plan
An Annex to the NIPP 2013

@ fomdiand
Acil Durum

Nuclear Reactors,
Materials, and Waste
Sector-Specific Plan

An Annex to the NIPP 2013

s

Homeland
Security

Niikleer Reaktorler
ve Atiklar

Transportation Systems
Sector-Specific Plan

05

Homeland oo s
Security Depariment of Transporiation

Ulagim

Water and Wastewater Systems
Sector-Specific Plan
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Kritik Altyapilara Iliskin Rehberler, Standartlar ve Cerceveler

Framework for Improving

Framework for Improving Critical Infrastructure Cybersecurity
Critical Infrastructure Cybersecurity
US Policy Response
to Cyber Attack
on SCADA Systems
Supporting Critical

National Infrastructure

Scott A. Weed
Major, USAT

= g
e i
o pieE] ¢
AIR FORCE RESEARCH INSTITUTE PAPERS

2017 US Policy Response to 2016 USA-Public Utilities NIST Siber Giivenlik NIST CSF 1.1
Cyber Attack on SCADA CyberSecurity Compliance Kritik Altyapi Cergevesi (Aralik 2017 Draft)
Systems Standards
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Kritik Altyapilara iliskin Mevzuat (Uygulama, Paylasim, Denetim)

AB: 2008/114/EC Kanada Kritik Altyapi Politika ABD-PD 7 ABD -PPD 8 ABD -PPD 21
AB Kritik Altyapilar Belgesi . Kritik Altyapilar Tanim, Ulusal Hazirllk  Kritik Altyapilarin Giivenligi
Koruma Direktifi Acil Durum Yénetimi Gergevesinde Onceliklendirme ve K_o_ruma Bagkanlik Politika Direktifi  Bagkanlik Politika Direktifi
Bilgi Paylagimi ve Korunmasi Bagkanlik Direkifi (2011) (2013)
(2003)
[i’\m) Biligim 2017 TBD 3%4. m)al o@lke)lm %Hll[agﬂ | Biligimle-Gelisim

TBD 34.ULUSAL BILISIM KURULTAY] 20-271 A’aelq 2077 ! Turkiye'de Dijital Donligim f i
B




Kritik Altyapilara Iliskin Farkindalik ve Egitim
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Kritik Altyapilar igin Kritik Altyapilar igin

isveg Kritik Altyapilari

Siber Guivenligin Temelleri Ortak Anlayig Olusturma Koruma Raporu
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Kritik Altyapilara Iliskin Araclar

1| BALDRIGE
H CYBERSECURITY

Cyber Security Excellence Builder Tool V:1.0

[‘ﬂailigim 2017 TBD 34%. maal ﬁdmm cﬁimﬂagﬂ Umﬁ

TBD 34.ULUSAL BILI$IM KURULTAY] 20-21 Arali 2017 Turkiye'de Dijtal Donisim g




Kritik Altyapilara Iliskin Farkindalik ve Uyan Bildirim Ag:

KRITIK ALTYAPILAR @] Z
KURUMSAL YAPILANMA TR R

United Kingdom Canada: USA: Office of
Critical Infrastructure Institute Infrastructure Protection

g4 Homeland
Qs Security

Critical Infrastructure Warning
Intmm ation Network (CIW I\U

KRITIK ALTYAPILAR
TEKNIK KOORDINASYON
AT Avrupa B|rI|g| Kritik AItyapllar
Uyar Bilgi Agi
|
SEKTOREL SOME LI B
KOORDINASYON
P S —————————————
http://www.ci-institute.com/index.html S-SOME-E1 S-SOME-E2 S-SOME-U1 S-SOME-U2

https://www.dhs.gov/office-infrastructure-protection
EU CIWIN: http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=LEGISSUM:I33260
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Siber Guvenlik
acisindan
Neler Yapmal?

Mustafa AFYONLUOGLU
Siber Giivenlik, E-Ydnetisim ve E-Devlet Kidemli Uzmani

E-Posta afyonluoglu@gmail.com

Web afyonluoglu.org

Linkedin http://linkedin.com/in/afyonluoglu
Twitter @afyonluoglu




