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1970 1975 1980 1985 1990 1995 2000 2005 2010 2015 2020
M.AH. llkokulu ve Ortackul 1977 — ;
Aydin Lisesi 1985
Hacettepe Unv. - Elektrik ve Elektronik Miih. Lisans 1987 ) 1l
Hacettepe Unwv. - Elektrik ve Elektronik Miih. Yiiksek Lisans (M.5.) 1993-1996 _
Hacettepe Unv. - Elektrik ve Elektronik Miithendisligi - (Doktora) (Kisisel Verilerin Anonimlestirilmesi ve e-Devlet) 2015 - 2019
istanbul Bilgi Unwv. - Bilisim Hukuku Yiiksek Lisans (M.A.) 2010-2011 - ;

Bogazici Universitesi - yi Yonetisim Programi (M.5.)

Yale University - Sosyal Politikalar Yiiksek Lisans (ML.AL)

Anadolu Universitesi - Adalet (O.L.)

Kalafatoglu Comp.Tech.A.5. - Teknik Midiir 19'31‘19'-:!3-

2015-2017 ﬁ '

2016- ...
2018-...

DMA Yazilim Ltd Sti. - Genel Miidiir 1993-2004 #
Microsoft Seattle - NDA / Windows isletim Sistemi Gelistirme Ekibi 1997-2007

Hacettepe Unwv.-Elk. Ve Elektronik Miihendisligi-Ogretim Elemam (Mikroislemci Progr.)
TOBB ETU Universitesi (e-Devlet Yiiksek Lisans Dersi) 1993-1999

THK Universitesi (e-Deviet e-D&niisiim Yiiksek Lisans Dersi)

-

2012 M

Tiirkiye Noterler Birligi - Yonetim Kurulu ve Baskan Bilisimm Damismam 1996-2010
Tiirkiye MNoterler Birligi - Bilgi islem Miidiirii
Basbakanhk eDevlet Danisma Grubu - Baskan, Baskan ¥rd, e-Devlet Uzmam

2004-2010

| TUBITAK Yazilim Teknolojileri Arastirma Enstitiisii (YTE) e-Doniisim ve e-Deviet Damismam

@& TUBITAK 2015-2019 e-Devlet Stratejisi ve Eylem Plani Koordinatdril
Devlet Malzeme Ofisi - Genel Midiirliik Makam e-Devlet ve e-D&niisim Bas Danmismani, e-D&nilisiim Yoneticisi 2010-2012

TBD - KamuBiB Yonetim Kurulu Uyesi, Sayisal Giindem 2020 e-Devlet Olciimleme, KEVM Bilisim Hukuku C.G. Baskam
Basbakanhk Kamu G&zetimi , Muhasebe ve Denetim Standartlar Kurumu - XBRL-TR Yiiriitme Kurulu Uyesi

10M (Uluslararasi Gog Orgiitii) e-Doniisiim Proje Koordinatdril

AB Tek Temas Noktasi ve Ulusal Destek Merkezi Strateji, Eylem, Yatinm Plam & Mevzuat - Avrupa Birligi Kilit Uzmam
Cumhurbaskanhg - Deviet Denetleme Kurulu e-Devlet ve Siber Glivenlik Dis Uzmam

Kisisel Verileri Koruma Kurumu - Kurulus ve ikincil Mevzuat Hazirhk D&nemi

Ticaret Bakanhg - Bakanhk Danmnismam (Ulusal Tek Temas NMoktasi ve Perakende Bilgi Sistemi)

TBD Tiirkiye Bilisimm Dernegi - KamuBiB ve Bilisim Kurultayi EYK ve EPK Uyesi ve icra Kurulu Uyesi

YiDER Yerli isletmeler Dernegi - Danisma Kurulu Uyesi

Arap Ekonomik Birligi Konseyi - Arap Dunyasi Dijital Ekonomi Stratejisi Cekirdek Uzman Grubu

2010 - 2015
TUBITAK YTE e-Donidsdm Birim ¥Yoneticisi / Proje Yoneticisi 2011 - 2015

2013 | 2015 i

2012 - 2015 I I
2014

2013-2015
2013-2014

2014-2015 |
2015- 2016
2p16- 2017

2017

2017- 2019

2018- ...

2018- ...

2018} 2019

2019
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VERI SIZINTILARI 2014 " 2015" 2016"
Sizinti Sayisi 312 318 1,209
Sizinti basina Ortalama Veri Kaybi

Toplam Sizan Veri Adedi

10 Milyondan fazla kisiyi etkileyen.olay s3 9

Son 8 Yilda Sizan Veri Miktari}7.1 MiLYAR KiMLiK  + 3 Milyar @@F, +0,14 Milyar FRTZey + ...
FIDYE YAZILIMLAR 2014 2015 2016

Tespit Edilen Fidye Olay Sayisi 0 340,665 463,841

Fidye Yazilim Tiri 30 30 101

Odenen Ortalama Fidye (ABD Dolar) 373 294 1,077

2017 (Ekim) 2016

Tarim, Ormancilik ve Balikcilik Her 1751 postada 1 tane Her 1815 postada 1tane |1. Sirada

Kamu Yonetimi Her 2147 postada 1 tane Her 2329 postada 1tane |4. Sirada

Madencilik Her 2276 postada 1 tane Her 2254 postada 1tane |3. Sirada

Finans, Sigorta ve Kiralama Her 2420 postada 1 tane Her 1918 postada 1tane |2.Sirada

Hizmet Sektori Her 3191 postada 1 tane Her 3091 postada 1tane |7.Sirada

(1) Nisan 2016 Symantec Corp. Internet Security Thread Report, Vol: 21
(2) 27 Nisan 2017 Symantec Corp. Internet Security Thread Report, Vol: 22

(3) 2017 Eyliil Symantec Aylik Saldiri Raporu, https://www.symantec.com/security_response/publications/monthlythreatreport.jsp
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— Bir Saldiri Aki g -

I- NESNELERIN

2 INTERNETI
Kaynak: |oT

(24 saatte 100.000 cihaz) //
Tespiti zor ;
39%
\ Asia-Pacific
@ C&C Sunucular \ —
(COMMAND & CONTROL) /
/ SIN | 35%
. a E Saldiri:RDoS 2
Arag: BotNet = /u/ ‘b\:» (Ransom Denial of Serwce) -
= . \

ﬂﬁ/ C - ¥ NS
e A - Saldir Hacmi: 100 Gbps+

Zombi Cihazlar

Kaynak: Cisco 2017 Midyear Cyber Security Report
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- Bir Saldiri Akl g1 .

'Y Y Back Door Neden Medjack:
g:;z:gv 1. Yuksek oranda XP (artik desteklenmiyor)
____________________________________ ; 2. Orta seviye hastanede 15.000+ cihaz var
” ‘ 3. Bunlarin %10'u internet baglantili
‘ Hedef: MedJack i EAEE?;OW _&;M . N G.enelde takip edil?mi)-/o-r ) -
(Medical Device Hijack) 5. Cihazlara sadece ureticiler miidahale edebiliyor
"""""""""""""""""" 6. Muidahalelerde devlet yada yetkili otorite
® Fluoroscopic Back Door izni gerekebiliyor
K3 oo Lepy 7. Midahale yiiksek maliyetli

8. Hastane ydnetimi hizmetin durmasina

tahammil edemiyor

Kaynak: Cisco 2017 Midyear Cyber Security Report 4 _
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Global Threat Intelligence Center (GTIC)
Quarterly Threat Intelligence Report

NTT Security

01 Aralik 2017

Uygulamaya Ozel
Saldirilar

Zararl Yazilimlar
(Malware)

Web Uygulamalarina
Saldirilar

Hedef Tarama
Brute Force

DDoS Saldirilan

BotNet Aktiviteleri

i’ |

Bilinen Kotl Kaynaklar

Kaginma
Girigimleri

Service Ozel
Saldirilar

Oltalama

Ag Manipulasyonu

42%
]
-10%
—
| — 34%

_‘ -15%
| — 10%
| —

L -57%

il

e BT

; 74%

.- -69%

HQ2 Wa3
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Saldir Grubu Kisa Adi Ulke Kurulus Yili | Motivasyonu Hedef Kategoriler
Hiikiimetler, Uluslararasi
Sandworm g::dagh, 2E2 Rusya 2014 Casusluk, Sabotaj Organizasyonlar, Avrupa, Amerika,
Enerji Sektorii
Cozy Bear, . —_ S R o .
. C luk, H Hiik tler,
Fritillary APT29, Office Rilsya 2010 asusluk, ukiimet iikiimetler, Du;unce.Orgutlen,
Devirme, Yikma Medya, Avrupa, Amerika
Monkeys
. Fancy Bear, Casusluk, Hikimet S .
Swallowtail APT28, Sednit Rusya 2007 Devitime, Vikin Hiikiimetler, Avrupa, Amerika
- Havayollari, iletisim, iran Vatandaslan,
Cadelle = Iran 2012 Casustuk Hiikiimetler, STK'lar
Sabotaj
Ca"sn:sluk, 5 .o N Finans Sektorii, Askeriye, Hilkimetler,
Appleworm Lazarus Kuzey Kore 2012 Hiikiimet Devirme, . . .
Eglence sektord, Elektronik Cihazlar
Yikma
Housefly Equation ABD 2001 Casusluk Ulke saldirganlarina yonelik hedefler
uyiikelgilikler, H llar, R , Cin,
Strider Remsec Bati 2011 Casusluk Puyuke ¥ I_k o Harvmyommc, Fimys, L
Isveg, Belgika
e-Ticaret, Hikiimetler, Teknoloji, Saghk
Suckfly - Gin 2014 Casusluk Sektérii, Finans Sektorii, Gemicilik
Sektori
APT3. UPS Askeri Alanlar, Savunma Endiistrisi,
., 'y . l weas .. ..' z ,t
Buckeye GothicPanda Cin 2009 Casusluk Medya, Egitim Sektorl, ABD, Ingiltere,
Hong Kong
- Teknoloji, Y: lik, J F
Tick - Cin 2006 Casusluk S o;_n,we-lymcn s SOIS, St
Mihendisligi

Dikkat Cekici Etkileri Olan ve Ulkeler Tarafindan Desteklendigi Acikca Bilinen Hedef Odakli Saldin Gruplan

_ 27 Nisan 2017 Symantec Corp. Internet Security Thread Report, Vol: 22
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N ZPSTNS] NORTH ATLANTIC TREATY ORGANIZATION

S

» Subat 2016: Avrupa Birli gi ile siber savunma i sbirli gi
konusunda Teknik DlUzenleme imzalandi.
» Temmuz 2016: Kara, Hava, Deniz ve Uzay'dan sonra
5. operasyonel alanidir.
> Aralik 2016: Siber savunma, NATO'nun toplu FEEIEEE
savunma alanindaki temel gorevlerinden biridir. FEEiisis
» Uluslararasi hukuk siber alanda da \RE
uygulanmalidir. FEfzass:
> NATO, siber e gitim ve tatbikat yeteneklerini
geli stirecektir. 330

---------
............
-------------------------
............................
......................
.......................

http //www nato int/cps/en/natohg/topics: 78170:hthd :
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SiBER GUVENLIK ve MiLLi GUVENLIK

Milli Guvenlik: Devletin milli varhdina, bekasina ve [s[s\ZIplile[[=MelaElLY tehditlere karsi tedbirler almak icin
bolgesel ve kiresel ortamin izlenerek tehdit ve [fliEEllarin tespit edilmesi ile bu hususlara uygun siyasetin
belirlenmesini ve en uygun politikalarin uygulanmasini saglayacak strec¢ ve unsurlar (MGK)*

MILLI GUVENLIK

. ASKERI
= SIYAS]
= DIPLEI\/IATIK

** http

|
L /4%\
)/

|

NATO 2016 NATO VARSOVA ZIRVESI

B —

OTAN

I Ulusal Siber Guvenlik Butgeleri
% Fransa (2014): 1 Milyar € UK: 2.5 Milyar € (2016)

2030 Siber Glvensizlik Hacmi: 90 Trilyon $

(Denver Universitesi)

ato-priority-spending-success-cyber-defence/EN/index.htm




Global

PSRl Siber Glvenlik — Kiresel Olctimlemeler

193 Ulke

Kiiresel Siber Giivenlik Endeksi - Avrupa 2017 (Ulke Siralamalari)
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ERDOGAN'DAN DEVLET DENETLEME KURULU'NA

KRITIK TAlIMAT

ERDOGAN'DAN ‘SIBER GUVENLIK TALIMATI

Giris Tarihi:20.11.2016, 23:15 Guncelleme Tarihi:20.11.2016, 23:15

Cumhurbaskani Erdogan, FETO ile miicadelede calisma yapilmasi talimatinda bulundugu
Devlet Denetleme Kurulu’na yeni bir gérev verdi. FETO ile miicadelede 6nemli calismalara
imza atan DDK, bu kez de e-devlet ve siber guvenlik konusunu arastiracak

Cumhurbagkani Recep Tayyip Erdogan, e-devlet ve siber guvenlik faaliyetleri konusunda
arastirma ve inceleme yapilmasi icin talimat verdi. Cumhurbaskani Erdogan'in bu talimati
Uzerine ¢alisma baslatan DDK, dlnyadaki basgarili e-devlet ve siber glvenlik uygulamalarin
mercek altina alacak, Universiteler, sektor temsilcileri, sivil toplum kuruluslariyla gériasmeler
yapacak. 'Nesnelerin interneti' konusunun da incelenecedi ¢alisma sonrasinda yenilikgi e-devlet
anlayisinin yani sira siber saldirilara kargi alinmasi gereken énlemler de ortaya konacak.
Cumhurbaskani Erdogan, daha 6nce FETO ile mucadele ile ilgili calisma yapilmasi talimati
verdigi Devlet Denetleme Kurulu'na yeni bir gérev daha verdi. FETO ile miicadele kapsaminda

Onemli calismalara imza atan DDK, bu kez de e-devlet ve siber guvenlik konusunu arastiracak.



Siber Guvenlik Ustyapisi Yakin Gelecek Planlari

1 Strateji ve
@ Eylem Plani
= \

Ulastirma, Denizcilik __ :
ve Haberlesme Bakanlig Sektorel Tesvik \
: 5 I Duzenleyici /
T.C BILIM, SANAYI VE Deneﬂeini Kurum
TEKNOLOJI BAKANLIGI

Bilim, Sanayi ve AR
Teknoloji Bakanhgi ufﬁ
BILGI TEKNOLOJILER]
VE ILETISIM KURUMU
Bilgi Teknolojileri ve

iletigim Kurumu Operasyon ve
AR-GE

Kapasite Gelistirme ve
Teknik Destek LY
TUBITAK

” ._ Teknolojik Arastirma Siber Istihbarat
Ozel Sektor Kurumu s AN
Bogazici Universitesi

Siber Givenlik Merkezi aSE|Sa n

Electronic Industry

(% . Emniyet Milli Istinbarat
HAVELSAN Genel Mudirliga  Teskilat I

Air Electronic Industry
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rGuvenlik Ustyapisi Yakin Gelece
v' Siber glvenlikte en Ust seviye Koordinasyon

v Milli Cézumler_ ‘e en yuksek destek
(Donanim/Yazilim)

v" Nitelikli insan kaynagi Kapasite Geli_stirme

Strateji ve
Eylem Plani

Sektorel Tegvik

Kapasite GeI|§t|rme ve

AR GE

Operasyon ve
AR-GE

Diizenleyici /
Denetleyici Kurum E——— N s




uvenlik Ustyapisi Yakin GelecekPlan

Ulastirma, Denizcilik
ve Haberlesme Bakanligi

%

T.C BiLim, SANAYI VE
TEKNOLOJI BAKANLIGI

Bilim, Sanayi ve
Teknoloji Bakanhgi

Kapasite Gelistirme ve
Teknik Destek

Bogazici Universitesi
Siber Guvenlik Merkezi

HAVELSAN

1 Strateji ve
@ Eylem Plani
r

Sektorel Tesvik

Ozel Sektor

aselsan

Electronic Industry

Siber giivenlige tek ¢ati emri

10 SuDal £ f A9] Son Gunceileme : 17 Subst 2017 - 103

CUMHURBASKANLIGI, siber giivenlik alanminda farkli kurumiarda yiirtitiilen calismalan
tek cati altinda toplamak igcin calisma baslatti.

AN

Duzenleyici /
Denetleyici Kurum

.
BTK
BILGI TEKNOLOJILER]
VE ILETISIM KURUMU
Bilgi Teknolojileri ve

iletisim Kurumu Operasyon ve

@ AR-GE \

TUBITAK
Turkiye Bilimsel ve
Teknolojik Arastirma
Kurumu

-

- Ay 2
i e S b s .
b R

Cumhurbasgkan Tayyip Erdogan’in talimatiyla baslatilan calismalar kapsaminda, siber
guvenlik altyapisimin yerlilestiritmesi, durum analizi yapilmasi ve alinmasi gereken
tedbirler ortaya konulacak. Cumhurbaskani Erdogan, FETO'niin 15 Temmuz darbe
girisiminin ardindan kurmaylarina siber guvenlik altyapisinin incelenmesi icin talimat
Devlet Denetleme Kurulu ve Erdogan’in teknolaji kurmaylarinin yer aldig
alisma kapsaminda Bilim, Sanayi ve Teknoloji Bakanligi, Ulastirma, Denizcilik ve
berlesme Bakanligi, Bilgi Teknolojileri ve lletisim Kurumu ile TUBITAK gik
kurumlarda ayri ayn yapilan siber giivenlik calismalarinin tek ¢ati altinda

hito:www hurriyet com ti/siber-guvenliqe-tek-cali-emni-40368316

Milli istinba
Teskilati

Emniyet
Genel Mudurluga

Air Electronic Industry




Yakin D6nem Tamamlanan Calismalar

Kisisel Verileri Koruma Kurulu’nun
Olusturulmasi

. * { ; KV'('(
30 Oca k 20 17 ' [ ] * }.a PERSONAL DATA PROTECTION AUTHORITY

( el Ulusal E-Posta Sistemi duyuruldu
07 Agustos 2017

Kamu Giivenli Agi %;—" <

Mevzuat: 21 Haziran 2017 A _‘
Dahil Olan Kurumlar: % 23 KRHUI:IH 201&”““"‘“ '

Hedef: Aralik 2018 >

E-Devlet ve Slber Guvenlik CIO Kurulu

Baskan : Bagbakanhk Mistesari

Katilimcilar: Her Bakanhgin ilgili Miistesar Yardimcisi
Periyot : Dlzenli olarak, her ay (Mart 2017’den bu yana)
Amac : Ust Seviye izleme ve Koordinasyon




Yakin D6nem Tamamlanan Calismalar

Kamu Entegre Veri Merkezi
(Fizibilite Asamasinda)

ey
Havelsan SIBER SAVUNMA TEKNOLOJ| MERKEZ] S
Siber Savunma Teknoloji Merkezi | -2 5 Gy STM Siber Fiizyon Merkezi

(SISATEM)
23 Mart 2016

17 Mayis 2016

TSK SIBER SA

KOMUTANL IG
il
| mnu I'

TSK Siber Savunma Komutanhgi
Siber Savunma Operasyon Merkezi
11 Temmuz 2017




Yakin Donem Hedeflenen Calismalar

P cRTIFIS
T,

Tim Kamu Kurumlarinda ISO 27001 Sertifikasyonu

Hedef: 31 Aralik 2018 1SO 27001

o

Marion s8°

Siber Glivenlik Uzmani Yetistirilmesi
Hedef: 31 Aralik 2018

Tim Kamu Kurumlarindan Siber Giivenlik Testleri
Hedef: 31 Aralik 2017

Kapsam: Sistem ve Network Penetrasyon Testleri
Kaynak Kod Analizi, DDoS, Sosyal Muhendislik ...




Yazilim ve TeknoIE)ji Zirvesi'17




—

Siber Guvenlik
= Korunma
Saldirmak Kolay Ana Hedef Yazilim Milli Glvenlik Yontemi

— Blir Ealdin Akigi ==

AZILIM ‘)\(
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1
T PNDU

Korunma
Yontemi

'S PostgreSQL

YAZILII}II)\(
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. SOME [

e Merkezi Kamu Kurumlari
e Yerel YOnetimler
o Universiteler

("« Elektronik Haberlesme
» Enerji

Su Yonetimi )

Ulastirma -

Bankacilik ve Finans

Kritik Kamu Hizmetleri (Saghk "')/

A

Sadece Kamunun Min. Ihtiyact:
L 6.500 — 10.000 Kisi

* Yazilim ve TeknoIE)ji Zirvesi'17

KRITIK
ALTYAPILAR
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N N A e
UniyersiteleRuelSine dGuyentik

2013-2014 Siber Guvenlik Stratejisi ve Eylem Plani
Siber Giivenlik Alaninda Insan Kaynaginin Yetistiriimesi ve Bilinglendirme Faaliyetleri

- Siber giivenlik altyapisinin geligtirilmesi ile ilgili YOK te bir
Mart 2013
komisyonun kurulmasi )
- Yiiksekogretim Kurulu
{niversitelerde siber | - Ilgili branslarin lisans, yiiksek lisans ve doktora seviyesi Baskanlig (S)
_ o . . Aralik 2013 Sraniig
giivenlik miifredatlarina siber giivenlik ile ilgili derslerin eklenmesi - TUBITAK (i)
20. .. .
egitimlerinin - Siber giivenlik alaninda Tiirkge kitap, dergi, makale Siiselel - Universiteler (1)
tirekli
yayginlastirilmasi kaynaklarin ¢cogaltilmasi
- En az iki siber giivenlik yiiksek lisans programinin agilmasi Eyliil 2013
- En az bir siber giivenlik doktora programinin agilmasi Eylil 2014

Bugiinkil ihtiyaci kar gilayabilmek icin 60 V1l a gereksinim var

PRATIK TECRUBE ?
&




e A A
UniyersiteleRuelSine dGuyentik

Bogazici Universitesi
Yonetim Biligim Sistemleri
Siber Guvenlik Merkezi (BUSIBER)

SIBER
BULENT ECEVIT UNIVERSITESI G ? GUVENLIK
Karaelmas Siber Guvenlik Uygulama ve Arastirma Merkezi -
MERKE/ZI

Blilent Ecevit Universitesi

Karaelmas Siber Guvenlik Uygulama ve Arastirma
'\/If\lf'l/n_li

SCZT

& Yazilim ve TeknoIE)ji Zirvesi'17




e A A
Umiversiteler ve STher Giveni:

SIBER
GUVENLII_(
MERKEZI

Bogazici Universitesi
Yonetim Bilisim Sistemleri

Siber Guvenlik Merkezi (BUSIBER) Kapasite Gelistirme

(Kamu/Ozel Sektor)

BULENT ECEVIT UNIVERSITESI ¥y
Karaelmas Siber Guvenlik Uygulama ve Arastirma Merkezi MP TecrU(IKneef:ﬁ;r:;inrma

Blilent Ecevit Universitesi

Karaelmas Siber Guvenlik Uygulama ve Arastirma
'\/If\lf'l/n_li

ST TN CZT

Siber Glivenlik
Danigmanligi

& Yazilim ve TeknoIE)ji Zirvesi'17
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Siber Dunya ve Kariyer




TR: 15.000+ Siber Giivenlik Uzmani - Yiksek Maas, Stratejik Gorevler

\
/XN

$&careers

N

Economic and

Human Rights Social Development

Peace and Security

https://careers.un.org/low/Home.aspx

. m TOPICS NEWS PUBLICATIONS EVENTS Q

About ENISA Careers @ P

Careers

Slawek, Polish
After being a Seconded National Expert to ENISA for one year in 2006, I've...

- Slawomir Gorniak, Read full testimonial

https://www.enisa.europa.eu/recruitment/vacancies

&

Careers at NATO

Do you identify with NATO's mission of peace and security? Do you want to support high-level
committees working on security and defence matters for our Alliance of 28 nations? Can you
contribute to shaping NATO's future?

http://www.nato.int/cps/en/natohg/recruitment.htm

ADB - Asian Development Bank (26)
AfDB - African Development Bank (8)

International Residual Mechanism for
Criminal Tribunals (4)

ASEAN - Association of Southeast
Asian Nations (10)

BIS - Bank for International
Settlements (9)

CABI (20)

IOM - International Organization for
Migration (33)

IPU - Inter-Parliamentary Union (1)

IRENA - International Renewable
Energy Agency (4)

ISA - International Seabed
Authority (3)

ISDB - Islamic Development Bank (6)

ISO - International Organization for
Standardization (3)

ITC - International Trade Centre
UNCTAD-WTO (1)

ITU - International
Telecommunication Union (3)

UNESCO - United Nations
Educational, Scientific and Cultural
Organization (33)

UNFCCC - United Nations
Framework Convention on Climate
Change (20)

UNFPA - United Nations Population
Fund (11)

UNGSC - United Nations Global
Service Centre (1)

UNHCR - United Nations High
Commissioner for Refugees (33)

UNICEF - United Nations Children's
Fund (272)

UNICRI - United Nations Interregional
Crime and Justice Research
Institute (1)
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~wll FACEBOOK’S TOP COUNTRIES AND CITIES

2017 COUNTRIES AND CITIES WITH THE LARGEST ACTIVE FACEBOOK USER BASES

COUNTRIES WITH THE LARGEST NUMBER OF ACTIVE FACEBOOK USERS CITIES WITH THE LARGEST NUMBER OF ACTIVE FACEBOOK USERS

# TOP COUNTRIES USERS % TOTAL* # TOP CITIES USERS % TOTAL*
01 UNITED STATES 214,000,000 11% 01 BANGKOK 24,000,000 1.3%
02 INDIA 191,000,000 10% 02 MEXICO CITY 19,000,000 1.0%
03 BRAZIL 122,000,000 7% 03 DHAKA 16,000,000 0.9%
O4% INDONESIA 106,000,000 6% O4% JAKARTA 16,000,000 0.9%
06 MEXICO 76,000,000 4% 05 ISTANBUL 14,000,000 0.7%
06 PHILIPPINES 60,000,000 3% 06 CAIRO 13,000,000 0.7%
07 TURKEY 48,000,000 3% 07 SAO PAULO 12,000,000 0.6%
08 THAILAND 46,000,000 2% 08 NEW DELHI 12,000,000 0.6%
09 VIETNAM 46,000,000 2% 09 LIMA 11,000,000 0.6%
10 UNITED KINGDOM 42,000,000 2% 10  HO CHI MINH 9,700,000 0.5%

we
-
@ SOURCES: EXTHARPOLATION OF FACEBDOK DATA. JANUARY 2017, *NOTE: "% TOTAL® REPRESENTS THE PERCENTAGE SHARE OF TOTAL GLOBAL FACEBCOK MONTHLY ACTIVE USERS HOOtSUIte‘ usorgiul
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MOBILE’S SHARE OF WEB TRAFFIC

PERCENTAGE OF TOTAL WEB PAGES SERVED TO MOBILE PHOMES
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TURKEY Cr

A SNAPSHOT OF THE COUNTRY'S KEY DIGITAL STATISTICAL INDICATORS

TOTAL INTERNET ACTIVE SOCIAL MOBILE ACTIVE MOBILE
POPULATION USERS MEDIA USERS SUBSCRIPTIONS SOCIAL USERS

80.02 48.00 u48.00 70.91| 42.00

MILLION MILLION MILLION MILLION MILLION

URBANISATION: PENETRATION: PENETRATION: vs. POPULATION: PENETRATION:

4% 60% 60% 89% 52%

SOURCES: POPULATION: UNITED NATIONS; .5, CENSUS BUREAL; INTERNET: INTERNETWORLD S ITU; INTERNETLIVESTATS; CIA WORLD FACTBOOK; FACEBOOK;
MATHONAL REGULATORY AUTHORITIES; SOCIAL MEDIA AND MOEBILE SQCIAL urr;mn;-,r:u:m'zf ENCENT; VKONTAKTE; LIVEINTERNET,RU; KAKAC: NAVER; NIKI HootSUIte“ ure

ACHAEl; CAFEBAZALR.IR; SIMILARWEE; DINCG; EXTRAPOLATIQON OF THS DATA; MOBILE: GSMA INTELLMZENCE; EXTRAPOLATION OF EMARKETER AND ERICSSOMN DaTA sacl,ul




ANNUAL DIGITAL GROWTH C~

YEAR-ON-YEAR CHANGE IN KEY STATISTICAL INDICATORS [ve. JANUARY 2016)

INTERNET ACTIVE SOCIAL MOBILE ACTIVE MOBILE
USERS MEDIA USERS SUBSCRIPTIONS SOCIAL USERS

+4% +14% -0.2% +17%

SINCE JAN 2016 SINCE JAN 2014 SINCE JAN 2016 SINCE JAN 2016

+2 MILLION +6 MILLION -122 THOUSAND +6 MILLION

EXTRHAF IZ N COF THE i; MOBILE: GSMA INTELLIGENCE: EX .‘:I.'. .':..-I -'.‘.'.-i‘{ AN I RICSS0N DATA, I BRISONS TOY .‘:-..- SCEIALS TLHCHITAL B 200" REPDIR

SOURCES: POPULATICIN: UNITED NATIONS; LS, CENSUS BUREALL INTERNET: INT | QRLDSTATS; (TU; INTERNETLIVESTATS; © D FACTROOK; FACEBOOK; NATIONAL REGULATORY
AUTHE ; SO Lul:l:m D MOBILE -,_“I MELHA: ..._‘.EI..._--. NCENT: E; cl ERNET.AL; KAKAD; K n-u |'| *H | FEBATAAR.IR; SIMILARWEE: DING; Hootsu‘te
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DEVICE USAGE =

PERCENTAGE OF THE ADULT POPULATION® THAT CURRENTLY USES EACH KIND OF DEVICE

MOBILE PHONE SMART LAPTOP OR TABLET
(ANY TYPE] PHONE DESKTOP COMPUTER COMPUTER

95% 75% 51% WAL

TELEVISION DEVICE FOR STREAMING E-READER WEARABLE
(ANY KIND) INTERNET CONTENT TO TV DEVICE TECH DEVICE

98% 5% 1% 5%

: : ' we
SOLUBNCEES: GG LEDTINSUNMER EARCIMETER, JANUNRY 2017, FIGAURES SAGED 0N RESITOISEE TO A SURVEY, “NOTE: DETA REERERENTS ROULT RESPOINGENTS = oy
@ T Y. BLEASE SEE THE RGTER AT THE ENDLOF THES REPDUT FOR MORE [FrCRRATION DN GOOGLES METHODOLGSGY AND THEIR MUCEENCE DEFINITID®ME Hootsulte are

social




TIME SPENT WITH MEDIA C+

SURVEY-BASED DATA: FIGURES REPRESENT RESPONDENTS® SELF-REPORTED ACTIVITY

AVERAGE DAILY USE AVERAGE DAILY USE AVERAGE DAILY USE AVERAGE DAILY
OF THE INTERNET OF THE INTERNET OF SOCIAL MEDIA TELEVISION
VIA APC OR TABLET VIA A MOBILE PHONE VIA ANY DEVICE VIEWING TIME

6H46M | 2H59M 3HO1IM 2H 14M

. we
SOURCES: GLOBALWEBINDEX, 03 B Qb 2016, BASED ON A SURVEY OF INTERMET USERE AGED 16-th. @ Hootsulte- are

social




FREQUENCY OF INTERNET USE C+

HOW OFTEN INTERNET USERS ACCESS THE INTERNET FOR PERSOMNAL REASONS [ANY DEVICE)

EVERY AT LEAST ONCE AT LEAST ONCE LESS THAN ONCE
DAY PER WEEK PER MONTH PER MONTH

87% 9%

<1%

SOURCES: LN LE X -'1.Z||I.-'- R EARUIE TER, JANUGRY 2007, FllrURES: BASED UM RESFLONGES T0 A SURVEY, MOTE: DA FEPRESENTS ADULT HESPLSDENT S
o QINLY: PLEASE SEE THE NOY AT THE END QF THIS REPQRT FOR MORE INFORMATION ON GODELE'S METHOROLOES Y ANE THEIR ALUDIENCE DEFINITICNS ‘ Hontsulte

sm:lnl




INTERNET CONNECTIONS: SPEED & DEVICES C+

AVERAGE INTERNET CONNECTION SPEEDS (IN KBPS), AND THE DEVICE THAT PEOPLE USE MOST OFTEN TO ACCESS THE INTERNET

AVERAGE INTERNET AVERAGE INTERNET ACCESS THE INTERNET ACCESS EQUALLY VIA ACCESS THE INTERNET
SPEED VIA FIXED SPEED VIA MOBEILE MOST OFTEN VIA A A SMARTPHONE AND MOST OFTEN VIA A
CONNECTIONS CONNECTIONS COMPUTER OR TABLET COMPUTER OR TABLET SMARTPHONE

6,684 | 11,831 13% 38% L4 %

KBPS KBPS

'ilI'.'lIJFIC"ES Lk LTE CIF THE INTE II C--"ZIII-" "»3'2 g CRLICH L -I M EH l:""' ER, ML C'." "Il' HES I ok [ ZII I I HES T & SLIRVEY.

H{,‘-TE& II' IIII SENTS ADULT RESPONDENTS ON E i.'!::-l SEE T EI‘«. I I EMD OF THIS REPCRT FOR I' Ii' II I II .'--'-:"-'I: g H t t
@ METHODE I AND THEIR ALAD|EMCE I.-=I I .'II-.. DEVICE UISAGE i'-'-.".'=h'.'..- S RAAY NOT SLIK T 0% DLUE TO "N I .ZC WPLETE ANSWERS ‘ on 5“' E snclnl




il SHARE OF WEB TRAFFIC BY DEVICE C+

2017 BASED ON EACH DEVICE™S SHARE OF ALL WEB PAGES SERVED TO WEB BROWSERS

LAPTOPS & MOBILE TABLET OTHER
DESKTOPS PHONES DEVICES DEVICES

36% 61% 3% 0.03%

YEAR-ON-YEAR CHANGE: YEAR-ON-YEAR CHANGE: YEAR-ON-YEAR CHANGE: YEAR-ON-YEAR CHANGE:

-29% +33% -15% 0%

Qi Hootsuite" gre. .
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MohilNazilimiBazari

Mart 2017
Uygulama Marketlerdeki Mobil Uyg. Sayilari Mobil Uygulama Harcamalari (Milyar $)

9.000.000 + © 189 Milyar $

2 500 000
n
2 200 000 E
. ]
§ 2 000 000 w 150
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£ 1500000 =
3 100
g
2
1 000 00O
669 000
600 000
50
500 000
234 500
(4]
GCoogle Play Apple App Store Windows Store Amazon Appstore BlackBerry World 0

2016* 2020%

Haziran 2017'de Apple Store’dan indirilen Uygulama Sayist: 18“.000.““0.“00

Yazihm ve TeknoIBji Zirvesi'17

https://www.statista.com/statistics/276623/number-of-apps-available-in-leading-app-stores/
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WEEKLY ONLINE ACTIVITIES BY DEVICE

SURVEY-BASED DATA: FIGURES REPRESENT RESPONDENTS® SELF-REPORTED ACTIVITY

CHECK
EMAIL

VISIT A SOCIAL
NETWORK

USE A SEARCH
ENGINE

LOOK FOR PRODUCT
INFORMATION

LISTEN
TO MUSIC

SMARTPHOME: EMARTPHOME:
47% 79%
COMPUTER: COMPUTER:
29% 49%
TABLET: TABLET:

9%

snunce:: LI LE 5 |I.-'- R EARUMETER, J&
QN .'--il .I THE h.- AT THE END QF THIS

1 5°/o

I-'I--l'.'-C' II I |r. I II".'-.."'..'--'Z-."-'.- 5 METHORO

SMARTPHOME:

71%

COMPUTER:

47 %

TABLET:

1 I-I-%n

SMARTPHOME:

41%

COMPUTER:

25%

TAELET:

9%

Ses [0 A SURVEY HE‘TI— ZII EabM s ADULT RESPOMNUDEN TS
LR ...' R &l HCE DEFINITIONS

SMARTPHOME:

29%

COMPUTER:

18%

TABLET:
%
8%

*| Hootsuite"
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PROFILE OF FACEBOOK USERS

BREAKDOWN OF THE COUNTRY'S FACEBOOK'S USERS BY AGE AND GENDER, IN MILLIONS

9.1

B remale 8.5

MALE

6.0
49

34 31

12

1.5 1.6

tsuil

# LY
al
13-—17 18 - 24 26 -3y 36 - Lk LE - Bl
YEARS QLD YEARS QLD YEARS OLD YEARS QLD YEARS OLD
@ SOUBCES: LT RAPCLATION COF FACERODIC Dath, JANLERY 2047 MNOTES:= THE "TTILAL N OF THE INBET TARLE SHUNER CENCEINAL YA LLS
WHELE C-RAPH VALLUES HAYE BEEN DRID F¥ ONE WILLION, TERLE FERCENTAGEY FEPRESERT THE REFPECTIVE GENDER AND AL CROLPT
SHARE OF TOTAL RATRONEL FACERODOK USERS, TAHLE YALLES MaAY NOT SUM EXATTLY DUE TO SOUNDUNG: IN THE SOERCTE DT

AGE
TOTAL
1317
18 -24
25 -3
30— 4
W5 - Bl
66 - o

6ib+

11
0.6

BE — &4
YEARS OLD

C+

TOTAL FEMALE  MALE
BA,O00,000  36%  &4%
3,700,000 A% B%
13,460,000 104 18%
14,170,000 1% 195
9,300,000 7% 12%
14,710,000 3% T
1,770,000 154 294
BO0, 000 1% 1%

03 06
[ ar—

65+
YEARS OLD

Hootsuite" dre.

social




E-COMMERCE REVENUES C+

TOTAL VALUE OF THE CONSUMER (B2C) E-COMMERCE MARKET, AND AVERAGE E-COMMERCE REVENUE PER USER

NUMBER OF PEOPLE E-COMMERCE PENETRATION TOTAL VALUE OF AVERAGE ANNUAL
PURCHASING VIA (NUMBER OF PURCHASERS NATIONAL E-COMMERCE E-COMMERCE REVENUE
E-COMMERCE vs. TOTAL POPULATION) MARKET IN 2016 (IN US$) PER USER IN 2016 (IN US$)

29.92 37% $5.1 $170

MILLION BILLION

@ SOURCES: STATISTA CESITAL MARKET QUTLOOE, E-CCMMERCE INDUSTRY, JANUARY 2077, NOTE: HUMBERS HAVE BEEN REBASED TO SHOAW PEMETRATION AGAINET TOTAL POPLULATHCN ‘ Hontsulte
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SITEDEKi DOKDMAN SAYILARI
siber Giivenlik O Mustafa AFYONLUOGLU @afyonlungly

#GTIC Global #Threat #Intelligence Center 2017
Quarterly Report - Q3 from #NTTSecurity: "China’s
Biligim Mevzuat: Cybersecurity Position is More Complicated Than
e You Realize"#CyberSecurity #CyberAttack
#Phishing #Malware
Kaynaldar #TopVulnerabilitiesgoo.gl/BJgPfS

tack Valume by Industry

Finpscs | Masufaciurng - Business
fereices
s

E-Devlet

Bilgi Cadn

http://afyonluoglu.org
e




AKADEMIK
KAYNAKLAR

Mustafa
AFYON_LUOG LU

Cybersecurity & e-Government
Expert@Presidency, PSC & NAC
Strategy@EU, IT Governance,
Informatics Law, e-Governance

§ Ankara
& afyonluoglu.com

[#] Joined June 2008

@afyonluoglu

IT515 e-Devier vE E-DONUSIM |

https:/it515.wordpress.com/ -
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TESEKKURLER

Mustafa AFYONLUO GLU

WWW y
http://afyonluoglu.org ews/\ @afyonluoglu

o Linked [T}

afyonluoglu@gmail.com http://twitter.com/#!/afyonluoglu
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