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Cyber Security for National Security

National Security: Identification of threats and by monitoring the regional and global environment in order to
take measures against the threats to the national state and [Senl], and the processes to determine the politics appropriate
to these issues and to implement the most appropriate policies (National Security Committee)*

NATIONAL SECURITY

— MILITARY
—  POLITICAL
—  DIPLOMATIC
—  ECONOMIC

~ CYBER (?)

NATO Summit in Warsaw, 2016

|
NATO
\./ OTAN

2016: Cyber attacks to NATO ICT System
500 Attacks/month (60% increase w.r.t. 2015)

National Cyber Security Budgets
France (2014): 1 Billion € UK (2016): 2.5 Billion €

2030 Cyber UnSecurity Volume: 90 Trillion $
(Denver University Research Report)

* http://www.mgk.gov.tr/index.php/milli-guvenlik-kurulu/genel-bilgi
** http://www.nato.int/docu/review/2017/Also-in-2017/nato-priority-spending-success-cyber-defence/EN/index.htm
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PUBLIC SECTOR & PRIVATE SECTOR
LIKE TWO WINGS OF A BIRD...
... INHARMONY !
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Internet A

& Today in the USA, there are
25 connected

Connected gans  devices per

Devices 100 inhabitants
Internet of Things

4.9 billion
3.9 billion

e 2014 2015 2018 2020

2016 Symantec Internet Security Thread Report,, Gartner loT Report 10 Kasim 2015
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Internet of Things
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Expected Economical Size in loT
2 Trillion Dollars
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Internet-connected things

Connected g

Devices /
Internet of Things 4/

Medical devices. Besearchers have found potentially deadly wuineratalities in

Internet 20.8 billion

dozens of devices such as insulin pumps and implantable defibrillators,

Smart TVs. Hundreds of millions of Intlemet-connected TWs are potentially
vidneratsle 1o click fraud, bothets, data theft and even ransomware,

according to Symantec research.

Cars, Fiat Chrysler recalled 1.4 million vehicles after researchers

dernonstrated a proof-of-concept attack whera they managed o

take control of the vehicle remaotely. In the UK, thieves hacked
keyless entry systems to steal cars.

Toclay in the USA, there are

i 295 connected
cleaas devices per
%-‘5 N0 100 inhabitants
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WHAT HAPPENS IN 2 MONTHS ?

Cl: Finance

October 22th, 2015
3.3 million bank card

October 23rd, 2016
Interenet interrruption on 78% of
ABD with 14 Million loT

Cl: Health

November 3rd, 2016
UK National Health

November 15th, 2016

Pre-loaded 700,000

phone sends data to
China

Nove
Cyber attack to 900.000
routers of Alma Telekom

Cl: Communication

mber 28th, 2016

System closed down
due to malware

information of Indian

S 7 Billion los

Cl: Transport

Terrorism

December 7th, 2016
The North Korean

banks stolen November 28th, 2016 November 30th, 2016 Operating System «Red
Otonomy SyStems Cyber attack to San Files of 54 terrorist | Star» was captured by a
i October 24th, 2016 Francisco Municipal groups leaked from remote attack
Cl: Health Global: Internet UK: «Motor Vehicles Cyber Metro System from Europo] i

October 15th, 2016 Security Guide» published i

loT: DDoS Attack of 100.000
Mirai BotNET to Dyn DNS ‘

10 Thps f ‘_O_
T—O*J—O—

October 4th, 2016
J&J: Attack on Diabetic
Insulin Pumps

I

4

November 28th,2016

|
Data Breach:
November 1st, 2016 November 25th,2016 December 3rd, 2016
Cyber attacks on . 26,500 UK National 50 million Android
October 10th, 2016 Schneider Electrics Massive DDoS Attack | ottery User Account million Androl
Cyber Attack on Germany on European Taken downloads were
Nuclear Power Plants CI : I n d ust ry Commission servers attacked via AirDroid
- Public
Cl: Energy October 22nd, 2016 Institutional -
DDoS attack to
Singapore Telekom Starhub November 9th, 2016
3 g . Central heating system December 4th, 2016
Cl: Communication in Finland closed with Visa cards break in 06
DDoS attack seconds | |
Public Service Cl: Finance

Cl: Critical Infrastructure
ICS: Industrial Control System
loT: Internet of Things (100.000 IoT: 7.500 S - DarkWeb)
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December 14th 2015 — nic TR Domain Name System DDoS Attack

December 24th, 2015 - Finance

Diinya Tarihinde Yasanmis En Yogun
Saldiri

Ulastirma Bakani Binali Yildirim 'tr’ uzantili adreslere yasanan siber saldiriya iliskin
ODTU'niin yeterli 6nlemi almadigini séyledi. ODTU Rektorii Acar ise 14 Aralik'ta diinya
tarihinde yasanmis en yogun saldirtya maruz Kaldiklarini belirterek giivenlik
tedbirlerinin fazlasiyla alindigini vurguladi.

£ Pavias [l i ooen RN

G+ Paylag | 0 Tarih: 01-01-2016 23:42

Ulastirma, Havacilik ve Denizcilik Bakani Binali Yildirim, Tilrkiye'nin gegen hafta
hedefi oldugu buyuk siber saldiriyla ilgili olarak, "Siber savas, gergek savastan bin

beter sonuglar dogurabiliyor, her tirlt énlemi aliyoruz, daha da almamiz lazim" dedi.

‘ULUSAL GUVENLIK MESELESI’

Yildinm, yurtdisi kaynakli olan ve mensei tam olarak bilinemeyen saldirinin 14
Aralik'tan itibaren etkili oldugunu, hemen karsi énlemlerin devreye alindigini séyledi.
Bakan Yildinm, saldirinin esas olarak Ortadogu Teknik Universitesi tarafindan
isletilmekte olan *nick.tr' adl Turkiye'deki batin *.tr' uzantih web adreslerinin
yénetildigi DNS sunucularini hedef aldigini belirterek, "Sunucuyu ODTU isletiyor ama
mesele bir ulusal glivenlik meselesi, bu gesit saldirilara karsi gerekli 6nlemlere sahip
olunmali" dedi.

Mustafa AFYONLUOGLU (afyonluoglu [at] gmail.com)

Tirkiye'de Bankalar Siber Saldir: Altinda

- Ls
Ziraat, I5 Bankas, Akbank ve Garanti Bankas! internet hizmeti veremedi 24 Aralik 2015

Ancak &gleden sonra bu kez bazi bankalarin internet sitelerine erisim miimkin
olmad. Tiirkiye saatiyle 16.00'dan itibaren aktif, mevduat, sube sayisi biiytikliigtinde
{ilkenin en biiyiik dért bankasi olan Ziraat Bankasy, I3 Bankasi, Garanti Bankasi,
Akbanka internet tizerinden girilemedigi gériildii.

Bankalardan konuyla ilgili herhangi bir agiklama gelmedi.

April 25t 2017 - Istanbul




April 08th, 2016 — National ID Number Data Breach May 18, 2016 — Health Sector Data Breach

YSK Baskani Guven: Internete sizan kimlikler ile Devlet Hastanelerine Siber Saldiri: ‘Binlerce
2008'de paylastigimiz veriler uyusuyor Hastanin Kayitlari Sizdr'

AA 08 Nisan 2016 - 16:43| Son Guncelleme : 08 Nisan 2016 - 17:19 L . . } )
Ana Sayfa > Haberler > Turkiye > Glindem - 18 Mayis 2016, 17:48'de eklendi

YSK Baskarni Sadi Giiven, internette yayinlanan kimlik bilgileri ile ilgili olarak inceleme
yaptiklarini belirterek, "internet sitelerinde yaptigimiz arastirma sonucunda elde ettigimiz
bilgiler, siyasi partilere verdigimiz veri tabaniyla uyusmaktadir. Miihendislerimiz

incelemeleri yaptilar, bizdeki kayitlaria bire bir uyumlu olmasina ragmen bizim 44 . o
. = S s S . s Pal f Facebook'ta Paylas W Twitter'da Paylas 2 cRoPY 13b
sistemimizden herhangi bir sizma yoktur" dedi. Giiven, "Verilerin 2008 tarihinde aylagim Ld

paylasilan dosyalarla uyumlu oldugu goriilmiistiir" diye konustu.

b

(88| Emre Ordu
.
B8 Onedio Editérii

Saglik Bakanligi'na bagli 33 devlet hastanesine sabah saatlerinde siber saldir
diizenlendi. Binlerce hastanin kayitlarinin ele gegirildigi ve internette paylasildigi one
suiriildii, Youtube iizerinden eylemin duyuruldugu agiklamada da saldirinin Anonymous
grubu tarafindan gerceklestirildigi iddia edildi. Ancak aksam saatlerinde Anonymous
grubunun Twitter hesabindan yapilan agiklamada bu iddialar reddedildi...

Saglik Bakanligi'ndan yapilan agiklamada da saldiridan sadece Diyarbakir'daki
hastanelerin 'kismen’ etkilendigi belirtildi.

https://onedio.com/haber/devlet-hastanelerine-siber-saldiri-binlerce-hasta nin—kayitlari—sizdi——711565 https://onedio.com/haber/devlet-hastanelerine-siber-saldiri-binlerce-hastanin-kayitlari-sizdi--711565
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December 30" 2016 — Energy Sector July 2016 - Institutional Data Breach

Albayrak: ABD merkezli siber WikiLeaks, AKP'nin i¢ yazismalarini
saldiri yaplldl yayinladi

Wikileaks 762 e-posta adresinden 294 bin 548 yazisma ve bunlarla
birlikte binlerce ek dosya yayinlandi

Enerji ve Tabii Kaynaklar Bakani Berat Albayrak, elektrik ve
dogal gaza bu yil zam éngdrmediklerini sdyleyerek, gectigimiz
hafta yasanan elektrik kesintileriyle ilgili ise "ABD merkezli siber
saldiri yapildi” dedi. .
m Wiweet G+ 2 |YorumYaz © I
| \ .' L o

19 Temmuz 2016 2350 wikileaks, yayinlamayi planladigji bir seri e-postanin il adimi

[Payias olarak, 2010 yvilindan baslayarak darbe girisiminden bir hafta
onceye kadar stiren AKP igi mail'leri paylasti.

06 Ocak 2017 Cuma - 11:36 | Son Glincelleme : 06 01 2017 - 12:55

E-postalann akparti.org.trden geldigi belirtilirken, gonderilen e-
GH| 2 postalarin en yenisi 6 Temmuz 2016 tarihi tagtyor. En eskisi ise

2010 yilina ait.

http://www.gazetevatan.com/elektrik-hatlarina-sabotaj-var-mi-bakan-albayrak-yanitladi-1025710-gundem/
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WEAK LINKS

NON-NATIONAL
SOLUTIONS
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—

February 2016: The Technical Arrangement on cooperation
in cyber defense with the European Union was sighed.

> July 2016: after
Land, Air, Sea and Space.

» December 2016:

T T

» International law should also be applied to the cyber field. ERE
NATO will develop cyber training and exercise skills. 33351y



GOVERNANCE

HOW ?

Personal
Privacy

2

/Public
' Data
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Syber Security .
Ministry of
Governance Model Security and
of Netherlands

National Cyber
Security Council

Justice (NCSS)

National
I&IBR;E‘_S%%";S;:;&: Directorate of Coordinator for
Cyber Security Counterterrorism

Board

and Security

National Cyber
Security Centre
(NCSC)

Incident Response Knowledge Development

Policy Division :
Y Team Services Team Team

Security Operation

GOVCERT.NL Center (SOC)
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E-Government
Governance Model

. — " - . . . N
Strategy Ownership / Prime Ministry Information Co-Chairman. Pf/’;i /'{//”;ngf - -
e Societv Council and Private Sector Representative
Top Level Responsibilty \Members.: Repr. from Ministries + Private Sector Managers
( Co-Chairman. Mol Vice President 3

Program Efficienc
g y and Private Secfor Representaftive

TS oISIoIIsiiniinisieniesseesiesee \ Members:Senior bureaucrats and experts J

: /' . . . . \
per INNEae  e-Government Expert Chairman. Mol Vice President _
Authority Board and Private Sector Representative
T \_Members.:Senior bureaucrats and experts

L

Execution / Support

Planning / Evaluation
> Mol (MOSPA) :

Administration,

Technology / Project Support Technology Support
NIA Ministry Ministry

B oo BN O
Government Execution Execution
MOSPA / Mol: Ministry of Security & Public Administration T ﬁ

NIA: National Information Society Agency
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South Korea
E-Government
Governance Model

. e . N
Strategy Ownership / Prime Ministry Information
ibili Society Council an
Top Level Responsibility Members: Repr. fr )
Co-Chairman. Mol Vice President h

and
Members:Senior bureaucrats and experts

Chairman. Mol Vice President
and
Members:Senior bureaucrats and experts
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Japan IT Strategies
E-Government Headquarters
Governance Model

Efficiency of Programs

Strategy Ownership / Top Level Responsibility Planning Board

Public Programs Planning & Evaluation
Management Office

|

Chairman. Prime Minister
Members. Representatives from All Ministries
and Private Sector Represeniaftives

Chairman. Minister of Science & Technology Policies
Members: Deputy Minister

(E-Government
Man_a Sl Offllce, Administrative Authority
Cabinet Secretariat)

Strategy / Technology Technology / Project
Consultancy Consultancy

CIO Council Technical
Management Board

Advisory CIO Council
(Members: Ministry’s

Consultant CIO’s (Private) (Members: Ministry’s ICT

Managers)

Chairman. Deputy Secretary of Cabinet
Members: Ministry CIO’s

Program Management Office

Members: CIO, Advisory
CIO, Strategic Planning o o e

Departments
Ministry
B

Ministry
A

Ministry
C

Technology / Project Support
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Japan IT Strategies
E-Government Headquarters

from All Ministries

Governance Model
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SUGGESTIONS : Coordination & Leadership

1. Cyber Security should be coordinated from top level in ONE CENTERAL ADMINISTRATION

2. In this Center, there should be Public-Private Governance Board

3. National Cyber Security Policy and Prioritized Sectoral Areas should be prepared
* National Solutions in «Perimeter Security» Layer:

* National Firewall

* National Intrusion Detection & Prevention systems

* National Web Filtering

e National Anti-virus Solutions

National “Cyber Thread Intelligence Bank (CTIB)”

National Operating System
National E-Mail
National Storage Cloud
Secure Public Network

PRIVATE SECTOR

PUBLIC

Cyber Security for National Security: «Coordination, Capacity Building and National Solutions"
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SUGGESTIONS : Capacity Building

4. Government should support private sector, while developing Sectoral Capacity

* Definitions of Cyber Security, Data Security and e-Government Expertizes / Professions

* Software Development and Cyber Security Education Programs from Primary School to
Universities

* Preparation of HR Capacity Developing Programs for private sectotr

* Innovation Incentives in prioritized areas

5. The government should be beside the sector in creating the regional and global power
of the sector

6. Special incentives for the sector targeted to grow in the region (financial and
administrative)

Cyber Security for National Security: «Coordination, Capacity Building and National Solutions"

Mustafa AFYONLUOGLU (afyonluoglu [at] gmail.com) April 25“" 2017 - Istanbul




SUGGESTIONS : Capacity Building

4. Government should support private sector, while developing Sectoral Capacity

) 'Kji‘
H W

Software Development Secure Coding Advanced Coding

Robotics Gamification Cyber Security

Cyber Security Management Data Security Cryptography & Software Security
Cyber Bullying Management Critical Thinking Computer Networks & Telecomm.
Screen-time Management Digital Empathy Digital Media Web Technologies

Privacy Management Cyber Law and Ethic

Digital Citizen ID Governance & Leadership

Digital Footprint Cyber Investigation
Digital Forensics
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SUGGESTIONS : National Solutions

7. Use of NATIONAL PRODUCTS without exception as a National Policy in the public sector

«WE WILL USE FIRST !»

Dissemination Policy in Public Sector:
e «Company Rating» in public procurement with accreditation and certification

* Promotion Model: R&D > For successful results «Production Support» - Pilot
Applications = Support & Development Infrastructure = Positioning in Public

* Current products in the first layer, National Products in the second layer
* After transition and maturity, national products in all layers

At least two National Solution Policy in each segment
* Regional Dissemination

Cyber Security for National Security: «Coordination, Capacity Building and National Solutions"

Mustafa AFYONLUOGLU (afyonluoglu [at] gmail.com) April 25“" 2017 - Istanbul




Cyber Security for National Security
«Coordination, Capacity Building and National Solutions»

THANK XOU

C 2 1 O
586E 6 9
pAVWA 12365
612( 6A6466
; 622 971663
) 2 E7 __ F75 220
6572 020 pPpp 4206 B8
;! e - 37 '5i
7OA (_‘-'T:g) 326
1 466682 3 Mustafa AFYONLUOGLU
2 38 4A@yber Security & e-Governance Chief Expert
afyonluoglu [at] gmail.com

Linkedin: http://linkedin.com/in/afyonluoglu
Twitter: http://twitter.com/#!/afyonluoglu

OteknOIOJ| SIBER GOVENLIK 4.0 ve FELAKET YONETIMI
Web: afyonluoglu.com

TEKNOLOJI PLATFORMU - 25 NISAN 2017/ ISTANBUL
25.04.2017




